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Overview, Topics, and Audience

Overview
Welcome to Introduction to OTCnet Overview and OTCnet Course Content. In this chapter:

e You will be introduced to OTCnet

e You will learn about OTCnet User Roles

Topics
The topics in this chapter include the following:

1. OTCnet Elements, Process Flows and End Users
2. OTCnet User Roles

Audience

The intended audience for Introduction to OTCnet includes:
e Administration Users

e Deposit Processing and Reporting Users

o Check Capture, Check Processing and Reporting Users
e Card Processing Users

e Viewers
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Topic 1. Introduction to OTCnet

Overview

The Bureau of the Fiscal Service (BFS) Over the Counter Division (OTCD) provides the Over-
the-Counter Channel Application (OTCnet) to facilitate electronic processing, reporting of
deposits, and transaction activities. OTCnet financial services include retail transactions made
at agency offices, face-to-face collection points, and point of sale (POS) locations throughout
the US and abroad.

OTCD oversees the systems, networks and program infrastructure that enable world-class
OTCnet financial services, including the collection of checks, cash, coins and credit, debit, and
gift card transactions at agency POS locations around the globe. The OTCD is responsible for
implementing a coordinated government-wide strategy for the collection of over-the-counter
transactions and deposit activities (cash, card, check, foreign checks/currency, seized
currency), and the transition from paper checks to electronic mechanisms.

OTCnet is a secure web-based system that enables federal agencies to integrate check
conversion, deposit reporting, and card processing, so that all check, cash, coin, and card
deposits to the Treasury General Account (TGA) are handled by one web-based application.

OTCnet offers agencies superior customer service and high-quality e-commerce solutions for
collections and reporting needs.

OTCnet financial services includes the following:

e Electronic processing of US checks presented for cashing, payment, or deposit

e Processing of US currency, foreign currency cash and foreign check deposits

o Acceptance of credit, debit, and gift cards (Visa, MasterCard, American Express, Discover)
e Support of the Self-Service Kiosk

e Automation of the collection and settlement process

e Support of online reporting and research capabilities for reconciliation and inquiries

o Improvements of deposit history record-keeping

OTCnet Elements

OTCnet comprises five elements:

*Administration

Check Capture, Check Processing and Reporting
Deposit Processing and Reporting

Card Processing

o M w0 bd -~

Self-Service Kiosk: Web Service

*Administration functions support Check Capture, Check Processing and Reporting, Deposit
Processing and Reporting, Card Processing, and Self-Service Kiosk as shown in Figure 1.
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Figure 1. OTCnet Elements

Administration, Installation,
Set up and Management

Check Capturing, Check
Processing and Reporting

Deposit Processing and
Reporting

()

Card Processing

Self-Service Kiosk

The functions of the five elements are:

o Administration, Installation Set Up and Management allows for those with administrative
permissions to install and manage OTCnet and set up users.

o Check Capturing, Check Processing converts personal and business checks into
electronic fund transfers. Transactions include consumer, consumer accounts receivable,
and business transactions

¢ Deposit Processing permits federal agencies to create and submit deposits for
confirmation. This platform also allows financial institutions (Fls) to confirm those deposits
and create adjustments electronically. Deposits are created for US currency, foreign cash,
and foreign checks

e Card Processing allows agencies to provide their customers with an option to make
payments via credit/debit cards and gift cards

o Self-Service Kiosk is a third-party vendor standalone kiosk supported by OTCnet
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OTCnet Process Flow: Check Capture, Check Processing and
Reporting

Check Capture and Check Processing involve converting paper checks received over the
counter or through the mail into electronic debits to the check writer's account. The process is
highly automated and greatly improves the collection, reconciliation, research, and reporting
processes associated with federal agencies check collections.

In OTCnet, your agency scans a check, and the scanner captures an image of the front and
back of each check. In OTCnet Online, the image is available immediately; in OTCnet Offline,
the image is stored locally. You can also access the Collections Information Repository (CIR) to
retrieve deposit information.

The captured image of the check is stored for seven years in OTCnet. You can search the
check images as well as the check capture and transaction date through the Check Image and
Research Archive (CIRA) Query feature within OTCnet.

OTCnet sends summary as well as detailed information to CIR for those agencies that are not
processing tax transactions.

CIR sends accounting entries with Treasury Account Symbol/Business Event Type Code
(TAS/BETC) or Classification Keys (C-Keys) to Central Accounting Reporting System/
Government Wide Accounting (CARS). CARS invokes Shared Account Module (SAM) to either
validate, translate, or default the TAS/BETC based on the accounting information received on
the transaction.

OTCnet sends the captured check data to the Debit Gateway at the Federal Reserve Bank
Cleveland (FRB-C). FRB-C/Debit Gateway sends the data and settles to the financial institution
(F1) either through FedACH (Automated Clearing House) personal check or Check 21 (non-
personal check) where the check was written.

The FI where the check was written shows the account was debited (Complete Check Capture
and Check Processing and Reporting Process flow as shown in Figure 2).

If your agency uses the Master Verification Database (MVD) (which provides downloads of prior
negative check information and blocked items) and is working offline, the information is passed
to the agency's Local Verification Database (LVD) when each batch is closed. The LVD is then
used to determine the check writer's status and implement your agency's bad check policy, if
applicable.

Administration
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Figure 2. Check Capture, Check Processing, and Reporting Process Flow
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What is ACH?

The ACH Network is a nationwide batch-oriented electronic funds transfer system governed by
the NACHA (National Automated Clearing House Association) operating rules, which provide for
the interbank clearing of electronic payments for participating depository financial institutions.
The Federal Reserve and Electronic Payments Network act as ACH operators, central clearing
facilities through which financial institutions transmit or receive ACH entries. ACH payments
include:

o Direct deposit of payroll, Social Security and other government benefits, and tax refunds

o Direct payment of consumer bills such as mortgages, loans, utility bills and insurance
premiums

e Business-to-business payments
e E-checks
e E-commerce payments

o Federal, state, and local tax payments

What is Check 21?

Check 21, also known as the Check Clearing for the 21st Century Act, was signed into law on
October 28, 2003. Provisions of the law took effect on October 28, 2004. It is important to
understand the effects of Check 21 on OTCnet. Check 21 provides the legal framework for the
creation of substitute checks, which can be used in place of the original paper document without
an agreement in place with other financial institutions. A substitute check is a paper
reproduction of the original check.

To meet legal requirements, a substitute check must:

e Contain an image of the front and back of the original check.

Administration
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o Bear alegend that states, “This is a legal copy of your check. It can be used the same way
you would use the original check.”

¢ Display a magnetic Ink character recognition (MICR) line containing information appearing
on the MICR line of the original check.

e Conform in paper stock, dimension, and otherwise, with generally applicable industry
standards for substitute checks.

¢ Be suitable for automated processing in the same manner as the original check.

Overall, this legislation has modernized the nation’s check payments system. Check 21 is
designed to foster innovation in the payments system and to enhance its efficiency by reducing
some of the legal impediments to check truncation.

ALL payment instruments are eligible for processing under OTCnet, including business checks,
money orders, Treasury checks, credit card checks, traveler's checks, cashier’s checks, official
checks, third-party checks, payroll checks and checks drawn on state or local government
accounts.

Check 21 requires financial institutions to accept a substitute check from a presenting institute
and grant it equivalent status to the original check if the substitute check meets prescribed
requirements. It also requires a reconverting bank to meet the warranties and indemnities
enacted through legislation and subsequent regulations. Check 21 requires financial institutions
to provide education to individual consumers on substitute checks and consumer re-credit
rights.

For more information on Check 21, visit: https://www.frbservices.org/education/products-
services-education/check21-act.html

Acceptable forms of FedACH and Check 21 payment types are shown in Table 1.

Table 1. FedACH and Check 21 Payment Types

FedACH ‘ Check 21
o Direct Deposit of payroll, Social Security and other Business Checks
government benefits, and tax refunds Money Orders
e Direct Payment of consumer bills such Treasury Checks
as mortgages, loans, utility bills and insurance Credit Card Checks
premiums Traveler's Checks
Business-to-business payments Cashier's Checks
E checks Official Checks

E commerce payments
Federal, state, and local tax payments

Third-party Checks

Payroll Checks

Checks drawn on state or local government
Personal Check (No Notice)

Personal Check (Opt Out)

Administration
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OTCnet Process Flow: Deposit Reporting

Deposit Processing electronically collects US and foreign funds, which facilitates the daily
classification of Treasury collections.

As shown in Figure 3, the Deposit Preparer, or Agency, electronically reports the deposit to
Treasury using OTCnet and prints out the OTCnet deposit ticket. The bank deposit ticket,
OTCnet deposit ticket, cash and checks (US and foreign) are taken to your Treasury General
Account (TGA) bank. At the TGA bank, the Deposit Confirmer confirms the deposit, rejects the
deposit, or creates an adjustment to the deposit using OTCnet.

OTCnet sends commercial deposit voucher information to CIR. CIR receives commercial
deposit information from OTCnet for reconciliation and transmits it to the Treasury Cash
Management System (TCMS) for cash concentration purposes. TCMS receives the commercial
deposit data from CIR and initiates the cash concentration activity.

The Deposit Preparer and Deposit Viewer can access OTCnet to view their deposit ticket
information, as well as access reports, receive rejections, and view adjustments.

Figure 3. Deposit Processing Workflow

OTCnet
Deposit Reporting Processing Workflow

'I'reasury General
Account (TGA) Bank
Deposit Confirmed/Adjusted
ﬁ ﬁ

Agency 0TCnet
(R TCMS/ NSS
D ¢ d
Epum mm Collections Information Treasury Cash Management System /
Repository Mational Settlement Service

OTCnet Process Flow: Card Processing

Card processing is a web-based functionality that provides agency customers with an option to
make payments with a credit, debit, or gift card. Card transactions are sent directly to WorldPay.

As shown in Figure 4, the Agency initiates the Card Processing payment. Currently, OTCnet
does not store any card transaction details. The Agency can access the Collections Information
Repository (CIR) to retrieve deposit and card payment information.

The customer pays with a credit/debit card or gift card at an agency terminal station. The
customer authorizes the amount to be charged to their account. The Verifone/OTCnet terminal
sends the transaction data to Worldpay for authorization.

Administration
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Worldpay processes the payment in four steps:

Step 1 — Authorization (Real Time)

Worldpay sends the transaction data to the card issuer through the card network (e.g., Visa,
Discover, Amex, and Mastercard). The card issuer determines whether funding is available and
returns authorization through the card networks to Worldpay.

Step 2 — Clearing

Funds in the daily transaction batch are cleared from Worldpay to Comerica Bank. The
processing cutoff for credit card payments is 4:30 AM; for debit card payments the cutoff is 2:00
AM.

Step 3 — Settlement

The card issuer sends the settlement money back to Worldpay via the card networks once the
payments have been authorized and cleared. The timing for this transaction varies by
credit/debit network.

Step 4 — Deposit Reporting
If the payment is approved, Worldpay sends deposit voucher transaction data to CIR via the
Worldpay flat file the following morning between 4:00 and 6:00 AM.

CIR sends the voucher information to the Treasury Cash Management System (TCMS). TCMS
uses the National Settlement Service (NSS) to draw funds. NSS transfers funds to the TGA
Bank NY/FRB and reconciles them with Worldpay/Comerica Bank.

Figure 4. Card Processing Workflow
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OTCnet Process Flow: Self-Service Kiosk: Check Payment

Self-Service Kiosk: Check Processing is a web-based functionality that provides agency
customers with an option to make payments with a check at a kiosk. The Kiosk Operator sets up
the workstation and Kiosk Tablet daily by logging in to and locking down the Kiosk Tablet.
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As shown in Figure 5, the kiosk captures the image of the front and back of each check and
stores these images on the kiosk server. The captured images are uploaded to the OTCnet
server on a scheduled basis and are stored in OTCnet for seven years.

OTCnet sends the captured check data to Debit Gateway at the Federal Reserve Bank
Cleveland (FRB-C). FRB-C/Debit Gateway forwards the data to the Financial Institution (FI)
where the check was written, either through FedACH (for personal checks) or Check 21 (for
non-personal checks). The Fl receives the data and shows the account as debited.

OTCnet also sends summary as well as detailed information to the Collections Information
Repository (CIR). CIR sends accounting entries with Treasury Account Symbol/Business Event
Type Code (TAS/BETC) or Classification Keys (C-Keys) to the Central Accounting Reporting
System (CARS). CARS invokes the Shared Account Module (SAM) to either validate, translate,
or default the TAS/BETC based on the accounting information received on the transaction.

Agencies access OTCnet for Check Processing reports and use OTCnet's Check Image and
Research Archive (CIRA) Query feature to search for check images, check capture dates and
transaction dates. Agencies retrieve deposit information from the Collections Information
Repository (CIR).

Figure 5. Self-Service Kiosk: Check Payment

OTCnet
Self-Service Kiosk: Check Payment Workflow
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* The Kfosk Operator sets tip the workstation and Kiosk Tablet daily by fogging in to and locking down the Kfosk Tablet.

OTCnet Process Flow: Self-Service Kiosk: Deposit Processing

Self-Service Kiosk: Deposit Processing is a web-based functionality that provides agency
customers with an option to make US cash payments at a kiosk. The Kiosk Operator sets up the
workstation and Kiosk Tablet daily by logging in to and locking down the Kiosk Tablet.

As shown in Figure 6, the customer (kiosk user) makes US cash payments using the kiosk. The
kiosk sends the deposit information to OTCnet with draft status. OTCnet creates a deposit
voucher for the kiosk’s cash payment transactions with accounting code information. The
agency logs in to OTCnet to classify, approve and submit the voucher to the agency’s Fl and
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can view the Deposit Process report. The Fl verifies and confirms the deposit in OTCnet; the
cash goes to the bank.

Once the FI has confirmed the deposit, OTCnet sends voucher information to the Collections
Information Repository (CIR). CIR sends the voucher information to the Treasury Cash
Management System (TCMS) and TCMS uses the National Settlement Service (NSS) to draw
funds. Agencies can access CIR to retrieve deposit information.

Figure 6. Self-Service Kiosk: Deposit Processing Workflow

OTCnet
Self-Service Kiosk: Deposit Processing Workflow
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* The Kiosk Operator sets up the workstation and Kiosk Tabiet daily by logging in to and locking down the Kiosk Tablet.

OTCnet Process Flow: Self-Service Kiosk: Card Processing

Self-Service Kiosk: Card Processing is a web-based functionality that provides agency
customers with an option to make payments with a credit, debit, or Visa/Mastercard gift card at
an agency terminal station. Card transactions are sent directly to WorldPay.

The Kiosk Operator sets up the workstation and Kiosk Tablet daily by logging in to and locking
down the Kiosk Tablet.

As shown in Figure 7, payments can be made with a credit/debit card or Visa/Mastercard gift
card at the kiosk. The customer authorizes the amount to be charged to their account. The kiosk
sends transaction data to Worldpay for authorization.

Worldpay processes the payment in four steps:

Step 1 - Authorization (Real Time)

Worldpay sends the transaction data over to the card issuer through the card networks (e.g.,
Visa, Discover, Amex and Mastercard). The card issuer determines if funding is available and
returns authorization back through the card networks to Worldpay.

Step 2 — Clearing
Funds in the daily transaction batch are cleared from Worldpay to Comerica Bank. The
processing cutoff is 2:00 AM for debit card payments and 4:30 AM for credit card payments.

10
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Step 3 — Settlement

Once the payments have been authorized and cleared, the card issuer sends the settlement
money back to Worldpay via the card networks. The timing of the transfer varies by credit/debit
network.

Step 4 - Deposit Reporting

If the payment is approved, Worldpay sends deposit voucher transaction data to the Collections
Information Repository (CIR) via the Worldpay flat file the following morning between 4:00 AM
and 6:00 AM.

CIR sends the voucher information to the Treasury Cash Management System (TCMS). TCMS
uses the National Settlement Service (NSS) to draw funds. The kiosk sends the card transaction
data to OTCnet via the card web service. NSS transfers funds to the TGA Bank NY/FRB and
reconciles with Worldpay/Comerica Bank. The agency accesses OTCnet for Card Processing
reporting; the agency can also access CIR to retrieve deposit information.

Figure 7. Self-Service Kiosk: Card Processing Workflow
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* The Kiosk Operator sets up the workstatfon and Kiosk Tablet daily by logging in to and locking down the Kiosk Tablet.

OTCnet End Users

There are four functional areas of the OTCnet application:
Administration
Check Capture, Processing and Reporting

Deposit Processing and Reporting

rw DN =

Card Processing
The user role you hold is based on the types of tasks you will perform.

e Administration user roles, with varying degrees of permission, perform administrative duties
such as user management and system installation.

11
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o Check Capture/Check Processing and Reporting user roles perform functions to capture
checks, process checks, access reports and edit or view the Master Verification Database
(MVD).

o Deposit Processing and Reporting user roles create or approve deposits, confirm (reject or
adjust) deposits, or view deposit information, as shown in Table 2.

e Card Processing user roles perform functions to process card transactions.

Table 2. End User Roles

Check Capture/ Check
Processing and Deposit Processing and Card
Administration Reporting Reporting Processing
Agency Agency Agency Agency
e  Check Capture e Check Capture e Deposit Preparer e Card Operator
Supervisor Operator e  Deposit Approver
e  Check Capture e  Check Capture e Viewer
Administrator Lead Operator
e Accounting Specialist/ | ¢ Check Capture Financial Institution/
Local Supervisor Federal Reserve
Accounting Specialist | ¢  Batch Approver* o  Deposit Confirmer
e  Card Administrator e Batch Uploader* e \Viewer
e Master Verification
Financial Institution/ Database (MVD)
Federal Reserve Editor
e  Primary Security e  Master Verification
Administrator Database (MVD)
e Local Security Viewer
Administrator

*Batch Approver and Batch Uploader are sub-roles assigned to users with existing roles.

12
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Topic 2. OTCnet User Roles

Individuals are granted user access based on their job roles. Agency and Financial
Institution/Federal Reserve Bank (FI/FRB) user roles are listed in Table 3 below with
corresponding descriptions of job roles, the user roles that may assign the access, and whether
the user can access Check Capture, Deposit Processing, or Card Processing functions.

Table 3. OTCnet Agency and FI/FRB User Roles

Role Assignable Check Deposit Card

User Role Description By Capture | Processing | Processing

Accounting
Specialist

The agency user in this role is an expert
on the organizational structure, reporting
needs and accounting rules for their
agency. This role will establish and
maintain the organizational foundation,
accounting data and accounting
relationships at the highest level of the
agency in OTCnet. This role can also
establish, maintain, and view processing
options that one or more lower-level
endpoints will use in OTCnet.

Agency PLSA
Agency LSA

Agency Local
Security
Administrator
(LSA)

The agency user in this role will maintain
user access to an organization, including
assigning/removing user roles and
assigning/removing organization
hierarchy access. LSAs can also view
security reports.

Agency PLSA

Values) reports and ACR (Accessibility
Conformance Report) Activity reports, run
CIRA queries and view other general
reports such as the SF215 Deposit Ticket
and 5515 Debit Voucher reports. The
agency user can view if an endpoint is
designated for summary-level
classification, and the agency comments
associated with an endpoint.

Agency The agency user in this role has the same OTCnet
Primary Local | capabilities as an LSA with the additional Customer
Security capability of creating and modifying LSAs | Support Team
Administrator | for their organization. There can only be

(PLSA) one PLSA per agency.

Agency The agency user in this role can view and | Agency PLSA
Manager download CIRA CSV (Comma-Separated | Agency LSA

Administration
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Check
Capture

Deposit Card
Processing | Processing

Batch
Approver

The user assigned this role will have the
ability to approve a batch either prior to
batch upload (from Offline) or when a
batch is uploaded/submitted to OTCnet
but not yet approved. This permission is
granted especially when, in Offline mode,
a user has configured the terminal to
upload a batch upon Batch Close. An
example of this permission applies to a
Check Capture Operator: though a
terminal may be configured to upload
upon close, an Operator is able to close a
batch but does not inherently have
Upload permissions, therefore the user's
permissions will override the terminal
configuration and the batch will not be
automatically uploaded. Providing this
permission along with Batch Uploader
allows for the Check Capture Operator to
auto-upload the batch upon close. This
role should be granted in limited cases at
sites where there is a need for the
Operator to perform this function without a
Supervisor present.

This role only applies to the Offline
version of OTCnet.

Agency PLSA
Agency LSA

Batch
Uploader

The user assigned this role will have the
ability to upload a batch from Offline
OTCnet to the online database; this user
has no other permissions and therefore
should typically be granted to a Check
Capture Operator and Lead Operator.
This permission is granted especially
when, in Offline mode, a user has
configured the terminal to upload a batch
upon Batch Close. An example of this
permission applies to a Check Capture
Operator: though a terminal may be
configured to upload upon close, an
Operator is able to close a batch but does
not inherently have Upload permissions,
therefore the user's permissions will
override the terminal configuration and
the batch will not be automatically
uploaded. Providing this permission along
with Batch Approver allows for the Check
Capture Operator to auto-upload the
batch upon close. This role should be
granted in limited cases at sites where
there is a need for the Operator to
perform this function without a Supervisor
present.

This role only applies to the Offline
version of OTCnet.

Agency PLSA
Agency LSA

Administration
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Card
Processing

Deposit
Processing

Card
Administrator

The agency user in this role has the
capability to manage endpoints for card
processing. The user can view and modify
terminal configuration. The user can also
modify, delete, view, and search
organization hierarchy. Lastly, this user
has the capability to download releases
and read/view audit card modules.

Agency PLSA
Agency LSA

Card Operator

This user views organizational hierarchy
and searches within the organization. This
user can process credit card payments,
query card transactions, and view
terminal configuration. Finally, this user
can read/view the audit log and has
partial access to the user’s own activities.

Agency PLSA
Agency LSA

Check
Capture
Administrator

The agency user in this role has the
capability to define and modify the check
capture sites as well as manage
accounting codes and modify endpoint
mappings. For example, this user can set
up the location policy and location group.
Additionally, this user can view, modify,
and import accounting codes and modify
endpoint mappings. This user can also
configure the Check Capture functions
and perform upgrades to the application,
as well as download user profiles for the
site. Furthermore, this user can view
checks at the item level or a batch at the
summary level classified with multiple
accounting codes, view/download CIRA
CSV reports and ACR Activity reports, run
CIRA queries and view other general
reports such as the SF215 Deposit Ticket
and 5515 Debit Voucher reports. The
agency user can view if an endpoint is
designated for summary-level
classification, and the agency comments
associated with an endpoint. This user
has permission to download software or
firmware to the terminal using the
Download Check Capture application
permission. Lastly, this user is authorized
to download the OTCnet Local Bridge
(OLB) application, install the OLB
certificate, install the OLB application,
create the OLB profile, and start and stop
the OLB application.

Agency PLSA
Agency LSA

Administration
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Check
Capture

Deposit Card
Processing | Processing

Check
Capture Lead
Operator

The agency user in this role will have the
ability to scan checks into a batch, view
and classify checks at the item level or a
batch at the summary level with multiple
accounting codes, close a batch, edit a
batch, balance check amounts, and enter
batch control values during batch closing.
This user is authorized to install the
OTCnet Local Bridge (OLB) certificate,
install the OLB application, create the
OLB profile, and start and stop the OLB
application. Additionally, this user is
authorized to accept checks with poor
quality, make MICR line corrections, and
accept duplicates. This user is not
authorized to use out-of-date LVD. This
role can establish, maintain, and view
processing options for an endpoint
pertaining to summary-level classification
and agency comments.

Agency PLSA
Agency LSA

Check
Capture
Operator

This agency user has the authorization to
scan checks into a batch, view and
classify checks at the item level or a batch
at the summary level with multiple
accounting codes, close a batch, balance
check amounts, and enter batch control
values during batch closing. This agency
user can also view if an endpoint is
designated for summary-level
classification, and the agency comments
associated with an endpoint. This user is
authorized to install the OTCnet Local
Bridge (OLB) certificate, install the OLB
application, create the OLB profile, and
start and stop the OLB application.
Additionally, the user can enter/apply the
Accounting Code at the time of scanning
checks. However, the user does not have
authorization to accept duplicates, make
MICR corrections, authorize the use of
out-of-date LVD, or accept checks with
poor quality.

Agency PLSA
Agency LSA

Administration
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Card
Processing

Deposit
Processing

Check
Capture
Supervisor

The agency user in this role is the most
powerful user on the Check Capture site.
The user can perform almost all the
functions in Check Capture, including
view and classify checks at the item level
or a batch at the summary level, accept
duplicates, make MICR corrections,
authorize the use of out-of-date LVD,
accept checks with poor quality, as well
as view, modify, and import accounting
codes, and modify endpoint mappings.
However, this user does not have any
permissions associated with scanning
checks. To ensure “checks and
balances,” scanning checks is reserved
for a Check Capture Operator or Lead
Operator only. This role can also
establish, maintain, and view processing
options that one or more lower-level
endpoints will use in OTCnet. This user is
authorized to install the OTCnet Local
Bridge (OLB) certificate, install the OLB
application, create the OLB profile, and
start and stop the OLB application.

Agency PLSA
Agency LSA

CIRA Viewer

The agency user in this role can only view
organization endpoints and CIRA records.
This is the check processing role with the
lowest level of access. The agency user
can view if an endpoint is designated for
summary level classification, and the
agency comments associated with an
endpoint.

Agency PLSA
Agency LSA

Deposit
Approver

The agency user in this role will approve
the deposit report and submit the
information to the TGA financial
institution.

Agency PLSA
Agency LSA

Deposit
Preparer

The agency user in this role prepares the
deposit ticket and supporting information
for transmission to the TGA financial
institution.

Agency PLSA
Agency LSA

FPA Viewer

The agency user in this role can only
search/view deposits and adjustments
and produce reports.

Agency PLSA
Agency LSA

Local
Accounting
Specialist

The agency user in this role is an expert
on the organizational structure, reporting
needs and accounting rules for its
depositing and lower-level endpoints. This
role will establish, maintain, and view the
organizational structure, accounting code
mappings to individual endpoints, and the
processing options that one or more
lower-level endpoints will use in OTCnet.

Agency PLSA
Agency LSA

Administration
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Card
Processing

Deposit
Processing

MVD Editor

The agency user in this role can create,
update, and read verification records. This
role can also download CSV formatted
reports, view other general reports such
as the 215 Deposit Ticket, 5515 Debit
Voucher reports and the ACR Activity
report. The agency user can view if an
endpoint is designated for summary-level
classification and the agency comments
associated with an endpoint.

Agency PLSA
Agency LSA

MVD Viewer

The agency user in this role can read
CIRA records, verification records, and
block records containing only AB
permissions. This role also has
permission to download CSV formatted
reports and view other general reports
such as the 215 Deposit Ticket, 5515
Debit Voucher reports and the ACR
Activity report. The agency user can view
if an endpoint is designated for summary-
level classification, and the agency
comments associated with an endpoint.

Agency PLSA
Agency LSA

View Report

The agency user in this role will have
access to agency reports except for the
CIRA CSV report.

Agency PLSA
Agency LSA

Deposit
Confirmer

The financial institution user in this role
will verify the submitted deposit ticket,
reject the deposit ticket if necessary,
forward the information to the Treasury,
and create adjustments as necessary.

FI PLSA
FI LSA

Fl Viewer

The financial institution user in this role
can only search and view deposits and
adjustments, view Financial Institution

information and produce reports from it.

FI PLSA
FI LSA

FI/FRB Local
Security
Administrator
(LSA)

The financial institution/federal reserve
bank user in this role will maintain user
access to an organization, including
assigning/removing user roles and
assigning/removing organization
hierarchy access.

FI PLSA

FI/FRB
Primary Local
Security
Administrator
(PLSA)

The financial institution/federal reserve
bank user in this role has the same
capabilities as an LSA, with the additional
capability of creating and modifying LSAs
for their organization. There can only be
one PLSA per financial institution.

OTCnet
Customer
Support Team

FI/FRB
Confirmer

The FI/FRB user in this role will verify the
submitted deposit ticket, reject the deposit
ticket if necessary, forward the
information to the Treasury, and create
adjustments as necessary.

FI PLSA
FILSA

FRB Viewer

The FRB user in this role can only search
and view deposits and adjustments, view
FRB information and produce reports
from it.

FI PLSA
FILSA

Administration
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Agency User Role Combinations

As shown in Table 4 and Table 5, Agency Deposit Processing, Check Capture and Card
Processing user roles can be combined and assigned to an individual user. “*” indicates that the
role in the column heading can be combined with the role to the far left of it.

Table 4. Combinable Agency Deposit Processing, Check Capture and Card Processing User Roles

Local

Agency User Agency | Accounting Accounting Deposit Deposit
Roles LSA Specialist Specialist Preparer | Approver

Agency PLSA .

Agency LSA .

Accounting
Specialist

Local
Accounting . . . .
Specialist

Deposit
Preparer

Deposit
Approver

FPA Viewer . . . . . . .
CIRA Viewer . . . . .
View Report . . . . .
MVD Editor . . . . .
MVD Viewer . . . . . . .

Card
Administrator

Card Operator . . . .

Check Capture
Operator

Check Capture
Lead Operator

Check Capture
Administrator

Check Capture
Supervisor
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Table 5. Combinable Agency Check Capture and Card Processing User Roles

Deposit
Reporting, Check Check
Capture and Card Check Capture Check Check
Processing User Agency Capture Lead Capture Capture Batch Batch
Roles Manager Operator | Operator Admin. Supvr. Approver Uploader
Agency PLSA .
Agency LSA . .
Accounting . . . . . . . .
Specialist
Local Accounting . . . . . . . .
Specialist
Deposit Preparer . . . . . . . .
Deposit Approver . . . . . . . .
Agency Manager . . .
CIRA Viewer . . . . . . .
View Report . . . . . . .
MVD Editor . . . . . . . .
MVD Viewer . . . . . . .
Card Administrator . . .
Card Operator . . . .
Check Capture . . . . . .
Operator
Check Capture . . . . . . . .
Lead Operator
Check Capture . . . . . . .
Administrator
Check Capture . . . . . . .
Supervisor
Batch Approver . .
Batch Uploader . .
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Financial Institution (FI) User Role Combinations

Financial institution user roles that can be combined and assigned to an individual user are
shown in Table 6. “¢” indicates that the role in the column heading can be combined with the role

to the far left of it.
Table 6. Combinable Financial Institution User Roles

Financial Institution (FI)

User Roles ’ FI PLSA FI LSA Fl Confirmer Fl Viewer

Fl PLSA .

FI LSA .

FI Confirmer .
Fl Viewer . . .

21
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System Tasks by Agency and Financial Institution (Fl) Roles

The following two tables show the system tasks that can be performed by agency and Financial Institution/Federal Reserve Bank
(FI/FRB) user roles. “” indicates that the user role shown in the column heading can perform the task listed to the far left of it.

Table 7. Deposit Processing and Reporting Roles

Agency | Agency Agency Agency Fl/ Fl/ Fl/ Fl/ Fl/
Deposit Processing & Agency | Agency Acc Local Acc Dep. Dep. FRB FRB FRB FRB Dep. FRB
Reporting Task PLSA LSA Spec Spec Prep. Appr. Viewer | PLSA | LSA Confirmer | Viewer
Add/Update/Delete a User . . . .
Reset Password . . . .
Manage Own Account . . . . . . . . . . .
OTCnet Logon and Homepage . . . . . . . . . . .
Create/Modify Deposit .
Submit Deposit .
Confirm/Reject Deposit .
View Deposit/Adjustment Detail . . . . .
Search Deposit/ Adjustment . . . . .
Create Deposit/ Adjustment .
Create Return Item Adjustment .
Modify Organization Hierarchy . .
Delete Organization Hierarchy . .
View Organization Hierarchy . .
Search Organization Hierarchy . .
Modify Accounting Codes* .
Import Accounting Codes™ .
View Accounting Codes* . .
Modify Endpoint Mappings* . .
Modify Custom Labels .
View Custom Labels . .
Modify Processing Options . .
View Processing Options . .
Modify User Defined Fields .
View User Defined Fields . .
View Financial Institutions . .
View Business Reports . . . . . . .
View Security Reports . . . .
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Agency | Agency Agency Agency Fl/ Fl/ Fl/ Fl/ Fl/
Deposit Processing & Agency | Agency Acc Local Acc Dep. Dep. FRB FRB FRB FRB
Reporting Task PLSA LSA Spec Spec Prep. Appr. Viewer | PLSA | LSA Confirmer | Viewer
View Administrative Reports . . . .
Read/View Audit Log . .
View Reporters Flag . .

The following table specifies OTCnet Check Capture roles and corresponding permissions at the agency level.

Table 8. Check Capture Roles

Check Capture | Check Capture | Check Capture | Check Capture Batch Batch

Check Capture Task Operator Lead Operator Admin. Supervisor Approver* | Uploader* | Online/Offline
Authorize Duplicates . . Online/Offline
Authorize MICR Correction . . Online/Offline
Authorize Poor Image Quality . Online/Offline
Balance Check Amounts . . Online/Offline
Change Batch Control Values . . . Online/Offline
Change Batch Status . Online/Offline
Close Batch . . . Online/Offline
Edit Batch . . Online/Offline
Change Mode . . Online/Offline
gc;?t?r?;Srt)a Check Capture System . . Online/Offline
\éI:r\:\flig(;:ur::?ilér? apture System : ¢ ‘ y Online/Offline
Configure Batch Manager . . . . Online/Offline
Override Verification . Online/Offline
gLoec(:eksss) Transactions (Scan . . Online/Offline
Approve/Submit Batch . . Online/Offline
View Batch List . . . . Online/Offline
Void Item During Balancing . . Online/Offline
Void Transaction . . Online/Offline
Check Capture System
Maintenance (Upgrade Scanner . . Online/Offline
Firmware)
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Check Capture | Check Capture | Check Capture | Check Capture Batch Batch
Check Capture Task Operator Lead Operator Admin. Supervisor Approver* | Uploader* | Online/Offline

Check Capture System
Maintenance (Upgrade . . Offline
Application from Online)
Check Capture System
Maintenance (Upgrade Form from . . Offline
Online)
Upload Batch . . Offline
Acknowledge Batch . . Offline
Recover from Secondary Storage . Offline
Reset LVD . . Offline
Update LVD . . Offline
Authorize Old Verification . Offline
Create and Download Local . . . . Online
Bridge Credential File
Create and Download Initialization .

: . Offline
File
Startup of OTCnet Local Bridge . . . .
(OLB) Application
Start_up Qf OTCnet Offline . . . . . . Offline
Application Server
Upgrade Offline OTCnet Version . . . Offline
Modify Classify Batch . . . Online/Offline
View Classify Batch . . . . Online/Offline
Modify Classify Item . . . Online/Offline
View Classify Item . . . . Online/Offline
Dowplogd Check Capture . . Offline
Application
View Activity Log . . Offline
Read/View Audit Check Capture
Module (Partial — Access User’s . Offline
Own Activities Only)
Manage Users . Offline
Download User Profiles . Offline
Update User Profiles . Offline
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Check Capture | Check Capture | Check Capture | Check Capture Batch Batch
Check Capture Task Operator Lead Operator Admin. Supervisor Approver* | Uploader* | Online/Offline
Download OTC Endpoints . Offline
Update OTC Endpoints (Offline) . . Offline

The OTCnet Agency Check Processing user roles and their associated permissions are shown in Table 9.

Table 9. Check Processing
Check Check Check Check

Check Processing Agency Capture Capture Lead Capture Capture CIRA View MVD MVD Batch
Task Manager | Operator Operator Admin. Supervisor | Viewer* Reports* | Editor | Viewer | Approver*

Manage Own Account . . . . . . . .

OTCnet Logon and
Homepage

Modify Organization
Hierarchy

Delete Organization
Hierarchy

View organization
Hierarchy

Search Organization . . . . . . . .

Create/Modify
Verification Records

View Verification
Records

Read Block Record
Containing Only an . .
ABA

Create/Modify Check
Capture Site

Download Release** .
View CIRA . . . . .

Read/View Audit Admin
(Partial)

Read/View Audit Check
Capture (All)
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Check Check Check Check
Check Processing Agency Capture Capture Lead Capture Capture CIRA View MVD MVD Batch
Task Manager | Operator Operator Admin. Supervisor | Viewer* Reports* | Editor | Viewer | Approver*

Read/View Audit Check

Capture Module .

(Partial)

Read/View Audit Check

Capture Module (Partial
— User’'s Own Activity)

Read/View Audit Check
Processing (All)

Read CIRA Check
Image Report

Read CIRA CSV Report

Download CIRA CSV
Historical Report

Read Deposit Ticket
Report

Read Debit Voucher
Report

Modify Accounting
Codes

Import Accounting
Codes

View Accounting Codes

Modify Endpoint
Mappings

Modify Summary-level
Classification Flag

View Summary-level
Classification Flag

Edit Agency Comments

View Agency
Comments

Modify Processing
Options

Administration
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Check Check Check Check
Check Processing Agency Capture Capture Lead Capture Capture CIRA View MVD MVD Batch
Task Manager | Operator Operator Admin. Supervisor | Viewer* Reports* | Editor | Viewer | Approver*
View Processing . .
Options
ACR Activity Report . . . . .

*CIRA Viewer, View Reports, and Batch Approver are sub-roles assigned to users with existing roles.

**Download Release — includes downloading firmware, OTCnet Offline software, the OTCnet Local Bridge (OLB) application, and

Security Updates.
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Table 10. Card Processing

Card Card Card
Card Processing Task Operator Administrator Uploader*
Manage Own Account . .
OTCnet Logon and Homepage o .
Modify Organization Hierarchy .
Delete Organization Hierarchy .
View Organization Hierarchy . .
Search Organization o .
Process Card Payments .
Print Receipts o
Card Transaction Query .
Modify User-defined Fields (UDF) .
View User-defined Fields (UDF) .
Manage Card Process — Modify Terminal Configuration .
Manage Card Process — View Terminal Configuration . .
Download OTCnet Local Bridge .
Create OTCnet Local Bridge OLB Credentials . .
Import OTCnet Local Bridge OLB Credentials . .
Read/View Audit Admin — (Partial) .
Read/View Audit Card Module — (All) .
Read/View Audit Card Module — (Partial — Access User's .
Own Activities Only)
Card Web Service .

*The Card Uploader is a Self-Service kiosk-server system role that is authorized to transmit card
data from an external kiosk system to OTCnet. This role requests acknowledgement of the data
transmitted; the system account with this role has no other permissions.
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Summary

In this chapter, you learned:

¢ OTCnet Background and Organization
o OTCnet User Roles
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Overview, Topics, and Audience

Overview
Welcome to Accessing and Navigating OTCnet. In this chapter, you will learn how to:

e Start and stop the OTCnet Local Bridge (OLB) application
o Request access for yourself in SailPoint 11Q

e Login to OTCnet Online/Offline

¢ Navigate the OTCnet Online/Offline home page

Topics
The topics in this chapter include the following:
1. Starting and Stopping the OTCnet Local Bridge (OLB) Application

2. Requesting Access for Yourself in SailPoint 11Q

3. Logging in to OTCnet Online

4. Logging in to OTCnet Offline

5. Navigating the OTCnet Online/Offline Home Page
Audience

The intended audience for the Accessing and Navigating OTCnet Participant User Guide
includes:

e All OTCnet users
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Topic 1 Starting and Stopping the OTCnet Local Bridge
(OLB) Application

The OTCnet Local Bridge (OLB) application is required for terminal detection and performing
check capture, check processing and card processing tasks. If a user logs in to perform one of
these operations and the OLB application is not started, the user receives the following
message: Terminal detection failed. Please ensure that the OLB application is running. The
OLB application is also required if you are using the Deployable Disbursing System (DDS)
interface (Department of Defense [DoD] only).

If you are a Check Capture Administrator, Check Capture Supervisor, Check Capture Lead
Operator, Check Capture Operator, Card Operator or Card Administrator, the OLB
application must be started on the terminal to perform terminal configuration, check capture,
check processing, and card processing tasks.

Before starting the OLB application, ensure the following steps are completed in this order:

1. The Check Capture Administrator and Card Administrator downloaded the OLB
application.

The OLB application is installed on the terminal.

Each user has created an OLB profile, ensuring that the OLB credential file was not
renamed (the file name remained the same as it was generated).

4. Each user has imported his/her OLB credentials to the terminal.

There is no “timeout” with the OLB application (i.e., a suspension or break in OTCnet activity).
Therefore, the OLB application stays connected unless one of the following occurs:

e The user logs out of the terminal (Windows session).
e The terminal is restarted or rebooted.

e The user stops the OLB application on the terminal.
When using Microsoft Edge or Google Chrome:

e Ensure the latest version of the OLB is installed.

Start and Stop the OTCnet Local Bridge (OLB) Application

All users are authorized to start and stop the OTCnet Local Bridge (OLB) application.

To start the OLB application, either double-click the Start OTCnet Local Bridge icon on your
terminal desktop or select Start>Programs>Start OTCnet Local Bridge.

If the Start OTCnet Local Bridge icon does not reside in either location, contact your Card
Administrator or Check Capture Administrator. They will support your completion of the
following steps:

e Ensure the latest version of the OLB is installed.

e Create your OLB profile.
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e Import your OLB credentials.

If the OLB application is started on the terminal, you will receive an OTCnet Local Bridge
Application is already running message.

When the OTCnet Local Bridge Startup page appears, enter your OTCnet User ID and
Password in the appropriate text boxes. (Users will continue to use their User IDs to log in to
OLB. They will not use their PIV/CAC or ID.me accounts).

Password Criteria includes the following. Your password must meet the following criteria:
o Be at least 12 characters long

¢ Not have more than two repeating characters

o Not repeat any of your last ten passwords

¢ Not have been your password during the last ten days

¢ Not be a word in a language, slang, dialect, or jargon

¢ Not be related to personal identity, history, environment, or other personal associations

To stop the OLB, double-click the Stop OTCnet Local Bridge icon located on the terminal
desktop or select Start>Programs>Stop OTCnet Local Bridge.
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Start and Stop the OTCnet Local Bridge (OLB) Application

To start the OTCnet Local Bridge (OLB) application, complete the following steps:
1. Double-click the Start OTCnet Local Bridge icon located on the terminal desktop.
Or
Select Start>Programs>Start OTCnet Local Bridge

2. The OTCnet Local Bridge Startup page appears. Enter your OTCnet User ID and
Password in the appropriate text boxes.

3. Select Log In. A Login Successful. OTCnet Local Bridge Application Started message
appears.

o Select Cancel and the Are you sure you want to exit message appears.
e Select Yes to cancel the OLB startup.
e Select No to return to the OTCnet Local Bridge Startup page.

4. Select OK.

S

5{!?3 Application Tip

Once you start the OLB application, proceed to log in to OTCnet Online.

5. To stop the OLB application, double-click the Stop OTCnet Local Bridge icon located on
the terminal desktop as shown in Figure 1.

Figure 1. Stop OTCnet Local Bridge Icon

Bt

Stop OTCnet
Local Bridge

Or
Select Start>Programs>Stop OTCnet Local Bridge.

6. When the Stop OTCnet Local Bridge window and the Are you sure you want to stop the
OTCnet Local Bridge Application? message appears, select Yes.
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B8 Application Tips

Administration

If you select No, the Are you sure you want to stop the OTCnet Local Bridge
Application? message closes, and the OLB application remains running.
Stopping the OLB application ensures the application is completely closed and
that your OTCnet session is securely terminated.

Before uninstalling the OLB application, you must first stop the OLB application.
If the OLB application has been started on the terminal, ensure that it is stopped
before uninstalling the application.
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Topic 2 Requesting Access for Yourself in SailPoint lIQ

Following the transition to Common Approach to Identity Assurance (CAIA), the SailPoint
IdentitylQ (11Q) environment will be used to manage the identities and provisioning of new users.

CAIA is a solution consisting of a common federation platform by which users seeking access to
Fiscal Service programs will be able to register, proof, and authenticate their identity via one or
more selected credential service providers.

Prospective OTCnet users can create identities through Personal Identity Verification Cards
(PIV), Common Access Cards (CAC), or ID.me.

As a prospective OTCnet user, you can select your desired role(s) and high-level
organization(s) based on instructions from your security administrator(s).

Self-Register/Create an Account in SailPoint lIQ
You can self-register in SailPoint 11Q and create an account using PIV/ICAC or ID.me.

This functionality is available to all users but is not the preferred method for registering
through SailPoint 11Q. The preferred option is for Primary Local Security Administrators
or Local Security Administrators (PLSAs/LSAs) to assist with creating an identity for a
user and/or requesting an HLO or role access for them in SailPoint 11Q.

Follow the on-screen instructions to sign in with an existing account or create an account. If
prompted, follow the on-screen instructions to verify your identity. After completing all steps, you
should see the SailPoint 1IQ home page.
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Self-Register/Create an Account in SailPoint I1Q

To self-register in SailPoint 11Q, navigate to the SailPoint 11Q environment at:
https://iiq.fiscal.treasury.gov/ and complete the following steps:

1. Log in using PIV/CAC or ID.me credentials as shown in Figure 2.

Figure 2. SailPoint llQ Login Page

4 SailPoint v

‘ 1P|V | CAC ‘ Autl}entlcate using PIV, PIV-I, CAC,
- Yubikey
‘ ID. me ‘ Certificate Authentication enables U.S. Federal

employees and contractors to authenticate using a
federally provided credential (PIV, PIV-I, CAC,
Yubikey)

2. Follow the on-screen instructions to sign in with an existing account or create an account.
3. If prompted, follow the on-screen instructions to verify your identity.

4. After completing all steps, you should see the SailPoint 11Q home page.

A/

5{!?3 Application Tip

New OTCnet users including those with PIV/CAC access can go through SailPoint 11Q to
do the self-registration to create an account and request role(s) and high-level
organization(s) before logging in to OTCnet. Once their high-level access is approved in
SailPoint 11Q, they can proceed to log in to OTCnet.
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Request Access for Yourself in SailPoint 11Q

If you need application entitlement, you can sign in to SailPoint IIQ and request the specific
access you need (self-request).

To request access for yourself, log in to SailPoint [IQ and navigate to Manage My Access.
Make sure Add Access is selected. In the search field, enter part or all of the HLO/role name
you want to request. Select the HLO/role by selecting the checkmark to the left of the
HLO/role name. Then select Next. On the Review and Submit screen, verify the requested
HLO/role(s) are correct and select the Submit button.

A confirmation message will appear. SailPoint 11Q will automatically notify the necessary
approvers to review the request. Once approved, your PLSA/LSA can create your identity in
OTCnet and assign endpoints and roles for you. You will receive an autogenerated email when
your user account is created in OTCnet.
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Request Access for Yourself in SailPoint 11Q

To request access for yourself in SailPoint 11Q, complete the following steps:

1. From the Home screen of SailPoint, navigate to Manage My Access through the Manage
MyAccess button as shown in Figure 3.

Figure 3. SailPoint Home Page with Manage My Access Button

SailPoint

2. Onthe Manage My Access screen, ensure that the Add Access tab is selected as shown
in Figure 4.

A/

€Q3 Application Tips

Search for the specific HLO name (e.g., Alaska USA Federal Credit Union) and user
role (e.g., Check Capture Operator). If the HLO or user role’s name is not known, type
HLO/Role in the search field.

3. Search for an HLO. Select an HLO by selecting the checkmark to the left of the HLO’s
name.

4. Continue on the same screen to search for a user role. Select a role by selecting the
checkmark to the left of the role’s name. Then select Next.

‘:Q:‘ Application Tips
e Multiple HLOs and roles can be selected.

e All roles selected in SailPoint 11Q will be validated (and edited as needed) in OTCnet
by the designated PLSA/LSA.
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Figure 4. Add Access Screen

A SailPam

1 Manage My Access 2 Review and Submit

TERAE WE S s el B

n ~ENEY

5. On the Review and Submit screen, verify the requested HLOs and role(s) are correct.
Select the voice bubble to the right of the HLO or role to add any comments.

6. Select the Submit button at the bottom of the screen when finished, as shown in Figure 5.

Figure 5. Review and Submit Screen

0o Qo

7. A confirmation message will appear. SailPoint 11Q will automatically notify the necessary

approvers to review the request. Once approved, your PLSA/LSA can create your identity in
OTCnet and assign endpoints and roles for you.

10
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-:QE Application Tips

e You will receive an autogenerated email when your user account is created in
OTCnet.

e Then you can access the OTCnet application.

11
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Topic 3 Logging in to OTCnet Online

To log in to Fiscal Service Single Sign On (OTCnet Online) from the OTCnet Online login
screen, use your PIV/CAC credentials if you are a government user or contractor, or ID.me if
you are a non-government user.

If you are a non-government user who creates an account through ID.me, you will specify your
email address associated with OTCnet. ID.me is a private single sign-on provider that meets the
government’s online identity proofing and authentication requirements.

Accounts registered by users for CAIA authentication are not application-specific, the same
account credentials can be used on other sites or applications that are linked to CAIA. For
example, Social Security Administration, Internal Revenue Service, Department of Veterans
Affairs, and other government agencies accept ID.me credentials for logging in.

Log in to OTCnet Online

To log in to OTCnet Online, visit https://otcnet.for.fiscal.treasury.gov and log in with the following
options: PIV/CAC or ID.me. Select the option that suits you best and follow the on-screen
instructions to verify your identity or create an account in SailPoint 11Q.

Once you log in to OTCnet, you will be able to access functionality for one or more of the
following:

e Administration

o Deposit Processing and Reporting
e Check Capture

e Check Processing

e Card Processing

The OTCnet Local Bridge (OLB) application is required for performing check processing, check
capture, card processing and terminal configuration operations. If you are a Check Capture
Administrator, Check Capture Supervisor, Check Capture Lead Operator, Check Capture
Operator, Card Operator or Card Administrator, the OLB application must be started on the
terminal to perform these operations.

Once a new, first-time OTCnet agency end-user has been fully provisioned with roles and
endpoints, the first time they log in to OTCnet, they will receive an autogenerated email
‘Welcome to OTCnet! that includes a list of resources to learn how to use OTCnet as well as
important contact information to get acclimated to everything that OTCnet has to offer.

12
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Log in to OTCnet Online

To log in to Fiscal Service Single Sign-On (OTCnet Online), complete the following steps:

1. Access hitps.//otcnet.for.fiscal.treasury.qov. A page is presented which displays the
following login options: PIV/ICAC and ID.me, as shown in Figure 6.

Figure 6. OTCnet Login Screen

*&
Q‘ | W orcnet
zT‘ PIV [ CAC Authenticate using PIV, PIV-1, CAC,
-~ Yubikey
‘ ID.rne ‘ Certificate Authentication enables U.S. Federal
employees and contractors to authenticate using a
federally provided credential (PIV, PIV-1, CAC,
Yubikey)

2. Select the option that best represents your status and follow the on-screen instructions.
8§ Application Tips

PIVICAC (Government Users/Contractors)

e Select the PIV/ICAC button.

o If prompted, select your certificate and enter your PIN. If prompted, follow the on-
screen instructions to verify your email address.

The first time a PIV/CAC certificate is used to authenticate, the email verification process
is initiated.
o A web page is displayed prompting you to submit the email address that will be

associated with your certificate. A verification code is sent to the email address
specified.

e A web page is displayed to allow you to input the verification code from the email.
ID.me for Non-Government Users
e Select the ID.me button.

e Follow the on-screen instructions to sign in with an existing account or create an
account. If prompted, follow the on-screen instructions to verify your identity.

e Use your work email address to create initially your ID.me identity. It is still
recommended to add your personal email to your ID.me identity.

13
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3. When you log in to OTCnet Online for first time you may be alerted that you are not
permitted to access the application until your agency’s security administrator completes your
user provisioning in OTCnet, as shown in Figure 7.

4. Once your agency’s security administrator has imported your user identity to OTCnet and
assigned endpoints and roles for you, you will be able to access the application.

Figure 7. First Time Log In Screen

:
< OTCret —

DEPSITS MADK SIMPLE

ules within this application until your agency's security administrator fi

Thank you for logging into OTCnet. You have completed the steps to request access to the application.

Flease contact your agency's security administrator fo assign your OTC Endpoint(s) and role{s). Once they have completed your role and
endpoint assignments, you will be able to access modules in the application

5. To completely log out, close your browser. You will need to reauthenticate the next time you
log in to OTCnet.

Ay

*:Q? Application Tip

Ensure that you log in to OTCnet at least once every 120 days (or four months). Your
user account will be disabled after 120 consecutive days of inactivity. To restore your
account, contact the Customer Support Team to begin the process.

Q- Application Tip

If you are a Check Capture Administrator, Check Capture Supervisor, Check
Capture Lead Operator, Check Capture Operator, Card Operator or Card
Administrator, and use Microsoft Edge or Google Chrome when logging in to OTCnet
Online, you will not see the OTCnet splash screen. Instead, the system automatically
displays the OTCnet Homepage Message Overlay.

14
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Topic 4 Logging in to OTCnet Offline

To log in to OTCnet Offline, you must have your User ID and temporary password. Your User ID
is the same User ID used to log in to OTCnet Online; however, your initial temporary password
is different from the password used to access OTCnet Online. To obtain your temporary
password, contact your Check Capture Administrator. Once you obtain your temporary
password, log in to OTCnet Offline.

Keep the following in mind when logging in to OTCnet Offline:

e Tolog in, double-click the OTCnet Offline (Production or QA) icon on your terminal
desktop.

Or

Select Start >Programs>0TCnet Offline (Production or QA)>Start OTCnet Offline
(Production or QA).

o Ifthe OTCnet Offline icon does not reside in either location, contact your Check Capture
Administrator to configure the terminal. If a terminal has more than one version of the
OTCnet Offline application (Production or QA), do not run both at the same time, as running
more than one version at a time causes errors.

o As an added layer of security, you must first start and log in to the OTCnet Offline server
before accessing the OTCnet Offline application. To start the Offline server, enter your User
ID and Offline password. If this is the first time you are accessing OTCnet Offline, enter your
temporary password. Once you have successfully started the Offline server, you are
prompted to log in to the OTCnet Offline application.

¢ If the Offline server is started, log directly into the OTCnet Offline application. The first time
you log in to the OTCnet Offline application you are required to change your password. After
your permanent password is set, use your permanent password to start up the Offline server
and/or Offline application.

o To stop the OTCnet Offline application, access the Start menu and Programs>Stop
OTCnet Offline. Stopping the OTCnet Offline application ensures the application is
completely closed and that your OTCnet session is terminated securely.

Start the OTCnet Offline Server

As an added layer of security, the Check Capture Administrator, Check Capture Supervisor,
Check Capture Lead Operator, and Check Capture Operator must first log in to the OTCnet
Offline server before accessing the OTCnet Offline application. |dentify the Offline Server login
page; it is labeled OTCnet Offline Server Startup. The Retrieve Admin Profile link does not
appear on this page.

To start the OTCnet Offline server, OTCnet Offline (Production or QA) must be started. You'll
import your OTCnet Offline profile and log in to OTCnet Offline.

15
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Start the OTCnet Offline Server

To start the OTCnet Offline server, complete the following steps:

1. Double-click the OTCnet Offline (Production or QA) icon located on your terminal desktop
as shown in Figure 8.

Figure 8. OTCnet Offline Icon, Production

OTCnet
Offline

Or

Select Start>Programs>0TCnet Offline (Production or QA)>Start OTCnet Offline
(Production or QA). The OTCnet Offline Startup page appears as shown in Figure 9.

A/

5{!?3 Application Tips

e [f the icon does not reside in either location, contact your Check Capture
Administrator to configure the offline terminal.

e If a terminal has more than one OTCnet Offline application installed (Production or
QA training environment), do not run both at the same time as running more than
one offline client at a time causes errors.

2. Enter your User ID and Password in the appropriate text boxes in the OTCnet Offline
Startup page as shown in Figure 9. Select Log In.

Figure 9. OTCnet Offline Startup

== OTCnet Offline Startup - *
File Help
Import User Profile Ctrl- | .
: DEPOSITS MADE SIMPLE
User ID:
Password:
I Login I | Cancel
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-:Q:— Application Tips

e The Offline Server Startup prompt appears as a standalone prompt, outside the
browser.

e If you are a Check Capture Administrator and this is your first time starting the
OTCnet Offline server and logging in to OTCnet, enter the temporary password you
created when you created your Check Capture Administrator Offline Logon Profile.

e If you are a not a Check Capture Administrator and this is your first time starting
the OTCnet Offline server and logging in to OTCnet, enter your temporary password.

e After your credentials are successfully authenticated, the Offline Check Capture
application login page displays.

e If you have forgotten your Offline password or you are not authorized to start the
OTCnet Offline application, contact your Check Capture Administrator to
reset/create your offline password.

17
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Log In to OTCnet Offline Application for the First Time

Once you receive your temporary password from your Check Capture Administrator, access
the OTCnet Offline application to create a permanent password. The application includes the
Retrieve Admin Profile link.

To log in to the OTCnet application for the first time, you must start the OTCnet Offline server,
Production or QA, and log in from the Retrieve Admin Profile page, then reset your password
and log in to OTCnet Offline.

18
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Log in to OTCnet Offline Application for the First Time

To log in to the OTCnet application for the first time, complete the following steps:
1. Double-click the OTCnet Offline (Production or QA) icon located on your terminal desktop.
Or

Select Start>Programs>0TCnet Offline (Production or QA)>Start OTCnet Offline
(Production or QA). The Retrieve Admin Profile page appears as shown in Figure 10.

Figure 10. OTCnet Offline Application User Login Page

v 0TCnet

DEPOSITS MADE SIMPLE

User Login
User ID:

Retrieve Admin Profile

Password:

2. Enter your User ID and temporary Password in the appropriate text boxes. Select Log In.
The Set Permanent Password page appears.

‘:Q:‘ Application Tips

o |f the icon does not reside in either location, contact your Check Capture
Administrator to configure the terminal.

o If a workstation has more than one version of the OTCnet Offline application
(Production or QA), do not run both at the same time as running more than one
version at a time causes errors.

e If you are a Check Capture Administrator and this is your first time logging in to
OTCnet Offline, or you must download user profiles, select the Retrieve Admin
Profile link.
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3. Enter your temporary Password, New Password, Re-Enter New Password and select
Save as shown in Figure 11. A Confirmation page appears stating your new password has
been set.

Figure 11. Set Permanent Password

= 0TCret

DEPOSITS MADE SIMPLE

Set Permanent Password

You must change your password before continuing. You will not be permitted to use your account until you have completed
this activity

To reset password, please enter your login credentials and then enter your new password twice.

User ID: cccopeld

Password:

New Password:

Re-Enter New Password:

-:Q:— Application Tip

After the profile is successfully downloaded and your password has been reset, you are
prompted to log in to the system with your new password.

4. Select Return to Login Page to log in to OTCnet Offline.

5. To stop the OTCnet Offline application, select Start Menu>Programs> OTCnet Offline
(Production or QA)>Stop OTCnet Offline (Production or QA).

Ay

5@3 Application Tips

e Stopping the OTCnet Offline application ensures the application is completely closed
and that your OTCnet session is terminated securely. It is recommended that after
stopping OTCnet Offline, you wait at least one to two minutes before restarting.

e If more than one version of the OTCnet Offline application resides on a terminal, stop
the correct version of the OTCnet Offline application (Stop OTCnet Offline
Production or QA).
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Log in to OTCnet Offline

If you are a Check Capture Administrator, Check Capture Supervisor, Check Capture Lead
Operator, or Check Capture Operator and you have reset your temporary password, log in to
OTCnet Offline.

To log in to OTCnet Offline, you must first start OTCnet Offline, Production or QA. Log in to the
OTCnet Offline server. Select the Return to Login Page to return to the Login Page. If you do
not immediately access OTCnet Offline after resetting your temporary password, double-click
the OTCnet Offline icon or access your Start Menu under Programs.

Additionally, you will be prompted to set up multi-factor authentication if you have not set it up
already. Download and install an authenticator application on your workstation device and set
up two-factor authentication for OTCnet Offline.

The session timeout in the Offline application is 30 minutes, which prevents unnecessary
timeouts due to inactivity.
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Log in to OTCnet Offline

To log in to OTCnet Offline, complete the following steps:

1. Double-click the OTCnet Offline (Production or QA) icon located on your terminal desktop.
Or

Select Start>Programs>0TCnet Offline (Production or QA)>Start OTCnet Offline
(Production or QA). The OTCnet Offline Server Start Up page appears.

‘:Q:‘ Application Tips

e If the icon does not reside in either location, contact your Check Capture
Administrator to configure the terminal.

e [f a terminal has more than one version of the OTCnet Offline application (Production
or QA), do not run both at the same time, as running more than one version at a time
causes errors.

o If the Offline server was not previously started, enter your User ID and password to
start the Offline server.

2. Enter your User ID and Password in the appropriate text boxes. Select Login as shown in
Figure 12.

Figure 12: OTCnet Offline Application User Login Page

User Login

Retneve Admin Profilk

User ID:

Password

(k‘ar

3. The system validates your User ID and offline password and determines if you have multi-
factor authentication (MFA) set up.

If you have already set up MFA, you will be prompted to input your one-time code.

If you have not set up the MFA, the system prompts you to set up MFA with your chosen
authenticator application by downloading the application on your workstation device.

6. Follow the steps in the authenticator to set up MFA. The system displays the authenticator
secret and instructs you to enter it into your chosen authenticator as shown in Figure 13.

7. Input the authenticator secret into your authenticator application and label it as “OTCnet
Offline.”

8. Enter your Time-Based One-Time Password (TOTP) code generated by the authenticator
into the textbox and select OK.
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Figure 13: Prompt for Multi-Factor Authentication Setup

Multi-Factor Authentication Setup

If you do not have an authenticator application installed, please chose the browser to download and install an authenticator application on your workstation device and begin setting up multi-factor
authentication for OTCnat Offline

Your Time-based one-time password (TOTP) secrat is XXX

Please use this in your authenticator application 10 set up your multi-factor authenticator for OTCnat. In your authenticator application, please select TOTP as your authenticator option with SHA1
and a TOTP coda length of six characters. Afler you have sal up your multifactor authenticator for OTCral, please enter the code ganaraled by the authenticalor inlo the textbox balow.

Please enter TOTP Coda from your authenticator app

Clear

Q- Application Tip

Users must ensure they have selected TOTP as their authenticator option with SHA1
and an OTP code length of six characters. Not all authenticators will present this option,
but if it is an option, these parameters should be selected.

9. If you enter the TOTP code correctly, the system will display a message that you have
successfully set up multi-factor authentication for OTCnet Offline. Select the OK button to
proceed to the login page as shown in Figure 14. Otherwise, the system will prompt you to
verify your MFA setup and TOTP code and try again.

Figure 14: Successful Multi-Factor Authentication Setup Message

Muiti-Factor Authentication Setup

If you da net have an aulthenticator application installed, please close the browser to download and install an authenticalor application on your workstation device and begin sefling up multifactar
authentication for OTChet Offline.

Your Time-based cna-tme password (TOTP) secret is XOOOOCKK,

Plaase usa s in your authanticator application 1o sof up your multi-factor authenticatar for OTCnat. In your authenticatar application, plaasa selact TOTP as your authenticator option with SHA1 and a
TOTP coda kangth of six characters. Aflar you have sat up your multi-tactor authenticater for OTCnet, plaase antar the code panaratad by the auhanticalor into tha 1axthax below.

You have succassfully sal up mult-factsr suthentication for OTCnat OMina! Plaass click the “OK" button to pracesd 1o the lagin page.
Please ener TOTF Coge from your suthentcalor app

Clear

10. The system completes user authentication and displays a message informing you that MFA
has been successfully set up.

11. Acknowledge the message. The system logs you out and displays the OTCnet Offline login
screen.
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-:Q:— Application Tip

e To stop the OTCnet Offline application, select Start>Programs>0OTCnet Offline
(Production or QA)>Stop OTCnet Offline (Production or QA).

e Stopping the OTCnet Offline application ensures the application is completely closed
and that your OTCnet session is terminated securely.

e If more than one version of the OTCnet Offline application resides on a terminal, be

sure to stop the correct version of the OTCnet Offline application (Stop OTCnet
Offline Production or QA).
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Topic 5 Navigating the OTCnet Online/Offline Home Page

The OTCnet Online home page allows Check Capture Supervisors, Check Capture Lead
Operators, Check Capture Operators and Card Operators to process deposits, capture
checks, process checks, process card transactions, view reports, and perform administrative
and security functions. Additionally, a user can access information for training, help and to
update a user profile. The OTCnet Online home page is accessible for users to either view or
perform any of these functionalities.

The OTCnet Offline home page allows Check Capture Supervisors, Check Capture Lead
Operators and Check Capture Operators to capture checks along with transaction data,
perform administrative functions and access help information. The OTCnet Offline home page is
accessible by users to either view or perform any of the functionalities mentioned in OTCnet
Online.

OTCnet Online Main Menu

To access the OTCnet Main Menu, log in with your PIV/CAC or ID.me credentials at the
following URL: https://otcnet.for.fiscal.treasury.gov. Table 1 provides a list of the Main Menu
options available to you. They are accessible on the upper right corner of the OTCnet

application.
Table 1. Main Menu Link Descriptions
Link | Description

Home Allows a user to return to the OTCnet home page.

Training Allows a user to access Web-Based Training (WBT) and other corresponding training materials.
Print Allows a user to print the page.

Help Allows a user to access help for the page they are on.

Log Out Allows a user to log out of OTCnet.

The Main Menu is shown in Figure 15. The links are accessible on the upper right side of the
OTCnet home page.

Figure 15: OTCnet Main Menu Page

| Home | Training | Print | Help | LogOut I

e Connection Status: Online

% []T[:net Online Application

DEPOSITS MADE SIMPLE

Deposit Processing r Check F ing T Card P i T Administration T Reports

Search Deposits Search Adjustments
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OTCnet Homepage Message Overlay

All user roles have access to the OTCnet Homepage Message Overlay in OTCnet Online (you
will not see it in OTCnet Offline). For all Microsoft Edge and Google Chrome users, the
message overlay automatically presents when you first log in to OTCnet.

The message overlay is a messaging platform presenting important news and information on
the OTCnet system as shown in Figure 16. It is recommended that you read the messages,
close the message overlay, and continue viewing the OTCnet homepage.

Figure 16. OTCnet Homepage Message Overlay

OTCnet News and Announcements

OTCnet Release 4.10 Deployed Successfully

Please be advised today's maintenance in the OTCnet system has concluded and the OTCnet Online application is now on Release 4.10. You may now log into OTCnet
Online. If you have any questions, please contact OTC Customer Support at 1-866-945-7920 or FiscalService.OTCChannel@citi.com. Sincerely, Treasury OTC Support
Center Toll free phone: 866-945-7920 DSN phone: 510-428-6824, Options 1, 3, 4 Email: FiscalService.OTCChannel@citi.com For the latest OTCnet news and updates,
please visit our website: https://www.fiscal.treasury.gov/otcnet/

Change to Check Processing ACR Requests

Effective June 1, 2024, users should email Check Processing ACR Requests to the Debit Gateway Team: CLEV.ACR.Requests@clev.frb.org. Please note, the ACR
submission process for Deposit Processing will remain the same. Users should continue to email Deposit Processing ACR Requests to
FiscalService.OTCChannel@citi.com. If you have any questions or concerns, please contact the OTCnet Customer Support Team.

TGA 25- by- 25 Initiative

The U.S. Treasury is strongly recommending agencies to move away from collecting cash and checks and towards electronic solutions for collections. In mid- 2024,
OTCnet has plans to make the detailed breakdown of each deposit mandatory, and all agencies are encouraged to begin breaking down the denominations of their
deposits prior to these changes to allow for a smoother transition. While you are working on transitioning to an electronic solution, please utilize Mobile or OTCnet Check
Capture to electronically scan checks instead of depositing at a TGA bank.

Training Resources

Access a comprehensive repository of training resources for every OTCnet task. See the OTCnet Training site to access the Web-Based Training modules, User Guides,
Printable Job Aids, and videos.

OTCnet System Requirements

To learn about the technical requirements needed to operate OTCnet Online and Offline, please see the latest System Requirements Guide. x

OTCnet Support Contact Overlay

Users can contact the OTCnet Customer Service team by submitting a form through the
Customer Support button on the OTCnet homepage. This feature helps to standardize and
streamline the inquiries and requests made to Customer Service. Select the Customer Support
button on the bottom of the OTCnet homepage. The Treasury OTC Support Contact overlay
appears over the homepage as shown in Figure 17.

Figure 17: Treasury OTC Support Contact Form
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Select the Please Select a Category dropdown. The following options appear:

e Batch Management

e Check Scan

e Deposit Processing

e OTCnet Local Bridge (OLB)
o User Management

e Other

After you make the selections, select the Submit button to submit the request.

OTCnet Online Deposit Processing Tab Functionality

To access the OTCnet Deposit Processing functionality, log in with your PIV/CAC or ID.me
credentials. Table 2 provides a list of the Deposit Processing functions that are available to you.

Table 2. Deposit Processing Tab Descriptions

Function
Create Deposit

| Description

Allows a user to create deposits for US Currency, Foreign Check Items,
and/or Foreign Currency Cash.

Search Deposits

Allows a user to search for deposits.

Search Adjustments

Allows a user to search for adjustments.

Create Returned ltem Adjustment

Allows a user to create a returned item adjustment.

The Deposit Processing tab, as shown in Figure 18, allows you to access Deposit Processing
functionality, although depending on your user role, you may not see all functionality.

Figure 18. Deposit Processing Tab
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OTCnet Online Check Processing Tab Functionality

To access the OTCnet Check Processing functionality, log in with your PIV/CAC or ID.me
credentials. Table 3 provides a list of the Check Processing functions that are available to you.

Function
Manage Verification

Table 3. Check Processing Tab Descriptions

| Description
Allows a user to search and/or create an MVD record.

CIRA Query

Allows a user to view and/or modify a CIRA record.

Batch Management

Allows a user to search, view, close, approve and submit a batch. A user may edit and void
an item within a batch with the proper permission.

Check Scan

Allows a user to scan checks.

Transmission History

Allows a user to view transmission history for batches that are uploaded from the offline
check capture application.

The Check Processing tab is shown in Figure 19. Depending on your user role, you may not see
all functionality shown in the image.

Figure 19. Check Processing Tab
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OTCnet Online Card Processing Tab Functionality

To access the OTCnet card processing functionality, log in with your PIV/CAC or ID.me
credentials. Table 4 provides a list of the card processing functions that are available to you.

Table 4. Card Processing Tab Descriptions

Function
Card Transaction Query
Process Card Payment

Description
Allows a user to query a card transaction.

Allows a user to process a card payment.

The Card Processing tab is shown in Figure 20. Depending on your user role, you may not see
all functionality shown in the image.
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Figure 20. Card Processing Tab
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OTCnet Online Administration Tab Functionality

To access the OTCnet Administration functionality, log in with your PIV/CAC or ID.me
credentials. Table 5 provides a list of the Administration functions that are available to you.

Function
Manage Organizations

Table 5. Administration Tab Descriptions

Description

Allows a user to manage Organization Hierarchy, Accounting Codes, Custom Labels,
Processing Options, and User Defined Fields.

Manage FI

Allows a user to create and/or modify a Financial Institution, transfer FI RTN Numbers,
transfer CASHLINK accounts, and maintain FRB CA$HLINK accounts.

Manage Users

Allows a user to manage OTCnet user accounts and profiles.

Management

Allows a user to manage OTCnet processes.

Manage Check Processing

Allows a user to manage terminal configuration and forms.

Manage Card Processing

Allows a user to manage terminal configuration.

Manage Centralized

Allows users access to the following: Release Configuration, Edit Release and

Deployment Download Release.
Audit Allows a user to review the audit log history.
Utilities Allows a user to review batch utilities, including Batch Recreate and Batch Repair.

The Administration tab is shown in Figure 21. Depending on your user role, you may not see all
functionality shown in the image.

Figure 21. Administration Tab
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OTCnet Online Reports Tab Functionality

To access the OTCnet Reports functionality, log in with your PIV/CAC or ID.me credentials.
Table 6 provides a list of the Reports functions that are available to you. Depending on your
user role, you are only authorized to view and download certain reports.

Table 6. Reports Tab Descriptions

Function | Description
Deposit Processing Reports Allows a user to view and download Business, Security and Administration reports.
Check Processing Reports Allows a user to access Check Processing reports.
Scheduled Reports Allows a user to query and download scheduled reports.

The Reports tab is shown in Figure 22. Depending on your user role, you may not see all
functionality shown in the image.

Figure 22. Manage Reports
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OTCnet Offline Check Processing Functionality

To access the OTCnet Offline Check Processing functionality, log in with your User ID and
password. Table 7 provides a list of the Check Processing functions available to you.

Table 7. OTCnet Offline Check Processing Descriptions

Function | Description
Manage Verification Allows a user to select and download OTC Endpoints.
Batch Management Allows a user to search, view, close, approve, upload, and acknowledge a batch. A

user may edit and void an item within a batch with the proper permission.

Check Scan Allows a user to scan checks.

The Check Processing tab is shown in Figure 23. Depending on your user role, you may not see
all functionality shown in the image.

Figure 23. OTCnet Offline Check Processing Descriptions
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OTCnet Offline Administration Tab Functionality

To access the OTCnet Offline Administration functionality, log in with your User ID and
password. Table 8 provides a list of the Administration functions available to you.

Table 8. OTCnet Offline Administration Descriptions

Function | Description
Manage OTC Endpoints Allows a user to select and download OTC Endpoints.
User Administration Allows a user to download, update, and manage user profiles.
Manage Check Processing | Allows a user to manage terminal configuration and forms.
Audit Allows a user to review the audit log history.

The Administration tab is shown in Figure 24. Depending on your user role, you may not see all
functionality shown in the image.

Figure 24. OTCnet Offline Administration
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Summary

In this chapter, you learned how to:

e Start and stop the OTCnet Local Bridge (OLB) application
o Request access for yourself in SailPoint 11Q

e Loginto OTCnet Online

e Loginto OTCnet Offline

¢ Navigate the OTCnet Online/Offline home page
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Overview, Topics, and Audience

Overview
Welcome to Capturing and Managing Checks Online. In this chapter, you will learn:

e The purpose of capturing and managing checks online
e How to capture a check online

¢ How to manage failed image quality

o How to resolve a duplicate check

e How to void a check

¢ How to override a Master Verification Record (MVD) Record
¢ How to perform batch control and batch balancing

¢ How to view and print a batch list/item detail item

e How to activate/deactivate a batch

¢ How to classify a batch

e How to close a batch

e How to approve a batch

e How to print a receipt

Topics
The topics in this chapter include the following:

The Purpose of Capturing and Managing Checks Online
Capture a Check Online

Manage Poor Check Image Quality

Resolve a Duplicate Check

Void a Check

Override a Master Verification Record (MVD) Record
Perform Batch Control and Batch Balancing

View and Print a Batch List/ltem Detail Report

9. Activate/ Deactivate a Batch

10. Classify a Batch

11. Close a Batch

12. Approve a Batch

© N o o bk~ w0 b=

13. Print a Receipt

Check Capture and Check Processing



Bureau of the Fiscal Service

Chapter 3. Capturing and Managing Checks Online

Audience

The intended audience for the Capturing and Managing Checks Online Participant User Guide
includes:

e Check Capture Operator (CCO)
o Check Capture Lead Operator (CCLO)
o Check Capture Supervisor (CCS)
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Topic 1 The Purpose of Capturing and Managing Checks
Online

The Check Processing functionality is primarily used to capture check images and transaction
data. There are two components under this tab within OTCnet. They include the Scan Check
and Batch Management functionality. Once the images and data are collected under Scan
Check, a user may access Batch Management to perform certain tasks prior to forwarding the
batch for settlement.

During check scanning, you may opt to use the Batch Control functionality, which allows you to
balance your batch. If this option is configured to be optional or mandatory for your agency, the
Batch Control page appears during the processing of the check.

Check Capture Operators (CCO) or Check Capture Lead Operators (CCLO), are the only
authorized users who can capture a check.

As a CCO, you are authorized to scan checks into a Batch, change Processing Method
(Customer Present / Customer Not Present), change an Accounting Code, change Item Type
(Personal / Non-Personal checks), close a batch, and view a batch list.
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As a CCLO, you are authorized to conduct the same actions as the CCO stated above, and you
can balance batch and enter batch control values (total check count and total amount), accept
duplicates, make magnetic ink character recognition (MICR) code line corrections, and accept
checks with poor quality without approval (as shown in Table 1).

Table 1. Check Capture/Processing and Batch Permission Matrix

Check Capture Check Capture Check Capture

Operator Lead Operator Supervisor
(CCO) (CCLO) ((o{023)]

Scan checks into a batch ° °
Change Processing Method (Cugtomer Present / . o
Customer Not Present / Back Office)
Change Accounting Codes ° ° °
Change Item Type (Personal/Non-Personal checks) ° °
Make MICR code line corrections ° °
Resolve a duplicate check ° °
Accept checks with poor image quality ° °
View a batch list ° ° °
Balance batch amount (total check count and total . o o
amount)
Enter batch control during batch closing ° °
Classify a batch ° ° °
Close a batch ° ° °
Approve a batch o o °
Upload a batch o2 o2 °
Acknowledge a batch o2 o2 °
Edit a batch ° °
Activate/Deactivate a batch °
Void a check °

' = requires additional Batch Approver permission 2 = requires additional Batch Uploader permission
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Topic 2 Capture a Check Online

Introduction to Capturing a Check

As a CCO or CCLO, you are authorized to capture a check in two modes, single or batch. Once
a Check Capture Administrator (CCA) sets up your Terminal Configuration settings, you
can scan a check in Single or Batch check mode. There are other settings that your CCA may
have also instituted for your location, many of which are visible as you begin the check scanning
process.

Logical Processing Order for Scanning a Check

When creating a batch, it is important that the proper steps be taken to ensure that the batch
reaches our system. Below is an outline of the logistics for creating a batch:

o Batch Control — This function may or may not appear, based on the computer’'s
configuration settings. If used, key in total dollar amount of checks and the total
number of checks to be scanned. This function can be setup in the configuration
as disabled, optional, or mandatory by the CCA. If this option is disabled, the
Batch Control screen does not appear. If optional, the Batch Control screen
can be skipped.

o If mandatory, at Batch Create or Batch Close only, the user must enter
the Batch Control values. However, if a user selects to set A Batch
Control value at both Batch Create and Batch Close, then it can only be
deferred at the beginning of the batch. Batch control is required prior to
closing a batch in this case.

e Scan the check (or checks if processing in batch mode).

¢ Key in amount, configurable field data, and select accounting code
information for each check, if accounting codes are set up.

e Cancel transactions while performing data entry, used only if necessary, i.e.,
image of the check is not legible.

¢ Print the receipt — Just after the item information is keyed into the data entry
screen, press Enter, then select the Receipt button to print a receipt of the item
or items.

¢ Void items — Used to delete invalid items only if necessary, prior to closing a
batch if a CCA is available to authorize the void. Once data entry has been
performed and the Enter key is pressed on a user’s keyboard, the item can no
longer be cancelled and must be voided.

¢ Print the Batch list — A printout of the batch listing must be done prior to closing
a batch.

¢ Pre-balance — Use the batch list that was just printed to reconcile all activity for
this batch of work. If reconciling with cash drawers, count and reconcile to ensure
activity is accurate.

¢ Batch Balancing — This screen only appears if the totals that are keyed into the
Batch Control screen do not match with what was actually keyed into the data
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entry screen, or if the number of checks scanned does not match the number
keyed into the Batch Control screen.

o Close — Closes the batch from further checks and prepared the batch for
processing.

o Approve - Indicates that the batch is ready for the settlement process. Once the
batch is approved, it is then sent to Debit Gateway to initiate the settlement
process. The batch status then becomes Forwarded.

An Agency may have multiple OTC Endpoints to process checks for. Each OTC Endpoint is
unique, and batches can include items for multiple OTC Endpoints, however during the
configuration set up, one OTC Endpoint is chosen to be the default. The default OTC Endpoint
appears each time the CCO or CCLO begins the scanning process. However, they may select
an alternate OTC Endpoint before scanning begins.
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Types of Acceptable and Unacceptable Checks
Checks that CAN be processed through the OTCnet Check Processing Functionality

All of the items listed below can be processed through the OTCnet Check Processing
Functionality.

The following check items must be processed as Non-personal:

e US Treasury Checks

e Traveler's Checks

e Money Orders (including Postal Money Orders)
e Third-party Checks (even if drawn on a personal account)
e State and Local Government Checks

e Credit card Checks

e Do not ACH Checks

o Official Checks

e Business Checks

e Cashier’s Checks

e Other US Government Checks

e Payroll Checks

If a customer chooses to opt out and does not want their checks processed via ACH, the
customer’s personal check must be processed as a non-personal item. This allows the check to
clear the financial institution as a Check 21 item.

The following item(s) must be processed as Personal check Items:
e Personal/Consumer Checks

The list of Items that CANNOT be processed through the OTCnet Check Processing
Functionality include the following:

e Foreign items drawn on non-US Financial Institutions
o Check payable in non-US currency
These items may need to be processed through the Deposit Processing tab within OTCnet.

In regard to stamps, it is recommended that you apply any necessary stamps in a location that
does not interfere with the dollar amount, financial institution information, or the signature. Since
these items are not deposited at your bank, there is no need to stamp For Deposit Only on the
back of the check. FRB-Cleveland becomes the bank of first deposit for all the OTCnet Check
Processing items scanned and forwarded for settlement.
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Batch Processing Modes
Keep the following in mind for Single vs. Batch Processing Mode:

¢ Agencies must choose to process checks in one of two processing modes. The Single
check mode allows checks to be processed one at a time. Batch processing mode
allows for check batches to be scanned prior to data entry. The Batch processing mode
is available for RDM EC7000i, EC9100i, EC9600i, and EC9700i, and Panini VisionX.

e When scanning in Batch Processing Mode, ensure that the entire check image is
visible on the screen and the dollar amount must be legible (a check may successfully
scan though the item was folded going into the device). If the image is not legible, select
Cancel under Scanner Controls and re-scan the check.

e Itis recommended, while scanning in Batch mode, to scan a smaller quantity of items.

o For example, instead of scanning 150 items, scan 75. Then, perform the data
input.

e Scan the second group of 75 and perform the data input. Using the keyboard
after the 75 items are scanned may eliminate the system inactivity logout during
batch processing.

e Because the keyboard and mouse are typically not touched during the scanning
process, the system interprets this as inactivity and an auto logout takes place.
To avoid this situation, move the mouse every so often to simulate system
activity during the scanning process.

e The default setting is 15 minutes. Move the mouse every 10 minutes or so to
keep the system active.

e The maximum number of items to include in one batch is 3,000 items. The maximum
dollar amount per batch is $99,999,999.99. The max number of items is also limited by
the TIFF file.

e All processing method types can exist within a batch, although typically Back Office
processing types are processed independently of other types. Not all agencies utilize all
modes. Furthermore, a site may choose not to use all modes every day, due to
fluctuation in check volume.

Processing Methods

Operators choose the Processing Method where they would like to scan checks. This option
indicates the mode of operation. They include Customer Present, Customer Not Present, or
Back Office.

The Customer Present method is used when the person is present, i.e., standing in front the
operator with a check. The Customer Not Present method is used when the check writer is not
present, i.e., when checks are received through the mail or an unmanned drop box.

The Back Office processing method allows Agencies to convert received payments at the
point-of-sale locations to ACH entries in a controlled, back-office environment.

The default is to allow all Processing Methods and Item Types, though restrictions can be set to
allow only the Back Office processing method or Non-personal items. Operators must ensure
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they are selecting the proper choices for each item to avoid returned payments from the check
writer’s financial institution.

Prior to scanning, checks must be pre-sorted by Customer present, Customer Not Present,
and Back Office. All processing method types can exist within a batch, although typically back
offices processing types are processed independently of other types. Not all agencies utilize all
methods. And, your site may choose not to use all methods daily, due to fluctuation in check
volume scanning a check.

Item Types

Before or after the check is scanned in Single mode, the user must choose the Item Type. For
Batch mode scanning, a user cannot manually select Personal or Non Personal, the system
uses the default (previously established in the configurations). During the scanning process, if
the system detects an Item Type other than the established default, it prompts the user for
confirmation.

The choices are Personal or Non Personal. This indicates the type of item to be processed.
When the operator selects Personal, the Agency Form data entry screen displays, Check:
Personal.

If the operator selects Non Personal, the Agency Form data entry screen displays, Check: Non
Personal. OTCnet can process both personal and non-personal checks within a batch. The
operator must ensure they are selecting the proper choices for each item. Presort all items into
two groups (Personal and Non Personal) prior to scanning to avoid the pop-up message
indicating that it detected a different item type for the check. While most business checks are
typically larger in size, business checks can look the same as personal checks.

Using the OTCnet Terminal Configuration functionality, authorized users can limit the Item
Type to Non Personal only. When Non Personal Only is chosen under Terminal
Configuration, the Item Type: Personal is no longer available for the operator to choose from
the drop-down options. This can be set up for Agencies who never process personal checks.

Accounting Codes

By default, the Agency Accounting Code drop-down field displays a blank value. An
accounting code is selected for a check transaction before or after scanning a check.

The Agency Accounting Codes drop-down list displays the full Agency Accounting Code
value (up to 50 alphanumeric characters) and some portion of the Description (up to 15
alphanumeric characters).

Accounting Codes are displayed in the drop-down field if they are mapped or inherited from
the higher-level OTC Endpoint. Additionally, accounting codes that are designated as Treasury
Account Symbols (TASs) by the Agency are displayed if they are and have been validated by
Shared Account Module (SAM).

If no accounting codes are available for selection and the Agency is a Central Accounting
Reporting System (CARS)/Government Wide Accounting (GWA) Reporter, an operator cannot
scan a check. If no accounting codes are available for selection, and the Agency is not a
CARS/GWA Reporter, an operator can still scan a check.
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If an OTC Endpoint is associated with an ALC that is designated as a CARS/GWA Reporter, all
check transactions must be classified with an accounting code. If an ALC is not a CARS/GWA
Reporter, classifying it with an accounting code is optional.

The same accounting code is displayed after it is selected for the first time. The selected
accounting code is “sticky” (remains the same) between transactions, between batches within
the same check scanning session and prior to the next user login.

Check Scanner Types and Check Placement

Your Agency may scan checks using one of five scanner types (see Table 2). Some scanners
are designed to scan only in Batch mode, whereas others may only scan in Single mode. The
RDM EC7000i, EC9100i, EC9600i, and EC9700i, Panini MyVision X, Panini Vision X, and
Panini |: Deal, however, can scan checks in both modes.

Table 2. Scanner Types

This scanner will automatically scan both sides of a check and can

=il scan in single or batch mode (one or more checks in a batch)

This scanner will automatically scan both sides of a check and can
scan in single or batch mode (one or more checks in a batch)

This scanner will automatically scan both sides of a check and can
scan in single or batch mode (one or more checks in a batch)

EC9100i

EC9600i

This scanner will automatically scan both sides of a check and can
scan in single or batch mode (one or more checks in a batch)

This scanner will automatically scan both sides of a check and can
scan in single or batch mode (one or more checks in a batch)

This scanner will automatically scan both sides of a check and can
scan in single or batch mode (one or more checks in a batch)

EC9700i

Panini MyVision X

Panini Vision X

This scanner will automatically scan both sides of a check and can

Pl ezl scan in single or batch mode (one or more checks in a batch)

RDM EC7000i Scanner

Place the check in the scanner with the MICR line of the check aligned with the right side of the
scanner (shown in Figure 1). Gently push the check forward to allow the scanner to grasp the
check. Guide the left side of the check with your finger to prevent the document from being
skewed. The scanner automatically pulls the check through to begin the scan.

Figure 1. RDM EC 7000i Scanner

10
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With the RDM EC7000i scanner, both the front and the back of the check are scanned
automatically.

RDM EC9100i Scanner

Place the check in the scanner with the MICR line of the check at the bottom and facing towards
the outside of the scanner (shown in Figure 2). Adjust the exit extension or the pocket stop to fit
the check that you are scanning. The scanner automatically pulls the check through to begin the
scan.

Figure 2. RDM EC 9100i Scanner

With the RDM EC9100i scanner, both the front and the back of the check are scanned
automatically.

RDM EC9600i Series Scanner

Place the check in the scanner with the MICR line of the check at the bottom and facing towards
the outside of the scanner (shown in Figure 2). Adjust the exit extension or the pocket stop to fit
the check that you are scanning. The scanner automatically pulls the check through to begin

the scan.

Figure 3. RDM EC 9600i Scanner

With the RDM EC9600i series scanner, both the front and the back of the check are scanned
automatically.

11
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RDM EC9700i Series Scanner

Place the check in the scanner with the MICR line of the check at the bottom and facing towards
the outside of the scanner (shown in Figure 4). Adjust the exit extension or the pocket stop to fit
the check that you are scanning. The scanner automatically pulls the check through to begin the
scan.

Figure 4. RDM EC 9700i Scanner

With the RDM EC9700i series scanner, both the front and the back of the check are scanned
automatically.

Panini Vision X and MyVision X Scanners

Ensure that the check or checks are already in the hopper of the scanner, with the front of the
check(s) facing (as shown in Figure 5Figure 5) out. The first green light on the scanner begins
to flash (if applicable).

Once the hopper is empty, the Hopper Empty message appears; the user can add more checks
to the hopper. Select Yes to continue adding items to the batch. Select No if there are no more

checks to scan. When No is selected, the system switches to the data entry phase and the first

check that was scanned appears on the screen.

Figure 5. Panini Scanner

Use caution when selecting the Stop button during batch mode processing. Pressing too quickly
(before the scanner has a chance to catch up to the system) may cause the last transaction to
be lost.

12

Check Capture and Check Processing



Bureau of the Fiscal Service

Chapter 3. Capturing and Managing Checks Online

Panini I: Deal Scanner

Place the check face up with the MICR line aligned to the right side of the scanner (as shown in
in Figure 6). The scanner automatically detects the check and begins feeding. If the check is not
aligned, the scanner automatically aligns the check to the proper position. When using the
franking feature, the Panini I: Deal scanner franks the check as soon as it is scanned, rather
than waiting until the operator has saved the transaction. This is a change in process from the
EC7000i series scanner.

Figure 6. Panini I: Deal Scanner

As the document is fed into the device, the scanner detects if the document was not
automatically aligned correctly. If the document is skewed, the scanner prevents further
processing, stops the document, and | flash a red light. The check can be removed and
reinserted.

Check Capture Acceptance

Once a user has successfully logged in to OTCnet, selected the appropriate OTC Endpoint to
scan a batch to, chosen the correct processing method and Item Type, the next step is to scan
the check.

Select Start Scan under Scan Controls options (scanner light may turn green depending on
the type of scanner you have, indicating that the scanner is ready to accept a check). Scan the
check and select Save under Scan Controls options. The bottom of the Agency Form entry
screen displays Scan front of Check.

A Batch Control screen may appear, based on the Agency’s configuration settings.
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Capture a Check Online

The Check Capture Operator and Check Capture Lead Operator are authorized to capture a
check. In order to capture a check online, you must first start the OTCnet Local Bridge (OLB)
application.

For the RDM EC7000i, EC9100i, EC9600i or EC9700i to scan checks in Batch mode, a READY
FOR BATCH SCAN Waiting for check dialog box appears. Insert the checks one at a time. The
dialog box presents the item count after each scan. When finished scanning, select Stop.

For the Panini I: Deal, Panini MyVision X, or Panini Vision X, to scan checks in Batch mode,
a READY FOR BATCH SCAN Waiting for check dialog box appears. Insert the checks in the
hopper. The dialog box shows the item count after each scan. When the hopper is empty or you
finish scanning, select Stop.

Under Agency Form Data, complete the following:

Enter the Amount, required

Enter the check data in the field(s) provided, if applicable

Keep the following items in mind when capturing a check online:

OTCnet accepts two different Amount entry formats. If the deposit amount is thirty-five
dollars and fifteen cents, enter 35.15. If no decimal point is entered, OTCnet adds a
decimal and two zeroes at the end and save it as 3515.00 (three thousand five hundred
and fifteen dollars).

Ensure that you type in the data rather than copying and pasting from another source.
Data that has been copied and pasted may result in an error. Use the Tab key on the
keyboard to navigate to the next data field for entry.

After saving the data, a message appears stating the transaction was successfully saved
along with the Individual Reference Number (IRN) and check amount.

Only numbers need input. For example, entering in 1290 would equal $12.90, and 56321
would be equal to $563.21. The maximum dollar amount that can be keyed into the data
entry screen is 99,999,999.99. The minimum amount is .01.

The Agency Form Data form is customizable and can include fields beyond the
Amount field (e.g., Social Security Number). If your agency has additional fields, they
display under the Amount field. Your Agency may deem the field(s) either mandatory or
optional for you to complete an entry. If your Agency requires additional fields, contact
your Deployment Specialist at 703-377-5586 or fiscalservice.otcdeployment@citi.com.

Since the configuration field requirements are established by each Agency,
minimum/maximum requirements may exist for certain fields. If the operator does not
satisfy those minimum/maximum field requirements, an error message is displayed in
the middle of the screen and corrections must be made to the field before the transaction
is accepted.

Recapture an image of a check if it is inserted upside down; appears skewed; or the
image is illegible. Select Cancel and reinsert the check in the scanner. Then select Start
Scan and re-enter the necessary data.
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e Upon scanning the check and using enter on your keyboard to finalize, the IRN, Bank
Number, Check Number, Account Number, Date & Time fields automatically
populates located in the frame of the Agency Form Data). For details regarding your
scanner configurations, select on Scanner Config, under Scan Controls.

o |f there aren’t any accounting codes available for selection and the Agency is a
CARS/GWA Reporter, an operator cannot scan a check. If there are not any accounting
codes available for selection, and the Agency is not a CARS/GWA Reporter, an operator
can still scan a check.

¢ Ifan OTC Endpoint is associated with an ALC that is designated as a CARS/GWA
Reporter, all check transactions must be classified with an accounting code. If an ALC is
not a CARS/GWA Reporter, classifying it with an accounting code is optional.

e The same accounting code is displayed after it is selected for the first time. The selected
accounting code is “sticky” (remains the same) between transactions, between batches
within the same check scanning session and prior to the next user login.

e The single Agency Accounting Code and Multiple accounting code options are available
if checks are scanned against an OTC Endpoint designated for Item Level Classification.
If an ALC is designated for Summary Level Classification, the Agency Accounting Code
and Multiple accounting codes options are disabled.
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Capture a Check Online

To capture a check in OTCnet Online, complete the following steps:

1. From the Check Processing tab, Select Check Scan. The Check Scan-Select Batch
page appears.

Under Select Open Batch, if applicable

o Select the OTC Endpoint for which you want to scan one or more checks

e Select Next
€Q3 Application Tips

e [f an operator has an OTC Endpoint with an Open batch, the batch details (Void
Count, Approved Count, and Amount) are displayed.

e [f a batch is in use and another user attempts to access the same batch, a Batch
Lock message appears stating the batch is in use and he/she cannot access the
batch.
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2. The Check Scan — Perform Check Scan page appears as shown in Figure 7.

Figure 7. Agency Form Data Entry Fields

Check Scan n
Check Scan - Perform Check Scan
Agency Form Data Processing Mode
| SINGLE CHECK MODE

Batch

User: cclo0001 Total ltem Count: 0

Processing Method: Custorner Present Key tem Count
ltem Type: Personal OTC Endpoint:
Short name:
E TTHLL2
Amount: T[T Description

Training Team Test
Hierarchy Lower Level 2

ALC + 2:
222333440
IRN: Processing Method: _
Bank Customer Present |
Number: tem T
em :
Check - ype -
- Parsonal [=
Scan Controls:
Agency Accounting Code Start Scan
° =]
Agency Accounting Code.
Description:

Scanned Check Image
8 Scanner Config

Return Home

Under ALC+2 (Agency Location Code +2),

o Verify the OTC Endpoint. To change the OTC Endpoint, select Previous and return
to Step 2

Under Processing Method,
e Select the Customer Present, Customer Not Present, or Back Office
Under Item Type,

o Select Personal or Non-personal

3. Select Start Scan, under Scan Controls to scan a check.
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S

-:Q:— Application Tip

If communication with the OLB application is not active, the Start Scan button is
disabled. The OLB communication status must be active in order to scan a check.
Determine if OLB communication is active by looking at the OLB Communication
indicator, located in the upper right-hand corner of the screen, under the Connection
Status indicator. The indicator is either green and shows Active, or red and shows
Inactive.

4. Insert the check into the scanner.

Iy
‘mg_
/N

Application Tip

Recapture a check image if it is inserted upside down, appears skewed, or the image is
illegible. Select Cancel and reinsert the check in the scanner. Select Start Scan and re-
enter the necessary data.

@ Additional Buttons

Under Scanned Check Image, optional

e Select Cancel to cancel the transaction. No data is saved.
Select Receipt to access a receipt for review or printing. This is only available once
the initial check is scanned.

Select Clear Form to clear the data entered.

Select Save to save the transaction.

Select < to view the front of the check

Select > to view the back of the check

Select - to reduce the image of the check

Select + to increase the image of the check

Select Left Rotate to turn the image to the left

Select Right Rotate to turn the image to the right

5. Enter the Amount under Agency Form Data and enter the check data in the field(s)
provided.
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-:Q:— Application Tips

e OTCnet accepts two different Amount entry formats. If the deposit amount is for
thirty-five dollars and fifteen cents, enter 35.15. If no decimal point is entered,
OTCnet adds a decimal and two zeroes at the end and save it as 3515.00 (three
thousand five hundred and fifteen dollars).

e Use the Tab key on the keyboard to navigate to the next data field for entry.

Select the Agency Accounting Code, if applicable

o Select the Agency Accounting Code radio button, and select a single accounting
code from the drop-down list

Or

o Select the Multiple radio button and from the Account Classification dialog box,
select an Agency Accounting Code, enter the Amount, and select Add for each
subtotal of the deposit. Then select Save.

6. Select Save to save the check image and the data you entered. A message appears
stating the transaction, Individual Reference Number (IRN) and check amount were
successfully saved.

Q- Application Tip

Upon scanning the check and selecting enter on your keyboard to finalize, the Individual
Reference Number (IRN), Bank Number, Check Number, Account Number, and Date
& Time fields automatically populate (located in the frame of the Agency Form Data).

@ Additional Button

Select Return Home to return to the OTCnet Home Page.
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Topic 3 Manage Poor Check Image Quality

There are instances when the image of a scanned check is not captured successfully. OTCnet
image quality tests are performed on each check, as soon as the check is captured, and the
image is available. If a check passes the image quality tests, the item processing continues. If
the check fails the image quality tests, an Image Quality Failed message is displayed.

It is vitally important that the check be fully visible and legible. The image that is on the screen is
the image that is submitted to the payor bank for collection. It is also stored in the archives, for
future retrieval purposes once the check is returned to the customer or destroyed. If collection is
not possible on the Agency’s behalf with the image that has been submitted, the debit reverts
back to the Agency and collection becomes the Agency’s responsibility.

If an Image Quality Failed message is displayed during the check scanning process and the
check image is skewed, illegible, or upside down, an operator may consider the following
options:

o Rescan the check (recommended to perform as many times as necessary)

e Cancel the check and opt to use the Deposit Processing functionality within OTCnet to
deposit the check

o Accept the check (requires a CCS or CCLO to log in to OTCnet to authorize)

A CCS or CCLO can choose to override a poor image in hopes that it processes. The following
example is of a poor image scan as shown in Figure 8. Agencies must be aware that overriding
a poor image may result in a returned item, depending upon the paying financial institution.

Figure 8. Poor Image Quality

& — e C— g ——— e ——— L]
| mERanRE

Blocked for TREER
privacy 1401849

N L
1, blocked for privacy

wpoblocked forprivacy
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Manage a Check with Poor Image Quality

To manage a check with poor image quality, complete the following steps:

1. From the Check Scan—Perform Check Scan page, the Image Quality Failed message
appears, as shown in Figure 9. Select:

e Rescan to rescan the check
Or

o Cancel to completely cancel the transaction
Or

e Accept to accept the image of the check (requires CCS to log in). The Email
Address and Password dialog box appears. Enter the Email Address and
Password and select Login.

Figure 9. Image Quality Failed Message

Image Quality Failed

Metric: Tmage Too Light’ Threshold: Black pixel percentage’ =l
Reason: 'Value is less than Limit

Bank Number 263178478

Account Number 00600782

Check Mumber 4574 |

I AN

F
1
B, O0D

{ G ERIETAL QOROC A KETL

Accept ReScan Cancel |

-:{!?3 Application Tips

o Select Rescan if the check image is skewed, illegible, or upside down.

e If a Check Capture Lead Operator (CCLO) or Check Capture Operator (CCO)
scanned the check, OTCnet prompts the operator for authorization.

e Only a Check Capture Supervisor (CCS) can approve a check with poor image

quality. The CCS must key in his/her Email Address and Password before approving
the check.

2. Resume check scanning tasks and enter the check item details into the form fields.
3. Select Save to save the image of the check and the data you entered.
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S

-:Q:— Application Tip
Upon scanning the check, select Enter on your keyboard to finalize the Individual

Reference Number (IRN), Bank Number, Check Number, Account Number, Date &
Time fields. They automatically populate in the frame of the Agency Form Data.

@ Additional Buttons

o Select Cancel to return to the OTCnet Home Page. No data is saved.
o Select Previous to return to the previous page.
e Select Return Home to Return to the OTCnet Home Page.
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Topic 4 Resolve a Duplicate Check

If a duplicate check is detected, a Duplicate Check Detected prompt appears requesting that the
user resolve the issue. OTCnet determines and detects duplicate checks based on a match of
the MICR and the check amount. The system automatically compares the check to those
scanned in the last 30 days.

If a check is scanned twice and the information entered is for the same amount, OTCnet
displays an error message containing both scanned images and requests confirmation. If the
check is scanned twice and information entered is for a different amount, OTCnet does not
catch the error and allows the duplicate entry. However, the financial institution later rejects one
of the duplicate checks.

To prevent duplicate processing of checks, checks may be hand stamped (e.g., Electronically
Presented) after the transaction is complete and the check has been scanned.

During terminal configuration, select the Franking Enabled option to allow the scanner to
automatically stamp the front of checks. Franking is available for RDM EC7000i, EC9100i,
EC9600i, EC9700i and Panini |: Deal scanners.

If the MICR line was misread by the scanner leading the system to believe that the check is a
duplicate, it can be edited. To determine if the MICR line was misread, compare the two images
in the window. The top image depicts the current check, and the bottom image depicts the most
recently scanned check that is being deemed a duplicate by the system. Also, compare the
MICR line on the bottom check with the source document. If it has been determined to be a
misread of the MICR line, that must be corrected. A CCS or CCLO can select the Edit MICR
button at the bottom of the window.

If a Duplicate Check Detected prompt is displayed during the check scanning process, an
operator may consider the following actions:

¢ Rescanning the check (recommended to perform as many times as necessary)
o Editing MICR to correct the MICR line
e Accepting the check (requires a CCS to log in to OTCnet to authorize)

e Canceling the check (recommended action)

A CCS and CCLO are the only authorized users who can accept a duplicate check. Therefore,
before a CCO can accept a duplicate check, a CCS or CCLO must log in to authorize it. If a
CCLO scanned the check, additional authorization is not required. The Email Address and
Password dialog box only appears if a CCS or CCLO is accepting a duplicate check for a CCO.

As a Check Capture Lead Operator (CCLO) or Check Capture Supervisor (CCS), you are
authorized to accept a duplicate check. You are also authorized to edit a MICR line, rescan a
check, or completely cancel the transaction. A CCLO or CCS must authorize a MICR line
correction.
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Resolve a Duplicate Check

To resolve a duplicate check, complete the following steps:

1. Select Cancel to cancel the duplicate check. An Email Address and Password dialog
box appears.

2. Select Accept to continue processing the check. Select Edit MICR to correct the MICR
line as shown in Figure 10.

Figure 10. Duplicate Check Detected

Duplicate Check Detected
Current Check
Scanned Check Image Batch ID EC45839A-ECF2-497C-902E-C2B600T4EA2F
TEST IMAGE-TEST IMAGE-TEST IMAGE ( Bank Number 041000124
B EY 3  Account Number 00001127
von buglicade e X 3,50 o Check Number 1694
iy Cogls Ocy —— ™ | Check Amount $.50
+
] B sauPLE . NOT NEGOTARLE |
€O OO0 42U 0000 T 1RSA [_J
Duplicate Check
Scanned Check Image Batch ID [EC45B39A-ECF2-497C-902E-C2B6007T4EA2I
TEST IMAGE-TEST IMAGE-TEST IMAGE C Batch Control Total $0.50
) Batch Control Count 1
. | Batch Create Date 2010-10-26 16:03:51
| Check Capture Date 2010-10-26 16:04:40
| | n
cousoon (=
[ Accent Edit MICR Rescan cancel |

5@3 Application Tips

e The Email Address and Password dialog box only appears if a CCS or CCLO is
accepting a duplicate check for a CCO. If a CCLO scanned the check, additional
authorization is not required.

e A CCS or CCLO must authorize a MICR line code correction.
e Asthe CCS or CCLO, you can opt to make a MICR code line correction. If you do,

look at the MICR line image closely to ensure all the characters are correctly entered
in the code line Correction box.

3. Select Cancel or Cancel All. A Transaction cancelled successfully dialog box appears.

A/

B8 Application Tip

Select Cancel to cancel the one duplicate check. Select Cancel All to cancel all pending
checks in the batch.

4. Select OK. The Check Scan — Perform Check Scan page appears.
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@ Additional Buttons

o Select Previous to return to the previous page.
e Select Return to Home to return to the OTCnet Home page.
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Topic 5 Void a Check

As a CCS, you are the only authorized user who can void an erroneously scanned check or a
batch of checks. Before voiding a check or a batch of checks, you must first search for the batch
in which the check resides. Search for batches by OTC Endpoint, Created On Date, Batch ID,
Cashier ID, and/or Batch Status. Voiding checks in batches can only be completed for OTC
Endpoints that you have permission to access and only for items with an open or closed batch
status.

Payments must only be entered for the amount of the item being processed. If a data-entry error
is made in one of the user-defined fields, or amount entered for the check differs from the
written amount of the check, two options are available:

1. Void the check and rescan with the corrected information during the check capture
process (requires CCS to sign in to approve).

2. If a CCS is not available to approve the void while the operator has scanning in
progress, the check must be voided via the Batch Management menu option. A CCS
must sign in to Batch Management and change the incorrectly typed amount with the
correct amount or update the user-defined field.

Other details to void a check include the following:

e The minimum limit for reporting items that need to be adjusted by Treasury/Fiscal
Service is $25.00. If the adjustment is $25.00 or more, the check is only
corrected to the written dollar amount on the face of the check.

¢ Voided items are not archived in the Central Image Retrieval Archive (CIRA) for
long-term storage.

¢ Do not scan the item a second time to process a second item for the amount
difference. Doing so would create processing errors at Treasury/Fiscal Service
as well as at the check writer’s financial institution.

¢ If a file containing the wrong amount has already been transmitted, or if you ever
encounter a processing issue and need assistance, please contact the Treasury
OTC Support Center.

As a Check Capture Supervisor (CCS), you are authorized to void a check. You run a search
for batches and enter batch search conditions you would like to view. When an image and
details of the check appear, you are authorized to select Void to the right of the check image.
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Void a Check

To void a scanned check, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears as shown in Figure 11.

Figure 11: Search Batch

Search Baich

Batch Search Conditions

---------------

=g |

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.
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-:Q:— Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

e When running a search without specifying any criterion (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

e Enter the Batch ID, optional.

e Enter the Cashier ID, optional.
EuS) Application Tip

If the only search criteria entered is a valid Batch ID, then only a single result appears
regardless of other search criteria specified.

Under Batch Status, optional

o Select the Status you want to view by checking the Open or Closed box under
the Select column.

Select Search. The View Batch page appears.
Select the Batch ID hyperlink. The View Checks page appears.

Select the Item ID of the scanned check you would like to void. An image and details of
the check appear in a window below.

8. Select Void to the right of the check image to void the check as shown in Figure 12.
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Figure 12. Check Image Details

Batch and Check Details joja) |
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@ Application Tips

e [f a check is voided and there is more than one check in the batch, and the ALC is
designated to classify at the summary level, ensure that the combined accounting
code subtotal is equal to the batch total prior to batch approval. If it does not, you
must go back and re-validate your subtotal entries.

e [f a check is voided and there is only one check in the batch, as a best practice it is
recommended that the batch is deactivated so that it is not accidently forwarded for
settlement. Deactivated batches are archived to the Historical Database.

9. Select Confirm at the prompt, to void the check.
10. Enter comments concerning the void request at the prompt and select OK.
11. Select OK at the final prompt stating that the check is voided successfully.
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@ Additional Buttons

Select Cancel to return to the OTCnet Home Page. No data is saved.
Select Previous to return to the previous page.
Select Void All to void all items in the batch.
Select Print Batch List to print the batch list.
Select < to go to the first batch.

Select > to go to the next batch.

Select <<Image to return to the previous check.
Select >>Image to view the next check.

Select Zoom- to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left to turn the image to the left.
Select Rotate Right to turn the image to the right.
Select Show Item to view the check item details.
Select Void to void a single check item.

Select Receipt to print a receipt.

Select Print Item to print a batch list report.
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Void All Checks in a Batch

To void all scanned checks in a batch, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

B8 Application Tip

Only batches in Open status can have all checks voided at once.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.
- Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

e The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days, then only the most recent 1,000 batches appear.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

e When running a search without specifying any criterion (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

e Enter the Batch ID, optional.
e Enter the Cashier ID, optional.
5@3 Application Tip

If the only search criteria entered is a valid Batch ID, then only a single result appears
regardless of other search criteria specified.
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Under Batch Status,

o Select the Status you want to view by checking the Open or Closed box under
the Select column.

Select Search. The View Batch page appears.
Select the Batch ID hyperlink. The View Checks page appears.
Under Batch Commands, select Void All, as shown in Figure 13.

Figure 13. View Checks (Voiding)

Batch and Check Details mjay |

...........

8. Select Confirm at the prompt to void all checks.
9. Enter comments concerning the void request at the prompt and select OK.

10. Select OK at the final prompt stating that the checks in the batches have been voided
successfully.
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S

-:Q:— Application Tip

After an entire batch of checks is voided, as a best practice, it is recommended that the
batch be deactivated so that it is not accidently forwarded for settlement. Deactivated
batches are archived to the Historical Database after 18 months as all batches and their
associated check items are archived regardless of the batch status.

@ Additional Buttons

Select Cancel to return to the OTCnet Home Page. No data is saved.
Select Previous to return to the previous page.
Select Void All to void all items in the batch.
Select Print Batch List to print the batch list.
Select < to go to the first batch.

Select > to go to the next batch.

Select <<Image to return to the previous check.
Select >>Image to view the next check.

Select Zoom- to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left to turn the image to the left.
Select Rotate Right to turn the image to the right.
Select Show Item to view the check item details.
Select Void to void a single check item.

Select Receipt to print a receipt.

Select Print Item to print a batch list report.
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Topic 6 Override a Master Verification Database (MVD)
Record

If an Agency chooses to use the Master Verification Database (MVD) feature, the Agency
receives three types of check verification notifications: Blocked, Suspended, or D-Denied.

The CCS is the only authorized user who can override (if the transaction can be overridden) a
blocked, suspended, or denied notification. When an override of a blocked check is performed,
the override is a temporary, one-time event. The check remains blocked in the MVD database
unless an authorized person (Master Verification Database Editor [MVDE] or CCS) clears the
item out of the MVD database.

For the MVD override notification to appear, the check item must meet established criteria for
blocked, suspended, or denied.

Blocked Check Notification

A blocked, suspended, or denied message appears after the CCLO or CCO scans the check,
enters the details, and saves the transaction.

A blocked message displays if the item matches all data as it was input on the blocked record:

¢ Routing Transit/ Account Number Data: If the blocked record is input with only the
routing transit number and account number, that record is only flagged if the data
matches

e Configurable Field Data: If the blocked record was input with only configurable field 1
data (e.g., Social Security Number or Driver’s License Number), then only configurable
field 1 must match for the record

¢ Combination Data: If the blocked record input was for both pieces of information, it
must match all combinations, i.e., routing transit and account along with configurable
field 1

Suspended or Denied Check Notification

The suspend or deny message displays if the item scanned matches the MVD information. This
is either the match of the combination of both the routing number and account number, or a
match against the configurable field 1.

Each OTC Endpoint that uses the MVD sets their policies to use certain return codes with a
defined number of days within the suspension period. During that pre-determined period, if the
check writer attempts to cash a check, a suspended notification appears on the OTCnet screen.

A typical check cashing policy may mandate that the check writer is suspended for 30 days
upon their first offense, 60 days upon their second offense and 90 days upon their third offense.
During the suspension period, they cannot cash a check at that OTC Endpoint. A denied item
occurs when the check writer has exceeded all suspension periods. A typical suspension policy
specifies that the check writer is suspended, as referenced in the paragraph above.

As a CCS, you are authorized to override a blocked, suspended, or denied check. The override
is a temporary, one-time event. You must enter a reason why the check was approved for
processing.
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Override a MVD Record

To override a MVD Record, complete the following steps:

1.

@
2

Select Override to override the blocked, suspended, or denied check. An Override
Check Denial dialog box appears as shown in Figure 14.

Application Tip

Figure 14. Override Check Denial Box

Current ltem

User Defined Field

Bank Number

Account Number

Problem lem

RN

Until Date
MVD Date
Amount
Reason
Comments
OTC Endpoint
Description
ALC +2

Check Verification
BLOCKED

5789
123456789
everergqgg

BLOCK-1453242
09/09/2099 00:00.00 AM
04/14/2011 00:00:00 AM
0

DG2
DG2 TEST
10000000002

Cancel

When an override of a blocked check is performed in check capture, the override is a
temporary, one-time event. The check remains blocked in the MVD database unless an
authorized person clears the item out of the MVD database.
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2. Select Print to print the Verification report as shown in Figure 15.

Figure 15. Verification Report

SENSITIVE BUT UNCLASSIFIED
Verification Report
Date: 001172014 4:48:30PM
Printed By: otcqefS0
Verification Status : BLOCKED
Current em
User Defined Field gTeD
Bank Number 325081883
Account Humber wee3ie4
Problem kem
IRN BLOCK-1883312
Until Date 08/08/2080 00:00:00 AM
MVD Date 0@/11/2014 00:00:00 AM
Amount $0.00
Reason Insufficient Funds
Note
OTC Endpoint DG2
Description DG2 Test
ALC +2 1000000002
01172014 Fage 1
SENSITIVE BUT UNCLASSIFIED

5{!?3 Application Tip

Select Cancel to close the Check Verification window. If Cancel is selected, return the
check to the customer.

3. Enter the Email Address and Password and select Login. A Comment dialog box
appears.

Q- Application Tip

A Check Capture Supervisor must authorize the overriding of the blocked, suspended,
or denied check.

4. Enter a reason why the check was approved for processing and select OK. A notification
appears stating the override was successful.
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Topic 7 Perform Batch Control and Batch Balancing

A CCA is authorized to configure the terminal for Batch Control as optional or mandatory on
batch create, batch close, or both as an optional feature that your Agency can use as a batch
balancing tool.

Batch Control is used to perform balancing on the number of checks that have been scanned
and ensure their respective dollar amounts are accurately keyed. The Batch Control options
are set up for each OTC Endpoint for which an Agency processes checks. If it is used, the
feature applies to both processing modes, i.e., Single and Batch.

The batch control screen displays OTC Endpoint Information such as the OTC Endpoint short
name, description, and ALC+2 for the OTC Endpoint. Configuration settings for batch control
are established in Terminal Configuration.

If Batch Control is set at Batch Create, it can be either optional or mandatory, and the Batch
control screen appears before scanning a batch of checks and when a new batch is created.
Depending on the terminal configuration settings, the batch control fields can appear at the
beginning of a batch (prior to scanning the check), just prior to closing a batch, or both.

If Batch Control is set to optional, the Defer button appears on the page. If set to mandatory for
either Batch Create or Batch Close, the Defer button does not appear on the page and the user
cannot start scanning a batch or close the unbalanced batch. If set to mandatory for both Batch
Create and Batch Close, the Defer button appears during Batch Create, and a user must enter
the batch control value during the Batch Close action.

Set to Appear on Batch Create

If the batch control is set to appear on batch create, OTCnet prompts the CCLO or CCO to
enter the batch control total amount and count before scanning a check. If the batch control is
set to optional on batch create, the operators can choose to select the Next button to bypass
this step.

Set to Appear on Batch Close

If the batch control is set to appear on batch close, OTCnet prompts the CCO, CCLO or CCS to
enter the batch control total amount and count. Batch control balancing only occurs when
closing an open batch. If the batch control is set to optional on batch close, the operators, and
CCS can choose to select to Defer to skip this step.

Batch Control Options

As a As a Check Capture Lead Operator (CCLO) or Check Capture Supervisor (CCS), you
are authorized to set the batch control to appear on Batch Create or Batch Close. Enter the
Batch Control Count and Batch Control Amount if Batch Control is set to mandatory.

37

Check Capture and Check Processing



Bureau of the Fiscal Service

Chapter 3. Capturing and Managing Checks Online

Batch Control Options

To perform a Batch Create (Optional/ Mandatory), complete the following steps:
1. From the Check Scan page,
Under Set Up New Batch,

e Enter the Batch Control Count
e Enter the Batch Control Amount
2. Select Next as shown in Figure 16.

Figure 16. Batch Control Page (Batch Create)
Check Scan

Check Scan - Batch Control

OTC Endpoint Information

OTC Endpoint TTHLL2

Description Training Team Test Hierarchy
Lower Level 2

ALC+2 2223334401

Set Up New Batch
Batch Control Count:*
0

Batch Control Amount:*
0.00

<« Previous | Hext »

If Batch Control is set to mandatory, the CCLO or CCO must enter the Batch Control
count and amount. The Batch Control count and amount cannot be zero.

If Batch Control is set to optional, the CCLO or CCO can select the Defer button.

3. The Check Scan-Perform Check Scan page appears. Perform check scanning as
needed.
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On Batch Close (Optional/Mandatory)

As a CCLO, CCO, or CCS, you are authorized to enter the batch control total amount and
count. You will close the batch and may print the PDF report or export the batch list report,
regardless of whether the Close Batch or approve Batch checkboxes are checked or
unchecked.
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Perform Batch Control on Batch Close

To close a batch, complete the following steps:

1. From the Batch Control page,

Under Batch Detail,
e Enter the Batch Control Count
e Enter the Batch Control Amount

2. Select Next.

Ay

€Q3 Application Tips

o |f Batch Control is set to optional, the CCLO, CCO, or CCS can choose to select to
Next button without entering the Batch Control count and amount.

¢ If the amount of a check item was incorrectly entered, select Cancel to return to the
OTCnet Home Page. No data is saved.

e If you are a CCLO or CCO and discover that the amount of the check item was
incorrectly entered, contact your CCS, and edit the check using the Show ltem
window.

3. The Close Batch page appears. Select Print PDF Report or Export and select Confirm
to close the batch. After Print PDF Report or Export is selected, the Confirm button is
enabled as shown in Figure 17. The batch is not closed until Confirm is selected.

Figure 17. Print Batch List Report (Batch Close)

Close Batch mialelo] |
Batch List 1o be Closed

Total Approved Voaded
o, Descrpton  MC+2 Batch 1D reator S e T e Aoproved " Veided
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Please export o prt the Batch List Repon pror 1o selecting the ‘Confirm’ button
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-:Q:— Application Tip

A user may print the PDF report or export the batch list report, regardless of whether the
Close Batch and/or Approve Batch checkboxes are checked or unchecked. A CCS or

CCA can specify the Batch List Report Print/Export Required During options under
Advanced Administration.
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Perform Batch Control on Batch Create

To perform batch control on batch create, complete the following steps:
1. From the Check Scan page,
Under Set Up New Batch,
e Enter the Batch Control Count

e Enter the Batch Control Amount

A/

-:Q:— Application Tips

e If Batch Control is set to mandatory, the Check Capture Lead Operator or Check
Capture Operator must enter the batch control count and amount. The batch control
count and amount cannot be zero.

e |f Batch Control is set to optional, the Check Capture Lead Operator or Check
Capture Operator can select the Defer button.

2. Select Next. Perform Check Scan. The Check Scan-Perform Check Scan page
appears.

3. Scan check(s) as needed.
To perform batch control on batch close:
1. From the Batch Control page,
Under Batch Detail,
e Enter the Batch Control Count

o Enter the Batch Control Amount
2. Select Next. The Close Batch page appears.

‘:Q:‘ Application Tips

e |f Batch Control is set to optional, the Check Capture Lead Operator, Check
Capture Operator, or Check Capture Supervisor can choose to select to Next
button without entering the batch control count and batch control amount.

e When the amount of a check item is incorrectly entered, select Cancel to return to
the OTCnet Home Page. No data is saved. If Check Capture Lead Operators or
Check Capture Operators discover that the amount of the check item was
incorrectly entered, contact your Check Capture Supervisor, and edit the check
using the Show Item window.

3. Continue the batch close process and print the batch list report.
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-:Q:— Application Tip

A user may print the PDF report or export the batch list report, regardless of whether the
Close Batch and/or Approve Batch checkboxes are checked or unchecked. A CCS or

CCA can specify the Batch List Report Print/Export Required During options under
Advanced Administration.
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Batch Balancing

If the totals that are keyed into the Batch Control screen do not match what was keyed into the
data entry screen, a Batch Balancing screen appears on batch close (as shown in Figure 17).
This screen only appears if there is a discrepancy between the totals. To reconcile the
discrepancy, the operator must discover where the issue exists.

The Batch Control (balancing) screen displays the Batch Detail. Open fields include the
Batch Control Count and Batch Control Amount. If these fields do not match those which you
see to the right of the Approved Item Count and Approved Amount, then an error displays;
Failed to balance Batch (batch number), please check batch control (as shown in Figure 18).

If batch control is set to Mandatory and the batch is not balanced at this point (Batch Control
Count and Batch Control Amount), a user may not proceed with closing a batch. However, if
Batch Control is set to Optional, a user may select Next below, to continue closing the batch.

Figure 18. Batch Control (Failed to Balance)
Batch Control 0 O

Batch Control

@ Failed to balance Batch 4157F56F-541E-4FC1-BF8A-EDDB3D456E19, please check batch control.

Batch Control Setup

Batch Detail

OTC Endpoint TTHLL2

Description Training Team Test Hierarchy Low
er Level 2

ALC +2 2223334401

Batch ID 4157F56F-541E-4FC1-BFSA-EDDB3
D456E19

Creator ccloD003

Created On 09/09/2014 04:07:47 PM ET

Total Item Count 1

Total Amount 10.00

Approved Ttem Count 1

Approved Amount 10.00

Voided Item Count 0

Voided Amount 0.00

Batch Control Count: 1

Batch Control Amount: 100.00

Below you will find Batch Detail descriptions:

e Total Item Count: The number of checks that have been scanned in OTCnet.

o Batch Control Count: The number of checks keyed into the Batch Control screen by
the operator.

¢ Total Amount: The total dollar amount of the items as keyed into the Agency form data
fields when scanning checks.

o Batch Control Total: The total dollar amount of the checks keyed into the Batch Control
screen by the operator.

44

Check Capture and Check Processing



Bureau of the Fiscal Service

Chapter 3. Capturing and Managing Checks Online

It must be determined if there is an erroneously scanned item, or if the batch contains both
items. The operator must go back to the source documents for an answer. If it is determined
that the batch contains both items, the operator would change the number in the Batch Control
Count field and/or the dollar amount in the Batch Control Total.

If it has been determined that the batch does include an erroneously scanned item, follow these

steps:
1. Select on the erroneous amount.
2. Select Void button.
3. Enter comments concerning the void request and select Ok.

4. Select OK to confirm the void request. The Confirmation message appears.

A CCS must log in at the prompt if the Void option is selected.
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Topic 8 View and Print a Batch List/ltem Detail Report

The CCS, CCLO, and CCO are authorized to view and print a Batch List report and an Item
Detail report. An operator can print a Batch List for a deposit with any deposit status (i.e.,
Open, Closes, Approved, Forward). A Batch List consists of all transactions that are
processed. A user can view batch lists based on the search criteria applied.

The printing of a Batch List is part of the batch close procedure. During batch close, the system
prompts to make certain that the user acknowledges the printout of the Batch List. The Print
PDF Report button defaults to print in PDF format; however, a user may also opt to download
and save the report in an alternate format such as Word, HTML, Excel, etc.

From the Close Batch page, a user can perform several actions on the same screen (such as
Activate/Deactivate, Close and Approve Batches), based on their permissions.
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View and Print a Batch List Report

To view and print a Batch List report, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.

N
‘mg_
e

Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

e The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days, then only the most recent 1,000 batches appear.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

o When running a search without specifying any criteria (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

o Enter the Batch ID, optional.

o Enter the Cashier ID, optional.

Application Tip

NI
‘ms_
e

If the only search criteria entered is a valid Batch ID then only a single result appears
regardless of other search criteria specified.

Under Batch Status, optional

o Select the Status you want to view by checking the Open or Closed box under
the Select column.

Select Search. The View Batches page appears.
Select the Batch ID hyperlink. The Batch and Check Details page appears.
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-:Q:— Application Tip

If a batch is in use and another user attempts to access the same batch, a Batch Lock
message appears stating the batch is in use and he/she cannot access the batch.

7. Select Print Batch List. The Batch List Report preview page appears as shown in
Figure 19.

Figure 19. Batch List Report
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8. Under Export as,
e Select PDF, Word or Excel

e Select Download
Or
o Select Print PDF Report

@ Additional Button

e Select Previous to return to the previous page.
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View and Print an Item Detail Report

To view and print an Item Detail report, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.
- Application Tips

e There is an endpoint search restriction set based on user permissions. (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

o The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days, then only the most recent 1,000 batches appear.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

¢ When running a search without specifying any criteria (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

o Enter the Batch ID, optional.
o Enter the Cashier ID, optional.
- Application Tip

If the only search criteria entered is a valid Batch ID then only a single result appears
regardless of other search criteria specified.

Under Batch Status, optional

e Select the Status you want to view by checking the Open or Closed box under
the Select column.

Select Search. The View Batches page appears.
Select the Batch ID hyperlink. The Batch and Item Details page appears.
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7. Select the Item ID of each scanned check. An image of the check and details of the
check appear in the window below.

8. Select Print Item. The /ltem Detail Report preview page appears as shown in Figure 20.

Figure 20. Item Detail Report
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9. Under Export as,

Select PDF, Word or Excel

Select Download

Or

Select Print PDF Report.

@ Additional Button

e Select Previous to return to the previous page.
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Topic 9 Activate/Deactivate a Batch

A CCS is authorized to deactivate a batch if there is an issue with an item within the batch and
further research is needed. Deactivating a batch prevents it from being closed or approved for
settlement.

A deactivated batch must be activated before it can be closed or approved for settlement.
Additionally, a batch currently in use cannot be deactivated. A deactivated batch is retained in
the system indefinitely and can be searched for using Batch Management.

As a CCS, you are authorized to deactivate a batch if there is an issue with an item in the batch.
You will enter the batch search conditions you would like to view.
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Activate/Deactivate a Batch

To activate/deactivate a batch, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.
®o8) Application Tip

Only batches with an Open or Closed status can be activated/deactivated. Additionally,
batches currently in use cannot be deactivated.

Eo8) Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

e The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days, then only the most recent 1,000 batches appear.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

e When running a search without specifying any criteria (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

e Enter the Batch ID, optional.

e Enter the Cashier ID, optional.
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®o8) Application Tip

If the only search criteria entered is a valid Batch ID, then only a single result appears
regardless of other search criteria specified.

Under Batch Status, optional

e Select the Status you want to activate/deactivate by checking the Open and/or
Closed boxes under the Select column.

B8 Application Tip

Only batches with an Open or Closed status can be activated/deactivated. Additionally,
batches currently in use cannot be deactivated.

Select Search. The Summary of Batches page appears.

Check the checkbox of the Batch ID you want to activate or deactivate and select
Activate/Deactivate. The Activate/Deactivate Batch page appears, as shown in

Figure 21.

Figure 21. View Batches Page (Activate/Deactivate)
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- Application Tip

If a batch is activated or deactivated a check appears under the Active Flag column. If a
batch is deactivated, the Active Flag column is blank.

7. Select Confirm. A message appears stating the batch(es) have been
activated/deactivated and the value under Active Status updates to Active/lnactive.

53

Check Capture and Check Processing



Bureau of the Fiscal Service

Chapter 3. Capturing and Managing Checks Online
@ Additional Buttons

e Select Return to Batch Summary to return to the batch summary page.
e Select Return Home to return to the OTCnet homepage.
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Topic 10 Classify a Batch

Before a batch is classified, an OTC Endpoint must be designated. You must classify a batch at
the summary level with at least one accounting code or C-key. Additionally, if an OTC Endpoint
is designated as a Central Accounting Reporting System (CARS)/Government-Wide Accounting
(GWA) reporter, all batches (at the summary level) or items within a batch (at the item level)
must be classified with at least one accounting code or C-key.

To classify a batch at the summary level, the CCLO or CCO first uses the Check Scan function,
scans the check(s), enters the amount and any user defined field details, and saves the
transaction. After the batch is saved, a CCS, CCLO, or CCO accesses Batch Management,
selects View/Edit Classification and classifies the batch with an accounting code or C-key.
Depending on your user privileges and batch status, you either have access to View/Edit
Classification or a View Classification button.

The summary level (batch) classification process is independent of the batch close process.
Therefore, a batch can be classified prior to closing a batch or after the batch is closed.
Additionally, a CCS can classify a batch during Approve Batch.

Summary Level Classification

To classify or edit a batch at the summary level, select Batch Search Conditions including
OTC Endpoint, Created On Date, Batch ID, Cashier ID and enter Batch Status as Open or
Closed.

Select the Batch ID hyperlink, View/Edit Classification and select an Agency Accounting
Code and Amount.
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Summary Level Classification

To classify or edit a batch at the summary level, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox
under the Select column.

4. Under Created On Date, enter the From and To date range, as needed.

N

H=:

/N

@

\ Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

o The Created On Date range cannot exceed 30 days. Additionally, if more than a
1,000 batches are created within 30 days, then only the most recent 1,000 batches
appear.

e |f you run a search with the default From and To Created On Date range values, the
search results include the most recent 30 days of batches that you have access to
view. If more than 1,000 batches are created within the 30 days, then only the most
recent 1,000 batches appear.

e |f you run a search without specifying any criterion (with the exception of the Batch
ID field), the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within 30 days, then only the
most recent 1,000 batches appear.

e Enter the Batch ID, optional.

e Enter the Cashier ID, optional.
BuS) Application Tip

If the only search criteria entered is a valid Batch ID, then only a single result appears
regardless of other search criteria specified.

Under Batch Status, optional

o Select the Status you want to view by checking the Open or Closed box
under the Select column.
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-:Q:— Application Tip

Batches in Open or Closed status can be classified or edited at the summary level.

Select Search. The View Batches page appears.

Select the Batch ID hyperlink. The View Checks page appears.

Select View/Edit Classification as shown in Figure 22. The Account Classification
dialog box appears.

Figure 22. View Checks — View/Edit Classification

Batch and Check Details

*:Q? Application Tip

Depending on your user role and batch status, you will either see View/Edit
Classification or View Classification. View/Edit Classification indicates that the user
has view and edit permission. View Classification indicates the user has view
classification permission and is not permitted to edit or delete a classification.

8. Select Edit. The Account Classification dialog box refreshes.
9. Enter or update the necessary account classification data.

e Select an Agency Accounting Code.
5Q3 Application Tips

o Ifan OTC Endpoint is associated with an Agency Location Code (ALC) that is
designated as a Central Accounting Reporting System (CARS) Reporter, all check
transactions must be classified with an accounting code. If an ALC is not a CARS
Reporter, classifying it with an accounting code is optional.

e The Agency Accounting Codes drop-down list displays the full Agency
Accounting Code value (up to 50 alphanumeric characters) and some portion of the
Description (up to 15 alphanumeric characters).

e Enter the Amount and select Add for each subtotal of the batch.
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-:Q:— Application Tips

o The classified total and batch total can remain unbalanced until the batch is
approved. However, the Variance must equal $0.00 before a batch can be
approved. If it does not, you must go back and re-validate your subtotal entries.

e To delete or remove an accounting code, check the Remove check box next to the
accounting code you want to delete and select Update.

e Select Save.

@ Additional Buttons

Select Cancel to return to the OTCnet Home Page. No data will be saved.
Select Previous to return to the previous page.
Select Void All to void all items in the batch.
Select Print Batch List to print the batch list.
Select < to go to the first batch.

Select > to go to the next batch.

Select <<Image to return to the previous check.
Select >>Image to view the next check.

Select Zoom- to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left to turn the image to the left.
Select Rotate Right to turn the image to the right.
Select Show Item to view the check item and perform update.
Select Void to void a single check item.

Select Receipt to print a receipt.

Select Print Item to print an Item List report.
Select -Front to return to the previous check.
Select Back+ to view the next check.

Select -Zoom to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left+ to turn the image to the left.
Select Rotate Right+ to turn the image to the right.
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Edit a Batch

As a CCS, CCLO, or CCO, you are authorized to classify or edit a batch at the summary level

online. Batches in Open or Closed status can be edited at the summary level. You will enter or
update the necessary account classification data and add the amount for each subtotal of the

batch.
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Edit a Batch

To classify or edit a batch at the summary level online, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.
- Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

o The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days, then only the most recent 1,000 batches appear.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

¢ When running a search without specifying any criteria (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

o Enter the Batch ID, optional.

o Enter the Cashier ID, optional.
Q- Application Tip

If the only search criteria entered is a valid Batch ID then only a single result appears
regardless of other search criteria specified.

Under Batch Status, optional

¢ Select the Status you want to view by checking the Open or Closed box under
the Select column.
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-:Q:— Application Tip

Batches in Open or Closed status can be classified or edited at the summary level.

Select Search. The View Batches page appears.

Select the Batch ID hyperlink. The View Checks page appears.

Select View/Edit Classification, as shown in Figure 23. The Account Classification
dialog box appears.

Figure 23. View Checks - View/Edit Classification

Batch and Check Detalls

Baich Commands

®o8 Application Tip

Depending on your user role and batch status you either have access to View/Edit
Classification or View Classification. View/Edit Classification indicates that the user
has view and edit permission. View Classification indicates the user has view
classification permission and is not permitted to edit or delete a classification.

Select Edit. The Account Classification dialog box refreshes.

9. Enter or update the necessary account classification data.

a. Select an Agency Accounting Code

5{!?3 Application Tips

e Ifan OTC Endpoint is associated with an ALC that is designated as a Central
Accounting Reporting System (CARS)/ Government-Wide Accounting (GWA)
Reporter, all check transactions must be classified with an accounting code. If an
ALC is not a CARS/GWA Reporter, classifying it with an accounting code is optional.

e The Agency Accounting Codes drop-down list displays the full Agency
Accounting Code value (up to 50 alphanumeric characters) and some portion of the
Description (up to 15 alphanumeric characters).

b. Enter the Amount and select Add for each subtotal of the batch.
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e The classified total and batch total can remain unbalanced until the batch is
approved. However, the Variance must equal $0.00 before a batch can be
approved. If it does not, you must go back and re-validate your subtotal entries.

o To delete or remove an accounting code, check the Remove check box next to the
accounting code you want to delete and select Update.

c. Select Save

@ Additional Buttons

Select Cancel to return to the OTCnet Home Page. No data is saved.
Select Previous to return to the previous page.

Select Void All to void all items in the batch.

Select Print Batch List to print the batch list.

Select < to go to the first batch.

Select > to go to the next batch.

Select <<Image to return to the previous check.

Select >>Image to view the next check.

Select Zoom- to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left to turn the image to the left.

Select Rotate Right to turn the image to the right.

Select Show Item to view the check item and perform update.
Select Void to void a single check item.

Select Receipt to print a receipt.

Select Print Item to print an Item List report.

Additional buttons on the Show ltem page:

Select -Front to return to the previous check.
Select Back+ to view the next check.

Select -Zoom to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left+ to turn the image to the left.
Select Rotate Right+ to turn the image to the right.
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Topic 11 Close a Batch

The CCS and CCLO, are the only authorized users who can close a batch or multiple batches.
For OTC Endpoints, only batches that you have permission to access, can be closed.

OTCnet supports the following web browsers: Microsoft Edge and Google Chrome. For the PDF
Documents Setting in Chrome: Disable the PDF Documents Setting within your browser to view
PDFs in the PDF preview pane. If the PDF Documents Setting is enabled, reports can only be
opened for download and do not display within the application. To view this option in a Chrome
browser, navigate to:

Chrome browser > 3 vertical dots in upper right>Settings>Advanced>Site Settings (under
“Privacy and security”)>PDF documents (under “Permissions”).

Before closing a batch or multiple batches, you must first search for the batch. Search batches
by OTC Endpoint, Created On Date, Batch ID, Cashier ID, and/or Batch Status.

There are four batch status types, see Table 3 for details below.

Table 3. Batch Status Types

Open Indicates the batch is open. Continue scanning checks to it.

Closed Indicates the batch is closed and no new checks are accepted.

Approved Indicates the batch is ready for upload and settlement.

Indicates the batch has been sent to debit gateway to initiate
the settlement process.

Forwarded

All batches with a Received Date older than 18 months, including batches with an Open or
Closed status, are saved in the Historical database and cannot be changed. Therefore, it is
important that you close and approve all batches in a timely manner.

Close Multiple Batches

As a CCS or CCLO, you are authorized to close multiple batches. Enter the batch search
conditions you would like to view and select the batch you would like to close. You can also use
the balancing feature for your OTC Endpoint if applicable. Print the PDF Report or Export and
confirm the batches you want to close. A Close Batch page appears verifying the batches have
been closed.
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Close a Single or Multiple Batch(es)

To close a single or multiple batch(es), complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass (or the ENTER key) icon to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.
- Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

e The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days, then only the most recent 1,000 batches appear.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

¢ When running a search without specifying any criteria (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

o Enter the Batch ID, optional.
o Enter the Cashier ID, optional.
5Q3 Application Tip

If the only search criteria entered is a valid Batch ID, then only a single result appears
regardless of other search criteria specified.

Under Batch Status, optional

e Select the Status you want to view by checking the Open box under the Select
column.

5. Select Search. The View Batches page appears.

6. Select the Batch ID hyperlink. The View Checks page appears.

64

Check Capture and Check Processing



Bureau of the Fiscal Service

Chapter 3. Capturing and Managing Checks Online

7. Select the Item ID of each scanned check. An image of the check and details of the
check appear in the window below.

Select Previous to return to the View Batches page.

Select the batch(es) you want to close by checking the boxes to the left of the Batch
IDs.

10. Select Close Batch. The Close Batch appears.

11. Verify that you want to close the batches and select Confirm. The Batch Control page
appears.

12. Enter the Batch Control Count and Batch Control Amount, if applicable.
13. Select Next. The Close Batch page appears.
14. Select Print PDF Report or Export and select Confirm to close the batch(es).

B8 Application Tips

e After Print PDF Report or Export is selected, the Confirm button is enabled. The
batch(es) is(are) not closed until Confirm is selected.

e The system generates one report for all selected batches.

e |f the CCS or CCA checked the Close Batch checkbox under Advanced
Administration, then the user must print the PDF report or export the batch list
report. Afterwards, the user can proceed to close the batch.

e |If the user is closing multiple batches online and the Close Batch checkbox is
checked at any OTCnet endpoint, then the user must print the PDF reports or export
the batch list reports. The batch is not closed until Confirm is selected, which is
enabled when the Print PDF Report or Export is selected.

o |If the user is closing multiple batches online and the Close Batch checkbox is not
checked, then the user can close multiple batches without printing the PDF reports or
exporting the batch list reports. Confirm is enabled and the user can select to close
the multiple batches.

e A user may print the PDF report or export the batch list report, regardless of whether
the Close Batch and/or Approve Batch checkboxes are checked or unchecked. A
CCS or CCA can specify the Batch List Report Print/Export Required During
options under Advanced Administration.

15. A Close Batch page appears verifying the batches have been closed.
16. Select Return to Batch Summary. The View Batches page appears.
17. Select Return Home to return to the OTCnet Homepage.

EuS) Application Tip

If a CCLO or CCO closes a batch, the batch status changes from Open to Closed. If a
CCS closes a batch, the batch status changes from Open to Approved. If Skip is
selected, the Status remains Open and the batch is not closed.
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Topic 12 Approve a Batch

As a CCS, you are the only authorized user who can approve a batch or multiple batches. You
can only approve batches for OTC Endpoints that you have permission to access. Approving a
batch(es) indicates that the batch and check details are correct and that the batch(es) is/are
ready for settlement.

Before approving a batch or multiple batches, you must first search for the batch. Batches can
be searched by OTC Endpoint, Created On Date, Batch ID, Cashier ID, and/or Batch Status.

Additionally, a batch is only eligible for approval when the batch has a Closed status. After a
batch is Approved and sent to Debit Gateway to initiate the settlement process, the status
becomes Forwarded.

OTCnet supports the following web browsers: Microsoft Edge and Google Chrome. For the PDF
Documents Setting in Chrome: Disable the PDF Documents Setting within your browser to view
PDFs in the PDF preview pane. If the PDF Documents Setting is enabled, reports can only be
opened for download and do not display within the application. To view this option in a Chrome
browser, navigate to:

Chrome browser > 3 vertical dots in upper right >Settings> Advanced>Site Settings
(under “Privacy and security”) >PDF documents (under “Permissions”).

Transactions processed before 9:30 p.m. EST are reflected on the next day’s deposit SF215.
Batches must be approved and forwarded for settlement on the same business day on which
the activity occurred in order to reflect on the SF215.

We recommend reviewing Batch Management to check the status of created batches. If batch
statuses within Batch Management show them to be successfully forwarded, then the funds
are included on the next day’s SF215 report.

Approve a Single Batch

As a CCS, you are authorized to approve a single batch or multiple batches. Enter the batch
search conditions you would like to view. If a CCS closes a batch, it is automatically Approved.
If a batch is closed by a CCO or a CCLO without approver permission, an approve button is
available. Verify that you want to approve the batch and confirm approval.
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Approve a Single Batch

To approve a single batch, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.
- Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

o The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days, then only the most recent 1,000 batches appear.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

¢ When running a search without specifying any criteria (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

o Enter the Batch ID, optional.
o Enter the Cashier ID, optional.
- Application Tip

If the only search criteria entered is a valid Batch ID then only a single result appears
regardless of other search criteria specified.

Under Batch Status,

e Select the Status you want to close by checking the Closed box under the
Select column.

Select Search. The View Batch page appears.
Select the Batch ID hyperlink. The View Checks page appears.
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7. Select the Item ID of each scanned check. An image of the check and details of the
check appear in the window below.

8. Verify the details are correct and select Previous to return to the View Batch page.
Select the batch you want to approve by checking the box to the left of the Batch ID.
10. Select Approve as shown in Figure 24. The Approve Batch page appears.

Figure 24. Confirm Batches to Approve (Approve Single)
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<<First <P 1 Wit Lt | 1 oot of 1 pages 1 110 1 out of 1 recomds | 15

Crestor  OTC Endpoist  ALC+2 Craated On = Total em Court Total Amoust  Status  Active Flag  Approver  Approved On
SIGFDZAT  celo0OM9  LLZ 000020802 | 0O 11356 AM 1 000 CLOSED  w

11. Verify that you want to approve the batch and select Confirm. The Approve Batch page
appears with the batch details.

12. Select Print PDF Report or Export and select Confirm to approve the batch.

5@:* Application Tips

e After Print PDF Report or Export is selected, the Confirm button is enabled. The
batch is not approved until Confirm is selected.

e |f the CCS or CCA checked the Approve Batch checkbox under Advanced
Administration, then the user must print the PDF report or export the batch list
report. Afterwards, the user can proceed to approve the batch.

e |If the user is approving multiple batches online and the Approve Batch checkbox is
checked at any OTCnet endpoint, then the user must print the PDF reports or export
the batch list reports. The batch is not approved until Confirm is selected, which is
enabled when the Print PDF Report or Export is selected.

e If the user is approving multiple batches online and the Approve Batch checkbox is
not checked, then the user can approve multiple batches without printing the PDF
reports or exporting the batch list reports. Confirm is enabled and the user can
select to approve the multiple batches.

e A user may print the PDF report or export the batch list report, regardless of whether
the Close Batch and/or Approve Batch checkboxes are checked or unchecked. A
CCS or CCA can specify the Batch List Report Print/Export Required During
options under Advanced Administration.

13. An Approve Batch page appears verifying the batch has been approved.
14. Select Return to Batch Summary.
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-:{!?3 Application Tip

o After a batch is approved, its status changes from Closed to Approved, except
under one of these two scenarios.

e First, if a batch has been designated for summary level classification and the batch
classification is not balanced.

e Second, if a batch is designated to be classified at the summary level and itis a
Central Accounting Reporting System (CARS)/ Government Wide Accounting (GWA)
reporter, and the batch is not classified.

e Under these two scenarios the batch status is Closed. After the batch is classified
and balanced, the batch can be approved.

@ Additional Buttons

Select Cancel to return to the OTCnet Home Page. No data is saved.

Select Previous to return to the previous page.

Select Activate/Deactivate to activate or deactivate a batch.

Select Close Batches to close a batch.

Select <<First to go to the first page. (Only appears if there are several pages

retrieved for the search results.)

o Select Next> to go to the next page. (Only appears if there are several pages
retrieved for the search results.)

o Select Last>> to return to the last page. (Only appears if there are several pages

retrieved for the search results.)

Select <<Image to return to the previous check.

Select >>Image to view the next check.

Select Zoom- to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left to turn the image to the left.

Select Rotate Right to turn the image to the right.

Select Show Item to view and update the check item details.

Select Void to void a single check item.

Select Receipt to print a receipt.

Select Print Item to print a batch list report.
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Approve Multiple Batches

As a CCS, you are authorized to approve multiple batches. You will enter the batch search
conditions you would like to view, choose the desired scanned check, verify the details are
correct and repeat this for each batch you want to approve. Verify that you want to approve the
batches and confirm.
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Approve Multiple Batches

To approve multiple batches, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.

N
‘mg_
e

Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

o The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days then only the most recent 1,000 batches appear.

e When running a search with the default From and To Created On Date range
values, the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within the 30 days, then only
the most recent 1,000 batches appear.

e When running a search without specifying any criteria (with the exception of the
Batch ID field), the search results include the most recent 30 days of batches that
you have access to view. If more than 1,000 batches are created within 30 days,
then only the most recent 1,000 batches appear.

e Enter the Batch ID, optional.

e Enter the Cashier ID, optional.
X8 Application Tip
If the only search criteria entered is a valid Batch ID then only a single result appears

regardless of other search criteria specified.

Under Batch Status,

o Select the Status you want to approve by checking the Closed box under the
Select column.

Select Search. The View Batch page appears.
Select the Batch ID hyperlink as shown in Figure 25. The View Checks page appears.
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Figure 25. View Batches Page (Approve Multiple Batches)

Summary of Batches [1]
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7. Select the Item ID of each scanned check. An image of the check and details of the
check appear in the window below.

Verify the details are correct and select Previous to return to the View Batch page.

Select the batches you want to approve by checking the boxes to the left of the Batch
ID.

10. Select Approve. The Approve Batch page appears.

11. Verify that you want to approve the batches and select Confirm. The Approve Batch
page appears with the batch details.

12. Select Print PDF Report or Export and select Confirm to approve the batches.
‘:Q:‘ Application Tips

e After Print PDF Report or Export is selected, the Confirm button is enabled. The
batch is not approved until Confirm is selected.

e A user may print the PDF report or export the batch list report, regardless of whether
the Close Batch and/or Approve Batch checkboxes are checked or unchecked. A
Check Capture Supervisor (CCS) or Check Capture Administrator (CCA) can specify
the Batch List Report Print/Export Required During options under Advanced
Administration.

e Ifthe CCS or CCA checked the Approve Batch checkbox under Advanced
Administration, then the user must print the PDF report or export the batch list
report. Afterwards, the user can proceed to approve the batch.

o |If the user is approving multiple batches online and the Approve Batch checkbox is
checked at any OTCnet endpoint, then the user must print the PDF reports or export
the batch list reports. The batch is not approved until Confirm is selected, which is
enabled when the Print PDF Report or Export is selected.

e If the user is approving multiple batches online and the Approve Batch checkbox is
not checked, then the user can approve multiple batches without printing the PDF
reports or exporting the batch list reports. Confirm is enabled and the user can
select to approve the multiple batches.

13. An Approve Batch page appears verifying the batches have been approved.
14. Select Return to Batch Summary.
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-:{!?3 Application Tip

o After a batch is approved, the Status changes from Closed to Approved and the
Approve Batch page appears with the batch details, except under one of these two
scenarios.

o First, if a batch has been designated for summary level classification and the batch
classification is not balanced.

e Second, if a batch is designated to be classified at the summary level and it is a
Central Accounting Reporting System (CARS)/Government-Wide Accounting (GWA)
reporter, and the batch is not classified.

e Under these two scenarios the batch status is Closed. After the batch is classified
and balanced, the batch can be approved.

@ Additional Buttons

Select Cancel to return to the OTCnet Home Page. No data is saved.

Select Previous to return to the previous page.

Select Activate/Deactivate to activate or deactivate a batch.

Select Close Batches to close a batch.

Select <<First to go to the first page. (Only appears if there are several pages

retrieved for the search results.)

o Select Next> to go to the next page. (Only appears if there are several pages
retrieved for the search results.)

o Select Last>> to return to the last page. (Only appears if there are several pages

retrieved for the search results.)

Select <<Image to return to the previous check.

Select >>Image to view the next check.

Select Zoom- to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left to turn the image to the left.

Select Rotate Right to turn the image to the right.

Select Show Item to view and update the check item details.

Select Void to void a single check item.

Select Receipt to print a receipt.

Select Print Item to print a batch list report.
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Topic 13 Print a Receipt

Receipts are available for printing if the CCA configures the terminal beforehand in OTCnet. If
your Agency requires a specific receipt layout, contact your Deployment Specialist at
fiscalservice.otcdeployment@citi.com or 703-377-5586. All receipts are printed in PDF format,
as well as saved or attached to a new email message.

After the terminal is configured, CCOs, CCLOs, and CCSs can print a receipt in single mode or
batch mode through the Check Scan and Batch Management functionality, as well as via the
Show Item to print a receipt. Receipts are available for printing in OTCnet after the operators
enter and save the pertinent details and can be either handed to or mailed to the customer.

Receipt Printing from Check Scan (Single/Batch Mode)

As a CCO, CCLO, or CCS, you are authorized to print a receipt in single mode or batch mode
from Check Scan. You can scan the check, input, and save the pertinent details. Print and close
the receipt. If you are printing in batch mode, repeat the process throughout the batch.
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Print a Receipt from Check Scan

To print a receipt from Check Scan functionality: Single Mode, complete the following steps:

1. Scan the check, input, and save the pertinent details.

2. Under Scan Controls, select Receipt. A Printing...Please wait message appears and
the receipt prints to the default printer.

Application Tip
You have eight seconds to select the Receipt button. If the Receipt button is not

selected within the allotted time, the button grays out. If a receipt is still needed, access
the Batch Management function.

3. Select Receipt. The receipt appears as shown in Figure 26.

Figure 26. Receipt Print Image (Scan Check)

Transaction saved successfully. IRN: 2109297T0213600000119. Amount: $10.00. Please click receipt bution to continue
Processing Mode
SMGLE CHECK MODE
Batch
Total Rem Count 4

Agency Form Data

User. cclo0001
Processing Method: Customer Present

emn Type: Non Personal

Amoust: 1000

Key Rem Count 111
OTC Endpoint:

Short name

TTHLL2

Descnption

Training Team Test Hierarchy
Lower Level 2

ALC +2:
2nnun
Processing Method:
TRN: 210929770213600000119
Bask Number: 322284608
Check Number: 0233
Account Number: 11116041

e Type:

Agency Accounting Code Scan Controls:

Scanned Check Image

TEST IMAGE

4. Select Print to print the receipt.

Scanser Conlig

RO, WO

5. Select Close to close the receipt.

S

-:QE Application Tip

When printing a receipt in batch mode repeat steps 1-5 until finished.
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Print a Receipt in Batch Management

To print a receipt using Batch Management, complete the following steps:

1. From the Check Processing tab, select Batch Management. The Search Batch page
appears.

2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and
select the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under
the Select column.

4. Under Created On Date, enter the From and To date range, as needed.
- Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

o The Created On Date range cannot exceed 30 days. Additionally, if more than 1,000
batches are created within 30 days then only the most recent 1,000 batches appear.

e |If you run a search with the default From and To Created On Date range values, the
search results include the most recent 30 days of batches that you have access to
view. If more than 1,000 batches are created within the 30 days then only the most
recent 1,000 batches appear.

e If you run a search without specifying any criteria (with the exception of the Batch
ID field), the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within 30 days then only the
most recent 1,000 batches appear.

o Enter the Batch ID, optional.

o Enter the Cashier ID, optional.
- Application Tip
If the only search criteria entered is a valid Batch ID then only a single result appears

regardless of other search criteria specified.

Under Batch Status, optional

¢ Select the Status you want to view by checking the Open or Closed box under
the Select column.

5. Select Search. The View Batch page appears.
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6. Select the Batch ID hyperlink. The View Checks page appears as shown in Figure 27.

Figure 27. View Checks Page (Receipt)

BemID = OTC Endpoint  ALC +2 Proc. Methed  lem Type  IRN Cashier Captured Date  Account No.  Bank No.

Customer Mon- 9/1172014
195383409 | TTHLL2 2023334401 g o Parsonal  210929770213600000119  eclo0001 5 050 o) 44445041 322284698
il

Check Image Check Information
HName Value
Amount 10.00

IRN 21092977021360000011

TEST IMAGE-TEST IMAGE-TEST IMAGE

o . 00

Show item Receipt Print ftem

Q- Application Tip

If a batch is in use and another user attempts to access the same batch, a Batch Lock
message appears stating the batch is in use and he/she cannot access the batch.

7. Select the Item ID of each scanned check. An image of the check and details of the
check appear in the window below.

Select Receipt. The receipt appears.

Select Print to print the receipt.
BuS) Application Tip

Account numbers and User Defined Fields (UDFs) that are marked as Personally
Identifiable Information (PIl) are masked. If there are more than five characters, OTCnet
masks all but the last four characters. If there are five characters or less, the system
masks all but the last character.

10. Select Close to close the receipt.

A/

5@3 Application Tips

e Select Show Item to view more details about the check.
o Under Server Controls, select Receipt to print the receipt.
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Summary

In this chapter you learned:

e The Purpose of Capturing and Managing Checks Online
e Capture a Check Online

e Manage Poor Check Image Quality

e Resolve a Duplicate Check

e Void a Check

e Override a Master Verification Record (MVD) Record
e Perform Batch Control and Batch Balancing

¢ View and Print a Batch List/ltem Detail Report

e Activate/ Deactivate a Batch

¢ Classify a Batch

e Close a Batch

e Approve a Batch

e Print a Receipt
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Chapter 4. Correcting Scanned Checks

Overview, Topics, and Audience

Overview
Welcome to Correcting Scanned Checks. In this chapter, you will learn:

e The purpose of correcting scanned checks
e How to edit a Magnetic Ink Character Recognition (MICR) code line

e How to edit a check item

Topics

The topics in this chapter include the following:

1. Purpose of Correcting Scanned Checks

1. Edit a Magnetic Ink Character Recognition (MICR) Code Line
2. Edit a Check Item

Audience
The intended audience for the Correcting Scanned Checks Participant User Guide includes:

o Check Capture Supervisor (CCS)
o Check Capture Lead Operator (CCLO)
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Topic 1 Purpose of Correcting Scanned Checks

As a Check Capture Supervisor (CCS) and Check Capture Lead Operator (CCLO) you are
the only authorized users who can correct a scanned check in OTCnet Online and Offline.
Correcting a check may involve one or more of the following resolutions:

e Adjusting the Magnetic Ink Character Recognition (MICR) code line
e Editing a check after it is entered and saved into OTCnet

Agency users who have permission to make corrections to checks must know the risks of
submitting a check with incorrect information. They include debiting another individual’s/
company’s or Agency’s account and an increased likelihood of a returned check.

To avoid these risks, the CCS and CCLO can adjust a MICR line and edit a check after it’s
scanned by either a CCLO or Check Capture Operator (CCO).
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Topic 2 Correct a Magnetic Ink Character Recognition (MICR)
Code line

As a CCS or CCLO, you are authorized to make MICR line corrections. You are prompted to
key in your Login ID and Password before correcting the MICR line.

Keep the following items in mind when editing a MICR Code Line:

e If a CCO scans the check and the scanner detects an issue with the MICR code line data
(as certain characters or all characters could not read by the scanner), the operator is
prompted to correct the code line.

e If a CCLO scanned the check, additional authorization is not required. The Login ID and
Password dialog box only appears if a CCS or CCLO is editing a MICR line for a CCO.

e When a Check Processing Error or Unsupported Bank Number message appears, the
operator has the option to correct the code line, rescan the check, or cancel the scan. Itis
recommended that before attempting to correct the code line, the operator rescan the check.
Rescanning the check usually corrects the error.

¢ If the error message continues to appear after the check is rescanned, contact your CCS to
discuss options for capturing a check (e.g., rescanning the check again, correcting the MICR
code line or using the deposit processing functionality).

o If the issue persists, and the decision is made to correct the MICR code line, OTCnet
provides the symbol replacement codes to make the necessary corrections. If the scanner
continues to have difficulty reading the characters in the code line, create a deposit using
the Deposit Processing tab within OTCnet. The Deposit Processing tab only appears if
your Agency and appropriate users have permission to create deposits using this
functionality.

e For detailed support, reach the OTCnet Customer Support Center at
fiscalservice.otcchannel@citi.com or call toll free at 866-945-7920.

Table 1. Code Symbol Descriptions 1

Code | Symbol ’ Description
T Il Beginning or ending of a transit number, also known as a Routing number or ABA
[ ] number.
o [ The On-Us field contains the account number and may also contain a serial number and
" transaction code.
A I|I Displays the amount of an amount-encoded check.
D (T1] Dash separates the values of the other fields.
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Correct a Magnetic Ink Character Recognition (MICR) Line

To correct a MICR line, complete the following steps:

1. From the Check Scan — Perform Check Scan page, the Check Processing Error: Reject
Characters Detected/Unsupported Bank Number message appears. Select Yes to correct
the code line.

Or

Select Rescan to rescan the check (applies only to Reject Characters Detected message).

A/

-:Q:— Application Tip

Select Rescan if the check image is skewed, illegible, or upside down.

Or
Select Cancel to cancel the transaction.

2. The Login ID and Password dialog box appears. Enter the Login ID and Password and
select Login.

Y
N -

‘{!?: Application Tips

e If a Check Capture Operator (CCO) scanned the check, OTCnet will prompt the
operator for authorization.

e Only a Check Capture Supervisor (CCS) or Check Capture Lead Operator
(CCLO) can perform MICR line corrections.

e The CCS or CCLO must key in his/her Login ID and Password before correcting the
MICR line.

e [fa CCLO scanned the check, additional authorization is not required.

3. The Code Line Correction box appears. Enter the correct numbers and select OK.

4. The Code Line Correction box closes, and the scanned check image appears.
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Topic 3 Edit a Check Item

As a Check Capture Supervisor or Check Capture Lead Operator, you are the only
authorized users who can edit a check within a batch. You can only edit checks in batches for
OTC Endpoints that you have permission to access. You may choose to edit a check if the data
entered in the amount or user defined fields were found to be incorrect.

Before editing a check, you must first search for the batch in which the check resides. You can
search for batches by OTC Endpoint, Created On Date, Batch ID, Cashier ID, and/or Batch
Status. You can only edit checks that carry an open or closed batch status.

Table 2. Batch Status Types for OTCnet Online

Open Indicates the batch is open and accepting new checks

Closed Indicated the batch is closed and no new checks are accepted

Approved Indicates the batch is ready for settlement

Forwarded Indicates the batch has been sent to debit Gateway to initiate the settlement process

Table 3. Batch Status Types for OTCnet Offline

Open Indicates the batch is open. Continue scanning

Closed Indicates the batch is closed and no new checks are accepted

Approved Indicates the batch is ready for upload and settlement.

Sent Indicates the batch was uploaded online without error.

Acknowledged Indicates the batch was transmitted and fully processed by the OTCnet server without error.

Indicates the batch upload experienced system errors and the batch was not successfully

e ey uploaded, or a user selected to cancel the batch upload and the system halted the upload.

Indicates the acknowledge batch process experienced system errors and the acknowledgment
was unsuccessful, or a user selected to cancel the batch acknowledgment which results in a
batch being updated to Acknowledgment Error.

Acknowledge
Error

For OTC Endpoints that are associated with an ALC that is designated as a Government-Wide
Accounting (GWA) Reporter, all check transactions must be classified with an accounting code.
If an ALC is not a GWA Reporter, classifying it with an accounting code is optional.

The Agency Accounting Codes drop-down list displays the full Agency Accounting Code
value (up to 50 alphanumeric characters) and some portion of the Description (up to 15
alphanumeric characters).

In the event an Agency becomes a GWA Reporter in between a captured check and an
operator selecting to save updates, and if an accounting code is not specified and is available
for selection, an overlay message appears asking, “Would you like to classify the check
transaction with Accounting information?”

If Yes is selected, you are returned to the Show Item page and allowed to select an accounting
code.

If No is selected, a Comment dialog box appears. Enter a reason why an accounting code is not
classified for the transaction.
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The single Agency Accounting Code and Multiple accounting codes option is available if
checks are scanned against an OTC Endpoint designated for Item Level Classification. If an
ALC is designated for Summary Level Classification the Agency Accounting Code and
Multiple accounting codes options are disabled.

If multiple accounting codes are used, the combined accounting code subtotal must be equal to
the deposit total before proceeding to the next step. If it does not, you must go back and re-
validate your subtotal entries.

A/

8§ Application Tips

e Asthe CCS or CCLO, if you opt to make a MICR code line correction, you must look
at the MICR line image closely to ensure all the characters are correctly entered in
the Code Line Correction box as shown in Figure 1.

o OTCnet will indicate the character(s) that are illegible by replacing it with a question
mark(s). Look at the MICR line image closely to ensure all the characters are
correctly captured. If they are not captured or marked with a question mark, select
Cancel and rescan the check.

o |f the scanner continues to have difficulty reading the characters in the code line, the
operator can create a deposit using the Deposit Processing tab within OTCnet. The
Deposit Processing tab only appears if your agency and appropriate users have
permission to create deposits for over-the-counter collections.

Figure 1. Code Line Correction Box

L0LLOOOO 2L 00000 7L 17?2

Please comrect MICR line

[Toa4000024T 000047 1172
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Edit a Check Item

To edit a check item, complete the following steps:

1. Select the Check Processing tab and select Batch Management. The Search Batch page
appears as shown in Figure 2.

Figure 2: Search Batch
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2. In the search field, under Batch Search Conditions, enter an OTCnet Endpoint and select
the magnifying glass icon (or the ENTER key) to retrieve a new set of results.

3. Select the OTC Endpoint you want to Edit a batch for by checking the checkbox under the
Select column.

4. Under Created On Date, enter the From and To date range, as needed.
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-:Q:— Application Tips

e There is an endpoint search restriction set based on user permissions (i.e., a
CCLO, CCA user can only search for their Agency and any endpoints under their
Agency.).

e The From and To Created On Date must be entered in MM/DD/YYYY format.

e The Created On Date range cannot exceed 30 days. Additionally, if more than a
1,000 batches are created within 30 days then only the most recent 1,000 batches
appear.

e If you run a search with the default From and To Created On Date range values, the
search results include the most recent 30 days of batches that you have access to
view. If more than 1,000 batches are created within the 30 days then only the most
recent 1,000 batches appear.

e |f you run a search without specifying any criteria (with the exception of the Batch
ID field), the search results include the most recent 30 days of batches that you have
access to view. If more than 1,000 batches are created within 30 days then only the
most recent 1,000 batches appear.

o Enter the Batch ID, optional.
e Enter the Cashier ID, optional.
5@3 Application Tip

If the only search criteria entered is a valid Batch ID, only a single result appears,
regardless of other search criteria specified.

Under Batch Status, optional

o Select the Status you want to view by checking the Open or Closed box under the
Select column.

5@3 Application Tip

Only batches in Open or Closed status can be edited.

Select Search. The View Batches page appears.
Select the Batch ID hyperlink. The View Checks page appears.

Select the Item ID of the scanned check you would like to edit. An image and details of the
check appear in a window below.

8. Select Show Item to the right of the check image to edit as shown in Figure 3. The Show
Item page appears.
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Figure 3. View Checks Page
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9. Update the necessary form data.
To edit the form data, complete the following:
Under Agency Form Data, update the check data in the field(s) provided, if applicable
o Enter the Amount.
o Enter the UDF details.

’,Qi Application Tips

e The Agency Form Data form is customizable and can include fields beyond the
Amount field (e.g., Driver’s License Number). If your Agency has additional fields,
they are displayed under the Amount field. Your Agency may deem the field(s)
either mandatory or optional for you to complete an entry.

e Ensure that you type in the data rather than copying and pasting from another
source. Data that has been copied and pasted may result in an error.

Under Agency Accounting Code, if applicable

o Select the Agency Accounting Code radio button and select a single accounting
code from the drop-down list.

Or

o Select the Multiple radio button. The Account Classification dialog box appears.
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= Select an Accounting Code, enter the Amount, and select Add for each
subtotal of the deposit.

= Select Save.
Under Server Controls, required
e Select Update.
10. Select Confirm to confirm to update the check data.
11. Enter comments concerning the updated request at the prompt and select OK.

12. Select OK at the confirmation prompt stating that the check has been successfully updated.

@ Additional Buttons

Additional buttons on the pages that help you perform other tasks:

Select Cancel to return to the OTCnet Home Page. No data is saved.
Select Previous to return to the previous page.

Select Void All to void all items in the batch.

Select Print Batch List to print the batch list.

Select < to go to the first batch.

Select > to go to the next batch.

Select <<Image to return to the previous check.

Select >>Image to view the next check.

Select Zoom- to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left to turn the image to the left.

Select Rotate Right to turn the image to the right.

Select Show Item to view the check item and perform update.
Select Void to void a single check item.

Select Receipt to print a receipt.

Select Print Item to print an Item List report.

Additional buttons on the Show Item page that help you perform other tasks:

Select -Front to return to the previous check.
Select Back+ to view the next check.

Select -Zoom to reduce the image size.

Select Zoom+ to enlarge the image size.

Select Rotate Left+ to turn the image to the left.
Select Rotate Right+ to turn the image to the right.

10
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Summary

In this chapter, you learned:

e The purpose of correcting scanned checks
e How to edit a Magnetic Ink Character Recognition (MICR) code line

e How to edit a check item

11
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Glossary

Click this link to access the full OTCnet Glossary.
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Overview, Topics, and Audience

Overview

Welcome to Managing Verification Records (MVD/LVD). In this chapter, you will learn:

The purpose of managing verification records

How to create a Master Verification Database (MVD) record
How to search for a MVD record

How to edit a MVD record

How to download a Local Verification Database (LVD) record

How to reset an LVD record

Topics

The topics in this chapter include the following:

1.

Purpose of Managing Verification Records, Master Verification Database (MVD and Local
Verification Database (LVD)

2. Create an MVD Record

3. Search for an MVD Record
4. Edit an MVD Record

5. Download an LVD

6. ResetanLVD
Audience

The intended audience for the Managing Verification Records Participant User Guide includes:

MVD Editor

MVD Viewer

Check Capture Administrator (CCA)
Check Capture Supervisor (CCS)
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Topic 1 Purpose of Managing Verification Records
(MVD/LVD)

The Master Verification Database (MVD) aids the agency in determining the history of a
particular check writer. The verification database is an optional Online database that maintains
the agency hierarchy check cashing policy, dishonored check information, and manually entered
blocked items—based on Agency policy.

The MVD provides the OTCnet application information to ensure a presented check is
acceptable. The MVD is a negative Online database, specific to an agency that contains return
information on:

e Checks and accounts that have failed to clear in a previous OTCnet transaction attempt
o Blocked accounts/routing numbers or individuals that have been identified where future

transactions are not desired

The Local Verification Database (LVD) is a verification database that resides locally on each
terminal. The information in the LVD prevents checks from being cashed on accounts, or other
Agency-specified criteria, that are in violation of Agency policy. Verification information is
available for download.

Verification records are derived from returns of previously processed payments originated
through the OTCnet application and manually entered records (i.e., a blocked, suspended, or
denied record). The bad check information is accumulated in the MVD as agencies start to
process checks through Check Capture.

If an item is identified as a red flag item, you have the ability to set an MVD/LVD Record Trade
Status as seen in Table 1.

Table 1: MVD/LVD Record Trade Status

Indicates that an individual’s record is set to a predetermined suspension
period. During this time, the OTCnet system prevents an individual form cashing
a check through OTCnet. The individual's database record has a Trade Status
of Suspend and the expiration date is set until a specific date

Suspend

Indicates that an individual’s record is set to a permanent deny date of
Denied 9/09/2099. The OTCnet system permanently denies this person from cashing a
check through OTCnet

Indicates a manual entry by authorized person into the MVD rather than the
Blocked result of a failed transaction. If desired, authorized users can edit the transaction
record to a clear status

As an MVD Editor, you can create, search, and edit MVD records. As an MVD Viewer, you can
search and view MVD records only.
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Verification records are derived from returns of previous processed payments originated through
OTCnet and manually-entered records (i.e., a blocked, suspended, or denied record). Blocked,
suspended, or denied data is entered manually by an authorized person from an agency
location, region or even the Treasury OTC Support Center.

By default, an OTC Endpoint receives all blocked, suspended, and denied records created at
the location; all blocked, suspended, and denied records of the OTC Endpoint’s subordinate
sites; all blocked records created at all Parent Level OTC Endpoints: and any blocked,
suspended, or denied records from any OTC Endpoint and their subordinates in the requesting
organization’s OTC Verification Group. An OTC Verification Group typically includes OTC
Endpoints from the hierarchy of respective OTC Endpoint’s agency. See Figure 1 for the MVD

lifecycle.

Figure 1: MVD Lifecycle

Automated MVD Updates

Terminal
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Settled and returned transaction n
status records and status updates

Transaction records -
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IFRBC Operations

The MVD Lifecycle includes the following steps:

1. Check transactions are processed in OTCnet.

2. Check transaction data is sent from OTCnet to the Treasury/Bureau of the Fiscal Service

(BFS).

3. The negative returns on check transactions are sent from the Treasury/BFS operations to

the MVD.

4. T HE verification record is completed with information from the original payment transaction.

How does the LVD Work?

Blocked, suspended, or denied data is entered manually, Online, by an authorized person from
a site, a region, an agency, or even the Treasury OTC Support Center. By default, a location
receives all blocked, suspended and denied records created at the location; all blocked,
suspended, and denied records of the location’s subordinate sites; all blocked records created
at all direct ancestors above the location; and any blocked, suspended, or denied records from
any location and their subordinates in the requesting location’s location group.

The LVD Download task allows a user to download updates to the Local Verification Database
(LVD), if the agency uses this optional feature. This task can be set up to execute at either the
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point of application Start up or Close Batch. The default is set to execute on Close Batch. When
the LVD Download task selection is active, an additional field appears. This field allows the
Agency to choose the number of days the old LVD is allowed to become before an override is
required from a supervisor. The default is 30 days with a maximum allowed period of 100 days.

After the LVD has reached its override age, it is considered to be stale and a new LVD must be
downloaded. The operator is prompted to download an updated LVD. If the operator chooses to
use the existing LVD without an update, the system requires a supervisor to approve (override)
by supplying their email address and password each time the application is launched.

If an agency is utilizing the check verification process through the LVD download, there are
occasions where a new LVD is required. LVD downloads contain only new items received by
the MVD. If there is a change in the location’s policy, an entire new LVD must be obtained and
must be requested manually. In order to accurately recognize red flags, the LVD must be up to
date.

Figure 2: LVD Lifecycle
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OTC Verification Group Management

An OTC Verification Group represents a listing of any OTC Endpoints outside the requesting
OTC Endpoint’s hierarchy that share records. The MVD restricts the display of data based on
the OTC Endpoint of the user. A user only sees records which are associated with OTC
Endpoints at or below the user's OTC Endpoint in the hierarchy or at OTC Endpoints specified
in the OTC Verification Group. Depending on the type of data being requested, different rules
apply, as appropriate.

What is Included in an OTC Endpoint’s Policy?

An OTC Endpoint’s policy helps automate an agency’s check cashing/collection policy. The
OTC Endpoint policy is based upon the agency's overall program or policy to ensure a
consistent application of an agency-wide check verification, including returned reason codes,
suspension periods, and the inclusion of expired items. As part of the agency’s participation in
the OTCnet program, the agency provides the Treasury OTC Support Center, via the Agency
Site Profile (ASP), their check collection policy regarding:
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o Number of returns permissible by the agency

e Length of time for each suspension period

Generate Verification records based on:

e The inclusion of Represented and Retired checks
e The inclusion of Retired checks only

e The number and timing of representments

An agency chooses when MVD records are created, either:

o With any return item

Or

o When items are retired to the agency

The final piece of information required in an OTC Endpoint policy is which other OTC Endpoints
are included in the OTC Verification Group. The OTC Verification Group typically includes OTC
Endpoints from the hierarchy of the respective higher level organization.

The OTC Endpoint policy is established during the set-up of an OTC Endpoint in the MVD
system. Treasury OTC Support Center administers the set-up of all endpoints based on the
agency’s and the OTC Endpoint’'s ASP. Treasury OTC Support Center administers all edits or
modifications to an OTC Endpoint, including the OTC Endpoint’s policy.

Special Character Handling (when creating, searching or editing an MVD record)

Table 2: Special Character Handling

Special Characters | Handling

Valid if surrounded by alpha characters.

Exception: The hyphen (dash) is only permitted for the fields associated with the MICR,
. @# Raw MICR, account number, routing number, and check number. The hyphen shall be

- permitted in the Batch ID field if surrounded by alphanumeric characters. The hyphen
and/or underscore special characters shall be permitted in the | R N field in the Verification
Query. The hyphen shall be permitted in the first configurable field of verification and CIRA
records. Two consecutive hyphens are not allowed.

| $ Valid if surrounded by alpha or numeric characters.

Allowed wherever a URL must be entered. The forward slash is also permitted for use in a
date entry field. The period is also permitted for use in free text fields if the period is

= preceded by an alpha or numeric character. The amount field only accepts numeric
characters and one period.

All Other Special If a character was not specifically mentioned, it is not permitted at all. Passwords are
Characters exempt from these special character handling rules.
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Topic 2 Create an MVD Record

Agencies can add suspended, denied, or blocked records. This function is used to add manual
records beyond the records automatically created from returned transactions. For example, your
agency may be aware of individuals for whom you do not want to accept checks.

An agency has the option of adding a manual suspend record to prevent that check writer from
cashing a check, from the current day through a defined suspend until date. Agencies also have
the option of adding a manually denied or blocked record, which denies the check writer from
cashing a check indefinitely.

Once these records are added, transactions that match the information on the manual records
display a pop-up message to the operator, advising them of the suspend/blocked/denied record.

Manually-added records are not handled the same as dynamically calculated records. The
manual records are not used for calculations of the number of offenses against the check writer,
nor do they count as another offense against the agency’s policy.

If an item is identified as a red flag item, you have the ability to set an MVD Record’s Trade
Status. The Trade Status types include:

¢ Suspend: Indicates that an individual’'s record is set to a predetermined suspension
period. During this time, the OTCnet system prevents an individual from cashing a check
through OTCnet. The individual's database record has a Trade Status of Suspend and
the expiration date is set until a specific date.

¢ Denied: Indicates that an individual’s record is set to a permanent deny date of
9/09/2099. The OTCnet system permanently denies this person from cashing a check
through OTCnet.

¢ Blocked: Indicates a manual entry by authorized persons into the MVD rather than the
result of a failed transaction. If desired, an authorized user can edit the transactional
record to a clear status.
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Create an MVD Record

To create an Master Verification Database (MVD) Record, complete the following steps:

1. From the Check Processing tab, select Manage Verification>Create MVD Record. The
Step 1 of 2: Define the MVD Record page appears as shown in Figure 3.

Figure 3: Define the MVD Record

Create MVD Record

Step 1 of 2: Define the MVD Record
* Denotes required fields.

User Defined Field 1
12345678

Bank Routing Number
111102389

Account
66666960

Trade Status”
SUSPENDED[~¥]

Deny Date*
10/0312014 [

Configured OTC Endpoints

oTC
Top Level OTC
Select Endpoint
Mo Endpoint Name
o DG2 Debit Gateway

Test

Note
Test MVD Entry

2. Enter the MVD details and click Next.
o Enter the User Defined Field details
o Select the Search Type
o Enter the Bank Routing Number, required
e Enter the Account number
o Select the Trade Status, required
o Enter the Deny Date, required
o Select the OTC Endpoint, required

e Enter comments in the Note
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-:Q:— Application Tips

o A trade status of Blocked or Denied automatically defaults to the Deny Date of
9/09/2099 and the date cannot be modified.

o The Deny Date indicates the date when the suspension period ends. The Deny Date
must be greater than or equal to today's date.

3. The Step 2 of 2: Create MVD Record page appears. Verify the information is correct and
click Submit. Click Edit to modify the information entered.

4. A Confirmation page appears stating that the MVD Record has been created.

@ Additional Buttons

Click Cancel to return to the OTCnet Home Page. No data is saved.
Click Clear to clear all data fields and reset to the default selections.
Click Previous to return to the previous page.

Click Return Home to the OTCnet Home Page.
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Topic 3 Search an MVD Record

As an MVD Editor or MVD Viewer, you are authorized to search for MVD records. The MVD
supports the agency by determining the history of a particular check writer. The verification
database is an optional online database that maintains the agency hierarchy check cashing
policy, dishonored check information, and manually entered blocked items based on an
agency’s policy.

Since the MVD can potentially contain thousands of records, the ability to clearly define your
search results provides better system results. Search for data by OTC Endpoint, Individual
Reference Number (IRN), and other search criteria. If you run a search without specifying any
criteria other than OTC Endpoint, the search results include all records in the system that you
have access to view. To limit a search, enter the search criteria as shown in Table 3.

Table 3: Search Results

OTC Endpoint

Individual Reference Number (IRN)

User Defined Field

Search Type

Bank Routing Number

Account Number

Trade Status (Blocked, Denied, Suspended, Cleared, D-Suspended)

From and To MVD Date
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Search an MVD Record

To search an Master Verification Database (MVD) Record, complete the following steps:

1. From the Check Processing tab, select Manage Verification>Search MVD Record. The
Step 1 of 4: Search MVD Record page appears as shown in Figure 4.

Figure 4: Search MVD Records

Search MVD Records [ 1]
* Denotes required fields
OTC Endpoint®
@
Select OTC Endpoint Name Top Level OTC Endpoint Name
@ DG2 Debit Gateway Test
Include Subordinates
IRN
User Defined Field 1
Bank Routing Number
Account
Trade Status
ALL
MVD Date
From
To

2. Enter the MVD search criteria and click Search.

Enter the OTC Endpoint, required

Check Include Subordinates

Enter the IRN (Individual Record Number)
Enter the User Defined Field information
Select the Search Type

Enter the Bank Routing Number

Enter the individual’'s Account number
Select the Trade Status

Enter the From and To MVD Date

5Q3 Application Tip

The From and To MVD Date is the date that the returned record was created in the
MVD.

3. Click Search to initiate the search. The records appear in a table.
10
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4. Click the IRN link of the check details you would like to view. The Step 2 of 4: Review the
MVD Record page appears.

5. Review the verification record details. Click Edit to modify the MVD record.

@ Additional Buttons

Click Cancel to return to the OTCnet Home Page. No data is saved.

Click CIRA Detail to display CIRA details (Visible only if is a CIRA record exists.)
Click Edit to update the MVD record.

Click Previous to return to the previous page.

Click Return Home to the OTCnet Home Page.

11
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Topic 4 Edit an MVD Record

As an MVD Editor, you can edit MVD records. Before editing an MVD record, you must first
search for the record. Once the record is located, you can edit or update the following for a
verification record:

o Trade Status (Cleared, Suspended, Denied, Blocked)
o Deny Date
e Return Reason Code

¢ Note (reason for suspending, denying, or blocking)

You are also authorized to clear a record’s Trade Status. A Clear Trade Status indicates that
prior restrictions on the individual check payments are removed.

12
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Edit an MVD Record

To edit an Master Verification Database (MVD) record, complete the following steps:

1. From the Check Processing tab, select Manage Verification>Search MVD Record. The
Step 1 of 4: Search MVD Record page appears.

2. Enter the MVD search criteria and click Search.

Enter the OTC Endpoint, required

Check Include Subordinates, optional

Enter the IRN (Individual Record Number)
Enter the User Defined Field, optional

Select the Search Type, optional

Enter the Bank Routing Number, optional
Enter the individual’s Account number, optional
Select the Trade Status, optional

Enter the From and To MVD Date, optional

-:QE Application Tip

The From and To MVD Date is the date that the returned record was created in the
MVD.

Click Search to initiate the search. The records appear in a table.

Click the IRN hyperlink for the check whose details you would like to view. The Step 2 of 4:
Review the MVD Record page appears.

5. Click Edit to edit the MVD record. The Step 3 of 4: Edit the MVD Record page appears as
shown in Figure 5. Edit the appropriate details.

Figure 5. Edit Verification Record

Edit Verification Record OB

Step 3 of 4: Edit the MVD Record

Trade Status
SUSPENDED ||

Deny Date
100032014

Occurence
OTC Endpoint
OTC Endpoint Description
Return Re_Ts on Code
-~

Return Reason Description

Note
Test MVD Entry
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6. Click Next.
e Select the Trade Status

S

-:QE Application Tip

A Cleared Trade Status removes the Deny Date from the verification record and
accepts the record into the system.

e Enter the Deny Date
-:QE Application Tips

o The Deny Date indicates the date when the suspension period ends.

e The Deny Date must be greater or equal to today's date and is mandatory for a
Suspend Trade Status.

e The Deny Date for a Denied and Blocked trade status defaults to 9/09/2099.

e Select a Return Reason Code
5{!?3 Application Tip

The Return Reason Description is not editable and appears after a Return Reason
Code is selected.

e Enter a Note referencing the reason for suspending, denying, or blocking the
record.

7. The Step 4 of 4: Review the edited MVD Record. Verify the verification record information is
correct and click Submit. Click Edit to modify the information entered.

8. A Confirmation page appears stating that the MVD record has been updated.

@ Additional Buttons

Click Cancel to return to the OTCnet Home Page. No data is saved.

Click CIRA Detail to display CIRA details. (Visible only if is a CIRA record exists.)
Click Edit to update the MVD record.

Click Previous to return to the previous page.

Click Return Home to the OTCnet Home Page.

14
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Topic 5 Download an LVD

As a Check Capture Administrator (CCA) or Check Capture Supervisor (CCS) you are the
only users that can download a Local Verification Database (LVD). Before downloading an LVD,
you must log in using the OTCnet Offline icon on your terminal’s desktop, or access your Start
Menu under Programs, and enter your credentials. Internet connection is required to download
LVD records from the Master Verification Database (MVD).

When the Download LVD function is used, all changes and new records are downloaded,
making the LVD current. If no previous LVD exists in the local database, a full LVD is
downloaded to the Offline terminal. LVD Download can be configured to occur automatically at
application startup or at batch close. Additionally, at the point of creating a batch in Check Scan,
if the system detects an out of date LVD, the system provides the option to the user to
download/update the LVD at that time.

Based on the override setting (the number of days the old LVD is allowed before an override is
required from a CCS), the Check Capture Lead Operator (CCLO) or Check Capture
Operator (CCO), is prompted to download an updated LVD. If the operator chooses to use the
existing LVD without an update, the system requires a CCS to approve (override) by supplying
their email address and password each time the Check Capture application is launched. The
default for LVD Download is set to execute on Close Batch.

15

Check Capture and Processing



Bureau of the Fiscal Service

Chapter 5. Managing Verification Records

Download an LVD

To download an Local Verification Database (LVD), complete the following steps:

1. From the Check Processing tab, select Manage Verification>Download LVD. The
Download LVD page appears.

A/

5{!?3 Application Tips

e Prior to downloading an LVD, you must log in using the OTCnet Offline icon on your
terminal desktop or access your Start Menu under Programs and enter your
credentials.

e Internet connection is required to download LVD records from the Master Verification
Database (MVD).

2. Click Submit. The Download LVD dialog box appears as shown in Figure 6.

Figure 6: Download LVD

Task started @
Updating OTC Endpoint E1

Downloading from Server... =
Check Verification Records are up-to-date.
Download completed for OTC Endpoint E1
Task completed successfully &

100% Complete

ose

Ay

*:Q? Application Tip

Wait until the display percent completion reaches 100% before clicking Close.

3. Click Close. A Confirmation page appears stating that the verification records are updated.

@ Additional Button

Click Return Home to the OTCnet Home Page.
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Topic 6 Reset an LVD

As a Check Capture Administrator (CCA) or Check Capture Supervisor (CCS), you are the
only users who can reset an LVD. Before you reset an LVD, you must log in using the OTCnet
Offline icon on your terminal desktop, or access the Start Menu under Programs, and enter your
credentials. Internet connection is not required to reset an LVD.

It is recommended that the Reset LVD function be used when there have been changes to an
OTC Endpoint check cashing policy, or a terminal is re-deployed to a new location. The Reset
LVD function removes everything on the LVD in anticipation of a full replacement with new LVD
Records (see Download LVD). If an LVD is reset without downloading the new LVD, the
verification of the checks presented does not occur.

Resetting the LVD is a mandatory step for agencies upgrading from a pre-1.3.2 OTCnet Offline
Check Capture software version to a 1.3.2 OTCnet Offline Check Capture software version or
above. If an LVD is reset without downloading the new LVD, the verification of the checks
presented does not occur. See Table 4 for all combinations of upgrades that require LVD reset.

Table 4: OTCnet Offline Versions Requiring LVD Reset

OTCnet Offline Upgrade to OTCnet Reset LVD
Version Offline Version Required
1.2.3.A 1.24 No
1.2.3.A 1.3.2 Yes
124 1.25 No
1.2.4 1.4 Yes
1.2.5 1.3 No
1.2.5 1.3.2 Yes
1.3 1.3.2 Yes
1.3 1.4 and above Yes
1.3.2 and above 1.4 and above No

17
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Reset an LVD

To reset a Local Verification Database (LVD), complete the following steps:

1. From the Check Processing tab, select Manage Verification>Reset LVD. The Review
LVD Reset page appears as shown in Figure 7.

Figure 7: Reset LVD

e OTCret

DEPOSITS MADE SIMPLE

l Check Processing I Administration -

Manage Verification w Batch Management Upload Batch

Download LVD

Reset LVD

‘:Q:‘ Application Tips

e The Reset LVD function removes everything on the LVD in anticipation of a full
replacement with new LVD records. If an LVD is reset without downloading the new
LVD, the verification of the checks presented does not occur.

o Resetting the LVD is a mandatory step for agencies upgrading from a pre-1.3.2
OTCnet Offline Check Capture software version to a 1.3.2 OTCnet Offline Check
Capture software version or above.

o Before resetting an LVD, you must log in using the OTCnet Offline icon on your
terminal’s desktop or access your Start Menu under Programs and enter your
credentials. Internet connection is not required to reset an LVD.

2. Click Submit. The LVD Reset dialog box appears.

3. Click Submit. A Confirmation page appears stating that the verification records have been
deleted.

@ Additional Button

Click Return Home to the OTCnet Home Page.
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Summary

In this chapter, you learned:

e The purpose of managing verification records (MVD/LVD) records
e How to create an MVD record

e How to search for an MVD record

e How to edit an MVD record

e How to download an LVD record

e How to reset an LVD record

19
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Overview, Topics, and Audience

Overview
Welcome to Capturing and Managing Checks Offline. In this chapter, you will learn:

e The purpose of capturing and managing checks offline
e How to capture a check offline

e How to manage poor check image quality

e How to resolve a duplicate check

e How to void a check

e How to override a Local Verification Record (LVD)
¢ How to perform batch control and batch balancing
¢ How to view and print a batch list/item

e How to activate/deactivate a batch

¢ How to classify a batch

e How to close a batch

e How to approve a batch

e How to upload a batch

o How to acknowledge a batch

e How to print a receipt

Topics
The topics in this chapter include the following:

Purpose of Capturing and Managing Checks Offline
Capture a Check Offline

Manage Poor Check Image Quality

Resolve a Duplicate Check

Void a Check in OTCnet Offline

Local Verification Database (LVD) Record

Perform Batch Control and Batch Balancing

© N o R 0Dd

View and Print a Batch List /Item Detail Report
9. Activate/Deactivate a Batch

10. Classify a Batch

11. Close a Batch
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12. Approve a Batch

13. Upload a Batch

14. Acknowledge a Batch
15. Print a Receipt

Audience

The intended audience for the Capturing and Managing Checks Offline Participant User Guide
includes:

o Check Capture Operator (CCO) (Batch Approver/ Batch Uploader)
o Check Capture Lead Operator (CCLO) (Batch Approver/ Batch Uploader)
o Check Capture Supervisor (CCS)

Check Capture and Check Processing
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Topic 1 Purpose of Capturing and Managing Checks Offline

The Check Processing functionality is primarily used to capture images of a check and
transaction data. There are two components under this tab within OTCnet. They include the
Scan Check and Batch Management functionality. Once the images and data are collected
under Scan Check, a user may access Batch Management to perform certain tasks prior to
forwarding the batch for settlement.

During check scanning, you may opt to use the Batch Control functionality which allows you to
balance your batch. If this option is configured to be optional or mandatory for your Agency, the
Batch Control page appears during check processing.

As the Check Capture Operator (CCO) or Check Capture Lead Operator (CCLO), you are
the only authorized users who can capture a check offline.

As a CCO, you are authorized to scan checks into a Batch, change Processing Method
(Customer Present / Customer Not Present), change an Accounting Code, change Item Type
(Personal / Non-Personal checks), close a batch, and view a batch list.

As a CCLO, you are authorized to conduct the same actions as the CCO stated above, and
balance batch and enter batch control values (total check count and total amount), accept
duplicates, make MICR code line corrections or accept checks with poor quality without
approval (see Table 1 for details).

As a Batch Approver, you have the authorization to approve a batch either prior to batch
upload from OTCnet Offline or when a batch is uploaded/submitted to OTCnet Online but not
yet approved. The Batch Approver permission must be applied to either a CCLO or CCO roles
and allows the operators to approve batches that they have created. This role must be granted
in limited cases at sites where there is a need for the operator to perform this function without a
Check Capture Supervisor (CCS) present.
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As a Batch Uploader, you are authorized to upload a batch from OTCnet Offline to the online
database. The Batch Uploader permission must be applied to either a CCLO or CCO role and
allows the operators to auto-upload the batch upon close (if terminal is configured to do so) or
upload approved batches. This role must be granted in limited cases at sites where there is a
need for the operator to perform this function without a CCS present.

Table 1. Check Capture/Processing and Batch Permission Matrix

Check Capture Check Capture Check Capture

Operator Lead Operator Supervisor
(CCO) (CCLO) (CCS)

Scan checks into a batch . .

Change Processing Method (Customer Present /
Customer Not Present / Back Office)

Change Accounting Codes . . .
Change Item Type (Personal/Non-Personal checks) . .

Make MICR code line corrections . .
Resolve a duplicate check . .
Accept checks with poor image quality . .
View a batch list . . .
Balance batch amount (total check count and total . .
amount)

Enter batch control during batch closing . .
Classify a batch . . .
Close a batch . . .
Approve a batch 1 1 .
Upload a batch 2 2 .
Acknowledge a batch 2 2 .
Edit a batch . .
Activate/Deactivate a batch .
Void a check .

= User can perform task, 1= requires additional Batch Approver permission, 2= requires additional Batch Uploader
permission
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Topic 2 Capture a Check Offline

Introduction to Capturing a Check

As a CCO or CCLO, you are authorized to capture a check in two modes, single or batch check
mode. Once a Check Capture Administrator (CCA) sets up your Terminal Configuration
settings, you can scan a check in Single or Batch check mode. There are many other settings
that your CCA may also institute for your location, many of which will be visible as you begin the
check scanning process.

Logical Processing Order for Scanning a Check

When creating a batch, it is important that the proper steps be taken to ensure that the batch
reaches our system. Below is an outline of the logistics for creating a batch:

Batch Control — This function may or may not appear, based on the computer’'s
configuration settings. If used, key in total dollar amount of checks and the total number of
checks to be scanned. This function can be setup in the configuration as disabled, optional,
or mandatory by the CCA. If this option is disabled, the Batch control screen does not
appear. If optional, the Batch control screen can be skipped.

If mandatory at Batch Create or Batch Close only, the user must enter the Batch Control
values. However, if a user selects to set Batch Control value at both Batch Create and Batch
Close, then it can only be deferred at the beginning of the batch. Batch control is required
prior to closing a batch in this case.

Scan the check (or checks if processing in batch mode).

Key in amount, configurable field data, and select accounting code information for
each check, if accounting codes are set up.

Cancel transactions while performing data entry, used only if necessary, i.e., image of
the check is not legible.

Print the receipt — Just after the item information is keyed into the data entry screen, press
Enter, then select the Receipt button to print a receipt of the item or items.

Void items — Used to delete invalid items only if necessary, prior to closing a batch if a CCS
is available to authorize the void. Once data entry has been performed and the Enter key is
pressed on a user’s keyboard, the item can no longer be cancelled and must be voided.

Print the Batch list — A printout of the batch listing can be done prior to closing a batch.

Pre-balance — Use the batch list that was just printed to reconcile all activity for this batch of
work. If reconciling with cash drawers, count and reconcile to ensure activity is accurate.

Batch Balancing — This screen only appears if the totals that are keyed into the Batch
Control screen do not match with what was actually keyed into the data entry screen, or if
the number of checks scanned does not match the number keyed into the Batch Control
screen.

Close — Closes the batch from further checks and prepared the batch for processing.

Approve — Indicates that the batch is ready for the settlement process. Once the batch is
approved the batch status then becomes Sent.
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o Upload — Indicated that the batch(es) selected in the Batch Upload menu in OTCnet Offline
have been successfully to the OTCnet Online server.

o Acknowledge — Indicates the batch was transmitted and fully processed by the OTCnet
Online server, without error.

An Agency may have multiple OTC Endpoints to process checks for. Each OTC Endpoint is
unique, and batches can include items for multiple OTC Endpoints, however during the
configuration set up, one OTC Endpoint is chosen to be the default. The default OTC Endpoint
appears each time the CCO or CCLO begins the scanning process. However, they may select
an alternate OTC Endpoint before scanning begins.

Types of Acceptable and Unacceptable Checks

All of the items listed below can be processed through the OTCnet Check Processing
Functionality. The following check items must be processed as Non-personal:

e US Treasury Checks

e Traveler's Checks

e Money Orders (including Postal Money Orders)
e Third-party Checks (even if drawn on a personal account)
e State and Local Government Checks

e Credit card Checks

e 'Do not ACH' Checks

o Official Checks

e Business Checks7

e Cashier’s Checks

e Other US Government Checks

e Payroll Checks

If a customer chooses to ‘opt out’ and does not want their checks to be processed via ACH, the
customer’s personal check must be processed as a non-personal item. This allows the check to
clear their financial institution as a Check 21 item.

Personal/Consumer Checks must be processed as Personal check ltems.
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The following ineligible item(s) cannot be processed using the OTCnet Check Processing
functionality and can be processed through the Deposit Processing tab within OTCnet instead:

e Foreign items drawn on non-US Financial Institutions

o Check payable in non-US currency

Apply any necessary stamps in a location that does not interfere with the dollar amount,
financial institution information, or the signature. Since these items are not deposited at your
bank, there is no need to stamp “For Deposit Only” on the back of the check. FRB-Cleveland
becomes the bank of first deposit for all the OTCnet Check Processing items scanned and
forwarded for settlement.

Batch Processing Modes
Single vs. Batch Processing Mode

Agencies can choose to process their checks in one of two processing modes. The Single
check mode allows checks to be processed one at a time, and Batch processing mode allows
for batches of checks to be scanned prior to data entry. The Batch processing mode is
available for EC7000i, EC9100i, and all Panini scanners.

When scanning in Batch Processing Mode, ensure that the entire check image is visible on
the screen and the dollar amount must be legible (a check may successfully scan even though
the item was folded going into the device). If the image is not legible, select Cancel under
Scanner Controls and re-scan the check.

A best practice approach while scanning in Batch mode is to scan a smaller quantity of items.
For example, instead of scanning 150 items, scan 75. Next, perform the data input. Scan the
second group of 75 and perform the data input. Using the keyboard after the 75 items are
scanned may eliminate the system inactivity logout during batch processing.

As the keyboard and mouse are typically not touched during the scanning process, the system
interprets this as inactivity and an auto logout takes place. To avoid this situation, move the
mouse every so often to simulate system activity during the scanning process. The default
setting is 15 minutes so the operator must move the mouse every 10 minutes or so to keep the
system active.

The maximum number of items that can be included in one batch is 3,000 items, and the
maximum dollar amount per batch is $99,999,999.99. The max number of items is also limited
by the TIFF file.

All processing method types can exist within a batch, although usually Back Office processing
types would be processed independently of other types. Not all agencies utilize all modes.
Furthermore, a site may choose not to use all modes every day, due to fluctuation in check
volume.
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Processing Methods

Operators are able to choose the Processing Method to which they would like to scan checks.
This option indicates the mode of operation. They include Customer Present, Customer Not
Present, or Back Office.

The Customer Present method is used when the person is present, i.e., standing in front the
operator with their check. The Customer Not Present method is used when the writer of the
check is not present, i.e. when checks are received through the mail as payments.

The Back Office processing method allows Agencies to convert payments received at the
point-of-sale locations to ACH entries in a controlled, back-office environment.

The default is to allow all Processing Methods and ltem Types, but restrictions can be setup to
allow only the Back Office processing method or Non-personal items only. Operators must
ensure that they are selecting the proper choices for each item to avoid returned payments from
the check writer’s financial institution.

Prior to scanning, checks must be pre-sorted by Customer Present, Customer Not Present,
and Back Office. All processing method types can exist within a batch, although usually back
offices processing types would be processed independently of other types. Not all agencies
utilize all methods. Furthermore, your site may choose not to use all methods every day, due to
fluctuation in check volume scanning a check.

Item Types

Before or after the check is scanned in Single mode, the user must choose the Item Type. For
Batch mode scanning, a user cannot manually select Personal or Non Personal, the system
will use the default (previously established in the configurations). During the scanning process, if
the system detects an Item Type other than the established default, it will prompt the user for
confirmation.

The choices are Personal or Non Personal. This indicates the type of item to be processed.
When the operator selects Personal, the Agency Form data entry screen displays, Check:
Personal.

If the operator selects Non Personal, the Agency Form data entry screen displays, Check: Non
Personal. OTCnet can process both personal and non personal checks within a batch. The
operator must ensure selecting the proper choices for each item. Presort all items into two
groups (Personal and Non Personal) prior to scanning to avoid the pop-up message indicating
that it detected a different item type for the check. While most business checks are typically
larger in size, business checks can look the same as personal checks.

Using the OTCnet Terminal Configuration functionality, authorized users can limit the ltem Type
to Non Personal Only. When Non Personal Only is chosen under Terminal Configuration, the
Item Type Personal is no longer available for the operator to choose from the drop-down
options. This can be set up for Agencies who never process personal checks.
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Accounting Codes

By default, the Agency Accounting Code drop-down field displays a blank value. An
accounting code can be selected for a check transaction before or after scanning a check.

The Agency Accounting Codes drop-down list displays the full Agency Accounting Code
value (up to 50 alphanumeric characters) and some portion of the Description (up to 15
alphanumeric characters).

Accounting Codes are displayed in the drop-down field if they are mapped or inherited from
the higher level OTC Endpoint. Additionally, accounting codes that are designated as Treasury
Account Symbols (TASs) by the Agency are displayed if they are and have been validated by
Shared Account Module (SAM).

If no accounting codes are available for selection and the Agency is a Central Accounting
Reporting System (CARS) Reporter, an operator cannot scan a check. If no accounting codes
are available for selection, and the Agency is not a CARS Reporter, an operator can still scan a
check.

If an OTC Endpoint is associated with an ALC that is designated as a CARS Reporter, all check
transactions must be classified with an accounting code. If an ALC is not a CARS Reporter,
classifying it with an accounting code is optional.

The same accounting code is displayed after it is selected for the first time. The selected
accounting code is “sticky” (remains the same) between transactions, between batches within
the same check scanning session and prior to the next user login.

Check Scanner Types and Check Placement

Your Agency may scan checks using one of nine scanner types (see Table 2). Some scanners
are designed to scan only in Batch mode, whereas others may only scan in Single mode. The

EC7000i, EC9100i, Panini MyVision X, Panini Vision X, and Panini I: Deal, however, can scan

checks in both modes.

Table 2. Scanner Types

This scanner will automatically scan both sides of a check and

EC7000i can scan in single or batch mode (one or more checks in a batch)

This scanner will automatically scan both sides of a check and

SR can scan in single or batch mode (one or more checks in a batch)

This scanner will automatically scan both sides of a check and
can scan in single or batch mode (one or more checks in a batch)

Panini MyVision X

This scanner will automatically scan both sides of a check and

FEGIRAEER 6 can scan in single or batch mode (one or more checks in a batch)

This scanner will automatically scan both sides of a check and

FEGIT (B ez can scan in single or batch mode (one or more checks in a batch)
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EC7000i Scanners

Place the check in the scanner with the MICR line of the check aligned with the right side of the
scanner (as shown in Figure 1). Gently push the check forward to allow the scanner to grasp the
check. Guide the left side of the check with your finger to prevent the document from being
skewed. The scanner automatically pulls the check through to begin the scan.

Figure 1. EC 7000i Scanner

With the EC7000i scanner, both the front and the back of the check are scanned automatically.
EC9100i Scanner

Place the check in the scanner with the MICR line of the check at the bottom and facing towards
the outside of the scanner (as shown in Figure 2). Adjust the exit extension or the pocket stop to
fit the check that you are scanning. The scanner automatically pulls the check through to begin
the scan.

Figure 2. EC 9100i Scanner

TEST BAAGE-PERSONAL-TEST IMA
aine

With the EC9100i scanner, both the front and the back of the check are scanned automatically.
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Panini Vision X and Panini MyVision X Scanners

A user needs to ensure that the check or checks are already in the hopper of the scanner, front
of the checks facing (as shown in Figure 4). The first green light on the scanner begins to flash
(if applicable).

Once the hopper is empty, the Hopper Empty message appears; the user can add more checks
to the hopper then select Yes to continue adding items to the batch, or select No if there are no
more checks to scan. When No is selected, the system switches to the data entry phase and
the first check that was scanned appears on the screen.

Figure 3. Panini Scanner

Use caution when selecting the Stop button during batch mode processing. Pressing too quickly
(before the scanner has a chance to catch up to the system) may cause the loss of the last
transaction.

Panini I: Deal Scanner

Place the check face up with the MICR line aligned to the right side of the scanner (as shown in
in Figure 4). The scanner automatically detects the check and begins feeding. If the check is not
aligned, the scanner will automatically align the check to the proper position. When using the
franking feature, the Panini I: Deal scanner will frank the check as soon as it is scanned, rather
than waiting until the operator has saved the transaction. This is a change in process from the
EC7000i series scanners.

Figure 4. Panini I: Deal Scanner
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As the document is fed into the device, the scanner will detect if the document was not
automatically aligned correctly. If the document is skewed, the scanner will prevent further
processing, will stop the document and will flash a red light. The check can be removed and
reinserted.

Check Capture Acceptance

Once a user has successfully logged in to OTCnet Offline, selected the appropriate OTC
Endpoint to scan a batch to, chosen the correct processing method and Item Type, the next
step is to scan the check.

Select the Start Scan under Scan Controls options (scanner light may turn green depending
on the type of scanner you have indicating that the scanner is ready to accept a check). Scan
the check and select Save under Scan Controls options. The bottom of the Agency Form entry
screen displays Scan front of Check.

A Batch Control screen may appear, based on the Agency’s configuration settings.

Capture a Check Offline

To capture a check offline, you must scan a check and select the OTC endpoint for the check
you would like to scan.

To select a single or multiple accounting codes from the drop down list provided, Agency
Accounting Code and Multiple radio buttons will be presented. Upon scanning the check, the
Individual Reference Number (IRN), Check Number, Account Number, Date & Time fields
automatically populates. Additionally, Scanner Config presents details regarding your scanner
configurations.
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Capture a Check Offline

To capture a check in offline mode, complete the following steps:

1. From the Check Processing tab, select Check Scan. The Check Scan-Select Open
Batch page appears.

5@3 Application Tips

o If there is internet connectivity and the terminal’s Local Verification Database (LVD)
is out of date, a message appears asking, “The Check Verification Database is out of
date, would you like to update the database now?”

o If Yes is selected, the Download LVD task initiates and the latest copy of the LVD
downloads to the terminal. After the download is complete, select Close.

o If No is selected, a message appears asking whether to use the existing database.

e |f Yes is selected, the out-of-date LVD is used.
o If Nois selected, a Check Capture Supervisor must enter his/her online
credentials and authorize the use of the out-of-date LVD.

2. Under Select Open Batch, if applicable, select the relevant OTC Endpoint to scan a
check(s).

8§ Application Tips

o When a batch is in use and another user attempts to access the same batch, a Batch
Lock message appears, stating the batch is in use and that you cannot access the
batch.

e During the scanning process, if an operator only has access to scan against a single
OTC Endpoint, the system will not prompt the user to select an OTC Endpoint.

e If an operator has OTC Endpoint has an Open batch, the batch details (Void Count,
Approved Count, and Amount) are displayed.

e If an Agency is associated with an OTC Endpoint that is designated as a Central
Accounting Reporting System (CARS) Reporter and accounting codes are not
available for selection, an error message appears and the operator cannot scan a
check.

e Ifan Agency is associated with an OTC Endpoint that is not a CARS Reporter, the
operator can scan checks. Selecting an accounting code is optional.

3. Select Next. The Check Scan page appears as shown in Figure 5.
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Check Scan

Ageney Form Data

User: cclo0001

Processing Method: Customer Present

ltem Type: Personal

Amount: I

IRN:

Bank
Number:

n

Processing Mode
SINGLE CHECK MODE
Batch
Total tem Count: 0
Key tem Count
OTC Endpoint:

Short name
TTHLL2

Description:
Training Team Test
Hierarchy Lower Level 2

ALC+2:
2223334401
Processing Method:

Customer Present

Item Type:

Check Scan - Perform Check Scan

Check -
- - Personal

Scan Controls:
Agency Accounting Code Start Scan
@
Agency Accounting Code:
Description

Scanned Check Image
Scanner Config

Under ALC+2 (Agency Location Code +2),

o Verify the OTC Endpoint. To change the OTC Endpoint