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& Install the Production Treasury Root Certificate (Vista/ Win 7)

The Production Treasury Root Certificate should be maintained on your local workstations to
use OTCnet Check Capture and Deposit Reporting. To install the Production Treasury Root
Certificate, complete the following steps:

1. Download the Production Treasury Root Certificate file onto the workstation by clicking:
https://pki.treas.gov/trca4.cer.

@Application Tip

If an internet window launches and displays a certificate error

message, click Continue to this website... Then, click Yes if
prompted with a security alert. Please note the certificate error
message is normal and merely indicates that you have not yet
installed the certificate.

2. From the taskbar, click Start. In the Search programs and files test box enter CMD and
then press Enter on the keyboard to launch the Command Prompt.

Programs (1)
&% CMD

)~ See more results

ICMD X l | Shut down | » |

Last Updated on 05/14/2014 1


https://pki.treas.gov/trca4.cer

Bureau of the Fiscal Service  Printable Job Aid - Aid — Install the Production Treasury Root Certificate (Vista / Win7)

3. The Command Prompt appears. In the Command Prompt, type mmc and press Enter
on the keyboard.

@§ Command Prompt = | B

Microsoft Windows [Uersion 6.8.68821
Copyright {c) 2886 Microsoft Corporation. All rights reserved.

C:\Users\Adninistrator>nmc

®Application Tip

Click Yes if a User Account Control dialog box appears with a message
indicating that Windows needs your permission to continue.

%) User Account Control @

Do you want to allow the following program to make

changes to this computer?

@ Program name:  Microsoft Management Console
Verified publisher: Microsoft Windows

) Show details oy e

Change when these notifications appear

4. The Console 1 window appears. Click File and click Add/Remove Snap-in...

E Conszolel - [Console Root]

?ﬂEAction View Favorites  Window Help

@ New Ctrl+N

= Open... Ctrl+0
Save Ctrl+5 |
Save As... There are no it
Options...

1 certrgr.msc
2 gpedit.msc

3 devmgmt.msc

Exit

Last Updated on 05/14/2014



Bureau of the Fiscal Service  Printable Job Aid - Aid — Install the Production Treasury Root Certificate (Vista / Win7)

5. The Add or Remove Snap-ins dialog box appears. Under the Available snap-ins section,
click the Certificates folder and click Add.

P — ===)

You can select snap-ns for this console: from those avalable on yeur computer and configure the selectsd set of snap-ns. For
extensible snap-ns, you can configure which extensions are enabled.

Avaiable gnap-ins: Selected snap-ns:
Snap-n vendor E ~ Console Root Edit Extensions....
N ontrol Microsoft Cor. —
Microsaft Cor... -
Microsoft Cor... |=
Micrasoft Cor...
. Miosoft Cor. —
= Device Manager Microsoft Cor... e | Lo
[=fDiskManagement  Miresoftand... -
3] Event Viewer Microsoft Cor...

“IFolder Microsoft Cor.
|=] Group Policy Object ... Microsoft Cor.
‘B IP Security Monitr  Mirosoft Cor...
B, 1P security Policy M...  Microsoft Cor...
2] Link to Web Address Microsoft Cor...

o Advanced.

Desaription:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

@Application Tip

If the Certificates folder is not immediately visible in the Available snap-
ins section, scroll down until you see the Certificates folder, click the
Certificates folder, and then click Add.

6. The Certificates snap-in dialog box appears. Click the Computer account radio button
and then click Next.

Certificates snap-in &I

This snap4n will always manage certfficates for:

() My user account

(7 Service account

< Back MNext >

@Application Tip

If the Certificates snap-in dialog box does not appear, are not logged in
using Windows administrator credentials. To have the Certificates snap-
in dialog box appear, locate your Windows administrator credentials or
contact your Windows administrator and complete steps 1 - 6.
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7. The Select Computer dialog box appears. Click the Local computer: (the computer
this console is running on) radio button and then click Finish.

Select Computer @

Select the computer you wart this snap+n to manage.

This snap-in will always manage:

omputer this console is running on)|

() Another computer: Browse...

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console

<Back | Fish [N[ Cancel

8. Click OK to exit the Add or Remove Snap-ins dialog box.

Add or Remove Snap-ins. ==

You can select snap-ns for this console from those avadable on your computer and configure the selected set of snap-ns. For
extensble snap-ns, you can configure which extensions are enabled.

Avaiable snap-ins: Selected snap-ns:
Snap-n Vendor - 1 Console Root | EdtExtensons... |
*, ActiveX Contral Micrasoft Cor.... (3 Certificates (Local Computer) | -
T3 authorization Manager Microsoft Cor...
15 Certificates Microsoft Cor... |z

. Component Services  Microsoft Cor....
& Computer Managem... Microsoft Cor....

25 Device Manager Mcrosoft Cor, =
SfDiskMansgement  Mcrosoft and... [itzg]
[4] Event viewer Microsoft Cor....

Folder Microsoft Cor...

[ Group Policy Object ... Microsoft Cor..
8,17 security Monitor  Mirosoft Cor.
1P Security Polcy M...  Microsoft Cor...
“ Link to Web Address  Microsoft Cor... _ T T—
Descripton:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer

]Ce=
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9. The Console 1 dialog box appears. Ensure that Certificates (Local Computer) appears in
the left pane.

Consolel - [Console Root]

File Action View Favorites Window Help
&= |E =]
| Console Root MName

I y ﬁy Certificates (Local Computer) _a}' Certificates (Local Computer)

@Application Tip

If you see the Certificates — Current User folder on the left pane, you are
not logged onto the workstation with Windows administrator credentials or
you did not follow the previous three steps correctly. Log out of your
computer, log in as a Windows administrator and complete steps 1 — 9.

10. Click + to expand the Certificates (Local Computer) folder on the left pane. Click + to
expand the Trusted Root Certification Authorities folder and then click Certificates.

Consolel - [Consale Roof\Certificates (Local Computer)\Trusted Root Certification Auth
E Eile Action View Favorites Window Help

e x1EBolc=z BB

b Console Root

4 _ﬂjj Certificates (Local Computer) I
Ezscnal

Issued To
S AddTrust External CA Root

4

| Certificates

_| Enterpnse [rust
" Trusted Publishers
Untrusted Certificates

Trusted People
Other People
Smart Card Trusted Roots

| Trusted Root Certification Authoritieg
Intermediate Certification Authorities

- [] Third-Party Root Certification Authorities

(=] America Online Root Certificati...
[Eql Certum CA

(5 Class 3 Public Primary Certificat..
(=] Class 3 Public Primary Certificat..
(53] COMODO Certification Authority]
(5 Copyright (c) 1997 Microsoft C...
(= DigiCert Assured ID Root CA

(55 DigiCert Global Root CA

(S DigiCert High Assurance EV Ro...
ol DST Root CA X3

(55 Entrust.net Certification Author...
[ Entrust.net Secure Server Certifi...
(S Equifax Secure Certificate Auth...
(53] Equifax Secure eBusiness CA-1
[ Equifax Secure Global eBusiness..
(5 GeoTrust Global CA

“lGenTruct Driman: Cartifirstinn
< | 1

Trusted Root Certification Authorities store contains 41 certificates.
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11. Right-click the Certificates folder, select All Tasks and then click Import...

4 Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Author]

File Action View Favorites Window Help

NERNERETN 7|
| Console Root T
4 {,]J C..er‘t':l'ﬁcatesl(Local Computer) _aJAddTrust External CA Root
s femone - " [l America Online Root Certificati...
a || Trusted Root Certification Authorities
Corti [ Certum CA
+ [ Enterpris All Tasks Dl%catm
. ™ Intermedi . S 2 PUDIIC Prirmary Certicat.,
3 = Trusted P View " MODO Cestification Authority
= Untrusted New Window from Here pyright (<) 1997 Micresoft C...
| Third-Par New Taskpad View... iCert Assured ID Root CA
~ Trusted P iCert Global Root CA
_ Other Pe Refresh iCert High Assurance EV Re...
~ Smart Ca Export List... I Root CAX3

rust.net Certification Author...
rust.net Secure Server Certifi...
[l Equifax Secure Certificate Auth...
[ Equifax Secure eBusiness CA-1
[ZlEquifax Secure Global eBusiness...
5] GeoTrust Global CA

“lRenTruct Drivnan: Cartificstion
< | [

Help

Add a certificate to a store

12. The Certificate Import Wizard dialog box appears. Click Next.

Certificate Import Wizard ﬁ

—

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.
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13. The Certificate Import Wizard dialog box appears again. Click Browse...
=5

Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serizlized Certificate Store (.55T)

Learn more about certificate file formats

< Back ][ Mext > I[ Cancel

14. The Open dialog box appears. Click the top drop-down field and click Downloads. Click
trcad.cer and then click Open.

Open (EX3
-
(S®) I 8 + Administrator » Downloads » v|£,| Search Downloads o
Organize ~ New folder = 0 @
P * Name Date modified Type Size
X
B Deskiop Nl trcad cer A/T/0143:12PM  Security Certificate [ |
& Download

i RecentPlaces |

i Libraries
[ Documents
o Music
&) Pictures
15 Software Develog

B videos

File nsme: trcad.cer w  |X509 Certificate (“.cer™crt)
| |

15. The Certificate Import Wizard dialog box appears. Verify the name of the file to import
and click Next.

Certificate Import Wizard

File to Import
Specdify the file you want to import.

File name:
Ci\Users\Administrator \Downloadsitrcad. cer Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats

< Back I Mext = I[ Cancel
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16. The Certificate Import Wizard dialog box appears. Click the Place all certificates in the
following store radio button and confirm the Certificate store displayed is Trusted
Root Certification Authorities. Click Next.

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

‘G-iace al :erﬁicat&s in ﬁa E uw\nﬁ store: I

Certificate store:

Trusted Root Certification Authorities Browse...

Learn more about certificate stores

< Back l [Mext > I[ Cancel

@Application Tip

If the Certificate store does not display Trusted Root Certificate
Authorities, exit from your computer, log in using Windows administrator
credentials and then complete steps 1 — 17.

17. The Certificate Import Wizard dialog box appears. Click Finish.

Certificate Import Wizard @

Completing the Certificate Import
Wizard

; g—; The certificate will be imported after you dick Finish.

':.-Z_Zy You have specified the following settings:
Trusted Root Certificz
Content Certificate
File Name C:\UsersYAdministrat

< Back I Finish I Cancel
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18. A Certificate Import Wizard dialog box appears stating the import was successful. Click
OK.

S

Certificate Import Wizard

DK

19. Verify that the US Treasury Root CA certificate was successfully imported into the
Trusted Root Certification Authorities store of the Local Computer. Click the Close (X
button) to close the Consolel window.

Consolel - [Console Roct\Certificates (Local Computer)\Trusted Root Certification Autherities\Certificates] E@E
File Action View Favorites Window Help —[&| %
e 2@ 06 00
_ Console Root Tssued To Issued By Expiration Date  Intended Pu * || Actions
4 Gl Certificates (Local Computed) || =y erision Class 3 Public Primary .. VeriSign Class 3 Public Primary Ce... 7/16/2036 <All> R -
— _pre“?”;'R - Contification || CAlVerSian Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce... 7/16/2035 <All> More Actions ,
o '.“Scertfmt SNESHON | =\ eriSign Class 3 Code Signing 2...  Class 3 Public Primary Certificatio... 5/20/2019 Client Authe
ertificates
E;terpnsa Trust L) VeriSign Class 2 Public Primary ... VeriSign Class 2 Public Primary Ce... 7/16/2036 Code Signin
= Intermediate Certification (] VeriSign Class 2 Public Primary ... VeriSign Class 2 Public Primary Ce... 7/16/2036 <All=> £
. Trusted Publishers S UTN-USERFirst-Object UTN-USERFirst-Object 7/9/2018 Encrypting F
, [ Untrusted Certificates 1T F]ATA(W G LITH I']ATA(W feled 2240019
» [ Third-Party Root Certificat 7] US Treasury Root CA US Treasury Root CA 8/5/2026 <All> .
. 77 Trusted People ol [Mawie limestamping Twie [Imestamping Ca 12912020 Fime stamp
| Other People [lthawte Primary Root CA thawte Primary Root CA 7/16/2036 Server Authe
» [ Mehfee Trust [ Thawte Premium Server CA Thawte Premium Server CA 1/1/2021 Server Authe

20. The Microsoft Management Console dialog box appears. Click No to close the Microsoft
Management Console dialog box and complete the Treasury Root Certificate Installation
process.

==

Microsoft Management Console

l L Save conscle settings to Consolel?

Cancel

]l
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