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8.1  Background

a. This chapter addresses Navy Cash processes and procedures in the disbursing office
and operating the Navy Cash Disbursing Application in the disbursing office and sales office.

b. Marine Corps. The Navy Disbursing Officer will be responsible for providing Navy/
Marine Cash and other disbursing support for Marines embarked on a ship without a Marine
Disbursing Officer and will make every effort to collect on any negative account balances. On
ships with a Marine Disbursing Officer, the Marine Cash Disbursing Application is a subset of
the Navy Cash Disbursing Application, and Marine disbursing personnel shall be guided by this
SOP. Where Marine functionality is different from Navy functionality, split pay for example,
the differences are discussed in the SOP. The basic policy for enrolling Marinesin Marine Cash
isdiscussed in paragraph 1.6.4.

c. Thedisbursing office will retain the flexibility to receive cash and checks under
certain circumstances. When collecting or disbursing cash or checks, the existing cash-based
disbursing processes and procedures remain in effect.

d. Inthis SOP, the term Disbursing Officer refers to the Disbursing Officer and his
properly authorized and appointed representatives, such as disbursing agents, Disbursing
Officer Deputy, or Navy Cash Deputy.

e. InNavy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)). Do not change the time or time zone on the
Navy Cash server. Changing the clock may result in errors and delays in End-Of-Day (EOD)
processing. These errors can only be resolved through manual intervention guided by technical
support personnel ashore.

8.2  General Navy Cash Information

8.21  Lettersof Authority

a. Because Navy Cashisafinancial system, and the handling of public and private
fundsisinherent, a Letter of Authority should be signed by the Commanding Officer to the
Disbursing Officer as the Navy Cash Accountable Officer, delineating what his or her
accountability includes. Subsequent letters of appointment from the Disbursing Officer to his or
her agents should also be maintained (see samples letters at paragraphs 8.15.1 and 8.15.2).

b. The Department of Defense Financial Management Regulation (DODFMR) Volume
5 addresses the issue of accountability for cash management of public funds within the Navy.
Since the electronic movement of funds within the Navy Cash system, for example, from the
cardholder’ s home bank or credit union account to the Navy/Marine Cash account, or from the
Navy/Marine Cash account to the chip, or from the chip to the Post Office or soda vending
machine, are not considered part of the Disbursing Officer’ s accountability, he or she would not
have a pecuniary responsibility for those funds. However, certain Navy/Marine Cash
transactions, for example, cash- and check-to-chip transactions, occur at the disbursing office,
and the funds do become part of the Disbursing Officer’s accountability. A sample letter of
authority to hold cash at personal risk isincluded in paragraph 8.15.3. If a shortage (loss of
funds/loss of accountability) or an overage occurs, it should be handled as prescribed in Chapter
6 of DODFMR Volume 5. If it can be proved that the system, not the Disbursing Officer, made
the mistake, the Disbursing Officer could not be held financially responsible for the loss.
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8.2.2  Safeguard Personally Identifiable Information

The Disbursing Officer must establish and monitor procedures for the proper handling and
safeguarding of the Personally Identifiable Information (Pl1) associated with both Disbursing and
Navy Cash operations to ensure the security and confidentiality of that information.

8.2.3  Issuing Navy Cash Cards

a. Instant Issue Navy Cash Cards. Instant issue cards are embossed with NAVY
CARDHOLDER and a Debit MasterCard® card number. Generally, instant issue cards are issued on
the ship to personnel newly enrolling in Navy Cash and as replacements for lost, stolen, or
damaged cards. Issued on the spot, instant issue cards provide individuals immediate accessto all
Navy Cash capahilities. For example, cardholders can transfer funds at the K80 Cashless ATM
on the ship to the chip or Navy Cash (strip) account from bank or credit union accounts ashore
and can access funds in the strip account at ATMs ashore or to pay for purchases at retail
locations ashore.

b. Visitor Navy Cash Cards. Visitor cards are chip-only cards that can only be used on
board ship. Visitor cards are reusable and should be cashed out and turned in to Disbursing when
the visitor is done with the card, so they can be reissued to another visitor.

c. Embossed Permanent Navy Cash Cards. Embossed permanent cards are embossed
with the cardholder’ s name and a MasterCard® card number. Produced individually at the card
manufacturing facility, they must be delivered to the individual on the ship after they are
produced. Generally, embossed permanent Navy Cash cards are only issued as a part of bulk
enrollment when Navy Cash isinitially implemented on a ship or as replacements for expiring
cards. When an individual’ s instant issue or embossed permanent card is about to expire, if there
has been activity on the account in the last six months, a new embossed permanent card will be
manufactured and mailed in time to reach the individual before the instant issue or embossed
permanent card expires. Normally, cards to be reissued are manufactured and sent to cardholders
in the first week of the month prior to the month in which the card expires. If thereis aneed to
request an embossed permanent Navy Cash card as a new or replacement card, avisitor Navy
Cash card can be issued to the cardholder to use until the embossed permanent card is delivered
to the ship (see paragraph 8.4.19, Assign Replacement Card).

d. Delivery of Cards. For security reasons and to prevent fraud, instant issue and
embossed permanent Navy Cash cards arrive on the ship in a*“pendactive” status and must be
activated before they will work (see paragraphs 8.4.19.e and 8.4.16.a). If there are less than 10
cards being sent to a ship, theindividual cards are sent viathe U.S. Postal Service (USPS)
directly to the individual cardholders. Shipments of 10 or more cards are FedEx’ ed to the
Disbursing Officer for further distribution to the individual cardholders. FedEx shipments can be
tracked. Navy Cash cards shipped via FedEx should arrive at the FISC Logistics Support Center
(LSC) about 10 business days after the Treasury Financial Agent, JPMorgan Chase (JPMC)
receives the enrollment data electronically. Contact the ship’s Logistics Support Representative
(LSR) to check the status of any FedEx shipment of cards.

e. Unclaimed or Returned Navy/Marine Cash Cards. Any card received for an
individual who has | eft the ship should be forwarded to his or her next command. The ship’s Post
Office should not be “returning to the sender as undeliverable” Navy/Marine Cash cards sent via
U.S. mail that are unclaimed or returned unopened.
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(1) Unclaimed or Returned Navy Cash Cards. Cards mailed to Sailors who have left
the ship but are still in the Navy should be forwarded using the forwarding address left with the
ship’s Post Office during the check-out process. If the next command is not known or can’t be
identified or the individual was discharged from the service, the Disbursing Officer should
cancel and destroy the card (see paragraph 8.4.16, Change Card Status). The action taken should
be annotated on either the Bulk Navy Cash Card Log or the Navy Cash Card Issue Log. PIN
envelopes that are unclaimed or returned unopened should also be destroyed to avoid the expense
of forwarding them—individual cardholders can go to Disbursing when they receive the cards to
have the PIN reset using the Disbursing Application.

(2) Unclaimed or Returned Marine Cash Cards. Cards mailed to embarked Marines
who have |eft the ship should be turned over to Marine Disbursing on the ship. If thereisno
Marine Disbursing detachment, or if the Marines have disembarked, cards should be sent via
FedEx or UPS to the appropriate Marine Expeditionary Force (MEF) Disbursing Office, | MEF
for West Coast ships, || MEF for East Coast ships, and |11 MEF for shipsin Japan.

| MEF Disbursing Office Il MEF Disbursing Office Il MEF Disbursing Office
MARFORPAC MARFORLANT MARFORPAC

15th St, Bldg 1164, Rm 238 Bldg 10, McHugh Blvd Bldg 5741, Unit 38405

Camp Pendleton, CA 92055  Camp Lgeune, NC 28542 Camp Foster, Okinawa, Japan
(760) 725-5550 (910) 451-7807 FPO AP 96604-8405

011-81-611-745-7020
8.24  Navy Cash Card Limits
a Individual Cardholders

(1) A $400 daily maximum limit has been pre-set on funds transfers from an
individual’s bank or credit union account to his’her Navy/ Marine Cash accounts (chip and strip).

(2) No more than $1,000 can be loaded on or debited from the e-purse.
b. Merchant Cardholders

(1) For merchants who settle to bank or credit union accounts, a $5,000 daily
maximum limit has been pre-set on funds transfers from the bank or credit union account to the
Navy/Marine Cash account.

(2) For Navy Cash cardsissued after 24 September 2008, no more than $50,000 can
be loaded on or debited from the e-purse. Thisincreased e-purse limit was initiated primarily to
enable the Wardroom Mess Treasurer on large-deck ships to pay the monthly food service bill
from the Food Services Officer (FSO) in asingle payment instead of the multiple payments that
may have been required before. For Navy Cash cards issued before 24 September 2008, no more
than $9,999.99 can be loaded on or debited from the e-purse. This pre-set limit may prevent large
purchases on the ship in asingle payment. In a situation like this, the shipboard merchant can
elect to make more than one payment with the organization’s Navy Cash merchant card, simply
pay by check, or work with the Disbursing Officer to contact the CSU to request a replacement
merchant card.

c. Modifying Navy Cash Card Limits
(1) Individual Cardholders
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(@ The Disbursing Officer can modify the chip load and debit limit for
individual cardholders who are “checked in” on that ship through the Disbursing Application
(see paragraph 8.4.22, Account Information Update), but only up to a maximum of $1,000. The
current Navy Cash system software prevents the limits for individual cardholders to be above
$1,000. The Disbursing Officer cannot change the chip load and debit limit using the Navy Cash
Disbursing web site, navycashcenter.com, (see paragraph 8.14 and Appendix E).

(b) For individual cardholders, reducing the maximum amount that can be
transferred from a bank or credit union account ashore and/or reducing the maximum amount
that can be loaded on the chip are options available to discipline a cardholder who continues to
have problems with negative account balances or other personal financial responsibilities (see

paragraph 8.8.1).

(2) Merchant Cardholders. The Disbursing Officer can modify the chip load and
debit limit for merchant cardholders on board that ship through the Disbursing Application (see
paragraph 8.4.22, Account Information Update), but only up to a maximum of $1,000. For any
amount above $1,000, the Disbursing Officer must contact the CSU (see paragraph 8.14) and
request that a merchant cardholder limit be modified. Again, the Disbursing Officer cannot
change the chip load and debit limit using the Navy Cash Disbursing web site,
navycashcenter.com, (see paragraph 8.14 and Appendix E).

(3) Any updatesto card limits done through the Disbursing Application are
effective immediately on board the ship and will regulate any subsequent funds transfer requests
theindividual cardholder or merchant attempts at the K80 Cashless ATM. Updates done through
the Navy Cash Center web site do not go into effect on board the ship until around tripis
completed between ship and shore. Updates done through the CSU do not go into effect on board
the ship until the CSU receives the information, processes the request, and around trip is
completed between ship and shore.

8.25 Navy Cash Card Expiration

a. Navy Cash cardsissued after 24 September 2008, expire five years from the initial
date of issue. Navy Cash cards issued before 24 September 2008, expire three years from the
initial date of issue. The actual expiration dateis the last day of the month indicated in the
“Valid Thru” date embossed on the front of instant issue and embossed permanent Navy Cash
cards and the date printed on the back of the Navy Cash visitor cards. When a card expires, the
chip on the card no longer functions.

b. Instant Issue and Embossed Permanent Cards. When an instant issue or embossed
permanent card expires, any funds remaining on the chip are transferred automatically to the
Navy Cash (strip) account associated with the card.
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(1) If there has been activity on acard (strip or chip) in the previous six months, a
new replacement card is created automatically and sent to the cardholder in the first week of the
month prior to the month in which the card expires. This provides about two months for the card
to arrive on a ship deployed overseas and allows for delays in getting the mail to deployed ships.
When an instant issue or embossed permanent card is replaced at expiration, an embossed
permanent card (with the cardholder’ s name embossed on the card) will be sent as a replacement.

(2) If there has been no activity on the card (strip and chip) in the previous six
months, the account is considered dormant, and the card is cancelled and is not reissued. Asa
part of the process, any remaining balance is transferred to the linked bank or credit union
account automatically, if the linked account is still valid. In addition, the Navy Cash account is
suspended and Navy Cash access to the bank or credit union account is blocked automatically.

(3) If thereisno linked bank or credit union account or the account information is
not valid, the funds will remain in the Navy Cash (strip) account. If at all possible, the individual
cardholder should be contacted and asked to provide a bank or credit union account number,
ABA routing number, and his or her name as it appears on the account, so the positive balance
can be pushed back to that account.

c. Visitor Cards. When avisitor card expires, the chip can no longer be read on the
ship, so any value remaining on the card cannot be returned directly.

(1) The Disbursing Officer must ensure the customer understands when the card
expires and that the card must be turned in before the expiration date to cash out any remaining
value on the ship.

(2) If the expiration date displayed for a particular card indicates the card will
expire before the individual will be leaving the ship, the Disbursing Officer should select a new
visitor card to issue.

(3) Becauseavisitor card is anonymous and does not have a Navy Cash account
associated with it, the funds that are on the chip cannot be moved automatically from the chip to
aNavy Cash (strip) account after the card expires. Because the card has expired and the chip no
longer functions, the Disbursing Officer can no longer change the card status of the “old” visitor
card. The Disbursing Officer must contact the CSU to change the status of an expired visitor card
and restore any remaining value. Refer to paragraph 8.4.16.c.(2) under paragraph 8.4.16, Change
Card Status, for the three options available to retrieve funds from avisitor card.

d. Dormant Accounts. A Navy Cash account (chip and strip) with no activity for six
months after the expiration date of the Navy Cash card is a dormant account. To avoid having
dormant accounts on the ship’s Navy Cash roster, the Disbursing Officer should keep the
transfer date in each cardholder’ s member profile up to date (see paragraph 8.4.22.f, Transfer
Type and Date, in the Account Information Update function of the Disbursing Application). The
transfer date is used to pull accounts of cardholders who have left the ship off the ship’s Navy
Cash roster automatically and transfer these accountsto a*“ shore” command and to suspend
Navy Cash accounts and block Navy Cash ACH access to bank and credit union accounts. Any
funds remaining on the card (positive balance) should have been pushed to the linked bank or
credit union account automatically when the card actually expired. Any accounts transferred to
the shore command will continue to be monitored through a standard set of reports, including
the daily Negative Balance Report and Returned Items Detail Report, so any account activity
can be monitored ashore and any negative account balances can continue to be pursued.
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8.2.6 I nternal Procedures and Controls

a. Tofacilitate effective management and administration of Navy Cash operations,
each ship should develop a ship’sinstruction delineating specific internal procedures and
controls for Navy Cash. A sampleinstruction isincluded at Appendix K.

b. Asamatter of policy, any PS who wants to perform any personal Navy Cash
transactions in the disbursing office, for example, to add or cash out value or change a PIN,
should contact the Disbursing Officer or Deputy.

c. Each calendar quarter, the Cash Verification Team will generate card reports for all
Navy Cash Disbursing Application users (see paragraph 8.4.18, Card Report) to verify that no
unauthorized deposits were made to their accounts since the last quarterly cash verification.

d. Each operator must log off the Disbursing Application when they are through
working on the system. The next operator can then log on the system by entering his or her own
user ID and password. Each operator must use his or her own user ID and password when
operating the Navy Cash system.

e. Theship'sinternal procedures and controls for Navy Cash must include the proper
handling and safeguarding of Personally Identifiable Information (PI1) to ensure the security
and confidentiality of that information.

8.2.7  Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 appliesto Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readers failing to read the Navy Cash card.

8.2.8 ATM Locations Worldwide

The MasterCard web site — www.mastercard.com —includes an “ATM Locator” at the top
of the screen for locating ATMs in the United States, Asia, Australia, Europe, Middle
East/Africa, North America, and Latin America/Caribbean (Antarcticaisalso listed!). By
clicking on thisicon and entering any city and state, the user will see the institution name and
address, including maps, of each MasterCard® / Maestro® / Cirrus® ATM in that city.

8.3  Navy Cash Custodial Responsibilities

8.3.1 Custody of Navy Cash Cards

a. The Disbursing Officer is responsible for maintaining a stock of Navy Cash cards.
Navy Cash cards shall be safeguarded in accordance with the procedures for blank Treasury
checks prescribed in DODFMR, Volume 5, Chapter 7.

b. The Disbursing Officer may delegate the responsibility for custody of Navy Cash
cards to a designated representative.

c. Bulk Navy Cash Card Log shall be maintained, which contains the Navy Cash card
numbers, date, and signature of the person to whom aworking stock of Navy Cash Cardsis
issued. A sample log isincluded in paragraph 8.15.11. Unused working stock shall be returned
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to the Disbursing Officer or designated representative at least once each week for audit and
inventory. Record return of unused working stock and results of audit/inventory on Bulk Card
Log. All Navy Cash cards shall be individually counted and sequential serial numbers verified.

d. Aninitia inventory shall be completed and recorded using the Bulk Navy Cash Card
Log upon receipt of all instant issue, embossed permanent, and visitor Navy Cash cards, even
single cards. For bulk shipments, any open container shall be inventoried by individual count
and by sequential serial numbers of the cards. All damaged containers, or those bearing
evidence of having been tampered with, shall be opened.

e. All Navy Cash cards shall be inventoried at least once each calendar month, and an
entry shall be made in the Bulk Navy Cash Card Log to document the inventory. A detailed
record of the inventory, to include total cards on hand and sequential serial numbers, by card
type, shall be retained in the disbursing office, and a copy shall be given to the Cash
Verification Team as an attachment to their quarterly cash verification report. At least once
during each calendar quarter, the Cash Verification Team shall conduct a surprise verification of
Navy Cash cards to include cards received, issued, returned, and on hand.

f. Navy Cash Card Issue Log. A separate Card Issue Log shall be maintained for all
Navy Cash cards issued from the Disbursing Office. The log contains the last four digits of the
card number for instant issue and embossed permanent cards and the entire card sequence
number for visitor cards, name and last four digits of the Social Security Number (SSN) of the
cardholder, issue date, signature of the recipient, date returned for visitor, instant issue, and
embossed permanent Navy Cash cards, and the name and signature of the issuer. The Navy
Cash Card Issue Log also contains columns to document destruction of a card when acard is
returned or canceled (see paragraphs 8.4.16, Change Card Status and 8.4.18, Assign
Replacement Card, and paragraph h below). The Disbursing Officer should ensure a cardhol der
signs the card issue log to document the destruction of acard. A samplelogisincluded in
paragraph 8.15.12. The Navy Cash Card Issue Log shall be handled in accordance with the
requirements for sensitive personal data.

g. Cash Out Visitor Cards. Visitor cards are reusable. When a cardholder no longer
needs a visitor card, the card should be turned in to the disbursing office, and any value
remaining on the chip must be cashed out and returned to the cardholder immediately (see
paragraph 8.4.9.b). The return date shall be entered on the Card Issue Log, and the card can then
be returned to the stock of visitor cards for reissue. Even if avisitor card isturned in after hours
or “under the door” or after the visitor has left the ship, the card must still be cashed out, and the
Disbursing Officer must make every reasonable effort to return any remaining value to the
cardholder. Refer to the Card Issue Log to identify to whom the card was issued.

h. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting the “View Reports’
link in the Disbursing Application, clicking on “Navy Cardholder Issued Card Report” in the
“Operations Reports’ window, filling in the start and end dates for the inclusive period, and
clicking on the “Generate” button. The Navy Cardholder Issued Card Report lists by operator
ID the last four digits of the card numbers, name and last four digits of the SSN of the
cardholders, and issue dates for any cards issued during the period.

i.  Document Destruction of Navy Cash Cards. The Navy Cash Card Issue Log also
contains columns to document destruction of a card in the presence of the cardholder when a
card isreturned or canceled (see paragraphs 8.4.16, Change Card Status, and 8.4.18, Assign

NC SOP Ver 1.13 Chpt 8 Disbursing 8-13 14-Aug-09



Replacement Card). Cards can be destroyed by cutting them up or shredding them. At the time
of destruction, record the last four digits of the card number for instant issue and embossed
permanent cards, name and last four digits of the Social Security Number (SSN) of the
cardholder, destruction date and signature of the cardholder witnessing destruction, and the
name and signature of the person destroying the card.

j. Cardsfor newly enrolled personnel shall be issued as described in paragraph 8.4.21,
Account Enrollment.

k. Replacement cards shall be issued as described in paragraph 8.4.19, Assign
Replacement Card.

[.  Any card received for an individual who has |eft the ship should be forwarded to his
or her next command. If the next command is not know or can’'t be identified or the individual
was discharged from the service, the card should be canceled and destroyed (see paragraph
8.4.16, Change Card Status). The action taken should be annotated on either the Bulk Navy
Cash Card Log or the Navy Cash Card Issue Log.

8.3.2  Replenishing Navy Cash Card Stocks

a. Spare Navy Cash Card Stock. Theinitial allowance of spare Navy Cash card stock is
based on crew size and includes about 30 percent for crew turnover and 10 percent for
replacement of lost, stolen, or damaged cards. The basic alowance for Navy Cash cardsis
detailed by ship typesin the table below. This allowance of spare cards should last the ship
about six months. The order point for replenishing card stock should be when the ship is down
to about a two-month supply of spare cards.

FFG/DDG/ LPD/LSD/

oG AS/LCC LHA/LHD CVN
Instant Issue Cards 33 100 300 550
NAVY CARDHOLDER cards
Visitor Cards 100 330 900 1,650

Reusable, chip-only cards

b. To Order Replenishment Stock. To order replacement cards, the Disbursing Officer
should send a e-mail request to the CSU at navycashcenter @ezpaymt.com to obtain a case
number. The e-mail request should include the following information:

e How many cards are needed?

e How many cards are currently in stock?

e How long will the ship be deployed?

o Will additional personnel be embarking during deployment? If so, how many?

c. Card Expiration Dates and Inventory Control. Periodically, the Disbursing Officer
should check the expiration date on the back of the inventory of visitor cards and on the front of
the inventory of instant issue cards to ensure they are not expired or soon to expire (see
paragraph 8.2.5 above). Rotate the stock of cards, so that the older cards are always used first.
Destroy any expired cards, and order replacementsif necessary.
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d. When a ship expects a high volume of visitors or transient personnel, contact the
Navy Cash CSU. Specific requirements will be handled on a case-by-case basis so that the
ship’sinventory of Navy Cash cardsis not depleted. Visitors should turn their visitor cards back
in to disbursing before they leave the ship.

8.3.3 Custody of Spare K22sand CADs

a. The Disbursing Officer isresponsible for control of all spare K22 Point-of-Sale
(POS) devices held in ready reserve for periodic functions such as MWR sales, Husbanding
Agent sale of currency, and concessionaire sales. These units should be accounted for as
Operating Space Items (OSls) in the ship’s allowance for stock. K22s checked out for these
periodic functions should be signed out on alocally generated and maintained custody log.
When a K22 has been used in the offline mode and transactions have been recorded (stored) but
have not yet been downloaded to the Navy Cash server, it should be kept in a safe, for example,
the Disbursing Officer's or Sales Officer’s safe. K22 OSls that do not have transactions stored
on them should be kept in a safe or in a secure storeroom or space on the ship that is locked
when not occupied and has limited access, for example, the disbursing office. Spare K22s not
being held in reserve for periodic functions (and without transactions store on them) should be
maintained as stock items in a secure storeroom.

b. The Sales Officer isresponsible for al spare Card Access Devices (also known as
Card Accepting Devices) (CADs) held in ready reserve as OSls. When a CAD has been
removed from avending machine, but, for some reason, for example, maintenance, still has
transactions recorded (stored) on it that have not yet been downloaded to the Navy Cash server,
it should be kept in a safe, for example, the Disbursing Officer's safe. CADs held as OSl's that
do not have transactions stored on them should be kept in a safe or in a secure storeroom or
space on the ship that is locked when not occupied and has limited access, for example, the
sales office. In general, CADs should be maintained as stock items in a secure storeroom.

c. Regardless of the physical storage location for Navy Cash spares, for example, K22s
or CADs held in reserve as OSls and stored in the disbursing office or sales office, the spares
provided during the Navy Cash installation will be accounted for in the same manner as other
repair parts provided during an installation and added to the ship’s allowance for stock under
the control of the SKs. Failure to maintain inventory control over Navy Cash items can result in
missing items, especially during turnover of key personnel. Maintaining inventory control over
Navy Cash spares will also help to ensure the correct inventory level is maintained as demand
datais accumulated. Inventory of Navy Cash spares must be completed twice annually.

d. Failed Equipment. Whenever aK22 or a CAD fails, the failure must be reported to
the CSU (see paragraph 8.14). To assist in reporting hardware, software, communications, or
operational problems, the Navy Cash Trouble Call Worksheet (see paragraph 8.15.26) lays out
the information the Disbursing Officer, or designated representative, should have available
before contacting the CSU. The CSU will assign a case number, which should be recorded on
the Trouble Call Worksheet. The CSU will handle the trouble call directly if at all possible or
forward the call to the proper person. When directed to return failed equipment to the Navy
Cash depot (K22s or CADs with stuck transactions are sent to Cogent Systems), record the
traceable tracking number and date shipped on the Trouble Call Worksheet. The case number
assigned by the CSU and the equipment serial number should be included with all Navy Cash
equipment returns.
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8.34  Transfer of Responsibility Upon Relief

a. Theactionsrequired of the relieved and relieving Disbursing Officers for
transferring Disbursing duties are specified in the Department of Defense (DOD) Financial
Management Regulation (FMR) Volume 5, Chapter 2, paragraph 020402, and
COMNAYV SURFOR Instruction 4400.1, Surface Force Supply Procedures (SURFSUP),
paragraph 13500. The actions required for transferring Navy Cash duties are specified in
paragraph 13700 of the SURFSUP and paragraphs 8.3.3, 8.3.4, 8.15.13, and 8.15.14 of this
SOP. The Navy Cash Turnover and Desktop Guide provides basic guidance for Disbursing
Officersin transferring Navy Cash responsibilities and custody of Navy Cash equipment and in
getting set up to manage Navy Cash operations.

b. Disbursing and Navy Cash Relieving Letters. Currently, transferring Disbursing and
Navy Cash responsibilities requires separate relieving letters. A sample joint relieving letter to
document the transfer of Navy Cash responsibilities and custody of Navy Cash equipment is
included at paragraph 8.15.14. The relieving Disbursing Officer should retain a signed copy of
the Navy Cash relieving letter on file for inspection. Prior to actualy transferring Navy Cash
responsibilities and custody of Navy Cash equipment, the relieved and relieving Disbursing
Officers should complete the Navy Cash Pre-Audit/Turnover Checklist. The Navy Cash Pre-
Audit/Turnover Checklist included at paragraph 8.15.13 provides atool for the relieved and
relieving Disbursing Officers to review overall administration of Navy/Marine Cash operations
in preparing to transfer Navy/Marine Cash responsibilities. The relieving Disbursing Officer
must retain a signed copy of the checklist on file for inspection.

c. SecurlD Token and Disbursing Web Site Access. Custody of the Navy Cash
Securl D token (random number generator) must be transferred from the outgoing to the
incoming Disbursing Officer so that the incoming Disbursing Officer can access the Navy Cash
Disbursing Web Site. To reflect thistransfer of custody and receive the required log-in data, the
incoming Disbursing Officer must provide the CSU (e-mail address: navycashcenter@
ezpaymt.com) his or her full name, SSN, date of birth (month and day only), and date entered
Navy service. The number generated by the token and the log-in data allow secure access to the
Navy Cash web site to update cardholder account information and the like. A SecurlD token
and log-in data are required for each person who will access the web site, and the same transfer
of custody will be required whenever the Leading DK(s) or Sales Officer turn over aswell.
Generally, each ship receives at least two Securl D tokens; LHASLHDs are provided no more
than four SecurlD tokens, and CVS/CVNs are provided no more than six.

d. Closing Out Navy Cash at Disbursing Officer Turnover

(1) At Turnover. The Disbursing Officer cannot close out Navy Cash until all
vending and ship’s store merchants have been properly closed out. The Sales Officer, or
designated representative, closes out the vending machines and ship’s stores following the end of
month procedures in paragraph 8.4.29.b and Appendix A. First, al the vending machines for a
particular vending merchant must be closed out, and, second, all the merchants must be closed
out, to include both vending merchants and ship’s store merchants. Since he or sheis not turning
over, the Sales Officer can ignore these midmonth numbers at the true end of month. The
outgoing Disbursing Officer can then perform the third step in the close-out sequence at the next
end of day by following the indicate end of day procedures in paragraph 8.4.24 and checking the
“Indicate End of Month” block (see paragraph 8.4.24.b.(7)). The Disbursing Officer prepares his
or her fina DD 2657, Daily Statement of Accountability, and final SF 1219, Statement of
Accountability, following the procedures in paragraphs 8.4.24 and 8.9, and, for Navy Cash,
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entering only the figures for funds transfers from cash to chip and chip to cash and cash to strip
and preparing only SF 215s, Deposit Tickets, or SF 5515s, Debit VVouchers, as appropriate.

(2) At True End of Month (EOM). The Sales Officer, or designated representative,
closes out the vending machines and ship’ s stores following the end of month proceduresin
paragraph 8.4.29.b and Appendix A. These numbers will start from the previous month end, not
the midmonth closeout, and include the full month’s receipts. The new Disbursing Officer can
then perform an EOM following the procedures in paragraphs 8.4.24 and 8.9. The reports will
include numbers for the entire month, but the new Disbursing Officer will only be responsible
for the latter part of the month.

NawvyCash Disbursing Application
Welcome, DISBOD

Logout ]
d Disbursing Application

Funds Transfer

Funds Transfer

R

NAVSUP.

NAvAL SUPPLY SYSTEMS COMMAND
HEADQUARTERS

Ready. Resourceful. Responsive!

You are uzing verzion 1.5.48 aof the Disbursing Application. [hep] 1/6/2009 221 PM

84  Navy Cash Disbursing Application

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)). Do not change the time or time zone on the Navy
Cash server. Changing the clock may result in errors and delays in End-Of-Day (EOD)
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processing. These errors can only be resolved through manual intervention guided by technical
support personnel ashore.

84.1  Starting the Navy Cash Service

a. From the Windows desktop screen, click on the “ Services” icon, the 4th or 5thicon
in the box at the bottom of the screen to immediate right of Start button. A window will open
with the title “ Services’ in upper left hand corner.

b. Locate the “Navy Cash Messaging Service’ line and click on it once. Line will be
highlighted.

c. Click on*“Play” button at top of window (looks like play button on atape recorder).
Status will changeto “ Started”.

8.4.2  Startingthe Proxy Application
a. From the desktop screen display, click Start.
b. Point to Programs.

c. Point to Navy Cash Disbursing Interface.

d. Click on Navy Cash Proxy application. The card reader proxy icon, a green and blue
serial cable connector, appears in the status bar next to the clock when the application starts.

8.4.3  Startingthe Disbursing Application
a. From the windows desktop screen display, click Start.
b. Point to Programs.
c. Point and click on Navy Cash Disbursing Interface application.

d. Disbursing Application menu screen shown on the preceding pageis presented. The
Disbursing Application has different levels of access. Menu items are grayed out if the current
user does not have access to that particular function.

e. Disbursing Notifications Alerts. “ Disbursing Notifications’ notes may appear as
aerts at start up of the Disbursing Application if there are new alerts since the last time an
operator logged on or when a new operator logs on. These notes are sent to the ship by the Navy
Cash shore side primarily to notify the ship of any replication conflicts between ship and shore.
See paragraph 8.4.23.d.(4) for the actions that should be taken when one of these aerts appears.
An operator will see all the Disbursing Notifications notes that have been received by the ship
since the last time he or she logged on to the Disbursing Application. A brand new operator will
see only the last 30 days of accumulated notifications notes. Click on the “Cancel” button to
close the note(s).

84.4  Closing the Disbursing Application
a. Click on“Logout” in the upper left of the menu screen.

b. Thenclick on“OK".
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View Disbursing Notifications

Disburzing Motifications

P

Mote Date:  4/12/2006 8:27:30 PM

Mote Type:  REPLICATION COMFLICT DETECTED

MHate Subject: J

Hate Comments:  |One or more replication conflicts have been detected while synchranizing
data from Batch [d:<DL3B00_322> with the shore system. Please see the !
Replication Conflict Report for detailz S

e

MS COMMAND

[ERS

LCancel Help ‘

Ready. Resourcertul. Responsive!

I ou are uzing verzion 1.5.0 of the Disburzing Application. [nop.di380) 442042006 1030 AM

8.4.5 Closingthe Proxy Application

a. Right click or double click the Card Reader Proxy icon in the status bar. A window
will open titled “Navy Cash S-D-I Proxy”.

b. Click the quit button.
84.6  Closing the Navy Cash Service
a Click on Servicesicon at bottom of screen.
b. Click on “Navy Cash Messaging Service” line. Line will be highlighted.

c. Click on*“Stop” button at top of window (looks like stop button on a tape recorder).
Status box will be displayed showing shutdown in progress.
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NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

nt Enrollment

it | mforriation L

Operations

Indicate End of Day

i . Funds Transfer
P |

Have user inzert card. Then click the 'Get Chip Info' button.

Get Chip Infa | Rezet |

Account Mame: | Account #:
Card Murnber: Account Status:
Card 1D Card Status:

Account Balance: Chip Balance / Limit: | ! |
Social Security Mumber: [Last 4 Digits)

Funds Transfer Options.
1. Funds Transfer ta Chip.

Uzed to pluz up the electronic value of the chip on a Mawy Cazh card with & check, cash
or refund.

2. Funds Transter from Chip.

Uzed to corvvert the electronic value of the chip on a Mawvy Cash card to cash or restore
funds to & Merchant account,

3. Individual Refunds.
Uzed to refund an Event, a Purchase or a Miscellaneous Refund for a single card.
4, Chip to Chip Corections,

Used ta corect an unmatched electronic. value transfer between bwo cardhalders. The
tranzaction walue iz returned ta the chip an the original card.

5. Bulk Refunds.
Uszed to refund an Event in Bullk.  This feature refunds all participants for an Event.
. Deposit Cazh ar Check to Strip.

Uzed to deposzit funds to a Mavy Cazh Stip Account,

You are using verzion 1.5.48 of the Disbuen g sppmeauon, gy e

PR R Rl

8.4.7 Funds Transfer

Using the Disbursing Application, funds can be transferred to and from the electronic purse
on the chip and directly to the Navy Cash (strip) account. To access the funds transfer functions,
the Disbursing Officer clicks on the “Funds Transfer” link in the Disbursing Application. A
window is then displayed that presents the funds transfer options, each of which will be

discussed in turn.
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Funds Transfer from Chip
e Individua Refunds
e Chip-to-Chip Corrections

e Bulk Refunds
e Deposit Cash or Check to Strip

Fleaze choose a Funding Option ar Exit

Fundz Tranzster to Chip

Funds Tranzfer from Chip

Individual Befunds

LChip ta Chip Carrections

Bullk, B efunds

Deposit Cazh or Check bo Stip

E st

8.4.8 FundsTransfer to Chip

A cardholder can plus up the electronic value on his or her Navy Cash card at the disbursing
office with a check or cash or from an existing Navy/Marine Cash account.

a. To accessthe chip on the cardholder’ s card and add value, the Disbursing Officer
clicks on the “Funds Transfer to Chip” link in the funds transfer options window.

b. The cardholder inserts the card into the K22, and the Disbursing Officer clicks * Get
Chip Info”.

c. The Disbursing Application displays the card ID number and balance received from
the K22 and then displays the account number and account name associated with the card.

d. The Disbursing Officer verifies ownership of the Navy Cash Card.

e. The Disbursing Officer chooses the correct funding source, and specifies the transfer
amount requested by the cardholder.

(1) TheDisbursing Application displays three funding sources, “Cash”, “ Check”,
and “SSN”.

(2) Check or Cash. When a cardholder is exchanging either a check or cash to plus
up hisor her Navy Cash card, “Cash” is selected as the funding source. All transactions will be
recorded automatically on the Navy Cash server and added to the daily reports. In addition, all
transactions will be recorded manually in accordance with paragraph 8.4.14 on the Daily Cash
Transaction Ledger, which shall be kept in the safe.

(3) Checksthat are exchanged for electronic credit on the Navy Cash Card will be
treated the same as cash within the Navy Cash system. These checks should be handled,
deposited, and reported in accordance with the Department of Defense Financial M anagement
Regulation (DODFMR) Volume 5.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-21 14-Aug-09



NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

g ' Funds Transfer to Chi
P | P

Have user inzert card. Then click the 'Get Chip Info' button.

Get Chip Infa | Rezet |

Account Mame:

Account #: ,7
Card Mumber: l— Account Status: ,7
CaedlD: [ Card Status: [
Account Balance: ,7 Chip Balance / Limit: 4
Social Security Mumber: ,7 [Last 4 Digitz)

Please select a funding source.
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(" Check
" 55M

Operations

Ine End of Day

Procedure

1. Have uger ingert card, 4. Select a funding source.

2. Click the 'Get Chip Info." button. 5. Specify a transfer amount.

3. Werify cardholder's identity 6. Click the 'Submit’ button.
[except for Visitar card).

Transter Amount: || Submit

You are using verzion 1.5.48 of the Disbuen g sppieauon, gy o R

(4) SSN. A cardholder can request that the Disbursing Officer transfer funds from
his or her Navy/Marine Cash (strip) account to another card’ s chip using the cardholder’s Social
Security Number (SSN) to designate the account. This capability could be used to transfer funds
from a Navy/Marine Cash (strip) account, e.g., split pay funds, to the chip on avisitor card for a
cardholder who, for one reason or another, has a Visitor Navy Cash card rather than an instant
issue or embossed permanent Navy/Marine Cash card and therefore can’t use the K80 Cashless
ATM to effect the transfer. An account must be in an “open” status to enable atransfer. “SSN”
is selected as the funding source. Enter the cardholder’s SSN without dashes or spaces.

f. The Disbursing Officer clicks“ Submit” to initiate the funds transfers.
g. The K22 will require the cardholder to enter his PIN and click OK.

h. The K22 will then display the amount for credit and ask the cardholder if the amount
is correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses “ OK”,
the transaction is complete, and the card can be removed. If the cardholder chooses“CLR”, the
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transaction will be rejected and cancelled, and the process will need to be repeated for the
correct amount.

i. All authorized military personnel who request Navy Cash privileges and enroll in
Navy Cash consent in writing, using the Navy Cash enrollment form, to immediate collection
against their pay for the face value of or resulting negative Navy Cash account balance due the
U.S. Treasury funds pool from all dishonored transactions. With this procedure, dishonored
transactions will not become a delinquent debt; therefore, there is no authority to assess a
service charge (Reference DOD FMR, Volume 5, Chapter 4).

84.9 FundsTransfer from Chip

To convert electronic value on the chip to cash or to transfer value to aretail merchant
account, the Disbursing Officer clicks on the “Funds Transfer from Chip” link in the funds
transfer options window.

a. Chip-to-Cash Transactions

(1) After the Disbursing Officer verifies ownership of the Navy Cash card, the
cardholder inserts the card into the K22.

(2) The Disbursing Officer clicks“Get Chip Info”, and the Disbursing Application
displaysthe card ID number and balance received from the K22 and then displays the account
number and account name associated with the card.

(3) The Disbursing Officer chooses the funding destination, “Cash,” specifiesthe
transfer amount requested by the cardholder, and then clicks the “ Submit” button to initiate the
funds transfer.

(4) The K22 prompts the cardholder for a PIN. The cardholder enters the PIN and
presses OK.

(5) TheK22will display the amount for credit and ask the cardholder if the amount
is correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses“OK”, the
transaction is complete and the card can be removed. If the cardholder chooses“CLR”, the
transaction will be rejected and cancelled. The transaction will need to be repeated for the correct
amount.

(6) All transactions will be recorded on the Navy Cash server and added to the daily
reports. In addition, all transactions will be manually recorded in accordance with paragraph
8.4.14 on the Daily Cash Transaction Ledger, which shall be kept in the safe.

(7) Cardholder Deceased, Injured, or Unauthorized Absentee. If a cardholder is
deceased, injured, or an unauthorized absentee, a designated officer, or an inventory board
appointed by the Commanding Officer presents the Navy Cash card, if available, to the
Disbursing Officer. The Disbursing Officer will convert the electronic value on the chip to cash
and prepare an ex-cash check in the cardholder’ s name. Any amount residing on the strip (Navy
Cash) account should be pushed back to the cardholder’ s home bank or credit union by sending a
request to the Navy Cash CSU at JPMC.

b. Cash Out Visitor Cards. Navy Cash visitor cards are reusable. When a cardholder no
longer needs a visitor card, the card should be turned in to the disbursing office, and any value
remaining on the chip must be cashed out and returned to the cardholder immediately in
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accordance with paragraph 8.4.9.a above. The return date shall be entered on the Card Issue
Log, and the card can then be returned to the stock of visitor cards for reissue.

(1) Residua Fundson Visitor Cards. Even if avisitor card is turned in after hours
or “under the door” or after the visitor has left the ship, the card must still be cashed out, and the
Disbursing Officer must make every reasonable effort to return any remaining value to the
cardholder. Refer to the Navy Cash Card Issue Log (see paragraph 8.3.1) to identify whom the
card was issued to. For each visitor card issued, the card sequence number, which is printed on
the back of the visitor card, should be listed on the log.

NavyCash Disbursing Application
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(2) If the Cardholder Can Be Identified

(& The Disbursing Officer shall cash out any value remaining on the card and
either cut an ex-cash check for the amount and mail it to the cardholder or do a collection for the
amount using a Cash Collection Voucher (DD 1131) to the MPN appropriation (C203/C903) so
the cardholder’ s pay can be credited.
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(b) Record the chip-to-cash transaction on the Daily Cash Transaction Ledger in
accordance with paragraphs 8.4.9 and 8.4.14.

(c) After the normal chip-to-cash transaction is processed, the amount of the ex-
cash check or DD 1131 shall be reflected as follows.

((1)) The ex-cash check will be posted on the DD 2657 as an increase to line
2.1B (checksissued) and line 6.9 (other). Update the check issue log and any other applicable
documents required by DODFMR Volume 5.

((2)) The cash collection voucher ( DD 1131) will be posted on the DD 2657
asaincreaseto line 6.9 (other) and line 4.1B (collections). Forward a copy of the DD 1131 to the
PSD Afloat so the amount can be properly credited to the cardholder's pay account.

(d) The card can then be returned to the stock of visitor cards for re-issue.
(3) If the Cardholder Cannot Be Identified

(@) Asalast resort and after every effort to identify the individual cardholder
and return the residual funds has been exhausted, the Disbursing Officer must cash out any value
remaining on the card and do a collection for the amount using aDD 1131 in accordance with
DODFMR, Volume 5, Chapter 6, Paragraph 0606, and Chapter 26, Paragraph 260503.

(b) Thesefundswill be credited to Payment of Unclaimed Moneys, 20X6133,
when the amount is $5 or more and to Forfeitures of Unclaimed Money and Property, --1060,
when the amount is less than $5.

(c) Record the chip-to-cash transaction on the Daily Cash Transaction Ledger in
accordance with paragraphs 8.4.9 and 8.4.14.

(d) After the normal chip-to-cash transaction is processed, the amount of the
DD 1131 shall be reflected as follows.

((1)) The cash collection voucher (DD 1131) will be posted on the DD 2657
asaincreaseto line 6.9 (other) and line 4.1B (collections).

(e) The card can then be returned to the stock of visitor cards for re-issue.

(4) Onceany vaue that was remaining on a card has been credited to either of the
Treasury accounts, 20X6133 or --1060, the Disbursing Officer cannot recover the funds.
Individuals can, however, submit aclaim for arefund. Any claim must include enough facts to
validate the accuracy of the claim and justify the refund.

c. Chipto Merchant Account (Individua and Bulk Retail Sales)

(1) The Disbursing Application is designed to handle electronic value transfers
from the chip to the various Navy Cash accounts held by retail merchants on the ship for retail
sales, for example, Wardroom, Chiefs Mess, ship’s store. Because these transactions represent
electronic merchant retail sales, they are handled completely within the Disbursing Application
and do not affect the Disbursing Officer’s accountability or other responsibilities for funds.

(@) After the Disbursing Officer verifies ownership of the Navy Cash card, the
cardholder inserts card into K22.
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(b) The Disbursing Officer clicks the “Get Chip Info” button, and the
Disbursing Application displays the card ID number and balance received from the K22 and then
displays the account number and account name associated with the card.

(c) TheDisbursing Officer chooses the funding destination, “Merchant”, and
the appropriate retail merchant account, specifies the sales amount requested by the cardhol der,
and then clicks the “ Submit” button to initiate the retail sales transaction.

(d) The K22 will prompt the cardholder for his or her PIN. After the PIN is
entered, the cardholder presses OK.

(e) TheK22 will prompt the cardholder to verify the sales transaction amount.
If the cardholder clicks OK, the transaction is completed. If the cardholder clicks CLR, the
transaction is cancelled and the entire process needs to be repeated with the correct amount.

(f) The Navy Cash server records the retail transaction, and it isincluded in the
appropriate daily merchant transactions reports.

(2) Thedisbursing office merchant should never be used as aretail sales merchant
in the “Chip to Merchant Account” function. When using the “Chip to Merchant Account”
function, ensure the correct merchant is selected for the retail sae, e.g., Wardroom Mess—ood
when an officer is paying a monthly Wardroom food bill or General Mess—Food when the
Wardroom Mess Treasurer is paying the Food Service Officer for the Wardroom’s monthly food
bill. Using the disbursing office merchant will cause a variance at the end of the month that the
Disbursing Office will have to research and correct. When collecting on negative balances from
individual cardholders (see paragraph 8.8.1.e.(6), Collection Options), ships with software
release 1.4.5 build 2 or later can transfer value directly to the cardholder’ s strip account (see
paragraph 8.4.13, Deposit Cash or Check to Strip); ships with software release 1.4.5 build O or
earlier can transfer value to the cardholder’ s chip (see paragraph 8.4.8, Funds Transfer to Chip)
and then escort the cardholder to the K80 Cashless ATM and verify that the funds are transferred
to the strip.

8.4.10 Individual Refund

a. When an individual cardholder desires arefund from a merchant on the ship (for
example, ship’s store, MWR, General Mess), he or she must first obtain authorization (for
example, from the Sales Officer, MWR Officer, Food Service Officer, or a designated
representative) on a standard, serialized, Navy Cash Refund Chit. In addition, the approving
merchant must record the refund on the Navy Cash Merchant Refund Log. A sample refund log
and refund chit are included in paragraphs 8.15.15 and 8.15.16.

b. The cardholder will then take the refund chit to the disbursing office and present it to
the Disbursing Officer or Deputy. On ships with a separate Sales Officer, refunds for Ship’s
Store and vending will be taken care of at the sales office by the Sales Officer or Deputy.

(1) To accessthe chip on the cardholder’s card and add the value of the refund, the
Disbursing Officer (Sales Officer) clicks on the “Individual Refunds’ link in the funds transfer
options window.

(2) After the Disbursing Officer (Sales Officer) verifies ownership of the Navy
Cash card, the cardholder inserts the card into the K22.
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(3) The Disbursing Officer (Sales Officer) clicks the “Get Chip Info” button, and
the Disbursing Application displays the card ID number and balance received from the K22 and
then displays the account number and account name associated with the card.

(4) The Disbursing Officer (Sales Officer) then selects either “Chip Purchase
Refund” or “Miscellaneous Refund” as the funding source.

NawvyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

: l. Individual Refund

Funds Tiansfer Have user inzert card. Then click the 'Get Chip Info' button.

Card Maintenance

Account Mame: | Account #:
Card Mumber: Account Stahug
Card 1D: Card Status:
Account Balance: Chip Balance / Limit: | / |
Social Security Mumber: [Last 4 Digits)

+ Chip Purchaze Refund ¢ Miscellaneous Refund Subreit

Chip Purchaze Refund
Transaction Date - D | Armount | Merchant Event | Refunded
Filters
From Diate: I [ dd Ay ToDate: I [ dd Ay
Event: | j
Dizplay Expired Eventz  [v Refrazh
Procedure
1. Have uzer inzert card. Chip Purchaze Refund.
2. Click the 'Get Chip Info' button. 1. You can namow the list by choosing a date range and
3 Verify cardholder's identity. by Event. Then click Refresh.
4. Choose refund by either a purchase or by dollar 2. Click 'Submit' to Refund.
E ditor armaunt.
Yo are ugihg wversion 1.5.48 of the Disbursing Application. [hop] 1./642009 539 PM

(5) Chip Purchase Refund. This function allows the Disbursing Officer (Sales
Officer) to select a single specific purchase transaction for the refund from alist of the
cardholder’ s purchases. Multiple-item purchases are treated as asingle total if all the items were
purchased at the same time. To limit the number of transactions displayed when selecting the
chip purchase refund option, the Disbursing Officer (Sales Officer) should either specify a date
range (“From Date” and “To Date”) or select a specific event (see paragraph 8.4.12, Bulk
Refunds, for an explanation of events) and click the “Refresh” button. In Navy Cash, all dates
and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal
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Time (UTC)). When the transaction is selected, the transfer amount for the refund is specified by
the Disbursing Application. The chip purchase refund helps to ensure that a particular purchase
isonly refunded once. For purchases at vending machines or for a single item within a multiple-
item purchase, the miscellaneous refund should be used, since the specific sales transaction may
be difficult or impossible to identify (see paragraph (6) below). Generally, in ship’s store, the
miscellaneous refund is the preferred method for refunds.

NawvyCash Disbursing Application
Welcome, DISBOD

Lot

Funds Transfer

. Individual Refund
P

Hawe user inzert card. Then click the 'Get Chip Info' buttan.

Get Chip Info ‘ Reset ‘
Accaunt Mame: | Account #:
Card Mumber: Account Stabus:
Eorr Fienon Card 1D Card Stahus:
Aecatint Maintananie Account Balance: Chip Balance # Limit; | ! |
T — Sacial Security Mumber: [Last 4 Digits)
(" Chip Purchaze Refund (¢ Mizcellaneous Refund Submit
Note Maintenance Refund
Dperations Transfer Amount;
ndicate End of Day
Indicate End of Day Procedie
1. Have user ingert card, Mizcellaneous Refund.
2. Click the 'Get Chip Info' buttan, 1. Enter dollar amount,
3 Werify cardholder's identity. 2. Choose a Merchant.
4 Choose refund by either a purchase or by dollar 3. Click "Submit' to Refund.
arnant,
Y'ou are using version 1.5.48 of the Disbursing Application. [hep) 14742009 B:57 Ph

(6) Miscellaneous Refund. This function allows the Disbursing Officer (Sales
Officer) to specify atransfer amount for the refund and select a Navy Cash merchant (for
example, vending soda, vending snack, or ship’s store) from which the refund should originate.

(@ The Disbursing Officer (Sales Officer) clicks the “ Submit” button to initiate
the funds transfers.

(b) The K22 will require the cardholder to enter his PIN and click OK.
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(c) TheK22 will display the amount for credit and ask if the amount is correct.
The cardholder selects either “OK” or “CLR”. If the cardholder chooses “ OK”, the transaction is
complete, and the card can be removed. If the cardholder chooses “CLR”, the transaction will be
rejected and cancelled. The transaction will need to be repeated for the correct amount.

(d) Thiswill return the amount of the refund to the card and deduct that amount
from the originating merchant’s (e.g., ship’s store, MWR) collections for that day. Individual
refunds are credited on the ship to a cardholder’ s chip account (electronic purse) immediately.

(e) TheNavy Cash server records the transaction, and it isincluded in the
appropriate daily merchant transactions reports for the day.

(f) The Disbursing Officer and other responsible individuals, for example,
Sales Officer, MWR Officer, should verify that the amounts reported by the Navy Cash server
are correct and match the approved chits. They should also verify that the amounts refunded plus
the amounts deposited (for example, in ship’s store accounts, MWR bank account, or Navy Cash
account) match the total collections (for example, ship’s store, MWR) for that day.

(g) For al refunds processed in the Disbursing Office, the Disbursing Officer
shall retain one copy of the approved chit, an updated Refund Log, and the end of month reports
summarizing all refunds. The original chit will be returned to the approving merchant for
verification against the serialized logs. Similarly, for al refunds processed in the Sales Office,
the Sales Officer shall retain one copy of the approved chit, an updated Refund L og, and the end
of month reports summarizing all refunds.

8.4.11 Chip-to-Chip Corrections

a. Two cardholders can transfer electronic value from the chip on one cardholder’s
Navy Cash card to the chip on the other cardholder’ s card. Cardholders conduct these
transactions at the K80 Cashless ATMs following the instructions presented on the ATM
screen.

b. Thetransfer is completed in two parts. First, the sending card initiates the transfer,
the funds are removed from the card and placed into an escrow account, and the card is removed
from the ATM. Second, the receiving card is put into the ATM, authenticated with PIN entry,
and the funds are moved from the escrow account to the receiving card. The receiving card must
be placed into the K80 and authenticated within 60 seconds (more time can be requested if
needed).

c. If theprocessisinterrupted for any reason before it is completed, e.g., a power
failure at the K80 or time expires before the process is completed, the result of the transaction is
stored in the escrow account on the Navy Cash server as an unmatched transaction.

d. Unmatched chip-to-chip transactions must be corrected to return the value to the
sending card. Navy Cash can correct any unmatched electronic value transfers in two ways,
manually, through the Disbursing Application, or automatically.

(1) Automatic Chip-to-Chip Correction

(@ Once every 24 hours, the Navy Cash server on the ship will scan the escrow
account for unmatched chip-to-chip transactions.
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(b) For each unmatched transaction detected, the automatic correction process
will first determineif the sending card was an instant issue or embossed permanent card or a
visitor card. If the sending card was an instant issue or embossed permanent card, the electronic
value will be returned to the cardholder’ s Navy Cash (strip) account automatically. Because a
visitor card does not have a Navy Cash (strip) account associated with it, the electronic value
will be transferred to the Navy Disbursing Office merchant card strip account.

NawvyCash Disbursing Application
Welcome, DISBOD

Lot

Funds Transfer

Funds Tranzfer

Card Maintenance

Account Mame: | Account #:
Card Murnber: Account Status:
Card ID: Card Status:
Account Balance: Chip Balance / Limit: | /! |
Social Security Number: [Last 4 Dugits)

Click on the Find' button to locate unmatched transactions for this card. Firel

Dperations
Indiate End of Doy 1. Have user ingert card into reader. 4. Click the Find' button.
2. Click the 'Get Chip Info." buttan, B Select a tranzaction from the drop-down box.
3. Werify card halders identity. E. Click the "Submit’ button.
You are using verzion 1.5.48 of the Disbuen g sppieauon, gy o [ERTr—

(c) Automated Chip-to-Chip Corrections Report. When the automatic
correction process is completed each day, an Automated Chip-to-Chip Corrections Report will
be generated by the Navy Cash server on the ship and placed in the reports directory
(Q:\files\navydatareport\ship\pspo). On the Disbursing Application workstation or laptop, the
report can be found in the S:\files\navydata\report directory, which mapsto the
Q:\files\navydata\report directory on the Navy Cash server. The * Shore Reports’ folder (icon) on
the Disbursing Application desktop provides a short cut to the reports directory. The report lists
the chip-to-chip corrections that were successfully completed that day (see paragraph 8.15.21 for
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asample report). The Disbursing Officer should review these reports at |east once aweek. For
every chip-to-chip correction completed for avisitor card, the Disbursing Officer must take
action to restore the value to the appropriate visitor card cardholder.

(d) Restoring Valueto aVisitor Card. The Disbursing Officer should take the
Disbursing Office merchant card to the K80, and move the funds from the strip to the chip. Then,
the Disbursing Officer can either cash out the chip and use the cash to fund the cardholder’s
visitor card in the amount of the unmatched chip-to-chip correction; or cash out the chip and give
the cardholder the cash; or go to the K80 Cashless ATM and do a chip-to-chip transfer from the
Disbursing Office merchant card to the cardholder’ s visitor card.

((2)) If avisitor card cardholder isno longer on aboard the ship, the
individual cardholder should be contacted, if at all possible, and asked to provide amailing
address.

((3)) The Disbursing Officer should then cut an ex cash remittance check in
the amount of the unmatched chip-to-chip correction and mail the check to the visitor cardholder.

(2) Manual Chip-to-Chip Correction

(8 Manua correction can be used to correct an unmatched chip-to-chip
transaction on the spot, rather than waiting for the next automatic correction process.

(b) To access the chip on the cardholder’s card and return the value of the
unmatched transaction, the Disbursing Officer clicks on the “ Chip-to-Chip Corrections’ link in
the funds transfer options window.

(c) After the Disbursing Officer verifies ownership of the “sending” Navy Cash
card, the cardholder inserts the card into the K22 and enters his or her PIN. The Disbursing
Officer can determine who owns avisitor card in question by referring to the Navy Cash Card
Issue Log (see paragraphs 8.3.1 and 8.15.12).

(d) The Disbursing Officer then clicks the “Get Chip Info” button.

(e) The Disbursing Officer clicksthe “Find” button to locate any unmatched
transactions associated with this particular Navy Cash card.

(f) The Disbursing Officer selects the appropriate unmatched transaction and
clicks* Submit” to return the electronic value to the sending card. When correcting an unmatched
transaction manually through the Disbursing Application, the electronic value is returned to the
chip account on the sending card.

e. If for some reason, an unmatched chip-to-chip transaction couldn’t be reimbursed to
the cardholder, the overage must be collected to the Treasury Department Receipt Account,
Forfeiture of Unclaimed Money and Property, in accordance with DOD FMR, Volume 5,
Chapter 6, Paragraph 0606. For example, avisitor card may have been turned in after hours or
“under the door” or after avisitor has | eft the ship and cannot be attributed to a specific
individual, If not cashed out, any value remaining on a card after it has been turned in will be
handed over to Treasury and cannot be recovered.

8.4.12 Bulk Refunds

a. Refundsfor single cardholders and single transactions can be handled readily using
the “Individual Refund” function (see paragraph 8.4.10). When alarge number of cardholders
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needs a refund, handling them individually would be time consuming. For example, MWR may
sell asignificant number of tickets to a concert or sporting event that must be cancelled at the
last minute because of operational requirements or a change in the ship’s schedule. The bulk
refund function allows the disbursing to initiate a refund to everyone who purchased aticket in
afew ssimple steps. Bulk refunds are credited to each cardholder’ s strip account (Navy/Marine
Cash account) on the ship. This credit will be reflected ashore as soon as the ship completesits
end-of-day processing between ship and shore. Purchases made with visitor cards, which do not
have a strip account associated with them, must be refunded individually at the Disbursing
Application (see paragraph 8.4.10 and the “ Chip Purchase Refund” selecting a specific event).

b. Bulk Refunds consists of four basic parts, each of which will be discussed in turn.
e Event Processing
e Programming the K22 Point-Of-Sae (POS) Device
¢ Bulk Refunds
o Reporting

c. Event Processing. Although developed primarily for MWR, event processing allows
any merchant on the ship to specify events for collections and reporting (see paragraph 8.4.30).

(1) To set up event processing, the merchant must coordinate with the Disbursing
Officer, who will use the Event Maintenance function in the Disbursing Application to enter an
event name and event description and create an event code.

(2) Event Codes. Event codes provide the ability to track events that are purchased
using Navy/Marine Cash so that sales transaction data can be reported by event and a bulk
refund can be performed at alater timeif necessary. Once an event code is created, a merchant
can use it during sales by selecting the appropriate function key on a K22 that has been
configured with event codes, although selecting an event is not required to complete a sale.

(3) Event Codes Are Not Reusable. Each event code must be unique within the
Disbursing Application on each ship. Do not reuse event codes; event codes can only be used
one time. This becomes especially important if an event is canceled and the Disbursing Officer
performs a bulk refund. To ensure the correct amount for a particular event is refunded to the
correct cardholders who participated in that event, event codes must be unique. For arepeating
function, each instance must be renamed as a new event with a new event code.

d. Programming the K22 POS Device. Following the instructions in Chapter 2 (see
paragraphs 2.3.3 and 2.3.9), the K22 can be programmed with up to three event codes for each
of three merchants, with each event assigned to a different function key. When transactions are
collected on a K22 that has been properly configured, the sales clerk will be able to indicate
which event the cardholder is purchasing by selecting the appropriate function key. This event
code information is then held in the database for reporting purposes and for a bulk refund if one
should become necessary. When programming the K22 for multiple MWR events, only one
event code can be assigned to each function key, and the event code must correspond with the
descriptions set within the Event Maintenance function of the Disbursing Application.

e. Bulk Refunds. When requested by an appropriate merchant, the Disbursing Officer
can initiate a bulk refund on the ship using the Disbursing Application. For each event refunded,
the full purchase amount will be credited to each cardholder’ s strip (Navy/Marine Cash)
account on the ship. This credit will be reflected ashore after the next end-of-day round trip is
completed. A bulk refund can only be initiated one time for any one event.
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(1) To enter the“Bulk Refunds’ function, the Disbursing Officer clicks on the
“Bulk Refunds” link in the funds transfer options window.

(2) Select Event. To refund an event, select the appropriate event in the  Select
Event for Refund” box and click the “Refund” button.

(3) Check Status. To check the status of arefunded event, look at the appropriate

event in the “View Refund Request Status Details’” box.
@

Review Bulk Refund Exceptions Report. Although the status of arefund

request may indicate “ Processed Successfully”, the Disbursing Officer and MWR Officer must
review the Bulk Refund Exceptions Report to ensure that all transactions were refunded.

Welcome, DISEOD
Funds Transfer
Funds Transfer

Card Maintenance

Card Repart
Account Maintenance

Replacernent Card

Dperations

Indicate End of Day

NawvyCash Disbursing Application

~
1 ,THED
CG COURSES MATH101 FRESHMAM MATH COURSE 101
FRGM COM FOREIGH DRIMES FOREIGM DRIMKS FOR THE BEER Pa...
Gk FOOD FREE FOOD FREE FOOD FOR ALL
HAMGAR BAY COKE PARTY FROM SUMIL?? "
Befund
Yiew Refund Request Status Details
terchant - & Event Ewent Status ”
CG BOOKS FRESHMAM MATHI0M Processed
CG BOOKS FRESHMaM MATH101 Processed
CG BOOKS FRESHMAM MATH10M Processed
CG COURSES MaTH101 Processed
LG CNRSFES MATH1M Proressed e
Fiequestar Mame: |
Event Refunded: ‘
Status: |

Statuz Date: |

Statuz Description:

Event Description:

Procedure
To Refund an Event:

Fram the 'Select Event for Fefund' baw
1. Select a Merchant/Event.
2. Click the 'Refund’ buttan,

You are uging version 1,548 of the Disbursing Application. [nop]

Reget

To Check Status of a Refunded Event:

Frarm the “iew Refund Request Status Details’ box:
1. Choose an Event being refunded.

To Refresh all the Data on the screen Click the ‘Reset’
button.

1/6/2009 6:04 PM

(b) Visitor Cards. Purchases made with visitor cards, which do not have a strip
(Navy/Marine Cash) account associated with them, will always be listed on the Bulk Refund
Exceptions Report and must be refunded individually at the Disbursing Application (see
paragraph 8.4.10 and the “ Chip Purchase Refund” selecting a specific event).

NC SOP Ver 1.13 Chpt 8 Disbursing 8-33

14-Aug-09




f. Bulk Refund Reports.

(1) Bulk Refund Exceptions Report. The bulk refund procedure will generate a
Bulk Refund Exceptions Report for transactions that it cannot refund, for example, purchases
made with visitor cards or transactions that have already been refunded individually. This report
will be placed automatically in the reports directory “ Q:\files\navydata\report\ship\bulkrefund”.
On the Disbursing Application workstation or laptop, the report can be found in the
S:\files\navydata\report directory, which maps to the Q:\files\navydata\report directory on the
Navy Cash server. The “ Shore Reports’ folder (icon) on the Disbursing Application desktop
provides a short cut to the shore report directory.

(2) Merchant Reports. Merchant daily and monthly reports will group sales
transaction data by event codes if one or more have been created (and used) for any “events’
within amerchant’s sales, for example, a concert, golf tournament, cruise book, flower sales. If
no event codes were indicated during sales, all sales transactions will be reported together.

& NavyCash Disbursing Application g@|@
Welcome, DISBOD

Lot

Funds Transfer

I Neposit Cash or Check to Stri
g Dep p

Card not Prezent
Enter criteria to search:

Sacial Security Mumber: OR

tasterCard Mumber: | OR

Last Mame / First Mame: [5T|CKNEY AND [FETER

Account Search Beset

OR [ Card Present

Insert card: Get Card Info

G06254  STICKMEY.PETER | 7002

e Frofie ‘fou are depositing $50 by cash
First Mamg: |PETER to the account of PETER T STICKMEY
tiddle Imitial: ||— | |
Yes Mo
Last Mame: |ST“:KNEY
" Check .
D eposit Smount; ,507
* Cash
Utility Functions
Lo
Process Deposit
You are uging version 1,548 of the Disbursing Application. [nop] 1./7/2009 751 PM
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8.4.13 Deposit Cash or Check to Strip

a. A cardholder can plus up or deposit value directly to his or her Navy Cash (strip)
account at the disbursing office with a check or cash.

(1) Clear aNegative Navy Cash Account Balance. For a cardholder with a negative
balance, afunds transfer directly to hisor her strip (Navy Cash) account provides an additional
option to clear the negative balance (see paragraph 8.8.1, Negative Navy Cash Balance). The
cardholder can provide cash to the Disbursing Officer (or a personal check if the Disbursing
Officer iswilling to accept it) in an amount sufficient to return the account balance to zero or a
positive amount.

(2) Automatic Representment. With automatic representment, if a cardholder’s
ACH transfer request at the K80 is returned for NSF, the ACH transaction will automatically be
presented up to two more times on successive pay days. Because Navy Cash access to a bank or
credit union account is blocked automatically when atransfer request is returned for NSF and a
Navy Cash account goes negative, a cardholder may opt to go to Disbursing to clear a negative
balance and unblock access. Just prior to initiating automatic representment, the Navy Cash
system ashore checks the account balance. If the account is no longer negative, i.e., the account
balanceis*“zero” or positive, the transaction returned for Non Sufficient Funds (NSF) will not be
represented. With automatic representment, the majority of returned ACH transactions and
resulting negative balances will be handled automatically. However, the Disbursing Officer must
continue to review the Negative Balance and Returned Items Detail Reports on a daily basis and
collect on any negative balances not covered by automatic representment (see paragraph 8.8.1,
Negative Navy Cash Balance). If a cardholder’s Navy Cash account balance has gone negative
for areason other than NSF, if the transaction returned for NSF is under $5, or if there have been
two representments since the account went negative, the Disbursing Officer is responsible for
collecting on that debt.

(3) The Disbursing Officer should ensure the cardholder’s Navy Cash accessto his
or her bank or credit union account ashore remains blocked until the negative balance is cleared.

b. To accessthe cardholder’ s strip account and add value, the Disbursing Officer clicks
on the “ Deposit Cash or Check to Strip” link in the funds transfer options window.

c. To search for the appropriate Navy Cash (strip) account:

(1) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN or MasterCard card number or the cardholder’ s last name or the
initial letter or letters of the last name in the “ Card not Present” box and then clicks the “ Account
Search” button.

(2) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the K22 and clicks the “Get Card Info” button in the “ Card Present” box.

(3) The Disbursing Application brings up the cardholder names associated with the
search criteria.

d. After verifying the cardholder’ s identity, the Disbursing Officer highlights the
correct name, and the cardholder’ s name and SSN are displayed in the “Member Profile’
window.
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e. The Disbursing Officer chooses the correct funding source, and specifies the deposit
amount requested by the cardholder.

(1) Check or Cash. The Disbursing Application displays two funding sources,
“Check” and “Cash”. When a cardholder is exchanging either a check or cash to plus up hisor
her Navy Cash (strip) account, “Cash” is selected as the funding source.

(2) Checksthat are exchanged for electronic credit on the Navy Cash Card will be
treated the same as cash within the Navy Cash system. These checks should be handled,
deposited, and reported in accordance with the Department of Defense Financial M anagement
Regulation (DODFMR) Volume 5.

(3) All transactions will be recorded automatically on the Navy Cash server and
added to the daily reports. In addition, al transactions will be recorded manually in accordance
with paragraph 8.4.14 on the Daily Cash Transaction Ledger, which shall be kept in the safe.

f. The Disbursing Officer clicks the “Process Deposit” button to initiate the deposit to
the cardholder’ s Navy Cash (strip) account.

g. The Disbursing Application asks the Disbursing Officer to verify the deposit amount
and the cardholder’ s name. The Disbursing Officer then clicksthe “Yes” button to complete the

deposit.
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8.4.14 Daily Cash Transaction L edger

Note: A cardholder’s signatureisrequired only for a chip-to-cash transaction. Thisform
can be maintained electronically, provided all required signatures are obtained.
a. If acardholder uses cash (or check) to put monies on his or her card:
(1) InBlock 1, enter the date of the transaction.
(2) InBlock 2, enter the amount of the cash value added to the chip.

b. If acardholder converts electronic value on his or her card to cash:
(1) InBlock 1, enter the date of the transaction.

(2) InBlock 3, enter the amount of the cash value removed from the chip.

(3 InBlocks5 and 6, have the cardholder print and sign his or her name for the
amount of cash received.

c. If acardholder uses cash (or check) to put monies on his or her strip:

(1) InBlock 1, enter the date of the transaction.
(2) InBlock 4, enter the amount of the cash value added to the strip.

d. If acardholder is deceased, injured, or an unauthorized absentee, a designated
officer, or an inventory board appointed by the Commanding Officer presents the Navy Cash
card, if available, to the Disbursing Officer. The Disbursing Officer will convert the electronic
value on the chip to cash and prepare an ex-cash check in the cardholder’ s name. Any amount

residing on the strip (Navy Cash) account should be pushed back to the cardholder’ s home bank
or credit union by sending a request to the Navy Cash CSU at JPMC.

(1) InBlock 1, enter the date of the transaction.
(2) InBlock 3, enter the cash value on the chip.
(3) InBlock 5, enter the ex-cash check number.

e. Close out the Daily Cash Transaction Ledger asfollows:
(1) Tota Column 2, and enter the amount in Block 7, Total Cash to Chip.
(2) Total Column 3, and enter the amount in Block 8, Total Chip to Cash.
(3) Tota Column 4, and enter the amount in Block 9, Total Cash to Strip

(4) InBlock 10, Net Sum for Chip Transactions, enter the difference between the
sum of Blocks 7 and 9 and Block 8.

(5) Thisvalue should be the value recorded as an increase to line 6.2A and a
decrease to line 6.9 of the DD 2657.

f. Eachindividua operator, e.g., Disbursing Officer, Deputy Disbursing Officer, agent
cashier, should use a separate Daily Cash Transaction Ledger. The completed Daily Cash
Transaction Ledger(s), along with the supporting Disbursing Accountability Summary Report
(DASR) and Disbursing Transactions Detail Report sorted by operator, shall be retained with
the balanced DD 2657.

g. A blank copy of the Daily Cash Transaction Ledger isincluded in paragraph 8.15.10.
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NAVY CASH® DAILY CASH TRANSACTION LEDGER

CHIP STRIP
DATE PRINT CARDHOLDER
@ CASH- CHIP- CASH- CARDHOLDER NAME SIGNATURE
TO-CHIP TO-CASH TO-STRIP @ @
@ © @

11/01/02 100.00
11/01/02 60.00
11/01/02 50.00
11/01/02 50.00
11/01/02 50.00
11/01/02 40.00
11/01/02 100.00
11/01/02 40.00
11/01/02 20.00

Total 260.00 90.00 160.00

@ ©) ©
TOTAL CASH- TOTAL CHIP- TOTAL CASH- NET SUM FOR CASH
TO-CHIP TO-CASH TO-STRIP TRANSACTIONS
$260.00 $90.00 $160.00 $330.00
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NavyCash Disbursing Application

Welcome, DISBOD

Logout

Funds Transfer

' Card Maintenance
P |

Have user inzert card. Then click the 'Get Chip Info' button.

Get Chip Infa | Rezet |

Account Mame:

Account #:
Card Murmber: Account Status:
Card Report Card 1D Card Status:

Account Maintenance Account Balance: Chip Balance / Limit: ! |

Social Security Mumber: [Last 4 Digits)

Card Maintenance Options.

1. PIM Reset or Change.

Operations Uzed to change or rezet the PIN azsociated with a Mawy Cazh card.
Indicate End of Day 2. Change Card Status.

Uzed to report a custorier's Mawy Cazh card az lost, stolen, damaged or canceled. A new card
may be izzued using the 'Yezign Replacement Card' option.

RO Il Reporting

3. Unblock Card.

Uzed to unblock a customer's Mawy Cazh card when the PIN haz been incarrectly entered rare
than thres times.

4. Card Report,

Uzed to exaring the tranzactions associated with & card over a specified date range.

You are using verzion 1.5.48 of the Disbuen g sppieauon, gy o

[ERET AR
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NavyCash Disbursing Application

Welcome, DISBOD

Logout

' Reset or Change PIN
P | g

Funds Transfer

Have user inzert card. Then click the 'Get Chip Info' button.

Get Chip Infa | Rezet |
Account Hame: | Account #: ,7
Card Mumber: l— Account Status: ,7
Card Report CaedlD: [ Card Status: [
Account Maintenance Account Balance: ,7 Chip Balance / Limit: | 4

Social Security Mumber: [Last 4 Digits)

Procedure

Nate Maintenance To CHANGE or RESET card PIN:
i Initiate PIN Change or Reset:
Operations 1. Ingert card into reader. .
- 2. Click the 'Get Chip Info." button, Subrnit
Indicate End of Day 3. Verfy users identity.
4. Click the "Submit' button,
5. Uszer will be prompted far new PIM.

Il Beparting

You are using verzion 1.5.48 of the Disbuen g sppieauon, gy R foua

8.4.15 Resetting or Changing the PIN

Cardholders who €elect to reset or change the PIN associated with their Navy Cash cards
would normally use the K80 and follow the screen prompts. To change aPIN at disbursing:

a. TheDisbursing Officer clicks on the “PIN Reset or Change” link in the Disbursing
Application.

b. The Disbursing Officer instructs the cardholder to insert the card into the K22 and
clicks on the “Get Chip Info” button. The Disbursing Officer must then verify the information
displayed and the cardholder’ s identity and ownership of the card.

c. TheDisbursing Officer then clicks the “ Submit” button to initiate the PIN change.

d. The cardholder then follows instructions on K22 and enters and reenters a new PIN.
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e. A pop-up window on the Disbursing Application screen will indicate PIN change
was successful.

f. If acardisblocked, it must be unblocked before the PIN can be changed (see
paragraph 8.4.17, Unblock Card).

NavyCash Disbursing Application

Welcome, DISBOD

Logout

Funds Transfer

g ' Change Card Status
P | 9

Funds Transfer
Card Mot Fresent

Card Maintenance i
Enter criteria to search:

Social Security Mumber: | OR
MasterCard MNumber: | OR
Card ID: ,7
Card Repart
Account Maintenance Card Search | Reset

Card Fresent

OR
Ingert card: Get Card Infa
Nate Maintenance Customer Mame: | |
Operations Account Balance:
Indicate End of Day Card:

Report card ztatus:

Procedure

It card present; If card not prezent or chip iz damaged:

1. Insert card. 1. Enter custormer's Social Security Mumber,
2. Click. 'Get Card Infa' button. MasterCard number,

3. Select the new status. Or enter Card 1D for Visitor card,

4, Click, the 'Update Card Status' button, 2. Click "Card Search’ button.
3. Select card from list.
4. Select the new status.

You are using verzion 1.5.48 of the Disbuen g sppieauon, gy R foou

8.4.16 ChangeCard Status

The “Change Card Status’ screen can be used to “activate” a new embossed permanent Navy
Cash card that has been delivered to the ship and to report a card that has been lost, stolen, or
damaged, or needs to be canceled.

a. Card Activation for Embossed Permanent Cards

For security reasons and to prevent fraud, embossed permanent Navy Cash cards are
delivered to the ship in a*“ pendactive’ status and must be activated before they will work.
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Occasionally, a cardholder will come to disbursing to report a card that no longer works, when,
in fact, the card has never been activated. For example, the cardholder may have been given a
new embossed permanent Navy Cash card just as he or she was leaving a previous ship, and the
card was not activated at the time. Because the card does not work, the cardholder will not be
able to do a ship check-in until the card has been activated.

(1) Cardholder Activates Card at K80 CashlessATM

(@ A cardholder can activate a new, “ pendactive” embossed permanent Navy
Cash card at the K80, aslong as there is no other active instant issue or embossed permanent
card associated with the account. If there is another active card, e.g., a card that is about to
expire, he or she must go to disbursing to have the card canceled before the new embossed
permanent card can be activated (see paragraph (2) below).

(b) The cardholder inserts the card into the K80 and enters the PIN when
requested. As soon asthe card’s PIN has been entered correctly and validated by the ship’s Navy
Cash server, the card’ s status is changed from “ pendactive” to “active’.

(c) The new embossed permanent Navy Cash card is now active and
immediately usable on the ship. Since the active status of the card will not be reported to JPMC
until the next end-of-day processing is initiated, the card will not be usable ashore until the end-
of-day processing is completed between ship and shore.

(d) If the PIN isentered incorrectly three times or more, the card is blocked, and
the cardholder must report to disbursing to unblock the card.

(e) Oncethe card has been activated, the cardholder can change the PIN at the
K80 Cashless ATM. If the PIN is changed, the new PIN will be effective on ship immediately
and on shore after the next end-of-day processing is completed between ship and shore. In the
interim, the old PIN can be used ashore if necessary.

(2) Disbursing Activates Card at Disbursing Application

(8 Toactivate acard, the Disbursing Officer first clicks on the “Change Card
Status’ link from the Card Maintenance menu in the Disbursing Application.

(b) If the cardholder has an instant issue or embossed permanent card that is
about to expire, disbursing must first insert the card into the K22 and click on the “Get Card
Info” button so that card can be canceled before activating the new embossed permanent card.

(c) To provide quicker access to any funds remaining on the chip of the instant
issue or embossed permanent card, the cardholder can move the funds on the chip (electronic
purse) to the strip (Navy Cash account) using the K80 Cashless ATM before coming to
disbursing. Otherwise, the system will automatically do a chip-to-strip transfer to restore the
value on the chip when the Disbursing Officer clicks the “Update Card Status’ button in the step
below, and the funds won't be available in the Navy Cash account until the next end-of-day
processing is completed between the ship and the shore.

(d) The Disbursing Application brings up the card ID number(s) associated with
the search criteria. After verifying the cardholder’ s identity and ownership of the card, the
Disbursing Officer selects the correct card in the “Cards Found” window, selects the “Canceled”
status in the “ Report Card Status’” window, and clicks “ Update Card Status” to initiate the
change in card status.
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(e) The Disbursing Officer must immediately destroy a canceled card in the
presence of the cardholder. Cards can be destroyed by cutting them up or shredding them. The
cardholder should sign the card issue log to document the destruction of the card.

(f) The Disbursing Officer then inserts the new embossed permanent Navy
Cash card into the K22 and clicks on the “Get Card Info” button.

(g) The Disbursing Officer selects the correct card in the “Cards Found”
window, selects the “active” statusin the “Report Card Status’ window, and clicks “Update Card
Status’ to initiate the change in card status.

(h) The new embossed permanent Navy Cash card is now active and
immediately usable on the ship. Since the active status of the card will not be reported to JPMC
until the next end-of-day processing isinitiated, the card will not be usable ashore until the end-
of-day processing between the ship and the shore is completed.

b. Reporting Embossed Permanent and I nstant |ssue Cards L ost, Stolen, Damaged, or
Canceled

(1) Lost, Stolen, or Damaged Cards. If a cardholder’s Navy Cash card islost,
stolen, or damaged, he or she must report to the disbursing office immediately so that the status
of the old card can be reported appropriately as“Lost”, “ Stolen”, or “Damaged” and a new card
can be issued.

(2) Canceled Cards. If acardholder is being discharged from the Navy or Marine
Corps (see paragraph 8.4.20) or no longer desiresto have a Navy/Marine Cash account or is
simply turning in an expiring card in order to pick up a new embossed permanent card, he or she
must report to the disbursing office to turn in and cancel his or her card.

(& Prior to reporting to the disbursing office, cardholders being discharged
from the service or otherwise closing their Navy/Marine Cash accounts should move all the
funds on their Navy/Marine Cash cards from the chip (electronic purse) and the strip (Navy/
Marine Cash account) back to their home bank or credit union accounts using the K80 Cashless
ATM. Alternatively, they may move al the funds on the strip to the chip and “cash out” the chip
at the disbursing office in accordance with paragraph 8.4.9.

(b) For cardholders being discharged or closing their accounts, the Disbursing
Officer must first verify that their Navy/Marine Cash card is empty before changing the card
status to “ Canceled”. For cardholders turning in an expiring card in order to pick up a new
embossed permanent card, the system will automatically start a chip-to-Navy Cash transfer on
the ship to restore the value on the chip (see below and paragraph 8.4.16.a.(2) above).

(3) The Disbursing Officer clicks on the “ Change Card Status’ link in the
Disbursing Application.

(4) If thecard is present

(@ The Disbursing Officer inserts the card into the K22 and clicks on the * Get
Card Info” button.

(b) The Disbursing Application brings up the card ID number(s) and associated
information. The cardholder’ s name is displayed but cannot be modified. After verifying the
cardholder’ s identity and ownership of the card, the Disbursing Officer selects the correct card in
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the “ Cards Found” window, selects the correct card status in the “ Report Card Status’ window,
and clicks “Update Card Status’ to initiate the change in card status.

(c) If thecard s statusis being changed to “Canceled”, the system will
automatically start a chip to Navy/Marine Cash (strip) transfer. This allows the system to move
the exact amount on the chip to the individual’ s Navy/Marine Cash account on the ship. The
updated Navy/Marine Cash account balance will not be reflected on the shore until the next end-
of-day processing is completed between the ship and the shore.

Note: [If the cardholder has not checked in to the particular ship, hisor her Navy/Marine
Cash account balance cannot be displayed because the account balance information is not
available on the shipboard server. The account balance can only be displayed after the
individual cardholder hasdone a “ Ship Check In” at the K80 Cashless ATM and a subsequent
Navy Cash data transmission round trip has been completed.

(d) The K22 will require the cardholder to enter his PIN and click OK.

(e) The K22 will display the amount for credit and ask cardholder if amount is
correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses “ OK”, the
chip to Navy Cash transfer is completed and the card can be removed. If the cardholder chooses
“CLR”, the transaction will be rejected and cancelled, and the process will need to be repeated
for the correct amount.

(f) Document Destruction of Navy Cash Cards. The Disbursing Officer must
immediately destroy a canceled card, whether it is embossed permanent or instant issue, in the
presence of the cardholder and notify the CSU via phone or e-mail if an account is being closed.
Cards can be destroyed by cutting them up or shredding them. The cardholder should sign the
card issue log to document the destruction of the card (see paragraph 8.3.1, Custody of Navy
Cash Cards).

(5) If the card isnot present (or the chip is damaged)

(@ The Disbursing Officer enters either the individual’s SSN, the MasterCard
number, or, for visitor cards, the card ID number (with just one criterion needed) and clicks the
“Card Search” button. The MasterCard number can be used to search when an instant issue card
is brought to the disbursing office and no one has signed the card, the chip is damaged and not
readable, or thereis no way to determine to whom the card belongs.

(b) The Disbursing Application brings up the card ID number(s) associated with
the search criteria

((2)) After verifying the cardholder’ s identity and ownership of the card, the
Disbursing Officer selects the correct card in the “ Cards Found” window, selects the correct card
statusin the “ Report Card Status’” window, and clicks “ Update Card Status’ to initiate the
changein card status.

((2)) When multiple card ID numbers match the search criteria, the
Disbursing Officer must carefully verify that the card selected is the correct card.

(c) If thecard sstatusis being changed to “Lost”, “Stolen”, “Damaged”, or
“Canceled’, the system will automatically notify the shore-side when the next Navy Cash data
transmission occurs to do a chip to Navy Cash transfer to restore the value on the chip. The
balance that was on the chip at the close of the business day the card was reported lost, stolen, or
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damaged is transferred automatically by the shore-side to the cardholder’ s Navy/Marine Cash
account. This action will not be completed until the next end-of-day processing isinitiated from
the ship, and the updated Navy/Marine Cash account balance will not be reflected on the ship
until the end-of-day processing is completed between the ship and the shore.

(6) The system then changes the card’ s status, and the card is now “hotlisted” on
the ship. All the card readers on the ship, for example, the K22sin the ship’s store and post
office and the CADs in the vending machines, will be updated with this hotlist information
within five minutes, and, if the card isinserted into aK22 or CAD, the device will lock the card
from further use and actually render the chip permanently unusable.

(7) Sincethe hotlisted status of the card is not “reported” to JPMC until the next
end-of-day processing is initiated from the ship, the Disbursing Officer must also notify the CSU
that the card has been hotlisted. A telephone call isthe preferred way to notify the CSU, but e-
mail notification is also acceptable.

(8) Toissueareplacement card, the Disbursing Officer then clicks on the “Assign
Replacement Card” link in the Disbursing Application, which is described in paragraph 8.4.19.

c. Visitor Cards

(1) Reporting Lost, Stolen, or Damaged Visitor Cards

(@ If acardholder’s Navy Cash visitor card islost, stolen, or damaged, he or
she must report to the disbursing office immediately so that the status of the old card can be
reported appropriately as“Lost”, “ Stolen”, or “Damaged”, any unused value remaining on the
card can be restored, and a new card can be issued.

[ e (b) The Disbursing Officer must enter the
visitor card sequence number, which is printed on the lower
right of the back of the card, and click the “Card Search”

button in order for the system to bring up the correct card in the
“Cards Found” window. If the card islost or stolen, and the
cardholder has not recorded the card number, the Disbursing
Officer can refer to the Navy Cash Card Issue Log (see
paragraph 8.3.1). The log contains the last four digits of the
card number for instant issue and embossed permanent cards
and the entire card sequence number for visitor cards.

(c) After verifying the cardholder’ sidentity and ownership of the card (refer to
the Navy Cash Card Issue Log), the Disbursing Officer selects the correct card in the “ Cards
Found” window, selects the correct card status in the “Report Card Status’ window, and clicks
“Update Card Status’ to initiate the change in card status.

(d) Viditor cards are not normally canceled but should be cashed out and turned
in to disbursing when the visitor departs so that they can be reissued to another visitor.

(2) Restoring Value on Lost, Stolen, or Damaged Visitor Cards

(@ BecauseaNavy Cash Visitor Card is anonymous and does not have a Navy/
Marine Cash account associated with it, the funds that were on the chip cannot be moved
automatically from the chip to a Navy/Marine Cash strip account. There are three options
available to retrieve funds from the visitor card.
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(b) For each of these options, the Disbursing Officer must first change the card
status of the “old” visitor card to “Lost”, “ Stolen”, or “Damaged” as appropriate (see above).

(c) Move Fundsto Disbursing Office Navy Cash (Strip) Account. The
Disbursing Officer must provide the CSU the visitor card sequence number (from the lower right
corner of the back of the card or from the Navy Cash Card Issue Log). The CSU can then debit
the chip and credit the Disbursing Office Navy Cash (strip) merchant account. After the next
round trip, the Disbursing Officer can take the Disbursing Office merchant Navy Cash card to
the K80, move the funds from the strip to the chip. Then, he or she can either cash out the chip
and use the cash to fund a new visitor card; or cash out the chip and give the cardholder the cash;
or go to the K80 Cashless ATM and do a chip-to-chip transfer from the Disbursing Office
merchant card to a new visitor card.

(d) Move Fundsto Cardholder’s Navy Cash (Strip) Account. If the cardholder
has a Navy Cash account, the Disbursing Officer can provide the CSU the visitor card sequence
number (from the lower right corner of the back of the card or from the Navy Cash Card Issue
Log). The CSU can then debit the chip and credit the cardholder’s strip account. After the next
round trip, the cardholder can take his or her Navy Cash card to the K80 and move the funds
from the strip to the chip or back to his or her home bank or credit union account.

DK1Curt Maple

Account 1234
AnneMaple Name
123 Pear Lane 15000000
Anyplace, VA 20000 i
PAY TO ]
ORDER ( Depository $

DOLLARS

/

ANYPLACE BANK
Anyplace, VA 20000

ABA
Routing

Number Number Do not include the
For / check number.

Account

(e) Move Fundsto Cardholder’s Home Account. The CSU can “push” the funds
remaining on the chip to a specified bank or credit union account. To accomplish this, the
Disbursing Officer must forward the following information to the CSU via e-mail
(navycashcenter @ezpaymt.com). The CSU can debit the chip account and transfer the fundsto
the bank or credit union account provided. The cardholder can fund a new visitor card by
exchanging a personal check or cash at the disbursing office.

e Card number (from the lower right corner of the back of the card or from the Navy Cash Card
Issue Log)
e Account number to which the funds should be transferred

e ABA (American Bankers Association) routing number for bank or credit union that holdsthe
account

e Name on the account. Thisisthe cardholder’ s name exactly asit is on the account, not the
name of the bank.
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NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

Funds Transfer
Card Maintenance Enter criteria to search:
Social Security Number: || oR
M asterCard Wurmnber: | ]3]
Unb Card 1D |
Card Repart
Account Maintenance el | Reset |
h Beplacement Card Cuztarner Marme: | |

Account Balance:

Cards found: [pleaze select the one to unblock.)

Operations

1. Enter the available zearch criteria.
2. Click the 'Card Search’ button,

3. Werify users identity, Initiate Unblock:
4. Have user ingert card,

A, Click the "Submit’ button.

You are using verzion 1.5.48 of the Disbuen g sppieauon, gy R four

8.4.17 Unblock Card

a. If acardholder’s Navy Cash card becomes blocked because they entered their PIN
incorrectly more than three times, he or she must report to the Disbursing Officer so that the
card can be unblocked.

b. The Disbursing Officer clicks on the “Unblock Card” link in the Disbursing
Application and enters either the individual’s SSN, the MasterCard number, or, for visitor cards,
the card 1D number (with just one criterion needed). The Disbursing Officer then clicks the
“Card Search” button.

c. The MasterCard number can be used to search when an instant issue card is brought
to the disbursing office and no one has signed the card, the chip is damaged and not readable, or
there is no way to determine to whom the card belongs.
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d. The Disbursing Application brings up the card ID number(s) associated with the
search criteria.

e. After verifying ownership of the Navy Cash card, the Disbursing Officer selects the
correct card, instructs the cardholder to insert the card into the K22, and clicks the “ Submit”
button to initiate unblocking the card.

f. The cardholder then follows instructions presented on the K22.

g. Successful unblocking of the card will be indicated on the Disbursing Application
screen. When a blocked card isinserted, the K22 may display the error codes “ Card
BlockedR09” or “Card BlockedR0O9A”. R09 is displayed the first time a blocked card isinserted
into aK22, and RO9A is displayed each subsequent time the card isinserted. Experience has
shown that, when the error codes R09 or RO9A are encountered, several unblock attempts may
be required to successfully unblock the card. Disbursing personnel should attempt to unblock a
card several times before deciding to replace the card.

h. If acardholder entered his or her PIN incorrectly ten or more times prior to bringing
it to the disbursing office to be unblocked, the card becomes permanently blocked and must be
replaced as discussed in paragraph 8.4.19. If the K22 displays the error code “ Unusable
CardR7”, the card is permanently blocked, cannot be unblocked, and must be replaced.
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NavyCash Disbursing Application

Welcome, DISBOD

Logout

; l Card Report

Funds Transfer

Funds Transfer
Card Maintenance Have user inzert card. Then click the 'Get Chip Info' button.
Get Chip Infa | Rezet |
] ard Status Account Hame: | Account #: ,7
Unb Card Mumber: l— Account Status: ,7
Card Report CaedlD: [ Card Status: [
Account Maintenance Account Balance: ,7 Chip Balance / Limit: | 4
n Beplacemeant Card Social Security Mumber: ,7 [Last 4 Digits)
Cusztomner First Mame: | and  Search Results:
Custorner Last Mamme: | or
55M: lior

Operations .
CadlD: [ Submit Reset

I 1d of Day
Start Date: 1240102 _4| » | EndDate: |01/07/09 4] ] Card ID:

Generate FPrririt

You are using verzion 1.5.48 of the Disbuen g sppieauon, gy R foou

8.4.18 Card Report

a. Toview information on all chip transactions for a specific account, a Card Report
can be generated which displays a breakdown of all transactions that have occurred on a chip.

b. To generate the Card Report, the Disbursing Officer clicks on the Card Report link
in the Disbursing Application.

c. The Disbursing Officer then has the cardholder insert his or her card into the K22
and clicks the “Get Chip Info” button. If the card is not available to be inserted, a search can be
created based on the prescribed search criteria. The Disbursing Officer must then identify the
appropriate account from the search results listing.

d. Once the account has been identified, the DISBO will select start and end dates for
the report and click on the generate button. Thiswill produce the report on screen. If a hardcopy
printout is required, simply click on the Print button and a paper report will be generated.
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NavyCash Disbursing Application

Welcome, DISBOD

Logout

Funds Transfer

' Assign Replacement Card
‘ g p

Enter a criteria to search::

Social Security Number: | OR

terchant 1D: | j

Card Report
Card Search Reset |

Account Maintenance

Customer Mame: | |

Cards found: [pleaze select the card you wish to replace.)

Nate Maintenance
Operations

Indicate End of D ay

1. Enter the available search criteria. Mite: the card 1D will be displayed if and anly
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8.4.19 Assign Replacement Card

a. If acardholder’s Navy Cash card islost, stolen, or damaged, he or she must report to
the Disbursing Officer so the status of the old card can be reported appropriately. Prior to
assigning areplacement card, either by issuing an instant issue Navy Cash card or by requesting
an embossed permanent Navy Cash card, the Disbursing Officer must update the status of the
lost, stolen, or damaged card in accordance with paragraph 8.4.16, Change Card Status. (Note:
Disbursing Officers shall only give out one card, either by issuing an instant issue card or by
requesting an embossed permanent card; they shall not do both.) Normally, an instant issue
Navy Cash card will be issued on the spot as a replacement card. In those few instances where
there is a need to request an embossed permanent Navy Cash card as a replacement card, a
visitor Navy Cash card can be issued to the cardholder to use until the embossed permanent card
isdelivered to the ship.
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(1) Visitor Navy Cash Cards. When deployed away from homeport for an extended
period, delivery of embossed permanent cards can take several weeks. Visitor cards can be used
for a short period without significant inconvenience until embossed permanent cards are
delivered to the ship. However, visitor cards are chip-only cards. They can only be used to make
purchases on board ship. They cannot be used to access a bank or credit union account ashore
from the K80 Cashless ATM on the ship and transfer money to the chip. They do not have a
magnetic strip. They cannot be used to pay for purchases ashore or to access commercial ATMs
off the ship. Visitor cards cannot be used to access Split Pay credited to a cardholder’s Navy
Cash (strip) account from the K80. If necessary, for an individual already enrolled in Navy Cash
and waiting on delivery of an embossed permanent card, split pay can be transferred to the chip
on the visitor card using the Disbursing Application (see paragraph 8.4.8.e.(4)).

(2) Instant Issue Navy Cash Cards. Instant issue cards, on the other hand, provide
individuals immediate access to all Navy Cash capabilities. A cardholder can, for example,
transfer funds at the K80 Cashless ATM on the ship to the chip or Navy Cash (strip) account
from abank or credit union account ashore. As soon as the account information ashore has been
updated with the new card number, which occurs when the next “round-trip” processing is
completed between ship and shore, a cardholder can access funds in the strip account at ATMsS
ashore or to pay for purchases at retail |ocations ashore.

b. Issuing a Replacement Card. To issue a replacement card, the Disbursing Officer
clicks on the “Assign Replacement Card” link. To search for the appropriate card ID number for
the lost, stolen, or damaged card, the Disbursing Officer enters an individual’s SSN or selects an
appropriate merchant from the drop down menu and then clicks the “ Card Search” button.

c. The Disbursing Application brings up the card ID numbers associated with the
search criteria. The cardholder’s name is displayed but cannot be modified. The Disbursing
Officer must verify the information displayed and the cardholder’ s identity and ownership of
the card. The Disbursing Officer then selects the card that is to be replaced in the “ Cards
Found” window.

d. Issue lnstant Issue Navy Cash Card As Replacement Card

(1) After selecting an instant issue Navy Cash card from the stock of spare cards,
the Disbursing Officer shall document issuing the card in the Navy Cash Card Issue Log,
recording the last four digits of the card number, name and last four digits of the SSN of the card
owner, issue date, signature of the recipient, and the name and signature of the issuer (see
paragraph 8.3.1, Custody of Navy Cash Cards).

(2) The Disbursing Officer inserts the instant issue (generic) card into the K22 and
clicksthe “ Get Card Info” button.

(3) The Disbursing Application receives the card ID number from the K22, which it
then displays. The Disbursing Officer then clicks the “Request New Card” button, which assigns
the instant issue card to the account and activates the card.

(@ Oncetheinstant issue card has been assigned to the account (activated), it
can be used on board the ship immediately. Any funds available in the strip (Navy Cash) account
can be transferred to the chip for use on the ship, and any funds remaining on the chip of the lost,
stolen, or damaged card will be transferred to the strip account automatically when the next end-
of-day processing is completed between the ship and the shore (see paragraph 8.4.16.b).
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(b) The new instant issue Navy Cash card cannot be used ashore until the
account information ashore has been updated with the new card number, which occurs when the
next “round-trip” processing is completed between the ship and the shore.

e. Reguest Embossed Permanent Card as Replacement Card

(1) To request an embossed permanent card as a replacement card, rather than
inserting a new instant issue Navy Cash card into the K22 and clicking the “Get Card Info”
button, the Disbursing Officer simply clicks the “ Request New Card” button.

(2) The Disbursing Application will ask the Disbursing Officer to verify he or she
wants to assign (request) a new (replacement) card without assigning a generic (instant issue)
card. The Disbursing Officer then clicksthe“Yes’ button to create a request for a new embossed
permanent card without issuing an instant issue card.

(@ For security reasons and to prevent fraud, the new embossed permanent
Navy Cash card arrives on the ship in a*“pendactive” status and must be activated before it will
work (see paragraph 8.4.16.a, Card Activation).

(b) A cardholder can activate a new embossed permanent Navy Cash card at the
K80, aslong asthere is no other active card associated with the account. The Disbursing Officer
can activate the card at the Disbursing Application.

Welcome, SMITHJ

Logout

Funds Transfer

Funds T

Card Maintenance

Enter a criteria to search::

Social Security Mumber: [125369845 OR
Merchant D ] j
LCard Search Beset |

Customer Name: | |
Cards found: [please select the card wou wish to replace.]
200004543-5173660100003230-5TOLEN-STEVE A DACHTERA
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1. Enter the available search criteria. Naote: th g - e

2. Click the 'Card Search’ button, if the ca WL AUy WLl

3. Select the card pou wish to replace. current 5
A Place the Generc card into the reader E Click ] #re you sure vou want bo Assign a new card without assigning a Generic card?

B. Click the 'Get Chip Info." button,

Ves Mo
Get Card Info | Reset |
Account Name; Card Number:
Fequest New Card
“Y'ou are using version 1.5.8 of the Disbursing Application. [nep.1450) 9/28/2006 5:08 PM

(3) If avigitor card isissued to the cardholder to use until the embossed permanent
card is delivered, the Disbursing Officer shall document issuing the visitor card in the Navy Cash
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Card Issue Log, recording the last four digits of the card number, name and last four digits of the
SSN of the card owner, issue date, signature of the recipient, and the name and signature of the
issuer.

(@) Vigitor cards are chip-only cards. They are issued by the disbursing office
and are intended only to make purchases on the ship. They do not have a Navy Cash account
associated with them. They do not have a magnetic strip. They cannot be used for purchases
ashore or to access commercial ATMs off the ship.

(b) Visitor cards are reusable. The visitor card should be cashed out and turned
in when the embossed permanent Navy Cash card arrives so it can be reissued.

f. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting the “View Reports’
link in the Disbursing Application, clicking on “Navy Cardholder Issued Card Report” in the
“Operations Reports” window, filling in the start and end dates for the inclusive period, and
clicking on the “ Generate” button. The Navy Cardholder Issued Card Report lists by operator
ID the last four digits of the card numbers, name and last four digits of the SSN of the
cardholders, and issue dates for any cards issued during the period.

g. Délivery of Cards. For security reasons and to prevent fraud, instant issue and
embossed permanent Navy Cash cards arrive on the ship in a*“ pendactive” status and must be
activated before they will work (see paragraphs 8.4.19.e and 8.4.16.a). If there are less than 10
cards being sent to a ship, they are sent viathe U.S. Postal Service (USPS) directly to the
individual cardholder. Shipments of 10 or more cards are FedEx’ ed to the Disbursing Officer
for further distribution to the individual cardholders. FedEx shipments can be tracked.
Navy/Marine Cash cards shipped via FedEx should arrive at the FISC Logistics Support Center
(LSC) about 10 business days after JPM C receives the enrollment data electronically. Contact
the ship’s Logistics Support Representative (L SR) to check the status of any card FedEx
shipments.

h. Unclaimed or Returned Navy/Marine Cash Cards. Any card received for an
individual who has left the ship should be forwarded to his or her next command. The ship’s
Post Office should not be “returning to the sender as undeliverable” Navy/Marine Cash cards
sent viaU.S. mail that are unclaimed or returned unopened.

(1) Unclaimed or Returned Navy Cash Cards. Cards mailed to Sailors who have left
the ship but are still in the Navy should be forwarded using the forwarding address |eft with the
ship’s Post Office during the check-out process. If the next command is not know or can’t be
identified or the individual was discharged from the service, the Disbursing Officer should
cancel and destroy the card (see paragraph 8.4.16, Change Card Status). The action taken should
be annotated on either the Bulk Navy Cash Card Log or the Navy Cash Card Issue Log. PIN
envelopes that are unclaimed or returned unopened should also be destroyed to avoid the expense
of forwarding them—individual cardholders can go to Disbursing when they receive the cards to
have the PIN reset using the Disbursing Application.

(2) Unclaimed or Returned Marine Cash Cards. Cards mailed to embarked Marines
who have |eft the ship should be turned over to Marine Disbursing on the ship. If thereisno
Marine Disbursing detachment, or if the Marines have disembarked, cards should be sent via
FedEx or UPS to the appropriate MEF Disbursing Office, | MEF for West Coast ships, || MEF
for East Coast ships, and |11 MEF for shipsin Japan.
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| MEF Disbursing Office Il MEF Disbursing Office Il MEF Disbursing Office

MARFORPAC MARFORLANT MARFORPAC

15th St, Bldg 1164, Rm 238 Bldg 10, McHugh Blvd Bldg 5741, Unit 38405

Camp Pendleton, CA 92055  Camp Lejeune, NC 28542 Camp Foster, Okinawa, Japan
(760) 725-5550 (910) 451-7807 FPO AP 96604-8405

011-81-611-745-7020
8.4.20 Closeor Suspend an Account Pending Transfer or Dischar ge?

a. Cash Out or Transfer Funds on Card. When a cardholder is being discharged from
the Navy or Marine Corps, transferring to an activity that does not have Navy/Marine Cash, or
no longer desires to have a Navy/Marine Cash account, he or she should move all the funds on
the Navy/Marine Cash card from the chip (electronic purse) and the strip (Navy/Marine Cash
account) back to his or her home bank or credit union account using the K80 Cashless ATM.
Alternatively, he or she may move all the funds on the strip to the chip and “cash out” the chip
at the disbursing office in accordance with paragraph 8.4.9.

b. Monitor Cardholder Transfer Dates. The disbursing office must work closely with
the personnel office to keep track of cardholders who will be leaving the ship within 30, 60, and
90 days, e.g., refer to the report of Prospective Gains and L osses and the Transfer Information
Sheet. To assist in monitoring transfer dates, the Disbursing Officer must ensure that the
projected “ Transfer Date” and “ Transfer Type” in each cardholder’s member profile is current
(see paragraph 8.4.22, Account Information Update).

(1) Shore Report. Based on the transfer dates in the member profiles, a shore report
will be generated when a cardholder’ s transfer is within a 30-day window. The shore report will
contain account balances and will serve as a notice to clear any negative balances before these
cardholders leave the ship.

(2) Transfer to Shore Command. The transfer dates in the member profiles will aso
be used to pull accounts of cardholders who have left the ship off the ship’s Navy Cash roster
and transfer these accounts to a“ shore command” roster. Once these accounts are transferred to
the shore command roster, a standard set of reports, including the daily Negative Balance Report
and Returned Items Detail Report, will be generated, so that any account activity can continue to
be monitored ashore and any negative account balances can continue to be pursued. Cardholders
transferred to the shore command will continue to appear on the ship’s daily reports for a
transition period of two weeks.

(3) Automatic Blocking of ACH Access and Suspending of Navy Cash Account.
When transferred to the shore command, a Navy Cash account is automatically suspended and
Navy Cash access to the bank or credit union account is automatically blocked. The cardholder
can still use any value remaining on the chip to purchase things on the ship. Blocking ACH
access only prevents Navy Cash access to bank and credit union accounts from the ship.
Suspending an account only prevents online ATM withdrawals and online PIN-based and
signature-based purchases ashore. However, the cardholder can still use the card for signature-
based purchases ashore, even when the Navy Cash account balance is negative, at merchants
who process transactions in an offline mode.
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c. 30 Days Prior to Transfer or Discharge

(1) Review Negative Balance Report. The Disbursing Officer should review the
daily Negative Balance Report on adaily basis and ensure cardholders within 30 days of transfer
or discharge are not listed on the report. The amount of any negative balance in a Navy/Marine
Cash account represents a debt to the U.S. Treasury funds pool. Even though the amount of that
debt is not part of hisor her accountability the Disbursing Officer is responsible for collecting on
that debt. There are several options available to accomplish this (see paragraph 8.8.1). The
Disbursing Officer should ensure that the cardholder’ s Navy Cash access to their home bank or
credit union account remains blocked until the negative balance is cleared (see paragraph 8.8.2).
Don’'t unblock access until the Navy/Marine Cash account balance is zero or positive.

(2) Prevent Unrecoverable Debt. The Disbursing Officer should make ajudgment
whether or not a negative balance condition is likely on a cardholder’ s Navy/Marine Cash
account, for example, from an NSF or other returned transaction, taking into account pending
transactions that have not yet been processed by the Navy Cash system.

(@) Eventhough acardholder’s ACH access will be blocked and Navy Cash
account will be suspended automatically based on the transfer date in the member profile, the
Disbursing Officer should evaluate the need to suspend the cardholder’ s Navy Cash account and
block ACH access manually when the cardholder is within 30 days of his or her actual departure
date to prevent an unrecoverable debt from being posted to Navy Cash. If necessary, the
Disbursing Officer can issue a*“ chip-only” visitor card for use on the ship until the cardholder
leaves the ship.

(b) Manual Blocking of ACH Access and Suspending of Navy Cash Account.
To suspend the cardholder’ s Navy Cash account manually, the Disbursing Officer can contact
the CSU via phone or e-mail and request that the cardholder’ s Navy/Marine Cash account be
suspended, which will prevent online ATM withdrawals and online PIN-based and signature-
based purchases ashore. The cardholder’s Navy Cash access to their bank or credit union can
also be blocked, which will prevent ACH access to the home account from the ship. The
Disbursing Officer or authorized Disbursing Clerk can block access through either the
Disbursing Application or the Navy Cash Disbursing web site, or by sending arequest to the
CSU by phone or e-mail. Any updates to Navy Cash card access done through the Disbursing
Application are effective immediately on board the ship and will regulate any subsequent funds
transfer requests the cardholder attempts at the K80 Cashless ATM. Updates done through the
Navy Cash Center web site do not go into effect on board the ship until around trip is completed
between ship and shore. Updates done through the CSU do not go into effect on board the ship
until the CSU receives the information, processes the request, and around trip is completed
between ship and shore

(3) Stop Split Pay Option (SPO). The Disbursing Officer or Marine Admin Section
isresponsible for stopping a cardholder’s SPO at least 30 days before he or she leaves the ship.

d. PCS Transfer. Cardholders transferring PCS (Permanent Change of Station) should
be encouraged to keep their Navy/Marine Cash cards and accounts when they leave the ship,
particularly as more and more shipsin the fleet are equipped with Navy Cash. A Navy/Marine
Cash Debit MasterCard® does not expire until five years from the date of issue for cardsissued
after 24 September 2008 or three years from the date of issue for cards issued before 24
September 2008, so it will remain valid after an individual leaves the ship. If a cardholder’s next
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ship is Navy Cash equipped and his or her card is still valid, he or she can quickly get access to
all Navy Cash capabilities.

(1) Retain Navy/Marine Cash Account. If a cardholder electsto keep hisor her
Navy/Marine Cash card and account, he or she should transfer any remaining funds from both
the chip and the strip as described above before leaving the ship.

(@ Automatic Blocking of Navy Cash ACH Access and Suspending of Navy
Cash Account

((1)) Based on thetransfer datesin the cardholder’s member profile, the
cardholder’ s Navy Cash account is pulled from the ship’s Navy Cash roster and transferred to the
shore command. At the same time, the Navy Cash account is suspended automatically and Navy
Cash ACH access to the bank or credit union account is blocked automatically.

((2)) Neither blocking Navy Cash access to bank and credit union accounts
nor suspending a Navy Cash account disables the chip on a Navy Cash card. The cardholder can
still use any value remaining on the chip to purchase things on the ship. Blocking ACH access
only prevents Navy Cash access to bank and credit union accounts from the ship. Suspending an
account only prevents online ATM withdrawals and online PIN-based and signature-based
purchases ashore. However, the cardholder can still use the card for signature-based purchases
ashore, even when the Navy Cash account balance is negative, at merchants who process
transactions in an offline mode.

((3)) The cardholder should then retain his or her Navy/Marine Cash card
until he or she reportsto a Navy Cash equipped ship. Once on board the new ship, the cardholder
should complete a*“ Ship Check In” at aK80 CashlessATM.

(b) Automatic Unblocking of Navy Cash ACH Access and Unsuspending of
Navy Cash Account

((1)) Having retained his or her Navy/Marine Cash card and reported on
board the new ship, the cardholder must complete a*“ Ship Check In” at a K80 Cashless ATM.
Once the ship has complete the next end-of-day processing between ship and shore, the
cardholder’s Navy/Marine Cash account will be restored (unsuspended), which will allow online
ATM withdrawals and online PIN-based and signature-based purchases ashore, and the
cardholder’s Navy Cash access to the home bank or credit union will be unblocked, which
reinstates Navy Cash access to the account from the ship. Since end-of-day processing is
normally completed each day, the cardholder’s customer profile and full accessto Navy/Marine
Cash capabilities should be available the next day.

((2)) Navy Cash accessto abank and credit union account ashore will be
unblocked automatically only if the ACH Decline Count in the cardholder’ s customer profileis
0,1, or 2 (set to 90, 91, or 92 after being transferred to the Shore Command from the previous
Navy Cash ship).

((3)) ACH Decline Count. The ACH decline count is used to prevent
cardholders from abusing the system. Navy Cash has established returned transaction thresholds.
Every time a cardholder posts an NSF transaction to the Navy Cash system, a*“ counter” records
the event. When a cardholder reaches alimit of three NSFs (ACH Decline Count of 3 or 93), the
ability to access his or her home bank or credit union account from the Navy Cash systemis
permanently blocked. Once Navy Cash ACH access is permanently blocked, the only way it can
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be restored is by authorized Disbursing Officer or Navy Cash Deputy action, either by
unblocking access through the Disbursing Application or the Navy Cash Center web site or by
sending arequest to the CSU.

(2) Close Navy/Marine Cash Account. If a cardholder elects not to keep his or her
Navy/Marine Cash card and account, he or she should transfer any remaining funds from both
the chip and the strip as described above before leaving the ship.

(@ Asapart of the checkout process, the cardholder should report to the
disbursing office (and Admin Section for the Marine Corps) to notify them that he or she wants
to close his or her Navy/Marine Cash account and to turnin his or her card.

(b) After verifying that the cardholder’ s Navy/Marine Cash card is empty, the
Disbursing Officer should change the card status to “ Canceled” in accordance with paragraph
8.4.16, Change Card Status.

(c) Thedisbursing office must then destroy, e.g., cut up or shred, the card in the
presence of the cardholder. The disbursing office should ensure the cardholder signs the card
issue log to document the destruction of the card. The disbursing office must also notify the CSU
via phone or e-mail to close the account.

e. Discharge from Service. Cardholders being discharged from the Navy and Marine
Corps will be required to close their Navy/Marine Cash accounts and turn in their Navy/Marine
Cash cards in accordance with the basic procedures outlined above.

(1) Prior to the cardholder’ s discharge, the Disbursing Officer is responsible for
ensuring that al negative Navy Cash balance conditions are cleared and that minimal
possibilities exist for afuture negative balance condition.

(2) If acardholder iswithin the final 30 days of being discharged from the Navy or
Marine Corps and has a negative Navy Cash balance, the Disbursing Officer’sonly optionisto
post a“DS01” indebtedness, Company Code D411179, to the cardholder’s military pay account
prior to the cardholder’ s separation date (see paragraph 8.8.1).

f. Disposition of Navy Cash Cards. If at all possible, the Disbursing Officer must
recover embossed permanent and instant issue Navy Cash cards from individuals who are
closing their Navy Cash accounts and cancel (see paragraph 8.4.16, Change Card Status) and
destroy the cards in the presence of the cardholder. The cardholder should sign the card issue
log to document the destruction of the card (see paragraph 8.3.1, Custody of Navy Cash Cards).
Visitor cards must also be recovered from anyone leaving the ship, so they can be reissued to
another visitor.
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8.4.21 Account Enrollment

a. Toopen aNavy Cash account, a person must be enrolled in the program. To enrall,
he or she must fill out and sign an enrollment form and report to the disbursing officeto turnin
the form. The Disbursing Officer shall verify the ABA or routing number and the account
number recorded on the form. A sample Navy Cash enrollment form isincluded at Appendix F.

(1) Split Pay Option (SPO). Individuals who elect SPO can have a portion of their
pay sent directly to their Navy Cash accounts each payday.

(@ Enrolling in Navy Cash and signing up for SPO are two separate actions.
Signing up for SPO (see paragraph 8.4.34) does not automatically enroll an individual in Navy
Cash; conversely, enrolling in Navy Cash does not automatically sign an individual up for SPO.

(b) To prevent SPO payroll payments from being rejected, the Disbursing
Officer must ensure that individuals are enrolled in Navy Cash and their Navy Cash accounts are
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open before they sign up for SPO and that the name on the SPO enrollment form matches the
name on the Navy Cash enrollment form.

(c) Should JPMC be forced to reject SPO payroll payments, e.g., for individuals
who do not have Navy Cash accounts or whose names do not match , the funds must be returned
to DFAS Cleveland to be credited to the individuals Master Military Pay Accounts (MMPAS),
which creates additional workload for the Disbursing Officer (see paragraph 8.4.34) and
significantly delays receipt of SPO payroll amounts by these individuals.

(2) Instant Issue Navy Cash Card. Normally, instant issue cards are issued to
personnel newly enrolling in Navy Cash. Once the instant issue card has been assigned to the
account (activated), funds can be loaded on the chip at the Disbursing Office and used on board
the ship immediately. The new enrollment itself will not be reflected on the ship until the new
account is established ashore and the new account information is updated on the ship, which
occurs when the next round-trip processing is completed between ship and shore. Once the round
trip is completed and the new account is established ashore and on the ship, the instant issue card
provides access to all Navy Cash capabilities. A cardholder can, for example, transfer funds at
the K80 Cashless ATM on the ship to the chip or Navy Cash (strip) account from a bank or
credit union account ashore and access funds in the strip account at ATMs ashore or to pay for
purchases at retail locations ashore.

(3) Embossed Permanent Navy Cash Card. Again, the Disbursing Officer will
normally issue an instant issue Navy Cash card on the spot to new personnel enrolling in Navy
Cash. If thereis a need to request an embossed permanent Navy Cash card as a part of the
enrollment process, a visitor Navy Cash card can be issued to the new cardholder to use until the
embossed permanent card is delivered to the ship. When deployed away from homeport for an
extended period, delivery of embossed permanent Navy Cash cards can take several weeks.
Visitor cards can be used for a short period without significant inconvenience until embossed
permanent cards are delivered to the ship. However, visitor cards are chip-only cards. They can
only be used to make purchases on board ship. They cannot be used to access a bank or credit
union account ashore from the K80 Cashless ATM on the ship and transfer money to the chip.
They do not have a magnetic strip. They cannot be used to pay for purchases ashore or to access
commercial ATMs off the ship. Visitor cards cannot be used to access Split Pay credited to a
cardholder’s Navy Cash (strip) account from the K80 Cashless ATM. If necessary, for an
individual already enrolled in Navy Cash and waiting on delivery of an embossed permanent
card, split pay can be transferred to the chip on the visitor card using the Disbursing Application
(see paragraph 8.4.8).

b. All authorized military personnel who request Navy Cash privileges and enroll in
Navy Cash consent in writing, using the Navy Cash enrollment form, to immediate collection
against their pay for the face value of or resulting negative Navy Cash account balance due the
U.S. Treasury funds pool from all dishonored transactions returned for Non Sufficient Funds
(NSF), closed accounts, inaccurate account information, or any other return reason. With this
procedure, dishonored transactions will not become a delinquent debt; therefore, thereis no
authority to assess a service charge (Reference DOD FMR, Volume 5, Chapter 4).

c. Toenroll aperson, the Disbursing Officer clicks on the “New Account Enrollment”
link in the Disbursing Application and enters the enrollment information into the on-screen
enrollment form. If arequired field isnot filled in, the application will prompt the Disbursing
Officer for the missing information. Required blocks are indicated with an asterisk (*). Some
guidance for completing the enroliment fields is provided in the following subparagraphs.
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(1) General Guidance. Use only letters and numbersin all fields of the “New
Account Enrollment” screen. Do not use any commas, dashes, parentheses, periods, and special
charactersin any of the enrollment fields.

(2) Middlelnitial. Thisisaone character field. It should then be left blank when the
person being enrolled does not have amiddleinitial.

(3) Address. Personnel stationed aboard ship should use the ship’s mailing address,
entering the ship’s name in address line 1. To make sorting cards mailed to ships easier,
personnel stationed aboard ship should include their assigned division in address line 2.

DK1Curt Maple

Account 1234
AnneMaple Name
123 Pear Lane 15060000
Anyplace, VA 20000 i
PAY TO ]
ORDER ¢ Depository $
DOLLARS

ABA
Routing

Number Number Do not include the
For / check number.

ANYPLACE BANK
Anyplace, VA 20000

Account

(4) Bank Account Name. Enter the name of the person being enrolled asit appears
on hisor her account or check, not the name of the bank (depository name).

(5) ABA Routing Number and Account Number. The Disbursing Officer shall
verify the ABA or routing number and the account number.

(6) If either abank account name, ABA routing number, or account number is
entered, they must all be entered. If any one of these is missing, an error message will appear. If
the Navy Federal Credit Union ABA routing number is entered, the system will check to seeiif
the account number is a Share Savings account, that is, the eighth and ninth positions of the
account number are zero, in which case an error message will be displayed.

(7) Account Type. For “Account Type”, use the selections in the drop down box to
indicate whether the account the cardholder is associating with his or her Navy Cash account isa
“Checking” or “Savings’ account.

(@ Personal Checks. For contingency planning purposes, al crew members
should be encouraged to associate an account that supports writing of personal checksif at all
possible. Prior to an extended or overseas deployment, notify al crewmembers via POD notes
or e-mails to have a minimum number of personal checks available on board ship to usein the
event Navy Cash isat or near complete mission failure for an extended period of time.

(b) ATM, Debit, or Check Cards. Again, for contingency planning purposes, all
crew members should be encouraged to have the ATM, debit, or check card issued by their bank
or credit union available on board ship. Many ports Navy ships visit have an extensive ATM
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infrastructure available where the crew can obtain the local currency they need on liberty in the
event Navy Cash isat or near complete mission failure

d. Enroll and Issue Instant |ssue Navy Cash Card

(1) After selecting an instant issue Navy Cash card from the stock of spare cards,
the Disbursing Officer shall document issuing the card in the Navy Cash Card Issue Log,
recording the last four digits of the card number, name and last four digits of the SSN of the card
owner, issue date, signature of the recipient, and the name and signature of the issuer (see
paragraph 8.3.1, Custody of Navy Cash Cards).

(2) The Disbursing Officer inserts the new instant issue card into the K22 and clicks
the “Get Card Info” button.

(3) Thecard ID number of the newly issued card will be displayed in the “ Generic
Card #” window if the card is unassigned. Otherwise, the current assignment status will be
displayed, and another instant issue card must be used from stock.

(4) The Disbursing Officer then clicks the “Submit” button to initiate enrollment of
anew account holder in Navy Cash, assign the instant issue Navy Cash card to the account, and
activate the card.

(5 Again, oncetheinstant issue card has been assigned to the account (activated),
funds can be loaded on the chip at the Disbursing Office and used on board the ship immediately.
Once the next round trip is completed and the new account is established ashore and on the ship,
the instant issue card provides access to all Navy Cash capabilities, both on the ship and ashore.

e. Enroll and Request Embossed Permanent Navy Cash Card

(1) Torequest an embossed permanent card when enrolling an individual, rather
than inserting a new instant issue card into the K22 and clicking the “ Get Card Info” button, the
Disbursing Officer ssimply clicks the “Submit” button to initiate enrollment of a new account
holder in Navy Cash.

(2) The Disbursing Application will ask the Disbursing Officer to verify he or she
wants to enroll an individual without assigning a generic (instant issue) card. The Disbursing
Officer then clicksthe “Yes” button to create arequest for a new embossed permanent card
without issuing an instant issue card. If an embossed permanent card is requested as a part of the
enrollment process, the new enrollee will have to wait to receive the new card in the mail. A
visitor Navy Cash card can be issued to the new enrollee to use until the embossed permanent
card is delivered to the ship.

(8 For security reasons and to prevent fraud, the new embossed permanent
Navy Cash card arrives on the ship in a*“pendactive” status and must be activated before it will
work (see paragraph 8.4.16.a, Card Activation).

(b) A cardholder can activate a new embossed permanent Navy Cash card at the
K80, aslong as there is no other active card associated with the account. The Disbursing Officer
can activate the card at the Disbursing Application.

(3) If avisitor card isissued to use until the embossed permanent card is delivered,
the Disbursing Officer shall document issuing the visitor card in the Navy Cash Card Issue Log,
recording the last four digits of the card number, name and last four digits of the SSN of the card
owner, issue date, signature of the recipient, and the name and signature of the issuer.
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(@) Vigitor cards are chip-only cards. They are issued by the disbursing office
and are intended only to make purchases on the ship. They do not have a Navy Cash account
associated with them. They do not have a magnetic strip. They cannot be used for purchases
ashore or to access commercial ATMs off the ship.

(b) Visitor cards are reusable. The visitor card should be cashed out and turned
in when the embossed permanent Navy Cash card arrive so it can be reissued.

NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer New Account Enrollment

Applicant Information:

Card Maintenance

“SEM: 129486780 Title:
*First Mame: [JOHM “Middle Iritial: |'|'_
“Last Mame: [SpdTH “Date of Bith [mmdd): (o5 | (24 =
*Mother's Maiden Mame: | JOMES *Home Phone: [208-123-4567

Email Address: “Military Branch: [pansy 7

“PapGrade: [pg  »
Address:

“tuddiess: [USS MEVERSAIL (DDG 123)

|
|
“Ciy: |FPO “Gtate: [ap
“Zip Code: ’mg_: e Db e s -

Bank Account Infarmation:

Are you sure wou want ta enroll without assigning a Generic card?

ARA:

Account Mo: Yes §a]
Fracedure
1. Enter the required information. 4. Click the "submit’ buttan.
2. Place the generic card into the card reader. 5. Place allocated generic card in a separate
3. Click the 'Get Card Info.' button. location, Enrollee may retrieve card when the
Mote: the card ID will be displayed if the card is application has been processed and returned from
unazzigned. Otherwize the curment assignment shore.

statuz will be displayed and another generic card
must be uzed.

Get Card Info | Reset |

“Generic Card #: |

Submit | Feset

You are using verzion 1.5.48 of the Dizsbursing Application. [hep) 1/7/2009 8:00 PM

f. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting the “View Reports’
link in the Disbursing Application, clicking on “Navy Cardholder Issued Card Report” in the
“Qperations Reports’ window, filling in the start and end dates for the inclusive period, and
clicking on the “ Generate” button. The Navy Cardholder Issued Card Report lists by operator
ID thelast four digits of the card numbers, name and last four digits of the SSN of the
cardholders, and issue dates for any cards issued during the period.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-62 14-Aug-09



g. Forward Signed Enroliment Forms to JPMC. The hardcopy enrollment form, signed
by the individual, must be sent via FedEx or UPS or other traceable means to the Treasury
Financial Agent, JPMorgan Chase (JPMC). Enrollment forms contain sensitive personal
information and must not be mailed viathe U.S. Postal Service (USPS).

(1) Double-pack al forms, with the JPM C address below on each envelope/
package, to protect against possible damage during the shipping and handling process.

JPMorgan Chase

Document Processing Services

Attention: Phyllis Smith

300 N King Street, Mail Stop DE 1404

Wilmington, DE 19801

(302) 282-2176 (Please use this number only for FedEx, UPS, etc. packages)

(2) Sendan e-mail notification to the JPMC Scanning Operations representatives
listed below for each package of enrollment forms sent. Include the following information in the
e-mail: date package was sent, number of enrollment forms in package, carrier name (e.g.,
FedEx, UPS etc.), and the ship’s name and Point Of Contact (POC) on the ship.

phyllis.d.smith@chase.com
yusef.allen@chase.com
robin.herbus@chase.com

(3) Enrollment forms may be imaged and kept on file by JIPMC, the Treasury
Financial Agent. The electronic image shall be considered the legal equivalent of the original.

(4) If there are any questions, contact the CSU at navycashcenter @ezpaymt.com or
1-866-6NavyCash (662-8922).

(5) Retain Copy of Signed Enrollment Forms On Board. A copy of each enrollment
form, signed by the individual, shall be maintained on board ship for reference. Enrollment
forms can be purged three years from the date of signature, unless the individual is still on the
ship.

h. Definition of terms:
Title = rank, rate, or title, for example, OS2, LT, Mr., Ms.
Phone = home phone number
Pay Grade = E1-E9, 01-010

Address = address to which the embossed permanent Navy Cash card should be
mailed. Normally, the ship’s address for personnel stationed aboard ship. Members of
ship’s company should include their assigned division on line 2 of the address block
on the enrollment form when they enroll. To make it easier to track down individuals
who are not part of ship’s company, they should include their company name or
command name on line 2 of the address block.

Generic Card # = card number on Navy Cash Card taken from the stock of cards held
by the Disbursing Officer (see paragraph 8.3.1, Custody of Navy Cash Cards).

The following information can be found on a personal check or deposit slip
associated with a cardholder’s Direct Deposit Account.
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ABA = transit routing number or bank routing indicator—the first nine numbersin
the micro line (MICR) at the bottom of a check or savings account deposit dlip.

Account No = aslisted on check in the remaining numbers of the micro line (MICR)
or savings account deposit dlip.

Account Name = Name of the individual as listed on check or deposit dlip.

i. Déelivery of Cards. If there are less than 10 cards being sent to a ship, they are sent
viathe U.S. Postal Service (USPS) directly to the individual cardholder. Shipments of 10 or
more cards are FedEx’ ed to the Disbursing Officer for further distribution to the individual
cardholders. FedEx shipments can be tracked. Navy/Marine Cash cards shipped via FedEx
should arrive at the FISC L ogistics Support Center (L SC) about 10 business days after PMC
receives the enrollment data electronically. Contact the ship’s Logistics Support Representative
(LSR) to check the status of any card FedEx shipments.

ui| NavyCash Disbursing Application g@|@
Welcome, DISEOD

Logout

Funds Transfer

g ' Account Information Update

Card not Prezent
Enter criteria to search:

Social Security Mumber: OR

Merchant: | j OR
MazterCard Mumber: | OR
B Last Mame ¢ First Mame: | AND |
Account Maintenance Account Search | Reset |

Card Present

L Insert card: Get Card Info

Operations

I End of Day

Member Profile

First Hame: | Branch of Service: ,7
Middle Iritial: [ Social Security Number: [
Last Mame: | Tranzfer Type: |<NDNE> j
Chip Load Limit: [ Transter Date: [+
DDA Account b Mavy Cash Transfer Amourt [~
Bank Account Information
Bark Account No: | Bank Account Type: ,ml
Bank Account Mame: | Cusztarner Type: ,M‘
ABA: ’7

™ Block dcoount Request ACH Decling Count: [~ ACH Allowed: [
[OCESE & Split Pa ™ Unblock &ccount

Account Update

You are using version 1.5.48 of the Dizbursing Application. [hep) 1/6/2009 B:11 PM
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8.4.22 Account Information Update

a. To update his or her account information, for example, to change to a new bank and
credit union, the cardholder or Navy Cash merchant can report to the Disbursing Office.

b. The Disbursing Officer clicks on the “ Account Information Update” link.

c. Account information is stored in a cardholder’s member profile. To search for the
appropriate “Member Profile”:

(1) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN (or selects an appropriate merchant from the drop down menu) or
enters the cardholder’ s last name or the initial letter or letters of the last name in the “Card not
Present” box and then clicks the “ Account Search” button. When multiple card ID numbers
match the search criteria, the Disbursing Officer must carefully verify that the card selected isthe
correct card.

(2) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the K22 and clicks the “ Get Card Info” button in the “ Card Present” box.

(3) The Disbursing Application brings up the cardholder names associated with the
search criteria.

d. After verifying the cardholder’ s identity, the Disbursing Officer highlights the
correct name, and the current account information is displayed in the “Member Profile” and
“Bank Account Information” windows.

e. Name Change. Changes to the cardholder’ sfirst or last name or middle initial, for
example, to correct amisspelling or to change alast name to reflect a marriage or divorce, will
automatically update the cardholder’ s member profile in the Navy Cash system and in the Navy
Cash card management system ashore. Keep in mind that, to avoid failed SPO payrall
payments, a cardholder’ s name in their member profile in Navy Cash must match their namein
their Master Military Pay Account (MMPA). Updating a cardholder’ s name in their member
profile will not generate an automatic request for a replacement Navy Cash card.

(1) Replacement Cards. A cardholder who is currently using an instant issue Navy
Cash card will continue to use the same card — areplacement card is not needed. A cardholder
who is using an embossed permanent Navy Cash card can continue to use the same card, aslong
as the misspelling or name change is considered minor. Because Navy Cash cards are relatively
expensive, the cardholder and the Disbursing Officer should decide jointly whether or not a
replacement card is genuinely necessary. Name changes due to major misspellings or marriage or
divorce would, of course, warrant a replacement card.

(2) Prior toissuing areplacement card (see paragraph 8.4.19, Assign Replacement
Card), the Disbursing Officer must cancel the old card (see paragraph 8.4.16, Change Card
Status.

(3) Instant Issue Navy Cash Card. Normally, an instant issue card will be issued on
the spot as a replacement for an embossed permanent card. To provide quicker access to any
funds remaining on the chip of the old embossed permanent card, the cardholder can move the
funds on the chip to the strip using the K80 Cashless ATM before coming to Disbursing.
Otherwise, the system will automatically do a chip-to-strip transfer to restore the value on the
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chip when the card is canceled, and the funds won't be available in the Navy Cash account until
the next round-trip processing is completed between ship and shore.

(4) Embossed Permanent Navy Cash Card. If there is aneed, an embossed
permanent Navy Cash card can be requested. A visitor Navy Cash card can be issued to the
cardholder to use until the embossed permanent card is delivered to the ship.

(8 Viditor cards are chip-only cards. They areissued by the disbursing office
and are intended only to make purchases on the ship. They do not have a Navy Cash account
associated with them. They do not have a magnetic strip. They cannot be used for purchases
ashore or to access commercial ATMs off the ship.

(b) For security reasons and to prevent fraud, the new embossed permanent
Navy Cash card arrives on the ship in a“pendactive” status and must be activated before it will
work (see paragraph 8.4.16.a, Card Activation).

f. Transfer Type and Date

(1) Thedisbursing office must work closely with the personnel office to keep track
of cardholders who will be leaving the ship within 30, 60, and 90 days (see paragraph 8.4.20,
Close or Suspend an Account Pending Transfer or Discharge?). To assist in monitoring transfer
dates, the Disbursing Officer should ensure that the projected “ Transfer Date” and “ Transfer
Type” in each cardholder’ s member profile is current. For “ Transfer Type”, use the selectionsin
the drop down box to indicate whether the transfer is a“ Transfer of Command”, in which the
cardholder is transferring to a new ship or shore command, or a“Separation”, in which the
cardholder isleaving the Navy.

(2) Based on thetransfer datesin the member profiles, a shore report will be
generated when a cardholder’ s transfer is within a 30-day window. The shore report will contain
account balances and will serve as a notice to clear any negative balances before these
cardholders leave the ship.

(3) Transfer to Shore Command. The transfer dates in the member profiles will also
be used to pull accounts of cardholders who have left the ship off the ship’s Navy Cash roster
and transfer these accounts to a“shore” command. Once these accounts are transferred to the
shore command, a standard set of reports, including the daily Negative Balance Report and
Returned Items Detail Report, will continue to be generated, so that any account activity can be
monitored ashore and any negative account balances can continue to be pursued.

(4) Automatic Blocking of Navy Cash ACH Access and Suspending of Navy Cash
Account. As soon as they are transferred to the shore command, Navy Cash accounts are
suspended automatically and Navy Cash access to bank and credit union accountsis blocked
automatically. Blocking access prevents Navy Cash access to bank and credit union accounts
from the ship. Suspending an account prevents online ATM withdrawals and online PIN-based
and signature-based purchases ashore. The cardholder can still use the value on the chip to
purchase things on the ship. The cardholder can still use the card for signature-based purchases
ashore, even when the Navy Cash account balance is negative, at merchants who process
transactions in an offline mode.

g. For Cardholders with Negative Navy Cash Account Balances

(1) Navy Cash Card Limits. Reducing the maximum amount that can be transferred
from a bank or credit union account ashore and/or reducing the maximum amount that can be
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loaded on the chip are options available to discipline a cardholder who continues to have
problems with negative account balances (see Appendix L, Guidelines for Negative Account
Balances). Any updates to these card limits are effective immediately on board the ship and will
regulate any subsequent funds transfer requests the cardholder attempts at the K80 Cashless
ATM. To change card limits, enter anew limit in the “Chip Load Limit” block and/or “DDA
Account to Navy Cash Transfer Amount”. For cardholders, the maximum chip load limit is
$1,000, and the maximum DDA (home bank or credit union) account to Navy Cash transfer
amount is $400 per day. For merchants, the maximum chip load limit is $50,000 for Navy Cash
cards issued after 24 September 2008 and $9,999.99 for Navy Cash cards issued before 24
September 2008, and the maximum DDA account to Navy Cash transfer amount is $5,000 per

day.

(2) Blocking Accessto Bank and Credit Union Accounts Ashore. Blocking Navy
Cash access is an option available to discipline a cardholder who continues to have problems
with negative account balance. Any updates to block Navy Cash access are effective
immediately on board the ship and will regulate any subsequent funds transfer requests the
cardholder attempts at the K80 Cashless ATM. To block account access, click on the “Block
Account Request” button.

(3) Negative Balance Notification at K80 Cashless ATM. When cardholders Navy
Cash (strip) account balance is negative, a message will be displayed on the K80 Cashless ATM
after they enter their PIN notifying them that the account is negative and asking them to go to
Disbursing to arrange to clear their negative balance. With automatic representment, transactions
returned for Non Sufficient Funds (NSF) will normally be cleared automatically on the next pay
day when the transaction is represented (see paragraph 8.8.1.d for the characteristics and
l[imitations of automatic representment).

(4) Guidelinesfor Negative Account Balances. Appendix L provides
recommendations for taking action in the case of a cardholder whose Navy Cash account balance
is negative. These guidelines are based on the number of times a cardholder’ s account has gone
negative and are listed in order of severity, from least severe to most severe. These guidelines are
offered as suggestions only; the actual action taken is at the discretion of the cardholder’s chain
of command.

(5) Unblocking Accessto Bank and Credit Union Accounts Ashore. Once a
cardholder’ s negative account balance has been cleared, click on the “Unblock Account” button.

(@ ACH Decline Count. The ACH decline count is used to prevent cardholders
from abusing the system and would not normally be reset. Navy Cash has established returned
transaction thresholds. Every time a cardholder posts an NSF transaction to the Navy Cash
system, a“counter” records the event. When a cardholder reaches a limit of three NSFs, the
ability to access his or her DDA account from the Navy Cash system is permanently blocked.

(b) Once Navy Cash access is permanently blocked, the only way it can be
restored is by authorized Disbursing Officer or Disbursing Clerk action, either by unblocking
access through the Disbursing Application or the Navy Cash Center web site or by sending a
request to the CSU.

(c) Thefollowing summarizes ACH decline counts. For a more complete
description of “ACH Allowed” and “ACH Decline Count” flags and codes, see paragraph 8.8.2,
Blocking and Unblocking Access to Home Accounts.
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0,1,2,3 Number of ACH returnsfor NSF Allow unblock

90,91, Blocked on transfer Allow unblock
92,93 Previousvaue0,1,2,3

95 No linked account information Allow unblock if bank or credit union
provided during enrollment account and ABA numbers updated

96 Unacceptable NFCU account provided = Allow unblock if account number updated

97 Technical error processing account Allow unblock if error corrected

98 Return other than NSF, e.g., invalid Allow unblock if bank or credit union
account number account and ABA numbers updated

99 Manually blocked by disbursing Allow unblock

(6) Daily Blocked Account Report. This shore report lists al cardholders whose
access to their linked bank or credit union account is blocked. The report includes cardholders
first and last name, the last four of their SSN, their account number, and their decline count. The
Disbursing Officer should review the Daily Blocked Account Report on adaily basis. The report
will make it easier for disbursing to research the cause when cardholders find that they do not
have access to their linked bank or credit union account at the Cashless ATM (K80). Cardholders
who appear on the report because of unacceptable or invalid account information (decline counts
96 or 98) should be contacted so they can update their home bank or credit union account
information (see paragraph h below).

(7) Again, any updates to Navy Cash access done through the Disbursing
Application are effective immediately on board ship and will regulate any subsequent transfer
requests the cardholder attempts at the K80. Updates done through the Navy Cash Center web
site do not go into effect on board ship until around trip is completed between ship and shore.
Updates done through the CSU do not go into effect on board the ship until the CSU receives the
information, processes the request, and around trip is completed between ship and shore.

(8) Blocking access only prevents Navy Cash access to bank and credit union
accounts from the ship. The cardholder can still use the card for signature-based purchases
ashore, even when the Navy Cash account balance is negative, at merchants who process
transactions in an offline mode. Suspending an account (see paragraph 8.4.20.c) only prevents
online ATM withdrawals and online PIN-based and signature-based purchases ashore. Neither
blocking Navy Cash access to bank and credit union accounts nor suspending a Navy cash
account disables the chip on a Navy Cash card; the individual can still use the value on the chip
to purchase things on the ship.

h. Bank Account Information. For “Customer Type’, indicate whether the account the
cardholder is associating with his or her Navy Cash account isa“ Consumer” or “Business’
account. Generally, individual cardholders will have “ Consumer” accounts. A Navy Cash
merchant, on the other hand, may have opened a“Business’ account. For “Bank Account
Type’, use the selections in the drop down box to indicate whether the account the cardholder is
associating with his or her Navy Cash account isa*“ Checking” or “ Savings’ account.

(1) Personal Checks. For contingency planning purposes, all crew members should
be encouraged to associate an account that supports writing of personal checksif at al possible.
Prior to an extended or overseas deployment, notify all crewmembers via POD notes or e-mails
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to have a minimum number of personal checks available on board ship to use in the event Navy
Cash isat or near complete mission failure for an extended period of time.

(2) ATM or Debit Cards. Again, for contingency planning purposes, al crew
members should be encouraged to have the ATM or debit card issued by their bank or credit
union available on board ship. Many ports Navy ships visit have an extensive ATM
infrastructure available where the crew can obtain the local currency they need on liberty in the
event Navy Cash isat or near complete mission failure.

i.  Once the appropriate updates to the cardholder’ s account information have been
completed, the Disbursing Officer clicks on the “ Account Update” button to initiate the
changes. Any updates are effective in the local database on board the ship immediately and are
effective in the database ashore as soon as the end-of-day round trip is completed between ship
and shore.

NawyCash Disbursing Application

Welcome, DISBOD

Logout

Funds Transfer

’ ' Note Maintenance

Funds Transfer
Card M aintenance Card not Frezent

[ Wiew Disbursing Notifications

Enter criteria for Individual Note search:

Social Security Number:

Card Beport
Lard Fiepor M asterCard Number: | OR
Seedink Moo Last Mame / First M arne: | AND |
h Fieplacerent Card
Reszet |
Card Present
OR Ingernt Card: Get Card Infa
List of Members matching Search Criteria
List of Motes for Highlighted Member
Help
You are using version 1.5.48 of the Dizbursing Application. [hep) 1/6/2009 B:12 PM
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8.4.23 Note Maintenance

a. A “Note” isamemo internal to Navy Cash that is stored in a cardholder’ s member
profile. “Disbursing Notifications’ notes are sent by the Navy Cash shore side primarily to
notify the ship of any replication conflicts between ship and shore. On board the ship, the “Note
Maintenance” function enables the disbursing office to view the notes stored in member profiles
and to add notesto log efforts to clear negative balances. The ability to add notes can be used to
both coordinate actions taken within the disbursing office to clear negative balances and to
document those actions for the chain of command or auditors. Initially, the only “Note Type’
that can be generated on the ship is a“Negative Balance” note.

b. Toview or add a note, the Disbursing Officer clicks on the “Note Maintenance” link.
If the “View Disbursing Notifications’ checkbox at the top of the screen in the “ Card not
Present” box is checked, only the notes that report replication conflicts between ship and shore
are displayed. If the checkbox is unchecked, all notes are displayed. To view a particular note:

c. “View Dishursing Natifications’ Checkbox Unchecked.

(1) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the K22 and clicks the “Get Card Info” button in the “ Card Present” box.

(2) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN or the MasterCard number from the front of the cardholder’s Navy
Cash card or the cardholder’ s last name or the initial letter or letters of the last name in the “Card
not Present” box and then clicks the “ Search” button.

(3) If needed, the “Help” button can be pressed to display the procedures to search
for a cardholder’ s name and to view and add notes.

Help for Note Maintenance

Procedure

Ta Search for a user ToView tdd Hates
1. Have uzer inzert card. From the ‘Lizt of Members matching Search
2. Click the 'Get Card Info’ button, Criteria’ bow:
ar 1. Choose a Member.
1. Enter Social Security Humber or 2. 'ou can either Add Mote'
2. Enter Social MasterCard Mumnber ar ar
3. Enter Lazt / Firgt Mame. From the 'List of Maotes for Highlighted Member'
4. Click Search. b

3. Choose a naote,
4. Either Wiew Mote' or 'Add Mate',

(4) The application brings up the names associated with the search criteria.

(5) After verifying the cardholder’ s identity, the Disbursing Officer highlights the
correct name in the “List of Members Matching Search Criteria’ box, and alisting of all the
notes in the cardholder’s member profile appears in the “List of Notes for Highlighted Member”
box. The most recent note is listed first. With the “View Disbursing Notifications’” checkbox
unchecked, thisincludes both “ Disbursing Notifications” and “Negative Balance” notes.
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(6) View Note. To view anote, select the appropriate listing and click on the “View
Note” button. The “View Note” window will be displayed, and the “Note Comments” can be
reviewed but not edited. Click on the “Cancel” button to close the note. For a discussion of
“Disbursing Notifications’ notes and the actions to be taken, see paragraph d.(5) below.

Add Note

Mate for BAILEY, BEETLE F

MNote Type:  NEGATIVE BALANCE

Mate Subject:

Cornmment
D501 Initiated
Fundz Tranzfer

Mote Comments;

SPO Incremented

Add Note LCancel ‘ Help ‘

(7) AddNote. To add a note to the cardholder’ s member profile, click on the “Add
Note” button. The “Add Note” window will be displayed. At least initially, the only “Note Type’
that can be generated on the ship is a*“Negative Balance” note.

(& Usethe“Note Subject” drop down menu to select an appropriate subject.

(b) Inthe*“Note Comments’ box, enter appropriate comments to document any
Navy Cash account actions taken. Comments should be kept relatively simple, but should make
clear what action was taken, who took the action, and what date the action was taken. Thereisa
limit of 1,000 characters for note comments. Click on the “Add Note” button to save the note.

(c) Oncethe noteis saved, note comments cannot be changed. Take carein
composing the comments. Proofread the comments before clicking the “ Add Note” button.
Careful attention isrequired because al notes are retained permanently as a part of an
individual's member profile and are sent along with the rest of the profile to each new ship when
an individual does a“Ship Check In” at aK80 Cashless ATM.
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Add Note

Mate for BAILEY, BEETLE F

MNote Type:  NEGATIVE BALANCE

Mate Subject  [Cash Bed j

Mote Comments: [TEST

Add Note LCancel ‘ Help ‘

d. “View Disbursing Notifications’ Checkbox Checked.

(1) TheDisbursing Officer entersthe “Disbursing Note Start and End Dates” in the
“Card not Present” box and then clicks the “Search” button. The start date defaults to the last
time the operator logged on to the Disbursing Application. If no end date is entered, all
“Disbursing Notifications’ notes up to the current log-in will be displayed. The “ Card Present”
search option is not available if the checkbox is checked.

(2) After verifying the cardholder’ s identity, the Disbursing Officer highlights the
correct name in the “List of Members Matching Search Criteria’ box, and alisting of only the
“Disbursing Notifications’ notesin the cardholder’s member profile appearsin the “List of
Notes for Highlighted Member” box. The most recent note is listed first.

(3) Toview anote, select the appropriate listing and click on the “View Note”
button. The “View Note” window will be displayed, and the “Note Comments’ can be reviewed
but not edited. Click on the “Exit” button to close the note. The “Add Note” option is not
availableif the“View Disbursing Notifications’ checkbox is checked.
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MavyCash Disbursing Application

Welcome, DISBOD

L gouk

Funds Transfer

il Note Maintenance
P

Card Maintenance Card not Prezent

W View Dizburzsing Notifications

Enter criteria for Dizshursing Note search

Disbursing Mote Start Date: [04,20,/2005 14:34:44

Card Report
AR Disbursing Mote End Date: |
Search ‘ Beset

il

Qpeatnas Ligt of Memberz matching Search Criteria
Indicate End of Day 29044 BAILEY JR-TEST. DAVID-TESTITH nn4z A
44569 BENNISZ_14_06, ELAINEZ 17 06 S 4347
BORZEE BERGSTEIN, MAXINE A 7009
GORZEEG BERGSTEIN, ROBERTA M 7008

29522 DLOAT, DANIEL 0053

FREEMAN, MARCIA T
?9EFRRA CFNFRLT WFSS — FOOM TT EEER
{ |

Lizt of Mates for Highlighted kember
R dA PM . BEPLICATION CONFLICT
4404 DL3800 41272006 8:27:30 PM BOE25E  REPLICATIOM COMFLICT

4402 DL3800 41272006 8:13:23 PM BOE25E  REPLICATION COMFLICT

Wigw Mate Help

You are using version 1.5.0 of the Disburzing Applization. (hop.diZ80) 4/20/2008 11:01 AM

(4) Replication Conflicts. Replication conflicts can occur when both the ship and
the shore side update a cardholder’ s account information between two consecutive round trips.
For example, the ship may initiate a change to a cardholder’ s account information using the
“ Account Information Update” function in the Disbursing Application (see paragraph 8.4.22) on
the same day that the shore side updates a cardholder’ s account information based on a separate
phone or e-mail request from the ship.

(& The Navy Cash system, both ship and shore, will apply the account update
received from the ship. When alerted to the replication conflict by the “ Disbursing Notifications”
note, the Disbursing Officer should review the cardholder’ s account information and update as
necessary to resolve any errors that may have resulted from the conflict (see paragraph 8.4.22,
Account Information Update).
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Mate for FREEMAMN, MARCIA |

Mote Date:  4/12/2006 8:27:31 PM

Maote Type:  REPLICATION COMFLICT

MHaote Subject: J

Mate Comments: D ate Detected: <0412006 20:27-31>Batch |d:<DL3B00_322»Record
Tupe<12:Ship Record<zre_acct_name: FREEMAN MARCIAL: Shore
Record<arc_acct_name: FREEMAM MaRCLa>:

Account
Infarmation i Cancel Help
Update

(b)  When viewing a note, clicking on the “Help” button will display the options
available for “Replication Conflict” notes. Clicking on the “Cancel” button will return the
application to the “Note Maintenance” screen. Clicking on the “ Account Information Update”
button will open an “Account Information Update” screen and display the data for the record in
conflict (see paragraph 8.4.22, Account Information Update). The Disbursing Officer can then
update the data to fix the replication error if necessary. In the sample screen above, the account
name can be changed to reflect the correct first name, Marcia, if the cardholder desires (see
paragraph 8.4.22.€). From the “ Account Information Update Screen”, clicking on the “ Return to
Note Maintenance” button will return the application to the “Note Maintenance” screen.

Help for Note Maintenance

Procedure

Options for Replication Conflict Motes

1. The ‘Account Information Update' buttar will
take you ta the ‘Account Information Update'
zoreen where you can check and fis any
Replication errors.

2. The 'Cancel' button takes pou back to the
‘Mote Maintenance’ screen.

3. The 'Help' button talkees pou tao this screen.

Exit
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= NavyCash Disbursing Application

Welcome, DISBOD

Caid Report

Account Maintenance

0OR

Operations

Indicate End of Day

Utility Functions

Lo

You are uzsing version 1.5.0 of the Disburzing Application. (hop.di380) 442042006 11:05 Ak

0=

" 4 Account Information Update

Card niot Prezent
Enter criteria to search:

Social Security Mumber: OR

terchant; | j OR
tasterCard Murmber: | OR
Last Mame / First Mame; | AMD |
Account Search ‘ Beset ‘

Card Frezent

Insert card: Get Card Info

kember Profile:

First Name: [MaRCIA Branch of Service:  |CiyiLIAM
tiddle Mame: || Social Security Murmber: [n50107003
Lazt Mame: |FF|EEMAN Tranzfer Tppe: |<NDNE> ﬂ
Chip Load Limit: [1000 Transfer Dater |/ 4

DD& Account to Mawy Cash Transfer Amount: {400

Bank Account Information

Bank Account Mo |0g30200713—— Bank Account Twpe: |CHECKING -
Bank Account Mame: |FF|EEMAN MARCIAL Customer Type: [CONSUMER

ABA: |99390001 7
i~ Block Account Request ACH Decline Count: ,IJ_ ACH Allowed: |Y—

" Unblock &ccount

Account Update EMEU_JFH to Mote
alhtenance
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View Disbursing Notifications

Diizburzing M otifications

L

MNaote Date:  4/12/2006 5:27:30 PM

Mote Type:  REPLICATION COMFLICT DETECTED

MHate Subject: J

Hate Comments:  |One or more replication conflicts have been detected while synchronizing
data from Batch 1d:<DL3300_322> with the shore system. Pleaze see the L
Replization Conflict Repart for details -

P

Ms COMMAND

[ERS

LCancel Help ‘

Ready. Resourceiul. Responsive!

I ou are uzing werzion 1.5.0 of the Dizsbursing Application. [nop.di330] 4,420,/ 2008 1030 Ak

(c) Replication Conflict Report. The Disbursing Natifications note identifies the
EOD batch that contains the replication conflict. Disbursing can then pull the Replication
Conflict Report for that period to obtain the details of the conflict. The Replication Conflict
Report is a ship report that can be generated as needed on the ship (see paragraph 8.4.25, View
Reports). To select, view, and print the report, Disbursing can click on the “View Reports” link
on the Disbursing Application, click on the “Replication Conflict Report” link in the “Disbursing
Office Report” box, fill in the start and end dates for the inclusive period desired, click the
“Generate” button, and, once the report appears, click the “Print” button.

e. Disbursing Natifications Alerts. Disbursing Notifications notes appear as alerts at
start up of the Disbursing Application or when a new operator logs on. Like the “Negative
Balance” notes above, Disbursing Notifications notes are retained permanently as a part of an
individual's member profile. An operator will see all the Disbursing Notifications notes that
have been received by the ship since the last time he or she logged on to the Disbursing
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Application. A brand new operator will see only the last 30 days of accumulated notifications
notes. Click on the“Cancel” button to close the note.

NawvyCash Disbursing Application

Welcome, DISBOD

Lot

Funds Transfer

' Operations
- P

Operations Options.
1. Indicate end-of-day.

Used to launch EQD scripts, transfer data and generate EOD -specific reports. This will end all buziness
tranzactions for that particular day and beqin recording all subsequent ranzactions for the nest business

day.
2 View Reports.
Used to generate, save or print Disbursing and Application reports,
3. ROM Il Reparting.
Uzed ko generate a report on dizcrepancies between ROM || and MawwCazh.
4. Safe Bank Transactions.
Used ta facilitate the deposit of funds to the Bank or the Safe. This option enables the Disburzing
Officer o make adjustments to the check and cash amounts in the Safe Audit Summary Feport [SA5R)
in order to force-balance the Mavy Cazh application prior to completing the 'Indicate End-of-Day’
function. The reason for the out-of-balance condition can be investigated after the fact as required.
5. Operatar 1D Maintenance.
Uzed to register new or modify existing syztem operators,

E. Yending and Ship's Store.

Uzed ta indicate End of Period for configured Vending Merchants.
In addition, you can bind CADs bo Yending Machines,

7. Event Maintenance.

Uzed to enter/update Events in Mavycash.

You are using verzion 1.5.48 of the Dizsbursing Application. [hep) 1/7/2009 743 PM

8.4.24 Indicate End of Day

a. Indicate End Of Day (IEOD) Function. Completing the IEOD function starts
automatic system back-ups and begins a“round-trip” process that runs the batch file, connects
through ship’s communications systems to Navy Cash shore facility, transfers all ship
transactions to shore, generates and retrieves shore reports, retrieves updates from shore, and
updates account data on ship and shore. The IEOD function has three components, each of
which will be discussed in turn.

e Manua EOD
e Automatic EOD

e Automatic Interim Round Trips
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NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

. Indicate End-of-Da:
P Y

Check for Logged in Operators:

Card Report

Account Maintenance

Nate Maintenance
Operations

Indicate End of D ay

Il Beparting

Last End Date Time: Check Balance:
Cash Balance:

i | «[H e[
|

Auta EOD Settings

[ AL Timne[24hrs): Change
Y'ou are using version 1.5.48 of the Disbursing Application. [hep) 1/6/2009 B:14 Ph

b. Manual EOD

(1) Initiating the IEOD function is normally a manual operation. At the end of the
business day on the ship or whenever appropriate, the Disbursing Officer performs the “ Indicate
End of Day” function. Thiswill end al business transactions for that particular day and begin
recording all subsequent transactions on the next business day.

(2) The Disbursing Officer clicks on the “Indicate End-of-Day” link on the
Disbursing Application.

(3) The Disbursing Officer then clicks the “ Submit” button next to the “Check for
Logged in Operators’ tag.
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NawyCash Disbursing Application

Welcome, DISBOD

Logout

I |ndicate End-of-Da
P y

Check, for Logged in Operatars:

Run DatesTime: 01-07-2009 19:46:33 GHT

Funds Transfer

Operator Status Report
Location: DL3&00

Card Report List of OUperators currently logged onto Navy Cash:

Account Maintenance Operator Name Date Statr
Chlacemeribad SHITH. WILL 05072008 13:50:51 Logar

V- : ?/ 4 aperatars remain logged on.

. Sales activity from any retail outlet that occurs after EQD is indicated will appear on reports From the next batch,
DOperations

End of Day Do vou wish ko continue?

Yes | Mo |

Last End Date Time: Check Balance:
Cash Balance:

I~ Indica | ol I 2008 =]
| Ee=|

Auto EOD Settings

[= | af-[ Time[24hez): |1 Bhemes
Y'ou are uging version 1.5.48 of the Disbursing Application. [nop] 1/7/2009 749 P

(4) If operators arelogged on, for example, in the ship’s store, post office, MWR,
Wardroom, or Chiefs Mess, a message is displayed that informs the Disbursing Officer who is
still logged on. It is not necessary to delay End-Of-Day (EOD) processing if operators are still
logged in; however, if transactions occur during EOD processing, some transactions may be
posted to the next day’ s business. It is generally recommended that operators either log out or
suspend business until the DISBO completes the EOD process. The Disbursing Officer can
contact the operator and request that they log out immediately or the Disbursing Officer can
proceed with the EOD process. Any transactions entered by that operator after EOD will appear
on the next business day. To proceed with the EOD process, click the “Yes’ button.

NOTE: K22s operating in normal mode are connected to the Navy Cash server directly
through the ship’s LAN. If connectivity to the server is expected to be a problem, an
operator should remain logged on to the K22 at the end of the day so that sales
transactions can be processed offline the next day even if connectivity to the Navy Cash
server isnot available (see paragraphs 3.12, 4.16, 5.11, 6.9, or 7.7).
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NavyCash Disbursing Application

Welcome, DISBOD

Logout ' -

Funds Transfer e l Indicate End-of-Day

Funds Transfer

Card Maintenance Check. for Logged in Operators: Subirnit

Run DatesTime: 01-07-2009 20:02:58 GHT A

Diszbursing Accountability Summary Feport
Location: DL3&00

Card Repart Report Paramneters:
Start Date: 01-02-2009 11:36:18

Account Maintenance End Date: 01-07-2009 20:02:58@

Herchant Information:
Merchant Hame: WAVY DISEURSING
Merchant ID: 8000000083448

Transaction Type Checlk (
Starting Balancer BE— e % 5 i3
Operations i Eai
Indi nd of Day Load Cash to Chi Please verify that wou wish toindicate EQD with the Following balances:
Load Check to HC

| CashBalance = 3970.72
<

Check Balance = 21976.00

nJ‘ [0]'4 | Cancel |
Lazt End Date Tim

{
|
End of Day Walues [
1

Cash Balance: |
I~ In te [ = J2008 ]
S bt | LCancel |

Auta EOD Settings

[ Timne[24hrs): Change
Y'ou are using version 1.5.48 of the Disbursing Application. [hep) 14742009 2:.04 Pt

(5) The Disbursing Accountability Summary Report (DASR) will be displayed, and
the “End of Day Vaues’ frame will be enabled, which will contain the check balance, cash
balance, and EOD date and time (a non-editable variable). In Navy Cash, all dates and times are
recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

(6) Atthispoint, the Disbursing Officer should have closed out the Daily Cash
Transaction Ledger in accordance with paragraph 8.4.14. The total in block 7 of the ledger
should match the sum totals generated by the DASR. If the balances do not match, the
Disbursing Officer shall make every effort to identify the correct totals to be reported for the day.

(7) Disbursing Officer clicks the “ Submit” button to start the actual IEOD process.

(@ Indicate End of Month. If that particular IEOD will also be considered the
End Of Month (EOM) close-out, the Disbursing Officer must check the “Indicate End of Month”
block, and then enter the month and year being closed. The “Indicate End of Month” block will
be grayed out and cannot be used until the Sales Officer has performed the EOM process at all
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vending machines and indicated EOM for each vending and ship’s store merchant (parent) in the
Disbursing Application (see paragraph 8.4.29.b).

(b) Coordinate EOM Close-Out. As a part of the EOM process, the Disbursing
Officer isresponsible for coordinating all Navy/Marine Cash collections that must be registered
to aLine of Accounting (LOA) through the SF 1219 Statement of Accountability, e.g., sale of
meals in the general mess and sale of merchandise in the ship’s store and vending machines (see
paragraph 8.9). The Disbursing Officer, Sales Officer, Food Service Officer, and Marine
Disbursing Officer (when embarked) must coordinate to establish a closeout date each month.

(c) Prepare and Submit Reports on Time. The Disbursing Officer’s 1219 must
be prepared and submitted on time at the end of each month, i.e., NLT 1000 EDST on the first
calendar day of the following month or, if it falls on aweekend or holiday, on the last business
day of the month. To help ensure the 1219 is submitted on time, Navy Cash must be closed out
prior to 2100Z on the 27th of each month or, if the 27th falls on a weekend or holiday, on the
business day prior.

(d) EOM Indicators. Completing the “Indicate End Of Day” function (IEOD)
with the “ Indicate End of Month” block checked, sends the EOM indicators for disbursing, food
service, and Marine disbursing (when embarked) to the Navy Cash back end ashore and closes
out their Navy Cash business for that month. EOM indicators for the vending machines and
ship’s store are sent at the first IEOD completed after closing out the vending and ship’s store
mer chants (parents) in the Disbursing Application (see paragraph 8.4.29). The Disbursing
Officer should notify the Sales Officer, Food Service Officer, and Marine Disbursing Officer
(when embarked) when this step has been compl eted.

(e) EOM Procedures Worksheet. A Navy Cash EOM Procedures Workshest,
which consolidates the procedures for the various steps and phases of the EOM process for
disbursing, sales, and food service, isincluded at Appendix R.

(8) The Disbursing Officer isthen prompted for verification of EOD. This givesthe
Disbursing Officer an opportunity to back out of the action if necessary.

(9) If the Disbursing Officer’s actual cash or manual ledgers do not balance, every
effort should be made to determine the cause. If the cause is not discovered and corrected
immediately, a balancing transaction can be entered in accordance with paragraph 8.4.27, Safe
Bank Transactions. This process will balance the Navy Cash report and allow the DISBO to
complete the end of day and return the system to normal use. However, the out-of-balance
condition needs to be investigated and handled in an expeditious manner. If a shortage (loss of
funds/loss of accountability) or an overage occurs, it should be handled as prescribed in Chapter
6 of DODFMR Volume 5. The correction will be documented on the Disbursing Accountability
Reports for future reference.

(20) Once the balances have been verified, the DISBO will click “OK” in the
verification window. After verification, an EOD completion message is displayed.

(11) The Disbursing Officer will record the daily totals from the DASR cash column
on the DD 2657 as an increase/decrease to line 6.2A, U.S. Currency on Hand. The value from the
total column will be entered on line 6.9, “Other”, but will have the opposite sign. Disbursing
Agents will record the transaction on the DD 2665 asincreases to line 17, US Currency on Hand,
or 20, US Negotiable Instruments on Hand, as appropriate and an opposite entry to line 31,

Other. Sample DD 2657 entries are included in paragraph 8.10.
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(12) Sincethe entries on the DD 2657 are logged in section |1 and oppositein value,
there will be no increase in total accountability. However, when the electronic funds are reported
as deposited at the end of the month, the overall accountability will be updated and correct. All
funds that are being carried on line 6.9 can be supported by the DASR, and therefore are
auditable. If required, a detailed report can be generated under the “View Reports’ paragraph,
8.4.25. Thisreport will display every transaction recorded on the server for any given period.

(13) The supporting DASR, along with the completed Daily Cash Transaction
Ledger(s) and Disbursing Transactions Detail Report sorted by operator, shall be retained on file
with the balanced DD 2657.

(14) If that particular IEOD has been indicated as the End Of Month (EOM) close-
out, the Disbursing Officer will zero out the Disbursing Accountability Summary Report
(DASR) starting balance by entering a“Deposit To Bank” transaction type for the total amount
being carried on the DA SR at the end of the month. This action shall be done in accordance with
paragraph 8.4.27, Safe Bank Transactions, to reset the Safe Bank Transactions functionality for
the next month’ s reports.

(15) The manual EOD function is normally initiated from the Disbursing Application
on the Navy Cash workstation in the disbursing office. If no one from the disbursing office will
be on duty, the automatic EOD function will normally be activated to initiate IEOD at a preset
time. However, if the Navy Cash server or another Navy Cash workstation (desktop or laptop) is
located outside the disbursing office, amanual EOD can be run remotely by duty personnel (see
paragraph 8.4.36, Access Editor—Access Control for Disbursing Application). When IEOD isrun
under the duty log-in, it is completed with minimal user requirements (i.e., double click the EOD
icon on the desktop) and is the only functionality available.

c. Automatic EOD

(1) If no one from the disbursing office will be on duty at the end of the business
day, e.g., on the weekend, the IEOD function can be initiated automatically at a preset time.

(2) Managing Automatic EOD Settings. The settings for automatic EOD are
displayed in the “ Auto EOD Settings’ box in the “Indicate End-of-Day” screen. To update these
settings, the Disbursing Officer must click on the “Change’ button. The “Manage EOD Settings’
window isthen displayed.

(8 To activate automatic EOD, click on the “Automatic EOD On” check box to
insert the “check” mark, and click the “Update” button. A pop-up window verifies that the
automatic EOD settings were updated successfully.

(b) To deactivate automatic EOD, click on the “ Automatic EOD On” check box
to remove the “check” mark, and click the “Update” button. Click the “OK” button to verify and
deactivate automatic EOD.

(c) To change the preset time for initiating automatic EOD, select the desired
time using the “Hrs (24)” and “Min” drop down boxes for the “New EOD” time, and click the
“Update’ button. A pop-up window verifies that the automatic EOD settings were updated

successfully.
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d. Automated Interim Round Trips

(1) Toensureeveryone' s Navy Cash account information is updated on aregular
basis, interim round trips are run automatically at regular intervals throughout the day to
synchronize the ship and shore databases.

(2) Theseinterim round trips do not generate and retrieve shore reports. Shore
reports are generated only when |EOD is initiated, either manually from the Disbursing
Application or automatically when the automatic EOD function is selected. If IEOD is not
initiated for some reason, either manually or automatically, Navy Cash continues to operate
normally, but transactions appear on the shore reports for the next business day, and shore
reports are not available for that business day.

(3) Insynchronizing the ship and shore databases, these interim round trips also
ensure Split Pay Option (SPO) payroll payments are retrieved from shore and account balances
updated on the ship on pay day. If communications are completely down around pay day, the
Disbursing Officer has the option to run a provisional payroll on the ship (see paragraph 8.4.35,
Provisiona Split Pay).

(4) By default, automated interim round trips run every six hours. Thisinterval can
be changed by sending an e-mail request to the CSU. Any changes requested in the interval will
not go into effect on board the ship until the CSU receives the information, processes the request,
and around trip is completed between ship and shore.

e. End of Day (EOD) Report. A shipboard report, the EOD Report tracks the status of
manual IEOD and automated interim round-trip requests (batches) initiated. An EOD Report
can be generated on the ship as needed (see paragraph 8.4.25, View Reports). A column in the
report identifies the batch as either an automated interim or manually initiated IEOD batch. If a
prior automated round trip is pending, any subsequent round trips (either automated or manual)
will not be processed until the response files are received from the shore for the prior round trip.
At any time, a ship can have only one pending automated round trip or any number of pending
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manually initiated IEOD round trips. If a current automated round trip is pending and the
Disbursing Officer initiates a manual 1EOD round trip, the pending automated round trip will be
converted into amanually initiated IEOD round trip.

== shorerpt on "192.6.34.186" [5:]
File Edit “iew Help

M ame | Size | Type | Modified | Attributes | :I
[A57180_52_20021107 File Folder 114702 7.00 P
[CA57180_53 20021107 File Folder 11702 9.27 PW
[ 57180_54_20021107 File Falder 11702 9:37 PH
[ 57180_55_20021107 Tl B e
(3 5718U_56_20021107
[A5718U_82_20021114 File Edit Miew Help
(L15718U_63 20021118 Name | Size | Type R
[0 57180_B4_20021118 5718U_0OPER_MarineMegativeBalance_D_20021118_152216 3KB  Text Docum
[CA57180_R5 20021118 5718U_0PER_MarineReturmediters_D_20021118_152216 4B Text Docunm
357 8l_BE_20021118 57180_0PER_MavwyMegativeBalance_D_ 20021118 152216 3B Test Docunm
[A5718U_87_20021118 5718U_0PER_MawwRetumediterms_D_20021118_152216 4KB  Text Docur
[CA57180_85_ 20021118 5718U_TRAMN_1#Clagsdezn_D_20021118_152216 KB Text Docurm
[A57180_83_20021118 57180_TRAM_CPOMessDues D_20021118_ 152216 KB Text Docum
[CA57180_70_20021118 57180_TR&N_CPOMessFood D_20021118_152216 KB Text Docurm
[CA57180U_71_20021118 5718U_TRAMN_Flaghess D 20021118_152216 KB Text Docum
[A57180_72_200211149 5718U_TRAM_GeneralMezsSurcharges D_20021118 152216 KB Text Docur
357 73 20021119 57180_TRAM_Huzbandingftgent_D_20021118 152216 KB Text Docurm
[A57180_74_20021119 5718U_TRAM_MarineDisbursing_D_20021118_152216 4B Text Docurm
[CA5718U_75_20021121 5718U_TRAN_Marinebw/R_D_20021118_152216 KB Text Docurm
(L3 57180_75_20021121 57180 _TRAM_MawwDisbursing D_20021118_152216 4B Text Docurm
[CA5A18U_77_20021121 5P18L_TRAN_Mawyhd'WwWFR_D_20021118_152216 KB TestDocumi
357 al_ra 20021121 B718U_TRAM_PostalByQOperatorld D_20021118_152216 KB Text Docurm
[A57180_82_20021204 5718U_TRAM_Recanciliation_D_20021118_152216 B Text Docur
([ 57180_92_20021211 5718U_TRAN_ReconciiationShipStarel_D_20021118_152216 3B Text Docunm
[ 57180_92_20030103 5718U_TRAMN_ReconciliationShipStore2_D_20021118_152216 KB Text Docum
1 object(s] selected ’_ 5718U_TRAMN_ReconciliationvendingSoda_D_20021118_152.. 2KB  Text Docunm
5718U_TRAM_ReconciliationvendingStorelterns_D_ 200211148, 2KB Test DDCTII;I
1] | 3

|1 objectis] selected 219KB i

f. Shore Reports. Successful processing of the IEOD batch (round trip), either
manually or automatically, sends a series of reports to the ship from the shore side. These shore
reportsinclude all the round trips (automated interim) that were created since the last IEOD was
initiated, either manually from the Disbursing Application or automatically when the automatic
EOD function is selected. Shore reports are generated automatically, and, when they are
received, the Navy Cash system places them into a shore reports directory by date, with one
sub-directory for each report date. On the Disbursing A pplication workstation or laptop, the
shore reports can be found in the S:\files\navydata\report directory, which mapsto the
Q:\files\navydata\report directory on the Navy/Marine Cash server. The “ Shore Reports” folder
(icon) on the Disbursing Application desktop provides a short cut to the reports directory.
Sample reports are shown in paragraph 8.15. In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).
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(1) Reports have been named using the following convention:
<UIC>_<REPORT TYPE> <REPORT
NAME> <D/M> yyyymmdd HHMMSS.txt, where:
UIC = Ship’s Unit Identification Code
Report Type = TRAN — Transaction Report, FRAU — Fraud Report,
OPER- Operational Report, SETT — Settlement Report
Report Name = Name of report
D/M = Daily or Monthly
Yyyymmdd = year/month/day report generated (GMT)
Hhmmss = hour/minute/second report generated (GMT)
xt = Textfile
Example:
R21452 TRAN_Ship Merchant_Settle D 20041209 000736.txt
R21198 TRAN_ShipStore D_20010828 171708.txt

(2) Transaction Reports. Transaction reports will be generated for all ship
merchants, for example:

(& Wardroom

(b) CPO MessDues

(c) General Mess

(d) FagMess

(e) Commanding Officer’sMess

(f)  First Class Petty Officer Association
(@ MWR

(h) Post Office— Metered Mail

(i) Post Office— Money Orders

() Post Office— Stamps

(k) Ship's Store

() Foreign Vendors

(m) Vending Store Items (Snack, Phone Cards, Soap)
(n)  Vending Soda

(o) Transaction Summary

(p) Negative Balances

(9 Returned Items

(3 Merchant Settlement Reports. Merchant settlement reports are generated for al
merchants, whether they settle to bank or credit union accounts ashore or to merchant Navy Cash
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(strip) accounts. By default, private merchants are set up to settle on adaily basis. For merchants
who €elect to settle on aweekly basis, deposits are initiated using the following schedule: on the
8th, 15th, 22nd, and 28th of each month. The deposit on the 8th of the month will include any
transactions that posted on the 29th, 30th, and 31st of the previous month. Funds are normally
available the next business day after the transactions are posted.

(4) Reconciliation Reports. Reconciliation reports, which are generated for all
merchants, segregate transactions that were collected in the offline mode but were not processed
on the same day they were collected. Reported separately, these collections can then be added to
the totals for the appropriate day if desired.

(5) Print Reports. The Disbursing Officer can view and print reports at any time by
accessing the shore report directories and sub-directories. Reports should be printed in
“Landscape’ format using WordPad ™ software. A printer is not provided with the Navy Cash
system. The Disbursing Officer must print reports sharing an already existing printer local to the
server or workstation in the disbursing office, for example, the ATMs-at-Sea printer. Reports can
also be saved electronically and sent viae-mail.

(6) Review Reports. The Disbursing Officer and other responsible individuals, such
asthe Sales Officer, MWR Officer, and Chiefs Mess Treasurer, should compare the daily
reports with reports from their existing accounting systems, for example, the Sales Officer with
ROM 11 for ship’s store, to verify accuracy. A Navy Cash generated report states the collections
that have been recorded to any particular activity. Therefore, the report serves the same function
for an accountable officer as asigned page in the NS 470 or a deposit ticket.

(7) Negative Balances. The Disbursing Officer shall review the Negative Balance
Report and the Returned Items Detail Report on adaily basis. Guidelines for handling negative
Navy Cash account balances are contained in paragraph 8.8 and Appendix L.

(8) Daily Blocked Account Report. The Disbursing Officer should review the Daily
Blocked Account Report on adaily basis. The report lists all cardholders whose access to their
linked bank or credit union account is blocked. The report includes cardholders’ first and last
name, the last four of their SSN, their account number, and their decline count. The Daily
Blocked Account Report will make it easier for disbursing to research the cause when
cardholders find that they do not have access to their linked bank or credit union account at the
K80 CashlessATM (see paragraph 8.15.20 for a sample report). Cardholders who appear on the
report because of unacceptable or invalid account information (decline counts 96 or 98) should
be contacted so they can update their home bank or credit union account information (see
paragraph 8.8.2, Blocking and Unblocking Access to Home Accounts).

8.4.25 View Reports

a. The Disbursing Officer can click on the “View Reports’ link on the Disbursing
Application to select the report menu and display the reports that can be generated as needed on
the ship. To select, generate, view, and print areport, click on the report desired, fill in the start
and end dates for the inclusive period, and click the “ Generate” button. Some of the reports can
be generated using one of a selection of preset sorting criteria (see table of report descriptions
below). Sample reports are shown in paragraph 8.15.
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NawvyCash Disbursing Application
Welcome, DISBOD
Funds Transfer
Funds Transfer

Card Maintenance

Lnkl
Card Report
Account Maintenance

h Replacerment Card

Click on the Report pou wish to view,

Digburzing Office Reports

Safe Bank Transactions Repart

Dizburzing Accountability Dretail Beport
Digburging Accountability Surnmary Beport

Replication Conflict Beport

Salex Reports

Merchant Sales Surmmary Report

Operations Reports
Operator Status Report
Unmatched Chip-to-Chip Repart
Mavy Cardholder lssued Card Beport

You are using verzion 1.5.48 of the Dizsbursing Application. [hep)

SPO Payroll Report
Disbursing Trangactions Detail Beport

Disbursing Transactions Surnmary Repart

Merchart Transactions Fepart

EQD Feport
Fraud Detection Repart

1/6/2009

£:15 PM

b. Review Reports. The Disbursing Officer and other accountable individuals, such as

the Sales Officer and Chiefs' Mess Treasurer, are responsible for comparing the daily reports
with reports from their existing accounting systems to verify accuracy. Thisreview is normally
done with the shore reports (see paragraph 8.4.24.f), which are generated automatically by the
EOD process and sent to the ship when the EOD round trip is completed. However, to check
total sales figures for a particular day before the shore reports are received on the ship, a
Merchant Sales Summary Report can be generated by entering the correct start and end datesin
the “View Reports’ link. In Navy Cash, all dates and times are recorded and reported in
Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). The more detailed
Merchant Transactions Report can be generated in the same way.

c. Printing Reports. A printer isnot provided with the Navy Cash system. Reports must

be printed sharing an already existing printer local to the server or workstation in disbursing, for
example, the ATMs-at-Sea printer. Reports can also be saved electronically and sent via e-mail.
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Report

Purpose

Sort Capability

Disbursing Office Reports

Safe Bank
Transactions Report

Tracks al changesto Navy Cash fundsin the
disbursing office that result from deposits to bank
(withdrawal s), deposits to safe (deposits), funds
transfers to chip, and funds transfers from chip

Transaction Date or
Transaction Type

SPO Payroll Report

Lists cardholdersin SPO and the last payroll
amounts credited to their Navy Cash accounts

Cardholder Name
or Last Pay Date

Disbursing Accountability
Detail Report

Lists disbursing transactions—cash and check to
chip, deposits to safe and bank, and chip to cash

Transaction Date or
Transaction Type

Disbursing Accountability
Summary Report

Summary of transactions shown in Disbursing
Accountability Detail Report

None

Disbursing Transactions
Detail Report

Listsal transactions by disbursing staff—to
facilitate audit of disbursing office

Operator, Date, or
Transaction Type

Disbursing Transactions
Summary Report

Summary of transactions shown in Disbursing
Transaction Detail Report

Operator, Date, or
Transaction Type

Replication
Conflict Report

Provides details of any replication conflictsin
updating a cardholder’ s account information

None

Sales Reports

Merchant Sales
Summary Report

Summary of total sales and transaction counts
shown in Merchant Transactions Report—used
for EOD and EOM merchant sales receipts

Merchant Name
or Merchant ID

Lists dl sales, refunds, and correction transactions

Merchant, Operator,

Merchant and cardholder name and card number (last 5 Date, Transaction
Transactions Report digits) for both vending and non-vending Type, or Event
merchants—includes summary section Description
Operations Reports
Operator Status Report Lists operators currently logged on to K22s None
Tracks the status of end-of-day requests (batches)
EOD Report initiated and check and cash balances at EOD None
Unmatched Listsal failed chip-to-chip transactions—used to Cardholder Name,
Chip-to-Chip Report research unmatched chip-to-chip transfers Date, or Card Number
Navy Cardholder Tracks cardholder name, date, and card number Cardholder Name,
Issued Card Report (last 5 digits) for al instant issue cards issued Date, or Card Number
Indicates possible fraudulent ACH activity on
Fraud Detection Report | ship. Lists questionable transactions by cardholder None
name and SSN (last 4 digits).
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NavyCash Disbursing Application
Welcome, DISBOD

Logout
Funds Transfer

Funds T sfe

Card Maintenance ROk 11 Start D ate: [rmdd A bk mm: sg]
Load ROM Il File
hahige RO Il End D ate: [rrn/dd A bk 3]

Sales Merchant 1D:

l. ROM Il - Nayy Cash Comparison Reports

<5 sles Merchantss

Generate Erint: Save
Procedure
ToLoad ROM Il Data To Run Reports
1. Click on the 'Load RO 11 File' button, 1. Enter starting and ending RO 11 date and time.

2. Select merchant or default ta All S ales Merchants.
3. Click on the 'Generate’ buttan.

Y'ou are using version 1.5.48 of the Disbursing Application. [hep) 1/6/2009 B:1E P

8.4.26 ROM Il Reporting

a. Attheend of each day, the Sales Officer, or designated assistant, should compare the
end-of-day reports generated by the ROM 11 back office and the Navy Cash system. The totals
from both reports for electronic sales in the ship’s store must match. Any differences must be
investigated. The ROM |1 Reporting function and the ROM 11/Navy Cash Comparison Reports
provide an automated tool to compare the ROM Il and Navy Cash daily transaction reports.

b. To generate aROM II/Navy Cash Comparison Report, the Disbursing/Sales Officer
clicksonthe “ROM |1 Reporting” link on the Disbursing Application, inserts the floppy disk
with the ROM 11 file (“special disk”), clicks on the “Load ROM I1 File’ button, double clicks
on “sales.txt” to load thefile, and clicksthe “Yes’ button to verify thisisthe correct file to load.

c. After thefile datais successfully loaded, the “ROM |1 Start Date” and “ROM Il End
Date” are defined by the date range of ROM 11 file just imported, and the actual ROM |1 times
will be displayed. ROM 11 times are normally set to ship local time. In Navy Cash, all dates and
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times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time
(UTC). Inthe“Sales Merchant ID” block, the Disbursing/Sales Officer then scrolls down and
sel ects the appropriate merchant, for example, Ship’s Store #1.

d. Togenerate aROM II/Navy Cash Comparison Report, the Disbursing/Sales Officer
clicks on the “ Generate” button. A report can be run without loading a ROM 11 file, by entering
an appropriate “ROM Il Start Date” and “ROM |1 End Date”, selecting an appropriate “ Sales
Merchant ID”, and clicking on the “Generate” button. If areport is run without loading a ROM
Il file, al transactions will appear under “Navy Cash Transactions Not in ROM I1”.

MavyCash Disbursing Application

Welcome. DISBOD

Logout

' ROM Il - Nayy Cash Comparison Reports

Funds Tranzfer

ROM Il Start Date: (03302004 14:00:01  [mmddd Ay hh:mm: ss)
Load ROM Il File
ROM Il End Date: |03/30/2004 15:44:14]  (mmd'dd /v bbrnn: 2]

Sales Merchant 1D! | 800000008436 - GEMERAL MESS -F » |

Run Date: 06-21-2005 P
RFun Time: 10:58:23

Feport Hame: ROM II Exception REeport

Mew Enmollee Card Pick Up Hawy Cash
Sales Dffice
Location: DL3800

n Replacement Card ROM II Start Date:
ROM IT End Date:

Account Maintenance

Enrollment
ROM II Transactions |
Operations
Indicate End of Dray Herchant ID: 800000008458 - SHIP STORE #1

Point Of Sale Terminal # 00001002

ROM IT Transaction Date ROM IT Transaction Amount I
03-30-2004 14:27:41 21.20

Total for Point 0f Sale Terminal & 00001002: £1.20

Trtal fAr Werchant AONAANNNRAGES - %1 2N M)

¥

Generate Erint Save

Procedure

ToLoad ROM || Data To Run Reports

1. Click on the 'Load ROM (I File' button. 1. Enter ztarting and ending ROM || date and time.

2. Select merchant or default to A1 5 ales Mercharts.
3. Click on the 'Generate' button.

You are uging wersion 1.4.27 of the Disbursing Application. [nep.di380) B/21/2005 10:59 Ak

e. TheROM II/Navy Cash Comparison Report consists of four sections.

(1) ROM Il Transactions Not in Navy Cash. Listsany ROM Il transactions that
were included in the ROM |1 file but were not reported in the Navy Cash system in the period
specified by the ROM |1 start and end dates.

(2) Navy Cash Transactions Not in ROM 1. Lists any Navy Cash transactions that
were not included in the ROM 11 file in the period specified in the ROM 11 start and end dates.
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(3) Navy Cash and ROM II Transactions with Different Dollar Amounts. Lists
transactions that were matched in ROM Il and Navy Cash by transaction IDs, but the dollar
amounts differ between ROM |1 and Navy Cash.

(4) Transactionsthat failed in ROM Il but succeeded in Navy Cash. Lists
transactions that were included in the ROM 11 file and marked by ROM 11 asfailed transactions
but that were matched in ROM 1l and Navy Cash by transaction IDs and were reported as valid
transactions in the Navy Cash system.

f. The ROM II/Navy Cash Comparison Report can be used as atool in investigating
and resolving any differences between the ROM |1 and Navy Cash daily transaction reports as
required by paragraph 7.3.9. A sample report isincluded at paragraph 8.15.4.

NawyCash Disbursing Application

Welcome. DISBOD

Logout

Funds Transfer

’ ' Safe Bank Transactions

Safe to Bank Deposits and Withdrawals

Cash Armalnt: | Trangaction D ate: ]
Check Amaunt: Tranzaction Type: Deposit to Bank =
Deposzit Ticket:

Subrmit Reset |

Operations

Indicate End of Day
Frocedure

Safe Bank Transzactions Options

To&DD funds to safe: To REMOVE funds from safe:

[megative safe balance] [positive safe balance)

1. Enter amount of adjustrment it the Cash 1. Enter amaunt of adjustment in the Cazh
Amount and/or Check Amount fields. Amount and/or Check Amount fields.

2. Select Tranzaction Type: Deposit to Safe. 2. Select Tranzaction Type: Deposit to Bank.

3. Click the "Submit’ buttorn. 3. Enter MA4 for Deposit Ticket,

4. Click the "Submit' button.

ou are uging version 1.5.48 of the Disbursing Application. [nep] 1/6/2009 E: 19 PM
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8.4.27 SafeBank Transactions

a. The“Safe Bank Transactions’ functionality enables the Disbursing Officer to make
adjustments to the cash amount in the Disbursing Accountability Summary Report (DASR) in
order to change the balance reported by the Disbursing Application. This functionality will be
used primarily during the “End-of-Month” process to reset the DASR to a zero balance, as
described in paragraph 8.9.c. In addition, this functionality can be used to create adjustments to
the DASR when an out of balance condition exists. This action should be used as alast resort
and only as atemporary fix to continue with the “End-of-Day” process when the out-of-balance
condition cannot be rectified. The Disbursing Officer should go back and complete all required
actions for an out of balance condition, as stated in Chapter 6 of the DODFMR Volume 5.

b. Toinitiate the transaction, the Disbursing Officer or Deputy clicks on the “ Safe
Bank Transaction” link on the Disbursing Application.

c. TheDisbursing Officer enters the amount of cash that would be needed to zero out
or “balance” the system and selects the appropriate “ Transaction Type”. The “ Transaction
Type” drop down menu lists “ Deposit to Bank”, which subtracts the designated amount from
the DISBO account to balance the total if the DASR amount is positive, and “Deposit to Safe”,
which adds the designated amount from the DISBO account to balance the total if the DASR
amount is negative.

d. After the adjustments are completed, the Disbursing Officer clicks the “ Submit”
button to adjust the system value.

e. The Disbursing Officer then returns to the “ Indicate End-of-Day” function described
in paragraph 8.4.24, Indicate End of Day, to complete the process for that particular day. All
Safe Bank transactions will be identified on the DASR for that day.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-92 14-Aug-09



NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

Currently Configured Operators; [ Wiew Orly Deleted Operators List Carfigured Dperators
Card Report
Account Maintenance
Operations
Indicate End of Day
Operator 1D: Merchant [D: : J
Uszer ID: : -
#E I &dd as Disburzing User
First Mame: || Social Secunty Mumber:
Last Mame: | Sesich
Submit ‘ Beset
You are using verzion 1.5.48 of the Dizsbursing Application. [hep) 1/6/2009 B:20 PM

8.4.28 Operator ID Maintenance

a.  Within Navy Cash, each operator, for example, in the post office, CPO mess, MWR,
wardroom, or disbursing office, must be identified by a unique operator 1D number and must be
registered at the disbursing office. To be assigned an operator ID, an individual must be a Navy/
Marine Cash cardholder. Once ship’s store operator 1Ds are established in Navy Cash, they
must be entered into the ROM |1 back office.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-93 14-Aug-09



NavyCash Disbursing Application

Welcome, DISBOD
Lot
Funds Transfer
Currently Configured O perators: [ Wiew Orly Deleted Operators List Configured Dperators
Card Repart
B Operator ID Last Name First I
Account Maintenance
4001 DISED DL - TE
4003 GROUP HICHAEI
9001 HARTHE DO
4005 SHITH JOHNH
2010 TSER TEST
Naote Maintenance s000 WAGLER STEFHER
Dperations
Il Beparting
£ >
Operator 10: terchant [D: i i T = J
User ID: 24 ; ; :
el [~ Delete thiz Operator I Add az Disbursing User
First Mame: [yyLL Social Security Mumber:
Last Name: [SpITH Search
Update | Reset
The operator 5000 has NOT been associated with a Merchant D 1/7/2009 211 PM

b. Todisplay al operators within the ship’s Navy Cash system, the Disbursing Officer
clicks on the “Operator ID Maintenance” link and clicks the “List Configured Operators’
button.

c. Add an Operator. The Disbursing Officer enters the first and last name of the new
operator and assigns afour-digit number. This number must be unique within the Disbursing
Application on each ship. Once a number has been assigned to an operator, it cannot be reused
even if that operator is deleted. However, the number can be duplicated on different ships. Upon
clicking “Submit”, the Disbursing Officer will be prompted to verify information for the
operator being added, which is done by clicking the“Yes” or “No” button as appropriate.

d. Disbursing Application User. If a person isto be added to the Disbursing
Application user list, the “Add as Disbursing User” block must be checked (see paragraph
8.4.36.i.(8).
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e. Delete an Operator. The Disbursing Officer selects the correct name in the list of
configured operators and clicks in the “Delete This Operator” box. There will be a prompt to
verify thisisthe operator to delete, which is done by clicking the “Yes’ or “No” button.

f. Reactivate an Operator. The Disbursing Officer selects the correct name in the list of
configured operators and clicks in the “Delete This Operator” box. This removes the check
mark in the box. There will be a prompt to verify thisisthe operator to re-activate, which is
done by clicking the“Yes’ or “No” button. The Disbursing Officer can narrow the list of
configured operators to search by clicking in the “View Only Deleted Operators’ box.

g Welcome, DISBO

Funds Transfer

d Operator |D Maintenance

Currently Configured Operators: [v “iew Only Deleted Operatars List Configured Operators
Operator ID La=t Hame First I
5GEG CHANG ANN
BBRE CHANG ANN
1111 GIFFINH JOHNH
2222 GIFFINH JOHNH
2312 Jones Sam
1267 Jones= Sam
1113 KINHEY KYLE
1114 KINHEY KYLE
1115 KINNEY KYLE

b KINHNEY
1117 KINHEY KYLE

1000 LENTZ CAROL

Operator Update
Operations

T End of Day Please verify that vou wish to re-activate the operator 1116

< Ves Mo | >
Operator 1D: terchant [D: | J
Uger D: ) . .
= [ Delete this Operator [ Add az Disburzsing User
First Marne: |KYLE Social Security Mumber:
Last Mame: [} INNEY Seach
Update | Beset
_ !
| The operator 1116 has NOT been associated with a Mernchant 1D 14182008 2:28 PM |

NC SOP Ver 1.13 Chpt 8 Disbursing 8-95 14-Aug-09



NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

Dizplay Status for Period: 05/2002 =

Merchantz and Yending Machines.

Unb --¥¥ 800000007554 - VENDING SODA - 10/02/08 10:31:09

2 ¥ MSODADDD00000S - Torpedo Tube #3 - CAD # 000001 7948670000 - 1002408 10:30:41

Card Report - ¥F 800000008464 - VENDING STORE ITEMS - 10/08/08 15:50:25

Atchiint Maintanancs WMCANDYDODO00OAT - Infimary - CAD # 0070C20685160000 - 10/02/08 10:30:43
YMREDBULLODOODD - Eridge - CAD # 000001 2345570000 - 10409/08 15:50-13

Operations

Indicate End of D ay

-

“Wending Machine D |

tachine Location: |

CaD Terninal 1D: | J

Procedure

One or more of this merchant's vending machines have not vet indicated EOP. Pleaze complete
EQP for all vending machines before indicating EOP for the merchant.

Merchant: This merchant iz ready for its EOP.
“ending Maching: Thiz vending machine iz ready for itz EQOP.

g Thiz merchant and all of its vending machines, if any, have indicated their EOPs.

Y'ou are using version 1.5.48 of the Disbursing Application. [hep) 1/6/2009 B:21 Ph

8.4.29 Vendingand Ship’s Store—Vending Maintenance and End of Month

The“Vending and Ship’s Store” link in the Disbursing Application is used to:

¢ Add, change, or remove a CAD or vending machine or modify the description of avending
machine, actions which are described under *Vending Maintenance” below.

¢ Close out the vending machines and the ship’s store at the end of the month or at the end of a
specified period, actions which are described under “End of Month” below.

a. Vending Maintenance

(1) Navy Cash “ties’ or “links” specific CADs to specific vending machinesin the
Navy Cash system database so that sales transactions are credited to the correct merchant. The
Disbursing Application requires that each CAD be identified by aunique CAD Terminal ID
number. Whenever a CAD is added, changed, or removed, it must be linked within the
Disbursing Application as discussed in the following subparagraphs.
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(2) Todisplay al operating CADs within the Navy Cash system, the Disbursing
Officer or Sales Officer clicks on the “Vending and Ship’s Store” link in the menu on the left-
hand side of the Disbursing Application screen. The “Vending and Ship’s Store” screen displays
all the merchants, all the vending machines associated with each merchant, and the Terminal 1D
numbers for the CADs “tied” to each of the vending machines.

NawvyCash Disbursing Application

Welcome. DISBOD

Logout

Funds Transfer

i ' Yending and Ship's Store
Funds Transfer

Card M aintenance Digplay Status for Period: 052003 -

Merchants and Yending tachines.

= 3 800000007354 - VENDING SODA - 10402408 10:31:09
: 5 WM S0DAD0O0000005 - Torpedo Tube #3 - CAD # 0000071 7348670000 - 10/02/08 10:30:41
= g 800000003464 - VENDING STORE ITEMS - 10/09/08 15:50: 25
- 3% WMCANDYDO0000007 - Infirary - CAD # 0070C20589160000 - 10/02/08 10:30:43
YMREDBULLOOOOOOT - Mess Decks - CAD # 000001 2349870000 - 10/09/08 15:50:19

Operations

Iiadli nd of Day

[ Indicate End of Period [05/2008) for VENDING S0DA,

Wending Machine 10 [yhi5 0040000000008

Machine Location: |Mess Deckd

CaD Terminal 1D: |<NDNE> j
Add Vending Machine | R - |
- Procedure

One ar more of thiz merchant's wending machines have nat pet indicated EOP. Pleasze complete
EQF far all wending machines befare indicating EOP far the menchant.

terchant; Thiz merchant iz ready for itz EOP.
Yending Machine: This vending machine is ready for itz EOP.

5 This merchant and all of its vending machines, if any, have indicated their EQPs,

Yo are uging wversion 1.5.48 of the Disbursing Application. [hop] 1./742009 | 8:20 PM

(3 Adding aVending Machine and CAD.

(@ Toadd anew vending machine and CAD to the Navy/Marine Cash system,
the Disbursing Officer or Sales Officer first highlights (selects) the appropriate merchant in the
“Merchants and Vending Machines” window on the “Vending and Ship’s Store” screen.

(b) A description of the new vending machine, for example, Candy #3, is
entered in the “Vending Machine ID” box, and the location of the new machine on the ship is
entered in the “Machine Location” box.
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(c) TheDisbursing Officer or Sales Officer then selects (highlights) the
appropriate 16-digit aphanumeric CAD Terminal ID number for the new CAD from the“CAD
Terminal ID” drop-down box.

e When aCAD isingalled in avending machine, the CAD Termina ID number istransmitted
automatically from the CAD to the system and listed as unassigned until it is assigned to the
appropriate vending machine when the next step is completed.

o |f there are multiple unassigned CADs, the correct 16-digit CAD Termina ID numbers can be
verified at the CADs themsalves by pressing the right-hand button of the three hidden
“buttons’. The“No Card” side of the CAD template depicts where the buttons are located on
the CAD (see Appendix A, Vending Maintenance). On the older mode of the CADs, the
buttons are more distinct; on the newer model, the buttons are pressure sendtive “aress’.

(d) Onceall theinformation is entered or selected, the Disbursing Officer or
Sales Officer clicksthe “Add Vending Machine” button to update the system. At thistime the
Disbursing Officer or Sales Officer will be prompted to verify information for the CAD and
vending machine being added, which is done by clicking the “OK” or “Cancel” button as
appropriate. If the “Cancel” button is clicked, the change is not made, and the Disbursing Officer
or Sales Officer either exitsthis portion of the application or re-enters the information for the
change desired. No transactions can occur at the vending machine until the CAD is associated
with the vending machine in the Disbursing Application.

(e) Itistheresponsibility of the ship to install any new vending machine and
pull the cabling from the nearest Navy Cash router to the new machine. The Navy Cash depot
and field support contractor can advise the ship on the nearest available router. Any costs
associated with this effort, including travel, will be borne by the ship. The ship can contract
directly with the Navy Cash depot and field support contractor to pull cable, hook up the
equipment, or come on board after the installation is complete to set up the new machinein the
Navy Cash system configuration.

(4) Updating Vending Machine Information, Changing a CAD, or Removing a
Vending Machine.

(@) To update vending machine information, change a CAD, or remove a
vending machine from the system, the Disbursing Officer or Sales Officer first highlights
(selects) the appropriate vending machine in the “Merchants and Vending Machines’ window on
the “Vending and Ship’s Store” screen.

(b) Toremove avending machine, the Disbursing Officer or Sales Officer
clicks the “Remove Vending Machine” button. At this time the Disbursing Officer or Sales
Officer will be prompted to verify removing the vending machine, which is done by clicking the
“OK” or “Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not
made, and the Disbursing Officer or Sales Officer either exits this portion of the application or
re-enters the information for the change desired. If the “OK” button is clicked, the vending
machine and associated CAD are removed from the system.

(c) To update vending machine location, the Disbursing Officer or Sales Officer
selects (highlights) the entry in the “Machine Location” box and enters the new location
information.
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NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

Funds Transfer

Card Maintenance Digplay Status for Period: 0542008 -

Merchantz and Yending Machines.

Unb --¥¥ 800000007554 - VENDING SODA - 10/02/08 10:31:09

2 ¥ MSODADDD00000S - Torpedo Tube #3 - CAD # 000001 7948670000 - 1002408 10:30:41

Card Report - ¥F 800000008464 - VENDING STORE ITEMS - 10/08/08 15:50:25

Atchiint Maintanancs g WhCANDYDODD00OAT - Infitmary - CAD # 0070C205851 60000 - 10/02/08 10:30:43
YIMREDBLILLODDONNT - Mess Decks - CAD # D000 2349870000 - 10/0/05 15:50:19

h Replacerment Card

[ Indicate End of Penod for Wending Merchant

VendingMachineID:| i

Machine Location: [Mess Decks

CAD Teminal 1D | nnnno1 2349870000 |

Update Wending Machine Data ‘ Bemaove Vending Machine ‘

Procedure

One or more of this merchant's vending machines have not vet indicated EOP. Pleaze complete
EQP for all vending machines before indicating EOP for the merchant.

Merchant: This merchant iz ready for its EOP.
“ending Maching: Thiz vending machine iz ready for itz EQOP.

g Thiz merchant and all of its vending machines, if any, have indicated their EOPs.

Y'ou are using version 1.5.48 of the Disbursing Application. [hep) 14742009 .21 PM

(d) TochangeaCAD, the Disbursing Officer or Sales Officer selects
(highlights) the appropriate 16-digit alphanumeric CAD Terminal ID number for the new CAD
fromthe “CAD Terminal ID” drop-down box.

e When aCAD isingdled in avending machine, the CAD Termina 1D number istransmitted
automatically from the CAD to the system and listed as unassigned until it is assigned to the
appropriate vending machine when the next step is completed.

o |f there are multiple unassigned CADs, the 16-digit CAD Termina 1D numbers can be
verified at the CADs themselves by pressing the right-hand button of the three hidden
“buttons’. The“No Card” side of the CAD template depicts where the buttons are located on
the CAD (see Appendix A, Vending Maintenance). On the older mode of the CADs, the
buttons are distinct; on the newer model, the buttons are pressure sensitive “areas’.

(e) Once the updated vending machine information is entered or the new CAD
Terminal 1D is selected, the Disbursing Officer or Sales Officer clicks the “Update Vending
Machine Data” button to update the system. At this time, the Disbursing Officer or Sales Officer
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will be prompted to verify the updated information, which is done by clicking the “OK” or
“Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not made, and the
Disbursing Officer or Sales Officer either exits this portion of the application or re-enters the
information for the change desired. When changing the CAD, clicking the “OK” button removes
the previous (old) CAD from the system.

NawvyCash Disbursing Application

Welcome, DISBOD

Logout

Funds Transfer

Merchants and Wending Machines.

- 3 800000007954 - WEMDING SODA - 06/21/0515:19:26
5 WSODADDDD000002 - Lab Room - Mo CAD Assigned - 06/21/05 151916
800000002458 - SHIP STORE #1 - 0B/21/05 151937
/1% 800000002450 - SHIP STORE #2 - 06/21/05 15:17:37
|14 800000002464 - VENDING STORE ITEMS - 06/21/05 15:17-28
5 WS IMA0000000071 - Maximus CAD JE - CAD # 0070C20588350000 - 0672105 1519
- @ 800000011315 - VENDING STAMPS - 06/21/0515:17:16
APy WMSTAMPOO000000Z - MAIN HALL - Mo CAD Assigned
g WS TAMPS00000003 - Naby LAB - Mo CAD Assigned - 06/21/05 15:18:57

Enrollment ¢

Operations
™ Indicate End of Period far YWending Merchant

End of Period Month: End of Period ear:

Wending Machine ID; |

Machine Location: |

CAD Terminal 1D: | ﬂ

Procedure

One ar mare of this merchant's vending machines have nat yet indicated EOP. Flzaze
complete ECP for all vending machines before indicating EQP far the merchant.

terchant: Thiz merchant iz ready for itz EOP.
* & ‘ending Machine: Thiz vending machine iz ready for itz EQP,

5 Thiz merchant and all of itz vending machines, if any, have indicated their EOP:.

E ditor

You are uging verzsion 1.4.27 of the Dizburzing Applization. [nep.di280) B421/2005 11:14 AM

b. End of Month for Vending Machines and Ship’s Store

(1) Prepare and Submit Reports on Time. The Disbursing Officer’s Statement of
Accountability (SF 1219) must be prepared and submitted on time at the end of each month, i.e.,
NLT 1000 EDST on the first calendar day of the following month or, if it falls on aweekend or
holiday, on the last business day of the month. In order to make certain that the 1219 is submitted
on time, Navy Cash must be closed out prior to 2100Z on the 27th of each month or, if the 27th
falls on aweekend or holiday, on the business day prior. Each month, the Disbursing Officer,
Sales Officer, Food Service Officer, and Marine Disbursing Officer, if one is embarked, should
coordinate to establish a closeout date for the month. The EOM process generally beginsin the
sales office with the EOM for vending machines and ship’s store as much as five days before the
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27th of the month (see paragraph 8.9). At the same time that the sales office begins to close out
the vending machines, disbursing (including Marine disbursing if embarked) and food service
should begin to pull together the Navy Cash figures needed to meet their own reporting
responsibilities.

(2) Itiscommon practice, especially on larger ships, to specify different EOM or
End-of-Period (EOP) closing dates for different vending machines. To assist in closing out each
month, the Disbursing Application allows different closing dates to be specified for each vending
machine.

(3) Navy Cash enforces a sequence of steps for closing out each month or period.

(@ Firgt, al the vending machines for the particular merchants must be closed
out at the vending machines themselves (see Appendix A).

(b) Second, al the merchants must be closed out, to include both vending and
ship’s store(s), at the Disbursing Application (see Appendix A and paragraph 8.4.29.b).

(c) Third, an EOM close-out can be performed as a part of the Indicate End of
Day (IEOD) function at the Disbursing Application (see paragraph 8.4.24.b).

(d) Successful processing of the IEOD round trip sends the EOM shore reports
and automated EOM spreadsheet to the ship which are then used to prepare the required EOM
reports (see paragraphs 8.9, 7.6, and 3.11)

(e) EOM Procedures Worksheet. A Navy Cash EOM Procedures Worksheet
that consolidates the procedures for the various steps and phases of the EOM process for
disbursing, sales, and food serviceisincluded at Appendix R.

(4) The“Indicate End of Month” field on the “Indicate End of Day” screen (see
paragraph 8.4.24.b) will remain grayed out until all vending machines and merchants are closed
out in the proper sequence. In thisway, an EOM cannot be initiated before al the vending
machines and merchants are closed out.

(5) The EOM process for vending and ship’s store is performed in two phases.

(8 Phaseoneis performed at the vending machine using the CAD template and
merchant card to activate the CAD EOM function (see Appendix A, Vending Maintenance and
Sales End of Month) and includes a physical inventory for each machine. Thisisthefirst stepin
the sequence for closing out each month, and all vending machines for a particular merchant
must be closed out before proceeding to phase two.

(b) Phasetwo is performed at the sales office or disbursing office using the
Disbursing Application to activate EOM for each merchant (parent) (see Appendix A, Vending
Maintenance and Sales End of Month, and paragraph 8.4.29.b below and following). Thisisthe
second step in the sequence for closing out each month, and all the merchants, including both
vending and ship’s store, must be closed out before the actual end of month can be performed.

(6) Toinitiate EOM for each merchant (parent) (phase 2), the Sales Officer clicks
on the “Vending and Ship’s Store” link in the menu on the left-hand side of the Disbursing
Application screen. The “Merchants and Vending Machines’ box displays al the merchants, all
the vending machines associated with each merchant (if any), and the Terminal 1D numbers for
the CADs “tied” to each of the vending machines.
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¢ A ydlow traffic sign next to avending machine indicates that an EOM must be
performed at the vending machine (see Appendix A, Vending Maintenance).

e |f an EOM has been performed at a vending machine, agreen traffic light will be
displayed next to the vending machine.

e |f an EOM has been performed on al vending machines associated with a
merchant (parent), ayellow traffic sgn will be displayed next to the merchant.

¢ A red warning sign indicates that one or more of amerchant’s vending machines
have not indicated EOM. EOM must be completed at al vending machines
before EOM for the merchant can be initiated.

o A greentraffic light icon displayed next to amerchant indicates that the merchant
and al of its vending machines (if any) have indicated their EOMSs.

HOEEE

(7) After al the vending machines for a particular merchant display the green
traffic light icon, ayellow traffic sign will be displayed next to the merchant, and the Sales
Officer can initiate an EOM for that merchant (parent).

(& Highlight specific merchant in “Merchants and Vending Machines’ box.
(b) Click the check box next to “Indicate End of Period for Merchant”.

(c) Verify the “End of Period Month” and “End of Period Year” by scrolling
down the respective menus.

(d) Click onthe*“Indicate EOP” button.

(e) When the prompt is displayed, verify that EOM is desired for the specified
merchant by clicking the “OK” or “Cancel” button as appropriate.

(f)  Print the screen to record the vending EOM date and time. In Navy Cash, all
dates and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated
Universal Time (UTC)).

(8) The procedure in paragraph (5) above isfollowed until all merchants, including
ship’s store are closed out. A green traffic light icon displayed next to a merchant indicates that
the merchant and al of its vending machines (if any) have indicated their EOMSs.

(99 The EOM indicators for the vending machines and ship’s store are sent to the
Navy Cash back end ashore whenever the Disbursing Officer performs the next “Indicate End of
Day” function.

(10) Once the EOM process has been completed for al vending and ship’s store
merchants, the Sales Officer should notify the Disbursing Officer. Once all vending and ship’s
store merchants have been properly closed out, the “Indicate End of Month” field on the
“Indicate End of Day” screen (see paragraph 8.4.24.b) will no longer be grayed out. The
Disbursing Officer can then complete the third step in the sequence for closing out each month at
the next appropriate end of day (see paragraph 8.4.24.b). If ROM I1 inventories do not balance
with Navy Cash collections, any or al machines can be re-inventoried by simply restarting the
inventory process at Phase 1 Step 2 (see Appendix A). When the vending machine operator
inserts the Merchant Card into the CAD and presses the right-hand button on the CAD to activate
the EOM function, the date and time stamp in the Navy Cash system will be reset to the new date
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and time. If arecount is necessary after the Disbursing Officer has completed the EOM, the
Disbursing Officer must reinitiate the EOM in order to incorporate the new numbers.

(11) EOM reportswill not be available until the Disbursing Officer completes the
EOM process by clicking the “Indicate End of Month” check box at the next appropriate IEOD.

(12) Status of Vending and Ship’s Store Merchant Closeout. The Disbursing Officer
can check the status of the vending and ship’s store EOM or other EOP process for the current
and the previous month.

(@ Inthefirst sample screen below, selecting the previous month, “5/2008”, in
the “Display Status for Period” drop-down box indicates that each merchant and all of its
vending machines (if any) have indicated their EOMSs.

NawvyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

g l Yending and Ship's Store

Dizplay Status for Period: 05/2002 i
Merchants and Yending Machines. 0E/2008

- ¥¥ 800000007954 - VENDING SODA - 10/02/08 10:31:09

3 ¥¥ VM50DAD000000005 - Torpedo Tube #3 - CAD # 000001 7348570000 - 10/02/08 10:30:41
Lard Report - ¥ 800000008464 - VENDING STORE ITEMS - 10/03/08 15:50:25
T pe—— g YMCAND'YD00000001 - Infirmary - CAD # D070C20585150000 - 10/02/08 10:30:43

YMREDBULLOODODOT - Mess Decks - CAD # 000007 2343870000 - 10/09/08 15:50:19

Feplacement Card

Operations

Indicate End of D ay
dic3le 10 0 d |—

Yending Machine 1D: |

I achine Location: |

CaD Termninal [D: | J

Procedure

One ar more of thiz merchant's wending machines have naot vet indicated EOP. Pleasze complets
EQF for all wending machines before indicating EOP for the merchant.

terchant; Thiz merchant iz ready for itz EOP.
YYending Machine: This vending machine is ready for itz EOP.

g This merchant and all of its vending machines, if any, have indicated their EQPs,

Yo are ugihg wversion 1.5.48 of the Disbursing Application. [hop] 1742009 823 PM
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(b) Inthe second sample screen below, selecting the current month, “6/2008”,
in the “Display Status for Period” drop-down box indicates that each merchant and all of its
vending machines (if any) have not yet completed their EOMs.

NawyCash Disbursing Application
Welcome, DISEOD

Logout

Funds Transfer

Merchants and Yending tachines.

= /%% 800000007354 - VENDING SODA - 10/02/08 10:31:09
¥ /150DA0000000005 - Torpedo Tube #3 - CAD # 000001 7948570000 - 10/15/08 14.53.08
- -3 500000008454 - VENDING STORE ITEMS - 10/09/08 15.50:25
ACCeunt Manlerante ﬁ\, WMCAND'Y 00000000 - Infirmary - CAD # 0070C 205891 50000
WMREDEULLODOODD - Mess Decks - CAD # 000001 2349870000 - 11/20/08 12:47.25

h Fieplacerent Card

intenance

Operations

Indicate End of Day
dic3le 10 0 d |—

“ending Machine (D |

I achine Location: |

CaD Terminal 1D: | j

Procedure
One ar more of thiz merchant's wending machines have naot vet indicated EOP. Pleasze complets
EQF far all wending machines befare indicating EOP far the merchant.
terchant; Thiz merchant iz ready for itz EQP.
YYending Machine: This vending machine is ready for itz EOP.

g This merchant and all of its vending machines, if any, have indicated their EQPs,

Yo are ugihg wversion 1.5.48 of the Disbursing Application. [hop] 1742009 8:24 PM

(13) Multiple EOMs for Turnover Closeout

(@ Current Month. The Disbursing Officer can do multiple EOM close-outs
within the current month, for example, at Disbursing Officer turnover (see paragraph 8.3.4.d,
Closing Out Navy Cash at Disbursing Officer Turnover), by selecting the current month in the
“Display Status for Period” drop-down box. The Disbursing Officer cannot close out Navy Cash
(step three in paragraph (10) above) until all vending and ship’s store merchants have been
properly closed out (steps one and two in paragraph (5) above). At true EOM, the same steps are
followed, and the EOM numbers will start from the previous month end, not the midmonth
closeout, and include the full month’ s receipts. The reports will include numbers for the entire
month, but the new Disbursing Officer will only be responsible for the latter part of the month.
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(b) Previous Month. The Disbursing Officer can do an EOM close-out for the
previous month (steps one, two, and three) by selecting the previous month in the “Display
Status for Period” drop-down box as long as no other close-out was completed in that month.
Once the month changes, multiple EOMs are no longer possible for the previous month. If
necessary the CSU can assist the ship in recovering the numbers for previous month.

NawyCash Disbursing Application

Welcome, DISBOD

Logout

Funds Transfer

Funds

ahzfer

Card M aintenance

: i Event Maintenance

Ligting of Exigting Events to be Updated

Merchant - A

| Evert

| Event Desc Ewent Exp Date

Dizplay Expired Events

Add or Update at Event

Operations

Iindli nd of Day

Add

Procedure

o

Yo are ugihg wversion 1.5.48 of the Disbursing Application. [hop]

* Merchant:

* Event:

* Event Description:

* Ewpiration D ate:

To Update an existing Event;

From the Listing of existing Events to be updated'

Befrezh

|02/05/2009

[mm/dd Awy]

Feset

To &dd a new Event:

From the 'Add or Update an Event’ bow:
1. Choose a Merchant.

1. Chooze an existing Event by uzing the scroll bar or 2. Enter a short descnption of the Event for
typing the merchant name.

2. Single Click. an Event you want to update.

From the ‘4dd or Update an Event box:

3. Change any of the field: and click Update.

promotion (reguired).

3. Enter a long description of the Event for
promotion [required).

4. Pleasze enter an expiration date for this Ewvent
[when the promohion ends] [required).

* required field

1/6/2009 B:22 FM

8.4.30 Event Maintenance

When alarge number of cardholders need arefund, handling the refunds individually would
be time consuming. For example, MWR may sell a significant number of tickets to a concert or
sporting event or series of tours that must be cancelled at the last minute because of operational
requirements or a change in the ship’s schedule. Event processing allows a merchant to make
sales collections for specific events, report transactions by event, and request arefund through
the Disbursing Officer for everyone who purchased the event if abulk refund should become
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necessary (see paragraph 8.4.12, Bulk Refunds). Event maintenance allows the Disbursing
Officer to establish and update event processing for any merchant on the ship.

a AddaNew Event

(1) Inthe“Add or Update an Event” box, choose a merchant from the “Merchant”
field by using the scroll bar.

(2) Enter ashort description of the event in the “Event” field and along description
of the event in the “Event Description” field. The short description will be what is displayed on
the K22 screen as the “Event Code” during sales transactions, and the K22 screen is limited to 20
characters (including spaces). Therefore, the short description, or event code, should be
generated accordingly. For example, a series of tours sponsored by MWR on one particular day
of an extended port visit might be indicated smply as TOUR A 040211, TOUR B 040211, and
TOUR C 040211, where“A”, “B”, and “C” distinguish the three tours and “040211” indicates
the year, month, and day of the tours. The long description can be used to provide a more
detailed explanation of the events.

(3) Enter an estimated expiration date for the event in the “ Expiration Date” field
and click the “Update” or “Reset” button to save the new event. The default date displayed in the
“Expiration Date” field is 30 days from the current date. After the expiration date, the event will
no longer be sent to the K22 by the Navy/Marine Cash server.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-106 14-Aug-09



MavyCash Disbursing Application

Welcome. DISBOD

Logout B
; ' Event Maintenance

Funds Tranzfer

Lizting of Exizting Events to be Updated

Merchant - & | Ewvent | Ewent Desc Ewent Exp Date |
MAWY MwR CONCERT PAUL MCCARTMEY . 07/21/2005

Card Repart

Mew Enmollee Card Pick Up

: ] Refrezh
Account Maintenance Disples) Expired Evenle: [ —

1 Feplacement Card

Add or Update an Event
| ant Etrollment

“Merchant: | 500000008450 - MAVY MwR |

Operations = Event: |

* Event Description: ‘

* Enpiration Drate: |07 /21 /2005 [mirnAdd ]

Reset

vent Maintenance Procedure
. To Update an exizting Event: To Add a new Event:
Functlions

From the ‘Listing of existing Events to be updated' From the ‘add or Update an Event' bow:

b 1. Choose a Merchant.

1. Choosze an existing Event by using the scroll bar or 2. Enter a shart description of the Event for
typing the merchant name. promotion [required].

2. Single Click an Event you want to update. 3. Enter a long description of the Event far

Fraom the ‘Add or Update an Event’ bow: promation [required).

3. Change any of the fields and click Update. 4. Please enter an expiration date for this Event

[when the promotion ends) required).

* required field

You are uging wersion 1.4.27 of the Disbursing Application. [nep.di380) B/21,/2005 11:52 Ak

b. Update an Existing Event

(1) Inthe“Listing of Existing Eventsto be Updated” box, choose an event by using
the scroll bar or by typing or selecting the merchant name in the “Merchant” field in the“Add or
Update an Event” box.

(2) Click on the event to be updated. Thiswill populate the fieldsin the “Add or
Update an Event” box.

(3) Changeany of thefieldsin the “Add or Update an Event” box, and click the
“Update” or “Reset” button to save the changes.

(4) Event Codes Are Not Reusable. Each event code must be unique within the
Disbursing Application on each ship. Do not reuse event codes; event codes can only be used
one time. This becomes especially important if an event is canceled and the Disbursing Officer
performs a bulk refund. To ensure the correct amount for a particular event is refunded to the
correct cardholders who participated in that event, event codes must be unique. For arepeating
function, each instance must be renamed as a new event with a new event code.
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NavyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

[:\Program FileshDispodppsLoghDizpologd 0603, log

Lnkl
Card Report

Account Maintenance

Operations

Indicate End of D ay

Pazt Logs:

[o:s = | — ‘ s ‘
Yiew Past Log Yiew Cument Log

You are using verzion 1.5.48 of the Disbuen g sppieauon, gy o weur

84.31 ViewlLog

The“View Log” link in the Disbursing Application provides access to both current and
historical records of system actions and error conditions. It is used primarily for troubleshooting
problems with the Disbursing Application.

a. Toview the current log, click on the “View Current Log” button.

b. Toview apast log, highlight the desired log in the “Past Logs” window and then
clink on the “View Past Log” button.
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NavyCash Disbursing Application
Welcome, DISBOD

Utility Dpticrs.

View Storage Usage

C:% Drive type: Fised dive -~
Tatal bytes = 10,733,957.120
Free bytes = 4,072.067.072
Avallable bytes = 4072 067,072
D% Drive type: Fised diive
Tatal bytes & £9,289,754.524
Free bytes = BR.7I3577472
Available bytes = BR.7I3577.472

E:% Drive type: CD rom

Operations Remaining disk space unknown
T e e Free bytes = BR.7I3577472
Indealz Erdof Day pvailable bytes = B8.793577 472

F:% Dirive type: Remowable

Total bytes = 8.025,866,240
Free bytes = 7.110,295,552 b
You are using verzion 1.5.48 of the Disbuen g sppieauon, gy o TR

8.4.32 View Disk Usage

The“View Disk Usage” link in the Disbursing Application displays the current state of disk
storage use within the system. It is used primarily for troubleshooting problems with the
Disbursing Application.
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NavyCash Disbursing Application

Welcome, DISBOD

Logout

Funds Transfer

. NOC Selection
P

Current MOC Selection: PRMOCDR [10.3.117.43]

Change MOC selection

Card Repott PRMOC - 10.3.117.777 ﬂ
Account Maintenance Mate: Chatging the MOC selection will effect transfer of data from the ship to the shore. Pleaze

make sure that the curent selection reflects the pozition status of the ship - undensay or docked.

Nate Maintenance
Operations

Indicate End of D ay

Il Beparting

Y'ou are using version 1.5.48 of the Disbursing Application. [hep) 1/6/2009 B:32 Ph

8.4.33 Network Operations Center (NOC) Selection

a. Navy Cash isdesigned to exchange data with its shore component through multiple
paths. In order to ensure maximum throughput, the Navy Cash server on the ship automatically
switches among these paths so that, if any one path isinoperable for any reason, data files will
continue to flow without action on the part of the Disbursing Officer. Nonetheless, it is not
uncommon for ships to experience temporary communication outages while they are underway.

b. The current NOC selection (path) will be displayed at the top of the “NOC
Selection” screen. To display the available paths, click on the down arrow in the “Change NOC
Selection” box to drop down the menu.

(1) P addresses associated with each path are displayed in the drop-down menu to
assist in any communications troubleshooting that may be required, e.g., PRNOC, UARNOC,
PRNOCDR, and UARNOCDR).
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(2) PRNOC isthe“home” NOC for all shipsthat are based on the West coast or are
Forward Deployed Navy Forces (FDNF). Their satellite communications (SATCOM) are
terminated with the Pacific Region NOC (PRNOC). PRNOCDR is a backup path at the PRNOC.

(3 UARNOC isthe“home” NOC for al shipsthat are based on the East coast.
Their SATCOM communications are terminated with the Unified Atlantic Region NOC
(UARNOC). UARNOCDR is a backup path at the UARNOC.

(4) If the path through the “home” NOC failsto transfer files, the Navy Cash server
will automatically switch to one of the other pathsin a pre-defined order, e.g., UARNOC,
PRNOC, UARNOCDR, PRNOCDR).

c. Communications Troubleshooting. The Disbursing Officer should check the status
of round trips on aregular basis (see paragraph 8.4.24, Indicate End of Day, for an explanation
of manual EOD, automatic EOD, and automatic interim round trips). If a pending batch is not
completed within six hours, engage aship’s 1T and, together with the IT, go through the
troubl eshooting steps in the Communications Troubleshooting Guide included at Appendix S.

(1) Navy Cash Access Control List (ACL) statements must match the statements
provided in the troubleshooting guide. In addition, verify that all NOC selections (paths) (see
paragraph b above) are responding to the FTP test instructions in the troubleshooting guide. If
one of the NOCs times out or the connection closes at the remote host when performing the test,
the IT should contact the NOC to find out why that IP is not connecting. A successful connection
isindicated when the FTP test returns a prompt for a user name and password for that | P address.

(2) To monitor the round-trip process, log on to the Navy Cash server and check the
most current batch _process summary.log file located in the Q:\files\navydatallog directory. If
the batch is continuing to fail at Step 7 or Step 11, check the batch_process details.log for timed-
out or decrypt errors. If these errors exist, the ship’s 1T should open a COMMSPOT with the
UARNOC or PRNOC, i.e., per the P address the Disbursing Application is displaying at the top
of the “NOC Selection” screen (see paragraph b above), along with the NOC the ship may
currently be termed with due to location. Look for Navy Cash traffic, and seeif there are errors
or TCP resets causing the file to terminate transmission.

(3) Thekey to resolving communicationsissuesisto work with the ship’sITs.
Ships whose I Ts are engaged get communications issues and problems resolved more quickly,
which ultimately affects customer service to the crew. The I Ts are aware of LAN issues on the
ship or fleet advisories sent by the NOCs. If the NOCs state there are no issues and no errors
transmitting Navy Cash files, the Disbursing Officer should then contact the CSU via e-mail at
navycashcenter @ezpaymt.com. The CSU will assign a case number and engage the Navy Cash
Technical Support team for further troubleshooting.

8.4.34 Process Split Pay File

Individuals who elect the Split Pay Option (SPO) have a portion of pay sent directly to Navy
Cash accounts each payday. Enrolling in Navy Cash and signing up for SPO are two separate
actions. Signing up for SPO does not automatically enroll someone in Navy Cash (see paragraph
8.4.21); conversely, enrolling in Navy Cash does not automatically sign someone up for SPO.

a. Navy Option
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(1) The proceduresfor Navy Cash SPO follow the procedures in place today for
non-Navy Cash ships. The member continues to sign alocally generated form to authorize SPO
(see paragraph 8.15.17 for a sample SPO enrollment/disenrollment form), and an HM series FID
is generated in the Defense MilPay Office (DMO) system. However, under Navy Cash, all
payroll functions are done between DFAS Cleveland and JPMC. The SPO payroll dollars will
continue to appear on the pay message, but require no action by the ship.

(2) Faled Navy Cash SPO Payments. Currently, when DFAS Cleveland forwards a
SPO payroll, JIPMC credits payroll paymentsto individual accounts by ship. Individua payroll
payments fail when someone does not have an open Navy Cash account or when the Navy Cash
backend ashore does not know that someone is assigned to a particular ship.

(@ Toavoidfailed SPO payroll payments, disbursing must ensure a person’s
enrollment in Navy Cash is completed and their Navy Cash account is actually opened before
signing them up for SPO. A person’s name on the SPO enrollment form must match their name
on the Navy Cash enrollment form. If a person is transferring from another Navy Cash ship and
isalready enrolled in Navy Cash, the Disbursing Officer must ensure they have completed a
“ Ship Check In” at the K80 before signing them up for split pay. That way, as soon as the next
End-Of-Day (EOD) round trip is completed between ship and shore, the Navy Cash backend
knows this person is assigned to a particular ship.

(b) Navy Cash Payroll Report. The Disbursing Officer should check the Navy
Cash Payroll Report in the shore reports directory (see paragraph 8.4.24.f) each pay day. The
report is sent to the ship automatically at the completion of the next EOD round trip after the
Navy Cash backend ashore posts the split pay payroll to the individual accounts (see paragraph
8.15.18 for a sample report). If someone’ s split pay payroll payment fails, the report will provide
an indication of the reason for the failure. For example, in addition to the primary reasons
mentioned above, a person’s name may have been changed in the MMPA but not in Navy Cash;
aperson’s SSN, which is probably correct in the MMPA, may have been entered incorrectly in
Navy Cash; or aperson’s Navy Cash account may have been closed for some reason or other. In
the report, “CLOSE_PND” or “CLOSED” indicates the account has been closed, and “ Account
Invalid” indicates the Navy Cash backend ashore could not match the person’s SSN, name, or
ship to an account. After checking the report, the Disbursing Officer can then contact the CSU
and provide the correct information or be ready with the correct information when the CSU
contacts the ship. Either way, the problem can be resolved that much more quickly, and the
individual will receive his or her split pay payroll payment that much sooner.

(c) The CSU will contact the ship, generally with an e-mailed Failed Split Pay
Notice, to seeif theindividual isgoing to enroll in Navy Cash. If they do not hear from the ship
or if theindividual is not going to enroll, JPMC must then return these funds to DFAS Cleveland
to be credited back to the individual’s Master Military Pay Account (MMPA).

(3) If IPMCisforcedto reect a SPO payroll payment, the funds will be returned to
DFAS Cleveland to be credited back to the individual’s MMPA. This creates additional
workload for the Disbursing Officer and significantly delays receipt of SPO payroll amount for
the individual. JIPMC will initiate the return of fundsto FRB Boston. The FRB will issueaDT in
the amount of the SPO to be returned. FRB will notify the individual’s ship that aDT has been
issued. Since the FRB reported the DT, the Disbursing Officer must do the following:

(@ Postthe DT online 4.2 of the DD Form 2657.
(b) PrepareaDD Form 1131 to credit back the SPO to the MPN.
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(c) 17x1453.2202 011 12600/0 000022 2D 000000071130
(d) Postthe DD Form 1131 on line 4.1B of the DD Form 2657.

(e) PosttheDT to the SODA.

(4) Provisional Split Pay. In the event of a communications interruption around
payday, which is normally held on the 1st and the 15th of the month, the Disbursing Officer has
the option to run a provisional SPO payroll on the ship (see paragraph 8.4.35). Cardholders who
are enrolled in SPO can be given a“provisional credit” in the amount of their last SPO payroll
amounts (or updated amount if a change has been entered since the last payday), which the Navy/
Marine Cash system keeps as a part of their profile information on the ship. The SPO Payroll
Report can be generated on the ship (see paragraph 8.4.25, View Reports) and lists cardholders
who have participated in SPO and the amount of the last payroll payment credited to their Navy
Cash accounts (see paragraph 8.15.19 for a sample report). When communications are restored,
the Navy/Marine Cash system synchronizes Navy/Marine Cash accounts between ship and
shore so that Navy/Marine Cash accounts on the ship reflect the correct balances.

MarineCash Disbursing Application

MARIM

Welcome, SMITHJ
Logout

Process Split Pay File

Fundsz Transfer

Place diskette containing split pay data in the floppy drive and click the 'Load’ button,

aintenance

ty Functions

You are uging verzion 1.4.27 of the Disbursing Applization. [nep.di280) B/23/2005 1:49 PM
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b. Marine Corps Option

The USMC Disbursing Officer operating on board deployed U.S. Navy ships will have SPO
functionality and will be required to create and process all SPO payrollslocally.

(1) The Disbursing Officer will determine the amount of total Marine split pay
going to Navy Cash and then create an SF 5515 debit voucher in this amount. The 5515 will also
include the appropriate Disbursing Station Symbol Number (DSSN). The Disbursing Officer will
sign and image this 5515 and e-mail it to the Federal Reserve Bank (FRB) Boston to Jon Colvin,
jon.colvin@bos.frb.org, 617-973-5909. The deployed Disbursing Officer will also mail a copy of
the 5515 to FRB Boston.

(2) The Disbursing Officer will then generate a Split Payroll file using the RAPTRS
system and transfer it to afloppy disk. When completed, the floppy disk isinserted into the disk
drive on the Marine Cash workstation in order to upload the payroll file to the Navy Cash system
on board ship. When the end-of-day processing is completed, the system forwards the payroll file
to the Navy Cash back-end ashore for processing by JPMC.

MarineCash Disbursing Application

MARIM

Welcome, SMITHJ

Logout

Funds

Card Maintenance

1933120300,z

BO92C969. a2
DevicelevelOrderD ata. clazs
Dizhakid

K.earsargeB 0920963, atl
Persanal&pptdn, hirl
SBABLLID
TrumanE032C311.at1

fccount Enrollment Please click on the 'Process’ button.

Operations

You are uging verzion 1.4.27 of the Disbursing Applization. [nep.di280) B/23/2005 1:50 P
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(3) At the Marine Cash workstation, the Disbursing Officer clicks on the “ Process
Marine Split Pay” link in the Disbursing Application. The Disbursing Officer then inserts the
disk containing the payroll file and clicks on the “Load” button.

(4) The Disbursing Officer then selects and highlights the correct payroll file (.at1
file) and clicks on the “Process” button.

(5) Prior to processing the payroll file, the application will ask the Disbursing
Officer if he or sheis sure that the specified file is the correct payroll file. The Disbursing
Officer confirms that the file is correct by clickingon “Yes’.

(6) Thisrunsthe application that encrypts the SSN on each record (field transport
key) and copies the data file off the disk and moves it to adirectory for transmission off the ship.
When the end of day runs, the payroll information file is automatically encrypted (file transport
key), zipped, and pushed to JPMC.

MarineCash Disbursing Application

Welcome. SMITHJ
Logaut

I Process Split Pay File

Funds Tranzfer

Fundz Transfer
Place diskette containing split pay data in the floppy drive and click the 'Load' button.

| |4:v80920969 at2

19391 208l0g. zip
£092C910. 5t

DevicelevellrderD ata. clazs
Dshak.id
Kearzargeb092C969. at1
Personaldpptve. html
SBABLLID
TrumanB092C911.at1

File has been proceszed and placed in C:\Program Filez\DizposppPayroll

You are using version 1.4.27 af the Disburzsing Application. [ncp.di380) B/2342005 1:52 P

(7) JIPMC will credit the amounts indicated in the file to the individual Marines
Navy Cash accounts. (At this point, JPMC has credited value into the Navy Cash system, but no
corresponding value has been deposited in the Navy Cash funds pool.)
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(8) The SF 5515 sent viae-mail to FRB Boston authorizes the transfer of funds
from the FRB to JPMC. FRB Boston will enter the 5515 into CA$SHLINK, which will debit the
Disbursing Officer’'s DSSN. FRB Boston will credit (viawire or ACH) the funds pool account at
JPMC in an amount equal to the 5515 debit voucher.

The routing number and account number for the Navy Cash funds pool are:

ABA Routing Number: 021000021
Account Number: 323152589

(99 TheUSMC Disbursing Officer will subsequently validate the SF 5515 amount
by reviewing CA$SHLINK reports.

(10) FRB Boston will subsequently validate the e-mailed image of the 5515 when
the hard copy arrives by mail.

(11) No third-party validation of the Disbursing Officer’s e-mailed 5515 is possible
as the Deployed Disbursing Officer creates and has ownership of the Marine split pay
information. Any risk in this processis mitigated by the fact that the Deployed Disbursing
Officer’s e-mail will always result in the transfer of funds from FRB Boston to the Navy Cash
funds pool. No other funds transfers will be possible using this approach.

8.4.35 Provisional Split Pay

a. Inthe event of acommunications interruption around payday, which is normally
held on the 1st and the 15th of the month, the Disbursing Officer has the option to run a
provisional Split Pay Option (SPO) payroll on the ship. Cardholders who are enrolled in SPO
can be given a*“provisiona credit” in the amount of their SPO payroll amounts. The Navy/
Marine Cash system on the ship keeps the previous SPO payroll amounts as a part of each
cardholder’ s profile information and provides the Disbursing Officer the ability to update the
SPO payroll amounts. The SPO Payroll Report can be generated on the ship (see paragraph
8.4.25, View Reports) and lists cardholders who have participated in SPO and the amount of the
last payroll payment credited to their Navy Cash accounts (see paragraph 8.15.19 for a sample

report).

b. Even when the Navy/Marine Cash system cannot communicate with the shore side,
DFAS Cleveland will still send the actual Navy split pay file to the Navy/Marine Cash back end
ashore for processing. When communications are restored, the Navy/Marine Cash system
synchronizes Navy/Marine Cash accounts between ship and shore and reconciles Navy/Marine
Cash accounts on the ship so they reflect the correct balances.

c. The“Provisiona Split Pay” function consists of three basic parts, each of which will
be discussed in turn.
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- . o Updating Previous Split Pay Data
LipvjsienalSpil.Ray. ¢ Running Provisional Split Pay
¢ Reporting

Fleaze Chooze a Provizional Split Pay Option

Provizional Split Pay Amount E diting Screen

Frovigional Post Split Pay Screen

E st

d. Updating Previous Split Pay data. If communications have been a problem and, as
payday approaches, it appears that a provisional split pay request may be necessary, the
Disbursing Officer can update a cardholder’ s SPO information in the Navy/Marine Cash
database on the ship to reflect any changes entered into DM O since the last SPO payrall file
was posted, to include adding a Navy/Marine Cash cardholder who was not previously
receiving split pay. This capability helps to ensure that the proper SPO amount is credited to a
cardholder’s Navy/Marine Cash account should a provisiona split pay request become
necessary. The Disbursing Officer should refer to the SPO message received from DFAS
Cleveland for that particular payday if at all possible.

(1) To accessthe provisional split pay functions, the Disbursing Officer clicks on
the “Provisional Split Pay” link in the Disbursing Application. A window is then displayed that
presents the two provisional split pay options, the first of which is Provisional Split Pay Amount
Editing. To update previous split pay data, the Disbursing Officer clicks on the “Provisional Split
Pay Amount Editing” link in the provisional split pay options window.
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NawyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

15000 10/07/2008
WAGLER, STEPHEN D 8745 5000 08/159/2008

Card Report

Account Maintenance

- Filters
Show orly Split Pay Cardholders v Befresh
Nate Maintenance
Operations . .
Payroll Amount: 25 0g Sacial Securty Mumber: |
Indicate End of Day
FPrrirt Submit
{eporting
|| B epartin P T
Filter Qptionz Update Payroll &mount

1. Yiew all ship Cardholders by remaving the check an 1. Click on Cardhalder to be updated or type in
‘Show only Split Pay Personnel’ baw. Social Security Mumber.

2. Wiews only ship Cardholders participating in SPO by 2. Change the dollar amount in the ‘Payrall Amount’ bos.
clicking on 'Show only Sphit Pay Cardholders' bos. 3. Click the Submit buttor to record wour change.

3. Wiew a single Cardholder by entering S5,

4 Press the Refresh button ta filker the list.

bursing Application. [hep) 1/6/2009 B:38 PM

(2) FEilter Options.

(& Toview only the Navy/Marine Cash cardholders on the ship who are
participating in the Split Pay Option (SPO), click on the “ Show Only Split Pay Cardholders’
check box to insert the “ check” mark, and click the “ Refresh” button.

(b) Toview al Navy/Marine Cash cardholders, click on the “ Show Only Split
Pay Cardholders’ check box to remove the “ check” mark, and click the “ Refresh” button.

(c) Toview asingle Navy/Marine Cash cardholder, enter an SSN in the “ Social
Security Number” box, and click the “ Refresh” button.

(3) Update Payroll Amount. To update the payroll amount for an individual Navy/
Marine Cash cardholder:

(@ Click on the cardholder whose payroll amount is to be updated; or enter an
SSN in the “Social Security Number” box, and click the “Refresh” button.
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(b) Change the dollar amount in the “Payroll Amount” box, and click the
“Submit” button to save the change.

(c) Thischange updates the Navy/Marine Cash database on the ship only and is
normally used to reflect any changes entered into DM O since the last SPO payroll was posted.

NawvyCash Disbursing Application
Welcome, DISBOD

Logout

Funds Transfer

g ‘ Provisional Post Split Pay

Previous Split Pay Requests

Fay Date - D | I zer Statusg | Status Date Statuz Description

Submit a Split Pay Request
Month; January L Day |4 L Year | 2n09 L
Befresh Submit LCancel

Procedure

Viewing Split Pay Requests Submitting a Split Pay Reguest

1. If there iz no Status Date, then the request 1. %ou cannot skip a pay period.
has not pet been processed. 2. ou cannot have more than one Pay Reguest for a

2. For all Summary and Exception Details, please Paydate that is in a Mot yet processed State.
refer to log files in directory: 3 You cannot skip a Papdate.
-\ fleshhavpdatasreportishiphpspoh by date. 4 You can only have one future Papdate.

E ditor
Yo are ugihg wversion 1.5.48 of the Disbursing Application. [hop] 1./642009 E:41 PM

e. Running Provisional Split Pay. If the Navy Cash system cannot communicate with
the shore side on or just before payday, the Disbursing Officer has the option to submit a
provisional split pay request. Before submitting a request, the Disbursing Officer should update
cardholder SPO information in the Navy/Marine Cash database on the ship to reflect any
changes entered into DMO since the last SPO payroll was posted to ensure that the proper SPO
amount is credited to each cardholder’ s Navy/Marine Cash account (see paragraph d above).

(1) To access provisional split pay functions, the Disbursing Officer clicks on the
“Provisional Split Pay” link in the Disbursing Application. A window is displayed that presents
two options, the second of which is Post Provisional Split Pay. To run provisional split pay, the

NC SOP Ver 1.13 Chpt 8 Disbursing 8-119 14-Aug-09



Disbursing Officer clicks on the “Post Provisional Split Pay” link in the provisiona split pay
options window.

(2) View Split Pay Requests.

(8 To check the status of a provisional split pay request, ook at the appropriate
split pay request in the “ Previous Split Pay Requests’ box. If thereisno “ Status Date” provided,
then the request has not been processed.

(b) The status displayed only represents the status of processing the provisional
split pay request on the ship. It does not represent the status of synchronization with the back end
ashore. A status of “Processed Successfully” indicates that provisional split pay has been
successfully applied to Navy/Marine Cash account balances on the ship.

(3) Submit Split Pay Request. To submit a provisional split pay request:

(8 After ensuring cardholder SPO information in the Navy/Marine Cash
database on the ship has been updated as necessary to reflect any changes entered into DMO
since the last SPO payroll file was posted (see paragraph d above), enter the date of the payday
being requested for provisional split pay, and click the “ Submit” button. The default date
displayed is dways the date of the previous payday from today’ s date.

(b) There cannot be more than one pay request for apay date that isin a“Not
Y et Processed” status. A request for the same pay period cannot be submitted until the
processing of that request has been completed. A provisiona split pay request might be
submitted a second time to credit the Navy/Marine Cash account of a cardholder who was added
to split pay through the “Provisional Split Pay Amount Editing” screen (see paragraph d above)
after the request was run initialy.

(c) A pay date cannot be skipped. Requests for provisiona split pay must be run
in date order. If the last successfully processed provisional split pay request displayed in the
“Previous Split Pay Requests’ box was 15 September 2003, the Disbursing Officer could first go
back and run the 15 September 2003 provisional split pay request again to pick up any
cardholders who were not paid for that pay period. Once the 1 October 2003 provisional split pay
request has been submitted and processed successfully, the previous 15 September 2003 pay
period cannot be run again.

(d) Therecan only be one future pay date. Continuing the example above, once
the 15 October 2003 provisional split pay request displays a status of “Processed Successfully”,
the Disbursing Officer could submit a provisiona split pay request for 1 November 2003 but
could not submit a request for another future date after 1 November 2003.

f. Reporting. When communications are restored and the provisional split pay fileis
received ashore as a part of the normal end-of-day processing, it is posted to cardholder Navy/
Marine Cash accounts and reversed immediately. The cardholder accounts will already reflect
the actual split pay payroll from DFAS Cleveland. Any differences will be reflected in the
Provisional Split Pay Exceptions Report. This detailed report, and other summary reports, will
be placed in the provisional split pay option log filesin the
“Q:\files\navydata\report\ship\spso\by date” directory. On the Disbursing Application
workstation or laptop, the report can be found in the S:\files\navydata\report directory, which
maps to the Q:\files\navydata\report directory on the Navy Cash server. The “ Shore Reports”
folder (icon) on the Disbursing Application desktop provides a short cut to the reports directory.
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8.4.36 Access Editor—Access Control for Disbursing Application

a. The Disbursing Officer must control who has access to the various functions within
the Disbursing Application. Individual operators are assigned to one of six “User Groups’.
These user groups essentially represent six levels of accessrights. The access rights for each
user group are initially set to default settings, a sample of which is shown in the table included
under paragraph g below. The Disbursing Officer can tailor the access rights for an individual
operator by either adding or deleting specific access rights.

b. Inorder for an individual to change his’/her password, the Disbursing Officer must
first verify theindividual’s identity. Once thisis established, the individual can then enter a new
password into the system.

c. Eachindividual operator must log off when they are through working on the system.
The next operator can then log on the system by entering his or her own user ID and password.
Each operator must use his or her own user ID and password when operating the Navy Cash
system.

d. Asamatter of policy, any PS who wantsto perform any personal Navy Cash
transactions in the disbursing office, for example, to add or cash out value or change a PIN,
should contact the Disbursing Officer or Deputy.

e. Each caendar quarter, the Cash Verification Team will generate card reports for all
Navy Cash Disbursing Application users (see paragraph 8.4.18, Card Report) to verify that no
unauthorized deposits were made to their accounts since the last quarterly cash verification.

f. To access the access editor
functions, the Disbursing Officer clicks on the
Please choose an Access Editor Function or Exit “ Access Editor” link in the Disbursi ng
Application. A window is then displayed that
presents the access editor options that are
available to the Disbursing Officer, each of
which will be discussed in turn.

e Assgned Access Rights Editor
e User Account Operations

Access Editor

Azzigned Access Rights Editor

User ficcount Operations

Exit

g. Default Settings. The table below shows the current default settings for access rights
to the Disbursing Application.
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Level 1
Disbursing Officer/Deputy

Level 2

Marine Disbursing Officer/Deputy
Level 3

Agent Cashier
Level 4
Duty Person (Duty DK, Duty Supply, CDO)

Level 5

Refunds (Ship's Store, MWR, etc.)
Level 6
Duty ADP

Funds Transfer
Funds Transfer to Chip
Funds Transfer from Chip ° ) )

Chip to Chip Corrections

Card Maintenance
PIN Reset or Change
Change Card Status
Unblock Card
Card Report
New Enrollee Card Pick Up

Account Maintenance

Assign Replacement Card

Account Enroliment
Operations

Indicate End-Of-Day

Weekend Indicate End-Of-Day

Safe Closeout

View Reports

Safe Bank Transactions

Operator ID Maintenance

Vending Maintenance
Utility Functions

View Log

View Disk Usage

NOC Selection

Process Split Pay File

Access Editor

Refunds [} [ ) ) )

Backups/ Troubleshooting ° °
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. Set Look and Feel Attributes

Group Membership
G ToLp; Group Membership:
Add DISEOD

Harine Disbursing Offi:e
Agent Cashier
Duty Personnel Remaove
Fefund= 3
211 tr ATIP . Fretrieve . .
IJzer Hame: Cumnulative Access Rights for User:

View Report= Y

HOC Selection
SHMITHJ Frocess Marine Split Pav
SATLORS View Di=k U=zage
ENROLLES View Log
FFET ¥ lann TISFR RROTE A~
< > < >
Group Access
IJzer Group: Group Access:
Havy Disbursing Offic Add Account Maintenance Y
Marine Disbursing Off — J |Account Enrollment
Agent Cashier Allow Add Group Member Right
Duty Personnel Remove ADD USER GROUIE
Fefunds r ALTEE_USEE_GROUFP
Tt ATHF Fetrieve Az=zign REeplacement Card
£ > —_— 1 |Card Maintenance W
Arccess List:
ACCESS EDIT — Access Editor ”
ACCESS USER_CGROUP_EDITOR — Access and Uzer Group EdltDr -
ACCOUHT HATNTENANCE - Account Maintenance
ACCT _ENROLL — Account Enrollment -
ADD DATABASE USER — Add Application User -
ADD GROUFP_MEMEEER — Allow Add Group Member Fight —
ADD TSER_GROUP - - bl

E wit

h. Assigned Access Rights Editor

(1) The Disbursing Officer clicks on the “Access Editor” link on the Disbursing
Application and then on the “ Assigned Access Rights Editor” link on the “ Access Editor” screen.

(2) Group Membership. Group access rights can be modified, that is, “Add”,
“Remove”, or “Retrieve”, within the “Group Membership” section of the Assigned Access
Rights Editor screen.

(3) Group Access Rights. The access rights for groups can be added or removed by
highlighting individual rightsin the “ Cumulative Access Rights for User” window and selecting
“Add” or “Remove’.

(@ Toaddanindividual to auser group, click on the individual’s user name in
the “User Name” box, using the scroll bar if necessary to find the user name.
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NOTE: User names are assigned by the Disbursing Application when a new Disbursing
Application user is added (see paragraph 8.4.36.i.(8)).

(b) Click on the appropriate user group in the “ Group” box in the “Group
Membership” section and click on the “Add” button. The application will ask the Disbursing
Officer to verify that he or she wants to add the indicated user to the indicated user group. When
the Disbursing Officer clicks the “OK” button, the application then displays a status box to
indicate that the operation was successful. Clear the status box by clicking the “OK” button.

(4) Group Access. Within the “Group Access’ section of the Assigned Access
Rights Editor screen, the access rights for an entire group can be added or removed by the
Disbursing Officer. Normally, the group access rights would not be modified.

% Set Look and Feel Attributes E]
Usger Operations
Ligt Active Uzers

UTzer Hame Acount Hame Operator ID
DISEOD DISEO, DL 1001
SATLORS SATTOR, SAM 2002

‘SMITHJ

£ >
Specihied Uzer: SMITHJ

Unlock Account | Lock Account Reset Password Change Password

Add Mew Disburzing Application User

Firzt Mame: | Add User

Lazt Mame: |

Search | Feset

Exit

i. User Account Operations

(1) The Disbursing Officer clicks on the “ Access Editor” link on the Disbursing
Application and then on the “User Account Operations’ link on the “ Access Editor” screen.

(2) Click onthe*“List Active Users’ button to display all currently active
Disbursing Application users.

(3) The status of each account, for example, locked, open, expired, islisted in the
“Status’ column on the far right. Use the scroll bar to view the “ Status’ column.
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MavyCash Disbursing Application E|

Please werify that wau wish ko Unlock the specified account,

Ik Cancel |

.................................

(4) Unlock Account. To unlock alocked user account, for example, a user account
isautomatically locked if the password is entered incorrectly three times, the Disbursing Officer
specifies a user by clicking on the user name and then clicking on the “Unlock” button. The
application will ask the Disbursing Officer to verify that he or she wantsto “Unlock” the
specified account by clicking the “OK” button. When you click the “OK” button, the application
then displays a status box that indicates that the operation was successful. Clear the status box by
clicking the “OK” button.

NavyCash Disbursing Application F§|

Please verify that wou wish ko Lock the specified accounk,

Ik Zancel |

.................................

(5 Lock Account. To lock auser out of the Disbursing Application, for example, if
auser will be on temporary duty away from the ship for an extended period, specify auser by
clicking on the user name and then clicking on the “Lock” button. The application will ask the
Disbursing Officer to verify that he or she wantsto “Lock” the specified account by clicking the
“OK” button. When you click the “OK” button, the application then displays a status box that
indicates that the operation was successful. Clear the status box by clicking the “OK” button.

NavyCash Disbursing Application

Flease werify that ywou wish to Reset the Password For the specified account,

.................................

K Cancel

.................................

(6) Reset Password. In order for an individual to change his/her password, the
Disbursing Officer must first verify the individual’s identity. Once thisis established, the
individual can then enter a new password into the system. To reset the password on a user
account, the Disbursing Officer specifies auser by clicking on the user name and then clicking
on the “Reset Password” button. The user is then prompted for a new password, which becomes
effective upon the next log on.

NOTE: After the new password is set, the Disbursing Application will display an error
and terminate. Smply restart the Disbursing Application and log on.
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Password Control. Access to the Disbursing Application is controlled by
password. Passwords must be a minimum of 8 characters and less than 16 characters
in length and must begin with an alphabetic character and should use three of four
character sets, that is, upper-case letters, lower-case |etters, numbers, and special
characters. Passwords should be changed every six months. The Disbursing Officer
shall record password changesin a locally generated and maintained |og.

Each operator should log off when they are through working on the system. The next
operator can then log on the system by entering hisor her own password. Each operator
must use hisor her own user ID and password when oper ating the Navy Cash system.

Password Editor

Fleaze Enter a nevs Pazsword: ||

Set Pazsword Exit

(7) Change Password. In order for an individual to change his/her password, the
Disbursing Officer must first verify the individua’s identity. Once thisis established, the
individual can then enter a new password into the system. To change the password on a user
account, the Disbursing Officer specifies auser by clicking on the user name and then clicking
on the “ Change Password” button. The user is then prompted for a new password, which
becomes effective upon the next log on. Again, the Disbursing Officer shall record password
changesin alocally generated and maintained log.

NOTE: Again, passwords must be less than 16 but at least 8 charactersin length and
must begin with an alphabetic character. Passwords should use three of four
character sets, that is, upper-case letters, lower-case | etters, numbers, and special
characters, and should be changed every six months.

Each operator should log off when they are through working on the system. The next

operator can then log on the system by entering hisor her own password. Each operator
must use hisor her own user 1D and passwor d when oper ating the Navy Cash system.
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Welcome, DISBOD
Logout 3 e
T 4 Utilities
|Jzer Operations -
MavyCash Disbursing Application List Active Users
Uszer Nane Flease werify that vou wish ko create a new user account For | ID
DISEQD SMITH, ROBERT &
SAILORES
SHITHJ
0K | Cancel
< >
Select User.
Unlock Account ‘ Lock Account Fieset Password Change Pazsword
Add Mew Disbursing Application Uzer
First Name: | SHITH, JILL - 5410 tdd User |
SHITH, JILLY - 5009
Last Name: [smith SMITH, JOE - 4804
SHITH, SAMUEL LAMONT - 2700
Seach | Reset SHITH. JOHN & - 13564
& ., ROBERT A4 — 165810
T-8bE-ENAYVYLASH [For Lhsbursing and Merchant calls. |
1-866-662-8922
1-BBE-3MAVYCASH [For Card Holder calls. )
1-866-362-8322
Fa:
1-866-CHASED
1-866-242-7301
E-mail address: navycashi@ezpapmt.com
You are using wersion 1.4.27 of the Disburging Application. [nop.di380] E/23/2005 205 P |

(8 AddNew Navy Cash Application User

NOTE: Anindividual must be a Navy Cash cardholder and have an Operator 1D assigned
with the “ Add as Disbursing User” block checked (see paragraph 8.4.28.d, Operator
ID Maintenance) in order to be added to the Disbursing Application user list.

(@ Inthe“First Name” and “Last Name” text boxes, the Disbursing Officer
entersthe individua’sfirst and / or last name. Click on the “ Search” button and select the desired
individual by clicking on the appropriate name in the adjacent list box. If no entries are found,
the list box will be empty, and the specified individual is probably not a Navy Cash cardholder.

(b) Click onthe®Add User” button. The application will ask the Disbursing
Officer to verify that he or she wants to create a new user account for the specified individual by
clicking the “OK” button. A successful operation will be indicated by a status box that displays
the username and password created by the system for the new user. Before clicking the “ OK”
button, which will clear the status box, write this information down for the new user. The user
should destroy this written note once he or she has changed the password (see paragraph (d)
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below. If an error message is displayed, write down the displayed message and contact the CSU
(see paragraph 8.14).

MavyCash Disbursing Application @

The Following logon infarmation

usernane: SMITHR
password: FMEPTRHIL

has been created Far

SMITH, ROBERT &

.................................

(c) Add the new user’s username to the appropriate user group through the
Disbursing Application “ Access Editor” screen and the “ Assigned Access Rights Editor”
functionality (see paragraph 8.4.36).

(d) Once the new user account has been established and his or her username has
been assigned to the appropriate user group, the password assigned by the Disbursing
Application must be changed by the user (see paragraph 8.4.36.i.(7) above).

8.4.37 Ingtallation Alerts: Installing IAVA and Other Softwar e Patches

a. Installation aerts provide an automated mechanism for applying software updates to
the Navy Cash system on the ship. These software updates include Information Assurance
Vulnerability Assessment (IAVA) patches to address applicable Information Assurance
Vulnerability Alerts (IAVAs) and Bulletins (IAVBs), DMLs (data fixes) applied to the ship-side
Navy Cash database, and application patches applied to the Navy Cash system.

(1) WhenlAVA and Navy Cash application patches have been pulled to the ship as
apart of the round-trip process, the “Installation Alert” pop-up window will appear the next time
an authorized individual logsin to the Disbursing Application. The Installation Alert window
notifies the Disbursing Officer to initiate the installation process by clicking on the “Install Now”
or to delay the installation by clicking on the “Install Later” button.

(2) DML patcheswill generally be transmitted to the ship and applied automatically
without any action required by the Disbursing Officer.

b. The Disbursing Officer must install IAVA and Navy Cash application patches as
soon as practicable. [dedlly, patches should be installed after the end of the business day, when
retail outlets have closed out for the day and retail operations are at a minimum. The status of
each patch will be transmitted back to shore automatically viaalog file as a part of the next
ship-initiated round trip. These log files will show asummary of the activity that occurred
during the installation of a patch. IAV A patches in particular require Navy-wide compliance
monitoring to ensure mitigation of security vulnerabilities. For each IAVA/B, the Navy Cash
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team ashore must report compliance to meet established deadlines using the Online Compliance
Reporting System (OCRS) to document and track compliance status for all Navy assets.

|

| % o : i
s S s tall o pRiErE: @
|

2000 .. Retesting &uto HOC Swatchang [non-iaval
|3EI|:IEI .. Reareszion for Auto NOC

Install Mo Install Later

c. 1T-21 Security Practices. Disbursing should follow I T-21 security practices, e.g.,
auditing event logs, physical security, etc. in addition to any Navy Cash security requirements
(see primarily paragraphs 8.2, General; 8.3, Navy Cash Custodial Responsibilities; and 8.4.36,
Access Editor—Access Control for Disbursing Application). However, do not apply IAVA
patches independently on the Navy Cash servers. Navy Cash Technical Support will provide all
necessary and approved updates, e.g., viainstallation alerts or pre- and post-deployment
grooms. When in doubt, contact the CSU.

85  Navy Cash Merchants, Vendors, and Foreign Concessionaires

8.5.1 Transient Merchants—Vendorsand Foreign Concessionaires

a. Transient merchants are generally used when Navy Cash transactions must be settled
on an as-needed basis to pay a vendor or concessionaire without delay for goods or services
provided. The transient merchants are usually only needed for a short time and are commonly
settled to adifferent vendor each time they are used. Transient merchants are designed to settle
to the disbursing office merchant Navy Cash (strip) account on adaily basis and not to a bank or
credit union account. The Disbursing Officer then provides an ex-cash-remittance check or cash
to the vendor in the amount of the Navy Cash transactions collected by the vendor. Within Navy
Cash, the standard transient merchants are: Husbanding Agent, Foreign Concessionaire, College
Courses, College Books, and Miscellaneous Events. While the other transient merchants were
set up for fairly specific purposes, “Miscellaneous Events’ was established to handle fund-
raising and other events, like a Navy Wives bake sale or a Chief’s Mess special function.

b. The procedures below were written for currency exchange and foreign
concessionaires, but they apply to transient merchants in general. Specific differences for
individual transient merchants are noted where necessary.
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8.5.2  Currency Exchange by Vendorsin a Foreign Port

Navy Cash can be used in exchange for foreign currency on board ships during a port visit.
When needed, currency exchange is generally arranged through the husbanding agent as part of
the Logistics Request (LOGREQ) prior to aport visit.

a. Preparation

(1) Beforethe sale of currency begins, an exchange rate that will remain in effect
throughout the port visit will be agreed upon with the currency exchange vendor. Once
established, the exchange rate will not be changed.

(2) The currency exchange vendor will maintain a currency exchange log and
record each transaction. A sample * Currency Exchange Log” isincluded at paragraph 8.15.24.
The vendor may use his or her own log as long as the information recorded includes the basic
information in the sample log.

(3 When aship pullsinto a port, the Disbursing Officer will provide the vendor
with sufficient copies of the Currency Exchange Log and issue each operator a battery-operated
K22 POS device. K22s checked out for these periodic functions should be signed out on alocally
generated and maintained custody log. Following the procedures in Chapter 2 of this SOP, each
K22 will be set to one of the transient merchants (Husbanding Agent is generally used for the
currency exchange vendor) and each operator will be assigned a separate operator ID number so
the Navy Cash detail reports can be separated by operator. The vendor will use the K22(s) to
record transactions and collect value from the cardholders using their Navy Cash cards to
exchange for foreign currency. If the K22s are expected to be used remotely for an extended
period, the Disbursing Officer should provide the operator with additional batteries.

b. Closeout

(1) Closeout Day Prior to Payment. At the end of each day or, more commonly, at
the end of the port visit, the vendor will bring the K22 and the currency exchange logs back to
the disbursing office for closeout and payment.

(@) Generaly, the vendor must close out at the end of the business day prior to
the day that payment is desired.

(b) Navy Cash transactions collected by transient merchants are settled to the
disbursing office merchant Navy Cash (strip) account, but the amount is not actually transferred
to the account or the new balance reflected until an Indicate End Of Day (IEOD) function and
subsequent round trip between the ship and the shore are compl eted.

(2) Download K22 and Copy Logs. The Disbursing Officer or Deputy shall make
copies of the logs and then plug the K22 into an available “download box” or serial port, for
example, in the disbursing office or sales office. When the K22 comes on line with the Navy
Cash server, the sales information contained on the K22 will be uploaded to the Navy Cash
server automatically.

(3) Generate Ship Report. As soon as the sales information on the K22 is uploaded
to the server on the ship, the Disbursing Officer shall use the Disbursing Application to generate
and print aMerchant Sales Summary Report that shows the total amount of Navy Cash
transactions collected by the vendor.
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(4) Reconcile Navy Cash Report and Vendor Logs

(@ If the Merchant Sales Summary Report generated by the Navy Cash system
and the vendor’ s currency exchange logs agree, the Disbursing Officer isready to pay the vendor
for the amount of the Navy Cash transactions collected by the vendor. If they do not agree, the
Disbursing Officer must reconcile the differences. To simplify settlement and payment, this
reconciliation should be completed before initiating the IEOD function.

(b) The Disbursing Officer shall use the Navy Cash system to generate a
Merchant Transactions Report for the time period covered by the logs presented by the vendor
and using the merchant and operator ID number that was assigned to the K22 used by the vendor.

(c) Therearetwo primary out-of-balance conditions that can occur. It is
possible, however, to experience combinations of these two basic error conditions, and this must
be considered when conducting the investigation.

((1)) Shortage. Thetotal sales amount on the vendor’s currency exchange log
is greater than the total amount collected on the Merchant Sales Summary Report. Sales are
overstated, or collections are understated. This condition occurs when a currency exchange sale
was recorded but the currency or electronic cash was not collected, for example, an individual
could have removed his or her Navy Cash card before the transactions was completed, or the
amount collected was less than the amount of the sale. If cash (currency) isinvolved, it is
possible that a cashier made change incorrectly during the transaction or that money was
miscounted, misplaced, lost, or stolen.

((2)) Overage. The total sales amount on the vendor’s currency exchange log
isless than total amount collected on the Merchant Sales Summary Report. Sales are understated,
or collections are overstated. This condition occurs when currency or electronic cash was
collected but a sale was never recorded or was recorded at an amount less than the currency or
electronic cash collected. If cash (currency) isinvolved, it is possible that the cashier made
change incorrectly or that the money was miscounted.

(d) For either out of balance condition, the Disbursing Officer must compare the
Navy Cash Merchant Transactions Report for the currency exchange vendor, which lists every
Navy Cash transaction the vendor performed that day, and the vendor’ s currency exchange log to
determine, through a process of elimination, which transactions are missing or were recorded at
incorrect amounts. Probable error conditions and corrective actions:

((1)) Condition: The Merchant Transactions Report shows a Navy Cash
collection transaction but a corresponding entry in the vendor’ s currency exchange log does not
exist. Corrective Action: Disbursing Officer will first confirm that the collection reported on the
Merchant Transactions Report is correct. If correct, the vendor will make a corresponding entry
in the currency exchange log. If incorrect, the Disbursing Officer will reverse the Navy Cash
collection by issuing arefund to the member in the amount of the original erroneous collection in
Navy Cash or currency as appropriate.

((2)) Condition: The Merchant Transactions Report shows a collection
transaction but recorded at an amount different than what is recorded in the currency exchange
log. Corrective Action: Disbursing Officer will determine the correct amount for the transaction
and, if the correct transaction amount is greater than the amount collected, the currency exchange
log will be corrected and the Disbursing Officer will contact the member and request payment of
the difference in Navy Cash or currency as appropriate. If the correct transaction amount is less
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than the amount collected, the currency exchange log will be corrected and the Disbursing
Officer will refund the difference to the member in Navy Cash or currency as appropriate.

((3)) Condition: The currency exchange log shows a collection transaction
occurred on the day of reconciliation but a corresponding transaction was not been recorded in
the Merchant Transactions Report. Corrective Action: Disbursing Officer will confirm that the
collection entry in the currency exchange log is correct. If correct, payment was never made, and
the Disbursing Officer must contact the cardholder and request payment in Navy Cash or
currency as appropriate. If incorrect, the currency exchange vendor will reverse (cancel) the
entry in the currency exchange log.

(e) If theinvestigation revealsthat cash (currency) was lost, misplaced, or
stolen, it should be handled in accordance with Chapter 6 of DODFMR Volume 5 and existing
procedures (which are outside the scope of Navy Cash).

(f)  Oncethe Merchant Transactions Report and Currency Exchange Log agree,
the reconciliation is successful, and the Disbursing Officer is ready to pay the vendor with a
check or cash for the amount of the money exchanged using Navy Cash (see paragraphs 8.5.2.c
and d below).

(g) The Disbursing Officer shall maintain any Merchant Sales Summary or
Merchant Transactions Reports and any reconciliation worksheets associated with currency
exchange on file for 12 months.

c. Payment

(1) Oncetheround trip is completed between ship and shore and the correct balance
isreflected in the disbursing office merchant strip account and the Daily Transaction Detall
Report—Merchant Settlement from shore (see paragraph 8.15.8 for a sample report), the
Disbursing Officer shall transfer value from the strip to the chip in the amount of the Navy Cash
transactions collected by the vendor using the disbursing office merchant card at the K80
Cashless ATM or at the Disbursing Application (see paragraph 8.4.8, Funds Transfer to Chip).
On the Merchant Settlement Report, the “ Settlement Type” for Navy Cash transactions collected
by transient merchants and settled to the disbursing office merchant Navy Cash (strip) account
will be reported as “DISBO OFF”.

(2) Inthedisbursing office, the Disbursing Officer shall then cash out the chip and
either cut an ex-cash remittance check to the vendor or provide the vendor cash for the total
amount of their Navy Cash sales receipts.

(3) The Disbursing Officer shall record the payment to the vendor as a chip-to-cash
transaction on the Daily Cash Transaction Ledger in accordance with paragraphs 8.4.9 and
8.4.14. The vendor shall print and sign his or her name on the ledger for the amount of value
received. If the vendor was issued a check, the Disbursing Officer shall also record the check
number on the ledger.
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(4) Vendor Issued Check. If the vendor was issued a check, the Disbursing Officer
will post the amount of the payment to the DD 2657 as an increase to line 2.1B and line 6.9. In
addition, the Disbursing Officer will update the check issue log and al other applicable
documentation required by DODFMR Volume 5 for each ex-cash check issued.

Vendor Issued Check

1. OSSN 2 DATE

DAILY STATEMENT OF ACCOUNTABILITY N e
SECTION | - TRANSACTIONS AFFECTING ACCOUNTABILITY
a.LIME b. DESCRIFTION c. TODAY & MONTH-TO-DATE

MCOHIRTARILITY - Beginnimg of Day

[

n MOCOUWTANILITY

ACCOUMTIABILITY -I.'::«; of Day
SECTION Il - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT D0
a.LINE b. DESCRIPTION c. DALY INCREASE | d. DAILY DECREASE o. MONTH-TO-DATE

N

Vendor Issued Check
Post amount of payment to 2657 as
an increase to line 2.1B and
an increase to line 6.9

TOTAL IROUMIELNT OO0 ARCDDUETANTLITYE

SECTION Il - ISTRIBUTION OF ACCOUNTABILITY - PREDECESSOR DOs

a.LINE b. DESCRIPTION c. DAILY INCREASE d, DALY DECREASE o, MONTH-TO-DATE

. TOTAL FREDECESDOE Dla ADOUHTABILITY

SECTION IV - DISTRIBUTION OF ACCOUNTAEBILITY - COMBINED

a.LINE b. DESCRIPTION ¢, DAILY INCREASE [ DAILY DECREASE 'a. MONTH-TO-DATE
DOTRL Dads ALLINTRELLITY

4. DISEURSING OFFICER MNAME, RANK OR GRADE, TITLE 4. DISBURSING OFFICER OR DEFUTY 5. DATE

LTJG JACK RIPPER, US55 NFRS

DD FORM 2657
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(5) Vendor Issued Cash. If the vendor was issued cash, the Disbursing Officer will
post the amount of the payment to the 2657 as a decrease to line 6.2A and an increase to line 6.9.

Vendor Issued Cash

1. DSSN 2. DATE
DAILY STATEMENT OF ACCOUNTABILITY BR&A a2 2120089

SECTION | - TRANSACTIONS AFFECTING ACCOUNTABILITY
a.LIME b. DESCRIPTION c. TODAY d MOMTH-TO.DATE

ACCCRAMMTARILITY - Begimning of Day

ACCOILRITABLILITY End of Day
SECTION Il - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT DO
a . LIKE [ b. DESCRIFTION :I: DALY INCREASE | d. DALY DECREASE| &. MONTH-TO-DATE

1 '\
Vendor Issued Cash
Post amount of payment to 2657 as
a decrease to line 6.2A and
an increase to line 6.9

TOTAL IWCUMBEAT DO ACCOUWTABILITY
SECTION Il - DISTRIBUTION OF ACCOUNTARBILITY - PREDECESSOR DOs
| a.LINE b DESCRIPTION c. DAILY INCREASE |d, DALY DECREASE |o. MONTH-TO-DATE

TOTAL PREDECESSOR Dow ACOCBTABILITY

SECTION IV - DISTRIBUTION OF ACCOUNTABILITY - COMBINED

[ a, LINE b. DESCRIPTION c. DAILY INCREASE |d. DAILY DECREASE [o. MONTH-TO-DATE
i TOTAL DHEN ACCOUNTABILITE |
3. DISBURSING CFFICER NAME, RANK OR GRADE, TITLE 4. DISBURSING OFFICER OR DEFUTY | 5. DATE

LTJG JACK RIPPER, USS NFRS

DD FORM 2657
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d. Contingency Alternative — Closeout and Payment

(1) On an exception basis, in the event that paying the vendor cannot wait until an
IEOD and round trip between ship and shore have been completed, the Disbursing Officer can
provide the vendor an ex-cash check or cash based on the logs provided by the vendor and the
Merchant Sales Summary Report. If the logs and Navy Cash report do not agree, the Disbursing
Officer must reconcile the differences following the procedures above before initiating payment.

(2) The Disbursing Officer shall create a Journal V oucher, OF 1017-G, to record
the amount of the ex-cash remittance check or the cash issued to the vendor.

(@ Onthejournal voucher, annotate the transaction as “ Chip-to-Cash”, have the
vendor print and sign his or her name for the amount of the check or cash received, and, if the
vendor was issued a check, record the check number.

(b) Retain the journal voucher and Merchant Sales Summary Report to
substantiate the value of Navy Cash transactions collected by the vendor and the amount of the
check or cash issued to the vendor.

(3 Vendor Issued Check. If the vendor was issued a check, the Disbursing Officer
will post the amount of the payment to the DD 2657 as an increase to line 2.1B and line 6.2A.

(@) The Disbursing Officer must update the check issue log and all other
applicable documentation required by DODFMR Volume 5 for each ex-cash check issued.

(b) Cashon hand (6.2A) should equal physical cash plusthe value of the Navy
Cash transactions collected by the vendor as reflected on the journal voucher, Merchant Sales
Summary Report, and amount of the ex-cash check issued to the vendor.

(¢) Oncethe IEOD and round trip are completed and the correct balanceis
reflected in the Merchant Settlement Report and disbursing office merchant strip account (either
later that day or first thing the next day), the Disbursing Officer shall transfer the value from the
strip to the chip using the disbursing office merchant card at the K80 or at the Disbursing
Application (see paragraph 8.4.8, Funds Transfer to Chip).

(d) The Disbursing Officer shall then cash out the chip, annotate the chip-to-
cash transaction as a payment to the vendor on the Daily Cash Transaction Ledger, and keep the
cash in the Navy Cash safe/box.

(e) The Disbursing Officer shall post the amount of the payment to the DD
2657 as adecrease to line 6.2A and an increaseto line 6.9.
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Contingency Alternative — Vendor Issued Check
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IR T [ CHECHE TZACED [0 PASHERT OF WOUCHEDS T o To.a0 |
[ f.m B I EilEcs TSG0ED - ALL OTHERS 1495090 Ll )
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Contingency Alternative—Vendor Issued Check—IEOD and Round Trip Completed
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(4) Vendor Issued Cash. If the vendor was issued cash, the Disbursing Officer will
post the amount of the payment to the 2657 as a decrease to line 6.2A and an increase to line 6.9.

(@ Navy Cash cash (6.9) should equal physical cash plusthe value of the Navy
Cash transactions collected by the vendor as reflected on the journal voucher, the Merchant Sales
Summary Report, and the amount of the cash issued to the vendor.

(b) Oncethe lEOD and round trip are completed and the correct balanceis
reflected in the Merchant Settlement Report and disbursing office merchant strip account (either
later that day or first thing the next day), the Disbursing Officer shall transfer the value from the
strip to the chip using the disbursing office merchant card at the K80 or at the Disbursing
Application (see paragraph 8.4.8, Funds Transfer to Chip).

(c) The Disbursing Officer shall then cash out the chip, annotate the chip-to-
cash transaction as a payment to the vendor on the Daily Cash Transaction Ledger, and keep the
cash in the Navy Cash safe/box.

(d) No additional entries are required on the DD 2657.
8.5.3 Concessionaire Salesby Vendorsin a Foreign Port

a. Insome foreign ports, the Navy Exchange (NEX) Europe District and the NEX
Y okosuka, Japan, contract with certain vendors to sell merchandise on board ships. The Navy
Cash system can be used to accommodate these sales.

b. Asapart of the contract agreement, the foreign concessionaire vendors pay a
commission to the ship and the NEX based on a percentage of the total retail value of gross
sales as outlined in each concessionaire’ s contract. The concessionaire will pay 50 percent of
the commission to the ship’s Sales Officer prior to the vendor leaving the ship. The
concessionaire will pay the remaining 50 percent of the commission to the NEX District Office
from which the contract was | et.

c. Preparation. When the ship pullsinto port, the Sales Officer will check out the
appropriate number of battery-operated K22 POS devices from the disbursing office to issue to
each vendor. If the K22s are expected to be used remotely for an extended period, the Sales
Officer should provide each vendor with additional batteries. Following the proceduresin
Chapter 2 of this SOP, each K22 will be set to the “ Foreign Concessionaire” transient
merchant and each operator will be assigned a separate operator ID so the Navy Cash detail
reports can be separated by operator. The vendor will be responsible for the K22 device and
use it to record transactions and collect value from the cardholders using their Navy Cash cards.
K22s checked out for these periodic functions should be signed out on alocally generated and
maintained custody |og.

d. Closeout

(1) Closeout Day Prior to Payment. At the end of each day or, more commonly, at
the end of the port visit, each vendor will report to the Sales Officer and present the K22 and all
appropriate paperwork for closeout and payment.

(@) Generaly, the vendor must close out at the end of the business day prior to
the day that payment is desired.
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(b) Navy Cash transactions collected by transient merchants are settled to the
disbursing office merchant Navy Cash (strip) account, but the amount is not actually transferred
to the account or the new balance reflected until an Indicate End Of Day (IEOD) function and
subsequent round trip between the ship and the shore are compl eted.

(2) Download K22 and Copy Logs. The Sales Officer shall make copies of the
Concessionaire Number Control Logs and the totals of the SS-141 forms and then plug the K22
into one of the available Navy Cash “download boxes’ or seria ports, for example, in the
disbursing office or sales office. When the K22 comes on line with the Navy Cash server, the
sales information contained on the K22 will be uploaded to the Navy Cash server automatically.

(3) Generate Ship Report. As soon as the sales information on the K22 is uploaded
to the server on the ship, the Sales Officer or Disbursing Officer shall use the Disbursing
Application to generate and print a Merchant Transactions Report sorted by Operator 1D that
shows the total amount of Navy Cash transactions collected by each operator.

(4) Reconcile Navy Cash Report and Vendor Logs

(& If the Merchant Transactions Report generated by the Navy Cash system
and the vendor’ s Concessionaire Number Control Logs and the totals of the SS-141 forms agree,
the Sales Officer is ready to ask the Disbursing Officer to pay the vendor for the amount of the
Navy Cash transactions collected by the vendor. If they do not agree, the Sales Officer must
reconcile the differences. To simplify settlement and payment, this reconciliation should be
completed before the Disbursing Officer initiates the IEOD function.

(b) The Sales Officer shall use the Merchant Transactions Report for the time
period covered by the logs presented by the vendor and, using the merchant and operator 1D
numbers that were assigned to the K22s used by the vendor, reconcile the differences following
the procedures outlined above (see paragraph 8.5.1.b (4)) before initiating payment.

(c) If theinvestigation reveals that cash was lost, misplaced, or stolen, it should
be handled in accordance with Chapter 6 of DODFMR Volume 5 and existing procedures (which
are outside the scope of Navy Cash).

(d) Oncethe Merchant Transactions Report and the vendor’s Concessionaire
Number Control Logs and the totals of the SS-141 forms agree, the reconciliation is successful,
and the Sales Officer isready to ask the Disbursing Officer to pay the vendor with a check or
cash for the amount of the Navy Cash transactions collected by the vendor (see paragraphs
8.5.3.eand f below.

(e) The Sales Officer shall maintain any Merchant Sales Summary or Merchant
Transactions Reports and any reconciliation worksheets associated with foreign concessionaire
sales on file for 12 months.

€. ment

(1) Oncetheround trip is completed between ship and shore and the correct balance
isreflected in the disbursing office merchant strip account and the Daily Transaction Detail
Report—M erchant Settlement from shore (see paragraph 8.15.8 for a sample report), the
Disbursing Officer shall transfer value from the strip to the chip in the amount of the Navy Cash
transactions collected by the vendor using the disbursing office merchant card at the K80
Cashless ATM or at the Disbursing Application (see paragraph 8.4.8, Funds Transfer to Chip).
On the Merchant Settlement Report, the “ Settlement Type” for Navy Cash transactions collected
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by transient merchants and settled to the disbursing office merchant Navy Cash (strip) account
will be reported as “DISBO OFF”.

(2) Inthedisbursing office, the Disbursing Officer shall then cash out the chip and
either cut an ex-cash remittance check to the vendor or provide the vendor cash for the total
amount of their Navy Cash sales receipts.

(3) The Disbursing Officer shall record the payment to the vendor as a chip-to-cash
transaction on the Daily Cash Transaction Ledger in accordance with paragraphs 8.4.9 and
8.4.14. The vendor shall print and sign his or her name on the ledger for the amount of value
received. If the vendor was issued a check, the Disbursing Officer shall also record the check
number on the ledger.

(4) Vendor Issued Check. If the vendor was issued a check, the Disbursing Officer
will post the amount of the payment to the DD 2657 as an increase to line 2.1B and [ine 6.9. In
addition, the Disbursing Officer will update the check issue log and all other applicable
documentation required by DODFMR Volume 5 for each ex-cash check issued.

(5) Vendor Issued Cash. If the vendor was issued cash, the Disbursing Officer will
post the amount of the payment to the 2657 as a decrease to line 6.2A and an increase to line 6.9.

f. Contingency Alternative — Closeout and Payment

(1) On an exception basis, in the event that paying the vendor cannot wait until an
IEOD and round trip between ship and shore have been completed, the Disbursing Officer can
provide the vendor an ex-cash check or cash based on the Merchant Transactions Report
generated by the Navy Cash system, the vendor’ s Concessionaire Number Control Logs, and the
totals of the SS-141 forms, al of which would be provided by the Sales Officer. If the logs and
Navy Cash report do not agree, the Sales Officer must reconcile the differences before requesting
the Disbursing Officer to initiate payment.

(2) The Disbursing Officer shall create a Journal Voucher, OF 1017-G, to record
the amount of the ex-cash remittance check or cash amount issued to the vendor.

(@ Onthejournal voucher, annotate the transaction as “ Chip-to-Cash”, have the
vendor print and sign his or her name for the amount of the cash or check received, and, if the
vendor was issued a check, record the check number.

(b) Retainthe journal voucher, the Merchant Transactions Report generated by
the Navy Cash system, the vendor’s Concessionaire Number Control Logs, and the totals of the
SS-141 formsto substantiate the value of Navy Cash transactions collected by the vendor.

(3 Vendor Issued Check. If the vendor was issued a check, the Disbursing Officer
will post the amount of the payment to the DD 2657 as an increase to line 2.1B and line 6.2A.

(@ The Disbursing Officer must update the check issue log and all other
applicable documentation required by DODFMR Volume 5 for each ex-cash check issued.

(b) Cash onhand (6.2A) should equal physical cash plus the value of the Navy
Cash transactions collected by the vendor as reflected on the journal voucher, Merchant
Transactions Report generated by the Navy Cash system, vendor’ s Concessionaire Number
Control Logs, totals of the SS-141 forms, and amount of the ex-cash check issued to the vendor.
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(c) OncethelEOD and round trip are completed and the correct balanceis
reflected in the Merchant Settlement Report and disbursing office merchant strip account (either
later that day or first thing the next day), the Disbursing Officer shall transfer the value from the
strip to the chip using the disbursing office merchant card at the K80 or at the Disbursing
Application (see paragraph 8.4.8, Funds Transfer to Chip).

(d) The Disbursing Officer shall then cash out the chip, annotate the chip-to-
cash transaction as a payment to the vendor on the Daily Cash Transaction Ledger, and keep the
cash in the Navy Cash safe/box.

(e) The Disbursing Officer shall post the amount of the payment to the 2657 as
adecreaseto line 6.2A and an increase to line 6.9.

(4) Vendor Issued Cash. If the vendor was issued cash, the Disbursing Officer will
post the amount of the payment to the 2657 as a decrease to line 6.2A and an increase to line 6.9.

(@ Navy Cash cash (6.9) should equal physical cash plusthe value of the Navy
Cash transactions collected by the vendor as reflected on the journal voucher, Merchant
Transactions Report generated by the Navy Cash system, vendor’s Concessionaire Number
Control Logs, totals of the SS-141 forms, and amount of the cash issued to the vendor.

(b) Oncethe IEOD and round trip are completed and the correct balanceis
reflected in the Merchant Settlement Report and disbursing office merchant strip account (either
later that day or first thing the next day), the Disbursing Officer shall transfer the value from the
strip to the chip using the disbursing office merchant card at the K80 or at the Disbursing
Application (see paragraph 8.4.8, Funds Transfer to Chip).

(c) The Disbursing Officer shall then cash out the chip, annotate the chip-to-
cash transaction as a payment to the vendor on the Daily Cash Transaction Ledger, and keep the
cash in the Navy Cash safe/box.

(d) No additional entries are required on the DD 2657.

g. The Sales Officer will record the amount of the commissions received by the ship
from the foreign concessionaire vendors as a contribution to Ship’s Store Profit Navy (SSPN) in
the ROM 11 system following the procedures outlined in the ROM 11 User’s Guide.

8.5.4  Activating Merchantsln Navy Cash
A detailed discussion of Navy Cash merchantsisincluded at Appendix P.

a. Activate a Private Merchant. To activate a merchant who settles to a bank or credit
union checking account ashore or to a Navy Cash (strip) account on the ship, the Disbursing
Officer must contact the CSU. In the request, the Disbursing Officer must include the
information needed to enroll the new merchant (see paragraph 8.4.21). If the merchant electsto
settle to a bank or credit union account, the request should include the routing number and
account number for the settlement account. The request should also indicate whether the
merchant wants to settle on adaily or weekly basis to the checking account specified or to the
Navy Cash (strip) account. These options can be changed at any time by sending a request to the
CSU. If the merchant elects to establish a Navy Cash merchant account without a corresponding
checking account, funds would be transferred only to the strip account. Once the merchant is
enrolled ashore, the new account information will be updated on the ship when the next end-of -
day round trip is completed between ship and shore. At the same time, the ship’s current
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merchant list will be updated with the new merchant, if necessary. The new merchant’s Navy
Cash merchant card will be forwarded to the ship automatically. By default, private merchants
are set up to settle on adaily basis. For merchants who elect to settle on a weekly basis, deposits
are initiated using the following schedule: on the 8th, 15th, 22nd, and 28th of each month. The
deposit on the 8th of the month will include any transactions that posted on the 29th, 30th, and
31st of the previous month.

b. Activate a Generic Private Merchant. Recognizing that the named private merchants
established within Navy Cash will not cover every situation, a set of generic private merchants
has a so been established. Generic merchants can be used to activate a merchant not specifically
named in the Navy Cash merchant listing. By default, generic private merchants will be set up
to settle automatically to the merchant's strip (Navy Cash) account on aweekly basis. If aship
wants to link abank or credit union account to a generic private merchant, they can update the
account through either the Disbursing Application (see paragraph 8.4.22, Account Information
Update) or the Navy Cash Disbursing web site (see paragraph 8.14.1 and Appendix E), or by
sending arequest to the CSU by phone or e-mail (see paragraph 8.14.2). Individual ships are
responsible for managing the cross references between the standard generic merchant names
and the actual merchants assigned. When the need for a generic merchant is over, the account
will no longer be used. A generic merchant can be reused when a new requirement emerges by
contacting the CSU and providing the new account information.

c. Activate an LOA Merchant. To activate a merchant who settlesto a Line Of
Accounting (LOA), for example, a second ship’s store when only one ship’s store was set up
during implementation, the Disbursing Officer must contact the CSU to indicate which
merchant to enroll. Once the merchant is enrolled, the new account information will be updated
on the ship when the next end-of-day round trip is completed between ship and shore. At the
same time, the ship’s current merchant list will be updated with the new merchant, if necessary.
The new merchant’s Navy Cash merchant card will be forwarded to the ship automatically. To
add a new vending machine to an existing merchant, the Disbursing Officer simply goes to the
“Vending and Ship’s Store” link in the Disbursing Application (see paragraph 8.4.29.a). No
transactions can occur at the new vending machine until the Card Access Device (CAD)
terminal 1D number is associated with the machine in the Disbursing Application.

d. New Equipment. It isthe responsibility of the ship to install any new equipment and
pull the cabling from the nearest Navy Cash router to the new equipment. The Navy Cash depot
and field support contractor can advise the ship on the nearest available router. Any costs
associated with this effort, including travel, will be borne by the ship. The ship can contract
directly with the Navy Cash depot and field support contractor to pull cable, hook up the
equipment, or come on board after the installation is compl ete to set up the new equipment in
the Navy Cash system configuration.

8.6  Miscelaneous Paymentsto Navy Cash Card

a. Thedisbursing office will follow existing procedures to pay laundry claims, travel
reimbursements, transfer of ship’s store profits to the recreation fund, or other miscellaneous
payments. Once the payment is made by check or cash, the value can be added to the
cardholder’s Navy Cash card following the “ Funds Transfer to Chip” procedures in paragraph
8.4.8 or the “Deposit Cash or Check to Strip” procedures in paragraph 8.4.13 above.
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b. Thereisno need to cut a Treasury check if the individual is going to cash the check
right away and give the cash back to the Disbursing Officer to load the funds on the Navy Cash
card.

(1) On the Standard Form (SF) 1034, Public VVoucher for Purchases and Services
Other Than Personal, in the “Paid By” block, fill in the required information under “Cash”. For
“Payee”, have theindividual print his or her name and rank/rateftitle.

(2) Load the funds on the chip (or strip). The entire amount of the 1034 must be
loaded on the Navy Cash card; partial payments are not authorized.

(3) Record the transfer of the payment to the Navy Cash card as a cash transaction
on the Daily Cash Transaction Ledger (chip or strip) in accordance with paragraph 8.4.14. The
individual shall sign the Daily Cash Transaction Ledger for the amount of value received.
Record the SF 1034 voucher number on the Daily Cash Transaction Ledger.

(4) Post the amount of the 1034 as an increase to line 4.1A and adecreaseto line
6.2A to report the disbursement of funds (cash) based on the 1034.

(5) Then post the amount of the payment transferred to the Navy Cash card as an
increase to line 6.2A and a decrease to line 6.9.

8.7 Collections from Portable K22 Point of Sale Devices

a. WhenaLAN drop is not accessible, the Disbursing Officer will issue the merchant a
hand-held battery-operated K22 point of sale device in accordance with Chapter 2 of this SOP.
If the K22 is expected to be used remotely for an extended period, the Disbursing Officer
should make sure the merchant has additional batteries readily available. The merchant will be
accountable for this device and use it to collect value from the cardholders’ Navy Cash cards.
The user will be required to sign out the K22 on alocally generated and maintained custody log.
Since a portable K22 stores the value of sales transactions, it should be protected like a cash
box. When being transported off the ship and over water, the K22 should be carried in a
waterproof container equipped with a flotation device. The merchant is also required to
maintain a separate log and record each transaction.

b. At the end of each business day, the merchant will upload the information from the
K22 to the Navy Cash server by simply plugging the K22 into any Navy Cash serial drop. The
information will be uploaded automatically. Paragraph 2.3.1 contains more detailed procedures.

c. Attheend of the current business day, the Navy Cash server will generate a report
showing the name of the merchant account to which the money will be settled, the number of
transactions, and the total dollar value.

d. The Disbursing Officer and the responsible individual must compare this report to
the merchant’ s transaction log to verify that the amounts reported by the Navy Cash server are
correct.

e. When the daily files are sent ashore as a part of the end-of-day process, JPM C will
settle the appropriate amount of money from the funds pool to the appropriate account.
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8.8  Negative Navy Cash and Marine Cash Account Balances

a. Electronic Transactions Dishonored and Returned. To keep demands on ship
communications to a minimum, Navy Cash was designed to work on a store-and-forward basis.
Generaly, aday’ s worth of transactions are transmitted ashore once each day at the end of the
business day. This store-and-forward design affects the timing for processing Navy Cash
transactions. Navy Cash lets cardholders transfer value to their Navy Cash cards from their bank
or credit union accounts and spend that money on board ship immediately, before the funds are
actually transferred from their accounts ashore into the Navy Cash funds pool. Thisimmediate
availability of fundsis like the cashing of personal checksthat Navy Cash servesto replace.
However, a cardholder can potentially request atransfer at the K80 Cashless ATM from their
bank or credit union account ashore without having the funds to back the request or from an
account that has been closed or inaccurately identified, e.g., incorrect account number. The
Automated Clearing House (ACH) Return Codes and Notification Codes are included in
paragraph 8.15.22.

b. Negative Balances. If atransfer request isreturned for Non Sufficient Funds (NSF)
or any other reason, Navy Cash reverses the credit to the Navy Cash (strip) account. If any of
the funds have been moved from the strip to the chip in the meantime, a negative Navy Cash or
Marine Cash account balance generally results. The amount of any negative balance represents
adebt to the U.S. Treasury’s Navy Cash funds pool, and, on the ship, the Disbursing Officer is
responsible for collecting on that debt.

c. Commanding Officer’s Responsibilities. The Commanding Officer will be
responsible for establishing a Navy Cash policy for the command that identifies the limits on
size, number, suspension of a cardholder’s card for misuse, and disciplinary repercussions
associated with Non Sufficient Funds (NSF) or other returned transactions. Suggested Courses
of Action (COASs) for returned transactions that result in a negative Navy/Marine Cash account
balance are presented in Appendix L. When atransaction is returned for whatever reason, it will
be dealt with in the following manner.

8.8.1  Collecting on Negative Balances

a. Treasury Financial Agent Action. On receipt of areturned transaction, the Treasury
Financial Agent, JPMorgan Chase (JPMC), will reverse the credit (apply a negative credit for
the same value) to the cardholder’ s Navy Cash account. If the cardholder has moved funds from
the Navy Cash account to the chip account, a negative Navy Cash balance may result. JPMC
will also put a block on the cardholder’s Navy Cash access to the bank or credit union account
to prevent additional transactions from being requested, dishonored, and returned prior to
clearing the negative balance. Once the transaction has been cleared, access to the bank or credit
union account will be restored.

b. Negative Balance Reporting. Negative accounts will be added to the Daily Negative
Balance Report and Returned Items Detail Report, which are sent to disbursing on adaily basis.

c. Negative Balance Notification at K80 Cashless ATM. When cardholder’ s Navy
Cash (strip) account balance is negative, a message will be displayed on the K80 Cashless ATM
after they enter their PIN notifying them that the account is negative and asking them to go to
Disbursing to arrange to clear their negative balance. With automatic representment,
transactions returned for Non Sufficient Funds (NSF) will normally be cleared automatically on
the next pay day when the transaction is represented.
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d. Automatic Representment. Navy Cash implemented automatic representment to
reduce the workload associated with managing and collecting on negative account balances.

(1) ACH Transfer Requests Returned for NSF. With automatic representment, if a
cardholder’s ACH transfer request at the K80 is returned for NSF, the ACH transaction will
automatically be presented up to two more times on successive pay days.

(2) The Disbursing Officer no longer collects on any negative balance resulting
from an ACH transfer request covered by automatic representment until after the second ACH
representment is returned. However, the Disbursing Officer must ensure the cardholder’ s Navy
Cash access to a bank or credit union account ashore remains blocked until the negative balance
isresolved and the balance is zero or positive.

(3) Pay day ison the 1st and 15th of each month. If the 1st or 15th fallson a
weekend or holiday, pay day isthe duty day preceding the weekend or holiday. The ACH
representment file will be created one day prior to pay day, so the receiving banks or credit
unions can debit the accounts first thing on pay day. For example, if the 15th falls on a Monday
and isa holiday, the ACH representment file will be created on the 11th, and the accounts will be
debited on pay day on the 12th. If the first representment is also returned for NSF, the ACH
transfer request will be represented automatically a second time on the following pay day.

(4) For areturned transaction covered by automatic representment, the Disbursing
Officer only collects on the negative balance if the ACH transaction is returned a third time, that
is, theinitial ACH transfer request plus the two representments. To assist the Disbursing Officer
in collecting on any debt owed the U.S. Treasury’s Navy Cash funds pool, the Daily Negative
Balance Report has been modified as a part of implementing automatic representment. The
report now indicatesif an account is negative due to atransaction that is covered by automatic
representment by listing the details of the pending representments (see paragraph e.(1) below).
The Disbursing Officer can use the options detailed in paragraph e.(6) below, i.e., deposit cash or
check to strip, chip to strip transfer, change or initiate split pay, or immediate collection from
pay, to collect on this debt in the amount of the negative Navy Cash account balance.

(5) Specific Characteristics

(@) FundsHeld for Five Days. When areturned transaction is represented, the
funds will not be posted immediately but will be held for five business days to ensure the
cardholder cannot use those funds until it is reasonably certain the represented transaction will
not be returned for NSF as well.

(b) Returned Transactions of $5 or More. To avoid the potential for multiple
bounced check fees for small transactions, automatic ACH representment will proceed only if the
value of the returned transaction is $5 or more. With Navy Cash, some cardholders transfer as
little as 50 cents from their bank or credit union accounts. In some cases, even these small
transactions are returned for NSF, and banks and credit unions may charge a bounced check fee.
Thereisarisk that automatic representments for these very small transactions would also be
returned for NSF and additional bounced check fees. The amount of $5 was selected to balance
the desire to protect the individual cardholder with the need to reduce Disbursing workload. The
Navy Cash program will review thisfloor limit annually.

(c) Because Navy Cash access to abank or credit union account is blocked
automatically when atransfer request is returned for NSF and a Navy Cash account goes
negative, a cardholder may opt to go to Disbursing to clear a negative balance and unblock
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access. Just prior to initiating automatic representment, the Navy Cash system ashore checks the
account balance. If the account is no longer negative, i.e., the account balance is “zero” or
positive, the transaction returned for NSF will not be represented.

(6) Limitations

(@ At Implementation. Automatic representment only works with ACH
transactions that are processed after it isimplemented on the ship. Negative Navy Cash account
balances incurred before automatic representment was implemented will not be processed, and
the Disbursing Officer continues to be responsible for collecting on those negative balances.

(b) Only ACH Transfer Requests Over $5 Returned for NSF. With the Navy
Cash implementation of automatic representment, only an ACH transfer request of $5 or more
that is returned for NSF will be represented. A cardholder’s Navy Cash account balance can go
negative for other reasons, and the Disbursing Officer is still responsible for collecting on those
debts.

((1)) Other ACH Transfer Requests Returned. When an ACH transfer request
isreturned, it may have been for less than $5, or the bank or credit union account may have been
closed, the account information invalid, the account not authorized for ACH transactions, etc. If
atransaction is returned for invalid account information, Navy Cash automatically blocks Navy
Cash access to the bank or credit union account. In addition to collecting on any negative
balance, the Disbursing Officer should work with the cardholder to update any invalid bank or
credit union account information, so Navy Cash ACH access can be unblocked.

((2)) Insufficient Fundsin Navy Cash (Strip) Account. When a cardhol der
uses aNavy Cash card ashore, the amount of the purchase or ATM withdrawal may have
exceeded the available balance. The ATM withdrawal or debit card purchase may have been
allowed, rather than being denied, because the financial network was not available, the merchant
did not have online authorization capability, the transaction was below the merchant’ s floor
[imit, there was a hold on the account, etc.

((3)) Timing of Navy Cash Transaction Processing. When a cardholder uses
aNavy Cash card ashore, either to get cash at an ATM or to purchase something at a restaurant
or store, the new balance in the Navy Cash (strip) account is reflected ashore immediately, but
isn’t reflected on the ship until the next end-of-day processing is completed between ship and
shore. If the cardholder got back to the ship and checked the strip account balance before this
processing was completed, the K80 would have shown the old balance not the new balance. If
the cardholder transferred money to the chip based on the old balance, the Navy Cash account
may have ended up with a negative balance once all the transactions ashore and on the ship were
fully processed.

((4)) Recurring Payments. When cardholders use Navy Cash cards for
recurring payments they pre-authorized, they may have forgotten to add money to their Navy
Cash (strip) accountsto cover the cost of the payments. A recurring payment that exceeds the
available balance will be declined, but only if the merchant tries to get authorization first. If the
merchant is “force posting” the transaction without getting prior authorization, arecurring
payment that exceeds the available balance will result in a negative balance.

e. Disbursing Officer Action. The amount of a negative balance represents a debt to the
U.S. Treasury funds pool. Even though the amount of that debt in not part of hisor her
accountability, the Disbursing Officer is responsible for collecting on that debt. With automatic
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representment, the majority of returned ACH transactions and resulting negative balances will
be handled automatically. However, the Disbursing Officer shall:

(1) Review Reports Daily. On adaily basis, review the Daily Negative Balance
Report and Returned Items Detail Report.

(@ Daily Negative Balance Report. The Daily Negative Balance Report lists all
Navy Cash strip accounts with negative balances (see sample report at paragraph 8.15.6).

((1)) Automatic Representment Pending. If someone’'s account is negative
because of an ACH transfer request returned for NSF and covered by automatic representment,
the details of the pending representment are listed on the report immediately below the line of
account data. The details include the ACH representment count and the date and amount of the
representment. The Disbursing Officer should not take any collection action on negative
accounts for which details are listed, because representment actions are pending.

e If the ACH REPRESENTMENT COUNT =0, the ACH request is scheduled to be
represented for the first time on the date.

e If the ACH REPRESENTMENT COUNT = 1, either the ACH request was represented
on the date and is in the five-day waiting period, or the ACH request is scheduled to be
represented for the second time on the date.

e |f the ACH REPRESENTMENT COUNT = 2, the ACH request was represented a
second time on the date and is in the five-day waiting period.

((2)) No Representment Pending. If the second automatic representment
fails, no details are listed on the report below the account, because no further representments are
pending. If someone’'s account is negative because of Navy Cash card transactions not covered
by automatic representment, no details are listed on the report bel ow the account. The Disbursing
Officer should initiate collection action immediately on all negative accounts for which no
details are listed, because no representments are pending.

((3)) When areturned ACH transfer request is represented, the funds are not
posted immediately but are held for five business days to ensure the cardholder cannot use the
funds until it is reasonably certain the represented transaction will not be denied and returned as
well. The cardholder’ s negative balance will continue to appear on the Daily Negative Balance
Report until the five-day waiting period is over.

(b) Returned Items Detail Report. To assist the Disbursing Officer in
investigating negative balances, the Returned Items Detail Report provides more details for ACH
transactions that were processed and returned for NSF or that were not processed and were
returned because of invalid account information, e.g., the date the ACH transfer request was
made and the date and the reason it was returned (again, ACH Return Codes and Notification
Codes are included in paragraph 8.15.22). Cardholders who appear on the report because of
invalid account information should be contacted so they can update their bank or credit union
account information.

(2) Notify Cardholder. As appropriate, immediately notify in writing any
cardholder whose negative Navy Cash account balance is listed on the Daily Negative Balance
Report with no representment details and, therefore, with no representment actions pending (see
paragraph 8.15.7 for sample e-mails and include the cardholder’ s chain of command for second
and third occurrences). Once notified, the cardholder shall report to the Disbursing Officer
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within two working days to establish how his or her Navy Cash balance will be restored to $0 or
greater.

(3) Collect on Negative Balance. For each negative balance listed on the Daily
Negative Balance Report with no representments pending, initiate collection action for the
amount of the negative balance within 10 working days after receipt of the pertinent Negative
Balance Report. Apply a pay checkage (DS01) to the individual’ s pay account if thereis no
response from the cardholder within the prescribed period.

(4) Disciplinary Action. Within five working days of receiving the pertinent
Negative Balance Report, recommend, through the individual’ s chain of command, any
disciplinary action considered necessary if willful negligence or fraud is suspected (see
Appendix L).

(5) Ensure cardholders within 30 days of transfer or discharge are not listed on the
Negative Balance Report. See paragraph 8.4.20, Close or Suspend an Account Pending Transfer
or Discharge?

(6) Collection Options. There are several options available to collect on the amount
of a negative balance. Depending on the size of the negative balance, these options may need to
occur several times or be spaced out over several pay periodsto clear the negative balance. The
Disbursing Officer must ensure that the cardholder’ s access to his or her home bank or credit
union account remains blocked until the negative balanceis cleared (see paragraph 8.8.2,
Blocking and Unblocking Access to Home Accounts). Don’'t unblock access until the
Navy/Marine Cash account balance is zero or positive.

(@) Deposit Cash or Check to Strip (Navy Cash) Account. The Disbursing
Officer can have the cardholder provide cash (or a personal check if the Disbursing Officer is
willing to accept it) at the disbursing office and transfer the value directly to the cardholder’s
strip account (see paragraph 8.4.13, Deposit Cash or Check to Strip).

(b) Chipto Navy Cash Account Transfer. The Disbursing Officer can have the
cardholder transfer any value on the chip on his or her Navy Cash card to the Navy Cash account
(strip) by escorting the cardholder to the K80 Cashless ATM, and verifying that the funds are
transferred to the strip.

(c) Changeor Initiate Split Pay Option (SPO). The Disbursing Officer may,
with the approval of the cardholder, change or initiate the cardholder’ s split pay payroll amount,
which istransferred directly to the cardholder’s Navy Cash account (strip) on payday, to cover
the amount of the negative balance.

(d) Immediate Collection from Pay. The Disbursing Officer can initiate an
immediate collection from pay to clear the amount of any negative Navy/Marine Cash balance.
The Disbursing Officer may post an indebtedness to the cardholder’ s military pay account using
the “DS01” Format Identifier in the DM O system in accordance with the DMO Procedural
Training Guide. The Company Code for Navy Cash is D411179. When DFAS-CL receives the
information from the DM O system, the debt will be reconciled with JPMC via a collection from
the cardholder’ s military pay account. This option is also appropriate for cardholders who have
left the ship but are still in the service.

(e) If acardholder iswithin the final 30 days of being discharged from the Navy
or Marine Corps and has a negative Navy Cash balance, the Disbursing Officer’s only optionis

NC SOP Ver 1.13 Chpt 8 Disbursing 8-148 14-Aug-09



to post a“DS01” indebtedness to the cardholder’ s military pay account. The DSO1 must be
posted prior to the cardholder’ s separation date. (See paragraph 8.4.20 for procedures when a
cardholder isleaving the service or transferring to an activity that does not have Navy Cash.)

f. Automated Controls. To prevent cardholders from abusing the system, Navy Cash
automatically blocks Navy Cash accessto abank or credit union account when ACH
transactions are returned for NSF and the Navy Cash account balance goes negative. For the
first or second return for NSF, the block is temporary, until the account balance returns to zero
or a positive amount. For the third return, the block is* permanent”, and the Disbursing Officer
must decide whether or not to unblock access when the Navy Cash account balance returns to
zero or apositive amount. It isimportant to realize that every NSF transaction advances the
counter. To be clear, with automatic representment, asingle ACH transfer request returned for
NSF could result in a cardholder’ s Navy Cash ACH access being blocked permanently if both
representments are also returned for NSF. It is aso important to realize that these controls do
not go into place until the bank receives the information. Therefore, the cardholder may have
the opportunity to create multiple NSF transactions before these automated controls are
implemented.
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g. Fraud Detection Report. In the event the Disbursing Application detects possible
fraudulent ACH activity on the ship, a pop-up window will appear automatically. If the
Disbursing Officer clicksthe*Yes’ button, the Fraud Detection Report will be displayed. The
report is intended to reduce the number of negative account balances, particularly when the
ship's communications are not available. If the file transfer round trips between ship and shore
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do not take place, cardholders could pull non-existent funds from their bank or credit union
account to the chip several times before Disbursing would see the Negative Balance and
Returned Items Detail Reports. Fraud Detection Reports will include cardholders who have
made more than $400 in transfers from a bank or credit union account since the last round trip
and cardhol ders who have made more than $1,000 in transfers from a bank or credit union
account over a seven day period. The Fraud Detection Report can also be generated, viewed,
and printed on the ship at any time, by clicking on the report name in the “ Operations Reports’
block on the “View Reports’ screen in the Disbursing Application, filling in an end date, and
clicking on the “ Generate” button. The report will display any possible fraudulent transaction
events leading up to that end date.
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h. Manua Controls. Manual controls provide additional options to prevent abuse of the
system or to discipline a cardholder who continues to have problems with negative account
balances. Manual controls can be put into effect through either the Disbursing Application (see
paragraph 8.4.22, Account Information Update) or the Navy Cash Disbursing web site (see
paragraph 8.14 and Appendix E), or by sending arequest to the CSU by phone or e-mail (see

paragraph 8.14).

(1) Navy Cash Card Limits. The maximum amount that can be transferred from a
bank or credit union account ashore and/or the maximum amount that can be loaded on the chip
can be reduced. For cardholders, the maximum chip load limit is $1,000, and the maximum DDA
account to Navy Cash transfer amount is $400 per day. For merchants, the maximum chip load
and debit limit is $50,000 for cards issued after 24 September 2008 and $9,999.99 for cards
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issued before 24 September 2008, and the maximum DDA account to Navy Cash transfer
amount is $5,000 per day.

(2) Blocking Navy Cash Accessto Bank and Credit Union Accounts Ashore. Navy
Cash ACH accessto a cardholder’ s bank or credit union account can be blocked. Blocking
accessis an option available to discipline a cardholder who continues to have problems with
negative account balance (see paragraph 8.8.2, Blocking and Unblocking Access to Home
Accounts, below).

(3) Guiddinesfor Negative Account Balances. Appendix L provides
recommendations for taking action in the case of a cardholder whose Navy Cash account balance
is negative. These guidelines are based on the number of times a cardholder’ s account has gone
negative and are listed in order of severity, from |least severe to most severe. These guidelines are
offered as suggestions only; the actual action taken is at the discretion of the cardholder’ s chain
of command.

(4) Timeliness of Updates. Any updates done through the Disbursing Application
are effective immediately on board the ship and will regulate any subsequent cardholder
transactions at the K80 Cashless ATM. Updates done through the Navy Cash Center web site do
not go into effect on board the ship until around trip is completed between ship and shore.
Updates done through the CSU do not go into effect on board the ship until the CSU receives the
information, processes the request, and a round trip is completed between ship and shore.

i. Out-of-Service Debt. Even if amember |eaves the service before settling a negative
account balance, the Defense Finance and Accounting Service (DFAS), Directorate of Debt and
Claims Management, and the Department of the Treasury, Financial Management Service, are
responsible for collecting delinquent debts owed the government by former military members.
Debt collection procedures for the Government are detailed in Book 31 of the Code of Federal
Regulations, Chapter 9, Parts 900-904. A debt notice will be sent through the U.S. Postal
Service using the mailing address provided by the Master Military Pay Account. If the Postal
Service returns the debt notice as undeliverable, an attempt will be made to obtain a current
mailing address through the commercial credit bureau network and various other government
databases. Whether or not a current mailing addressis found, DFAS and Treasury are required
by law to continue with the debt collection process. Thus, even if they cannot contact the former
member, the debt must be reported to commercial credit bureaus as a " collection account™, and
the former member’ s Federal income tax refund will be offset by the Department of the
Treasury for payment towards the debt. They are also required by law to report the delinquent
account to private collection agencies through the Department of the Treasury.

8.8.2  Blocking and Unblocking Accessto Home Accounts

An authorized Disbursing Officer or Disbursing Clerk can block or unblock a cardholder’s
ACH access to their home bank or credit union account through either the Disbursing
Application or the Navy Cash Disbursing web site, or by sending a request to the CSU by phone
or e-mail.

a. When aNavy or Marine Cash cardholder’s ACH access privileges are blocked, the
account information is updated as follows on the Navy Cash Disbursing web site:

(1) The“ACH Allowed’ flagissetto“N”.
(2) The“ACH Decline Count” isset to “99”.
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(3 The“99” code indicates that the ACH privileges on the account were
deliberately blocked by either a Customer Service Representative (CSR) or authorized disbursing
personnel. Even if the account balance returns to $0 or greater, the blockage is not removed.

(4) This*99” account blockage can only be removed by authorized disbursing
personnel or by the CSR at the request of authorized disbursing personnel.

b. When an ACH transaction is returned with a code other that RO1/RO9/NSF, the
account is automatically blocked, and account information is updated as follows on the web
site:

(1) The“ACH Allowed” flagissetto“N”.
(2) The“ACH Decline Count” isset to “98".

(3) Notethat the“98” indicates that the ACH privileges were blocked automatically
due to an ACH return other that NSF, for example, an invalid account number, a closed account,
or an account that is not authorized for ACH transactions, such as a Navy Federal Credit Union
(NFCU) savings account. It is expected that if ACH privileges are blocked immediately for these
types of returned transactions, account balances will not go as far into a negative status for what
may well be an inadvertent error in recording account information.

(4) This*“98” account blockage can only be removed by authorized disbursing
personnel or by the CSR at the request of authorized disbursing personnel. The request should
include new or updated home bank or credit union account information that has been validated
by the disbursing office so that any errors in the account information on file can be corrected.

c. Summary of ACH Decline Counts

0,1,2,3 Number of returns for NSF Allow unblock
90,91, Blocked on transfer Allow unblock
92,93 Previousvaue0,1,2,3
95 No linked account information provided Allow unblock if bank or credit union
during enrollment account and ABA numbers updated
96 Unacceptable NFCU account provided Allow unblock if account number
updated
97 Technical error processing account Allow unblock if error corrected
98 Return other than NSF, e.g., invalid account  Allow unblock if bank or credit union
number account and ABA numbers updated
99 Manually blocked by disbursing Allow unblock

d. Again, any updatesto Navy Cash card access done through the Disbursing
Application are effective immediately on board the ship and will regulate any subsequent funds
transfer requests the cardholder attempts at the K80 Cashless ATM. Updates done through the
Navy Cash Center web site do not go into effect on board the ship until around trip is
completed between ship and shore. Updates done through the CSU do not go into effect on
board the ship until the CSU receives the information, processes the request, and around trip is
completed between ship and shore.
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e. Dally Blocked Account Report. This shore report lists al cardholders whose access
to their linked bank or credit union account is blocked. The report includes cardholders’ first
and last name, the last four of their SSN, their account number, and their decline count. The
Disbursing Officer should review the Daily Blocked Account Report on adaily basis. The
report will make it easier for disbursing to research the cause when cardholders find that they do
not have access to their linked bank or credit union account at the CashlessATM (K80).
Cardholders who appear on the report because of unacceptable or invalid account information
(decline counts 96 or 98) should be contacted so they can update their home bank or credit
union account information (see paragraph 8.4.22, Account Information Update).

f. Blocking access only prevents Navy Cash access to bank and credit union accounts
from the ship. The cardholder can still use the card for signature-based purchases ashore, even
when the Navy Cash account balance is negative, at merchants who process transactionsin an
offline mode. Suspending an account (see paragraph 8.4.20.c) only prevents online ATM
withdrawals and online PIN-based and signature-based purchases ashore. Neither blocking
Navy Cash access to bank and credit union accounts nor suspending a Navy cash account
disables the chip on a Navy Cash card; the individual can still use the value on the chip to
purchase things on the ship.

8.9 EOM Reconciliation and Reporting of eFundsin Disbursing Officer’s Safe

a. EOM Reporting. At the end of each month, the Disbursing Officer is responsible for
coordinating all Navy Cash collections that must be registered to a Line of Accounting (LOA)
through the monthly returns, the SF 1219 Statement of Accountability. Thisincludes the sale of
meals in the general mess, the sale of merchandise in the ship’s store and vending machines,
and Navy Cash activity in Navy disbursing and Marine Cash activity in Marine disbursing
(when embarked). The Navy Cash EOM Procedures Worksheet at Appendix R consolidates the
procedures for the various steps and phases of the EOM process for disbursing, sales, and food
service.

b. Prepare and Submit Reports on Time. The Disbursing Officer’s Statement of
Accountability (SF 1219) must be prepared and submitted on time, i.e.,, NLT 1000 EDST on the
first calendar day of the following month or, if it falls on aweekend or holiday, on the last
business day of the month. In order to make certain the 1219 is submitted on time, Navy Cash
must be closed out prior to 2100Z on the 27th of each month or, if the 27th falls on a weekend
or holiday, on the business day prior. The Disbursing Officer, Sales Officer, Food Service
Officer, and Marine Disbursing Officer (when embarked) should coordinate to establish a
closeout date each month. The EOM process generally beginsin the sales office as much asfive
days before the 27th of the month. At the same time, the disbursing office, food service office,
and Marine disbursing office (when embarked) should begin to pull together the figures needed
to meet their own monthly reporting responsibilities.

c. Successful processing of the IEOD round trip at EOM (see paragraph 8.4.24.f) sends
the EOM shore reports and automated EOM spreadsheet files to the ship. To reset the Safe
Bank Transactions functionality for the next month’ s reports, the Disbursing Officer will zero
out the Disbursing Accountability Summary Report (DASR) starting balance by entering a
“Deposit To Bank” transaction type for the total amount being carried on the DASR at the end
of the month. This action shall be done in accordance with paragraph 8.4.27, Safe Bank
Transactions.
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d. Close Out Line-of-Accounting Merchants. The Sales Officer will use the shore
report numbersin the Ship’s Store, Vending Soda, Vending Store Items, and Hangar Bay Sales
Monthly Transaction Detail Reports to enter the Navy Cash numbers for the month into ROM 11
and prepare the Memorandum Cash Sales Invoice (DD 1149) in accordance with existing
procedures. The Food Service Officer will use the shore report numbersin the General Mess
and General Mess Surcharges Monthly Transaction Detail Reports to include the Navy Cash
numbers for the month in the Monthly General Mess Operating Statement (NS 1359) in
accordance with existing procedures.

e. Automated EOM Spreadsheet. Once the spreadsheet files are retrieved and
processed on the ship, the EOM spreadsheet will be completed automatically with the shore
totals; deposit ticket (SF 215) numbers, dates, and amounts; and debit voucher (SF 5515)
numbers, dates, and amounts (see Figure 1, End-Of-Month Spreadsheet).

(1) To process the spreadsheet files and prepare the EOM spreadsheet for closing,
the Disbursing Officer must follow these steps.

(8 Once EOM has been indicated and around trip completed, find the EOM
spreadsheet Excel file and Comma Separated Value (CSV) file on the Navy Cash Server
computer directly at My Computer-> Q:\files\navydata\work. NOTE: These files cannot be accessed
and copied from the wor kstation — the workstation only allows “ View Only” access.

Excel File Name Format: NavySettlement_Y_M_(Timestamp).xls

Sample: NavySettlement_Y_M_20080317_114830.xls

CSV File Name Format: ~ ShipName_BatchlD_YearMonth_EOP_SETTLEMENT_RPT_SMRY_
M_ (Timestamp).csv
Sample: BAINBRIDGE_V23153_935_200803_EOP_SETTLEMENT_RPT_SMRY_
M_20080317_114830.csv
(b) Right click and copy both filesto afloppy disk or thumb drive, and move
the files from the Q:\files\navydata\work folder to the Q:\files\navydata\report\shore\<batchid> folder
that contains the monthly reports for that month.

((1)) Access Denied Error. If you experience an access error at the server
station, select the Cluster Administrator Icon on the server job monitor and verify that all the
Groups and Resources are in control by Owner Node 1.

((2)) Highlight the Groups folder and Resources folder to verify this. All
Groups and Resources need to be controlled by the same Node to be able to complete the EOM
instructions successfully.

(c) Copy both of the files (csv file and spreadsheet file) to athumb drive and
then move them to a workstation that has Microsoft Excel. Make sure thereis only one datafile
(only one csv file) in this new folder.

(d) Open the Excel spreadshest file. Fill in the password (‘navycash' for Navy).

(e) InExcel, enable “Macro Processing” and set the security settingsto LOW.
Thisis done with the Tools->Macro->Security pull-down menu entry.

(f) Pressthe Ctrl + “F” keys on the keyboard to populate the EOM spreadsheet
with the shore totals; deposit ticket (SF 215) numbers, dates, and amounts; and debit voucher (SF
5515) numbers, dates, and amounts.
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(9 TheEOM spreadsheet now includes sections for both “ Strip” (5a) and
“Chip” (5b) disbursing activity. If aship did not process any “Deposit Cash or Check to Strip”
transactions, they would not have had any strip disbursing activity, and only the chip disbursing
activity section will be populated when the Ctrl “F” function is used. If aship did have both strip
and chip disbursing activity, two deposit ticket/debit voucher numbers should be submitted on
the 1219 (one for strip and one for chip). Only ships with software release 1.4.5 build 2 or later
have the “ Deposit Cash or Check to Strip” functionality.

(2) The Disbursing Officer then enters the Navy Cash shore report numbers the ship
will be reporting on the SF 1219 on the ship side of the EOM spreadsheet and any variances
already agreed upon on the shore side of the spreadsheet. If there is a difference between the ship
and shoretotals, it must be resolved before the last day of the month. If the differenceis not
resolved, then the Disbursing Officer must report the Navy Cash shore totals as received from
JPMC on the 1219.

(@ The 1219 must be submitted NLT 1000 EDST on the first calendar day of
the following month or, if it falls on aweekend or holiday, on the last business day of the month.

(b) Don’'t hold up the 1219 message/e-mail reports because of Navy Cash. Any
difference must be resolved and any adjustment necessary made in the next month’s business.
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Farelgn Concessianalres. 80.00
Frafis Recened From Canzesaionaires 8000
Fage Callege Sourses Tutlea 80,00
Pace ollege Book Sales 80.00
Husbanding Agent (K22) 8000
Adjugtments §0.00
Nevember Carrover 6713.00 80,00
December Camryover 3753100 §0.00
Total Canoscslonaires

FOOD BERVICE - Gsction -2 From Date/Tims. ToDatalTkme. Totsl 8sles
Fecd Bervice Bales. B34.083 37
November Carryover #1828 81 80.00
Dacamber Carryover §479.26 B0
Januarv Camrvover 46.814.12 80,00
February Camyover §5,028.45 50.00
Total Food Barvica Bales.

Bootion 24

Fogd Bervice Burcharges 371,80
Doosmber Carryover -417.80 5000
Fecd Burcharge Agjusiments. 80.00
Total Food Bervios Burahages

TOTALE

BALES - (8-2) Ssction + From DatsrTime To DataiTime. Total gsiec

Ships Btore & 1 0212612007 04: 031502007 045633 £35,709.10
Bhips Btore 8 2 028007 04 031302007 04:£7:25 B8 4288
Janusry Camyover 4326 80 §0.00
Februsry Carmyaver -§0.80 §0.00
Tolals

Bootion 34

Hangar B2y Sales (€22 §0.00
Phone Cars Baies 027245007 23 032112007 233542 8363.20
Adjusiments .00
Tolals

Bootion 38 From Date/Time To DatalTime. Total Bales
Vending Sode # 1

\erding Soda # 2 02R4E007 29:0803 | O3RARONT 234022 1,366.80
\ending Scde 8 2 0312112007 231065 2,310.00
erding Sods # 4 032112587 23:10.37 £3,241.50
vendna2oda wE Q2RI 33:32:26 2267100
Verding Sode #§ ON1SR007 33:3309 58,
Vending Soda # 7 03212007 20:51:19 1,462.00
\erding Sods # 5 BUE007 621535 813660
Viending Sods 8§ 0372613007 0% 15 34 022007 06:50.40 §1,186,60
\erdng Sods # 10 02283007 04:20:02 | O3AIZO7 23:4200 1,682.00
‘verding 80d8 # 11 02243007 174636 | 030007 0326:22 33600
erding Boda # 12

wending Sods % 13 §0.00
'Wending Sods # 14 80.00
Verding Soda # 15 50.00
erdng Bods # 16 8.0
Janunry Carryover -4161.60

Fobrusry Carryaver §61.60 carry over

TOTALE

VENDING GANDY:

Bootion 3¢ From Data/Time To Date/Time 2olec

ending Candy# 1 50.00
Vending Candy 7 2 032112007 23:41:48 $3333%
\erding Canay# 3 O1R00T 231138 #1,720.35
Verdng Canay & 4 B0.00
\endng Candy # & 80.00
\erding Canoy & §0.00
Vending Candys &7 5000
\erdna Candr# 8 B0.00
vending Candy # 8 50.00
\erding Candy # 10 §0.50
Fobruary Carmyover 41276 B0.50
TOTALS
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I > than Cosh to Btrlp

16 » than Ceeh toChip

§0.00
00
§0.00

VARIANCES
CHIP
[EOM Bhip Totals

82087649
.00

§34,082.37
0.00
Bo.00
50,00 000

§2.00
834 .063.47

12.834,01)
000

0.00
12,804.01]
§371.850 0.00

.00 0.00

0.0 0.00
887150 0.00

YT 0.0
&aisc Tatake

§35,709.10

818 42545 0.00

50.00 0.00

50.00 0.00

1 ﬂ aza.68]

0.00

0,00

STRIP

SHORE Totals Shors Chip
EOM 8HORE Totale: Cash to Chip Total I Chip-Cosh Total From Date/Time
876.18 $20,000.00
0.00 390
£76.18
0.00
16> than Chipto Cash | 1c > than Caeh to Chip
420,876 18 8087615 20070227164703
)
| ta0ae)
e 2,00 | b0
Retunds
8000 $000
0,90 §0.00
000 000
1000 0,00
$321.00 §000 | J00T0Z2TH4T0N
woo w00
00, 50,00
00 50,00
] From Data/Time
3111738 §31,11736  20070237464707
§0.00
8200 $200
w758
§371 50, $300 371.80  2007023T164703
.00 80100 50.00
§0.00 §0.00
471,60
‘
Balec Totals Refundc Total Baiec. From Date/Time
83602660 $0.00 3603660  200T0Z2EMMEAE
1542545 8000 ¥ 0070226045445
50.00 5000
£0.00 B0
80.00 52.00 50.00
536320 50.00 636330 2007024232123
50.00 %200 50.00.
Shore Vending Soda Totals
Boda Totals Refunds. “Total Bales. From Data/Time
00 000
51,356 60/ 0.0 $1,366.50  20070224210604
§2,21000 000 $2310.00  20070224210224
83,341 80 ¥0 $134180  S00TOIII0E8ET
8261900 0o $261900 2007022433142
29 $0.00 §86.00 2007026210720
146200 $200 §1,463.00 70226004330
$13600 LX) 813600 20070236302038
§1,166 60 000 §1,16680 2007026011824
6186200 ¥a00 168200 2007022601201
623600 .00 $6336.00  20070224314626
§0.00 8000
080 .00
000, 8000
8000 [
.00 30,00
Shors Vending Candy Totals
Baiec From DateTime
§$3,12335 2007024211218
§1,74310  20070224212283

Figure 1. End-of-Month Spreadsheet Part 1

8-156

Ta DataiTimo

0070326200625

20070326200828

To Data/Time
0070326200825

20070326200825

To DataiTime.
20070318045633
20070318045724

20070321232942

To DoteiTime.

20070321231022
20070321231088
2070321231087
20070321323326
0070316233308
2007032120616
2070322021836

2070322088040
20070324341200
0070322032622

To DataiTims.

20070321231146
2007032123128
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Tkl DisBuIENg ACTMIY - Grip 10 Can
Total Disbursing Chip ransactions.

Total Foesign Conessionzires Ssles
Total Profit fecemed fiom Foreign Concessionaties

Total Pace College Tuition
Tetal Pace Book Sales

Tkl Vending S0a Baes
Total Vending Candy Total Sales
Grand Total Sales

Navy Cash ™
Dishursing CashyChip i » Chip- Cash
Dishurcing CHE-Cash Is » CagnChip
Disbursing -

PostAll Debit and

Figure 1. End-of-Month Spreadsheet Part 2
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(c) If the ship does not receive the EOM spreadsheet as part of the round trip
process, use the shore reports (or use the Navy Cash application to generate ship reports if
necessary (see paragraph 8.4.25, View Reports)), fill out ablank EOM spreadsheet, and e-mail it
to JIPMC to the Settlement Group. Here is how to create the deposit ticket and debit voucher
numbers.

SF 215 Deposit Ticket Number is a six-digit number (ABCDEF) to be created as follows:

A= 2"

B = “1”" — Disbursing Chip to Cash
“2" — Disbursing - Concessionaires Reimbursed
“3” — Food Service Sales total
“4” — Food Service Surcharges total
“5” — Sales total

C= "0"(zero)

DEF = "123” where 123 are the last three digits of the batch_ID for the batch that

contained the last of the EOM/P flags

SF 5515 Debit VVoucher Number is afive-digit number (ABDEF) to be created as follows:

A= 2"
B = “6” — Disbursing Cash to Chip
“7” — Disbursing Check or Cash to Strip
DEF = “123" where 123 are the last 3 digits of the batch_ID for the batch that
contained the last of the EOM/P flags

(3) The Disbursing Officer then saves and names the EOM spreadsheet, including
at least the month and year in the file name, e.g., EOM Spreadsheet YYYYMM.

f. The Disbursing Officer must e-mail the EOM spreadsheet to JPM C to the Settlement
Group at jpmcnavycash.settlement@j pmorgan.com. (jpmcnavycash.settlement@j pmorgan.com
should be used only for EOM e-mails. Other e-mails from the disbursing office or shipboard
mer chants should be sent to navycashcenter @ezpaymt.com. E-mails from cardholders should
be sent to navycash@ezpaymt.com.) The EOM spreadsheet shall contain the following:

e Shiptotals

e Shoretotals

e Any variances agreed upon

e Deposit ticket (SF 215) and debit voucher (SF 5515) numbers, dates, and amounts

g. Finalize EOM. If variances are not included on the EOM spreadsheet, JPMC will
enter any previous variances already agreed upon on the shore side of the spreadsheet. JPMC
then sends the final EOM spreadsheet to Navy for approval. Once the EOM spreadsheet is
approved, JPMC and Navy close EOM. JPMC enters the Navy Cash 5515s and 215s into
CASHLINK. The transactions are confirmed as soon as they are entered into CA$SHLINK.

h. Post Navy Cash Numbers on Daily Statement of Accountability (DD 2657) for Day.
The Sales Officer submits the 1149, and the Food Service Officer, the 1359, to the Disbursing
Officer. The Disbursing Officer uses the EOM spreadsheet and the shore report numbers to
verify the Navy Cash numbers on the 1149 and 1359 and prepare deposit tickets (SF 215s) as
appropriate. The Disbursing Officer uses the EOM spreadsheet and the shore report numbersto
report the Navy Cash Disbursing numbers and prepare either a debit voucher (SF 5515) or
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deposit ticket (SF 215) as appropriate. Generally, the merchant activity will be larger than the
disbursing activity, and both an SF 215 and an SF 5515 will be prepared. If the disbursing
activity islarger than the merchant activity, only an SF 5515 will be prepared for the difference.
The deposit ticket and debit voucher numbers generated by the automated EOM spreadsheet
must be reflected on the Disbursing Officer’s DD 2657 for the day.

(1) SalesOfficer 1149 and Food Service Officer 1359 totals are entered on line
4.1E; disbursing activity totals for Navy Cash transactions are entered on line 6.9; and totals for
the SF 5515s and SF 215s prepared above are entered on line 4.2A.

(2) Update Schedule of Deposit Activity (SODA) with all Navy Cash 55155/215s.

(3) Ensurethe Navy Cash numbersin the SODA, 215s, and 5515s al match the
numbersin the EOM spreadsheet Deposit Activity.

i. Attheactual end of the accounting period (month), close out the SF 1219. Send via
Navy message and e-mail (include EOM spreadsheet) to DFAS Cleveland NLT 1000 EDST on
the first calendar day of the following month.

(1) DFASCleveland uses CA$HLINK to verify the Navy Cash 5515s and 215s
entered by JPMC and reported in the 1219 and reconciles accounts.

J- DFAS Cleveland reports monthly on the status of Monthly Returns (1219s) —
timeliness of reporting and any out-of-balance conditions. When all discrepancies have been
resolved, JPMC will enter the figuresinto the CASHLINK system. The Disbursing Officer will
use these figures to prepare the hard copy SF 215 Deposit Tickets and SF 5515 Debit Vouchers
and to submit the SF 1219 in accordance with existing procedures.

k. A copy of the supporting DASR, Monthly Transaction Summary Report (shore
report that summarizes of all merchant figures for the month including disbursing), and EOM
spreadsheet and the original SF 215 deposit tickets and SF 5515 debit vouchers shall be placed
in the retained returns.

[. SF 215 Deposit Tickets. When preparing the hard copy SF 215s (see Figure 3,
Example of Standard Form (SF) 215 Deposit Ticket) :

(1) Block 1: Enter the*SF 215 Voucher” (deposit) number from the automated
EOM spreadsheet.

(2) Block 2: Enter the “Date Prepared” from the automated EOM spreadsheet.

(3) Block 7: Enter Navy Cash Disbursing Chip (Note: If the amount is positive, an
SF 215 will be created, and, if the amount is negative, an SF 5515 will be generated), Navy Cash
Disbursing Concessionaires, Navy Cash Ship’s Store Sales, Navy Cash General Mess Food, or
Navy Cash Genera Mess Surcharges, as appropriate.

(4) Block 9: Enter “NAVY CASH ELECTRONIC FUNDS’ and your ship’s name,
for example, USS NEVERSAIL (DDG 10).

(5) Do not mail theoriginal hard copy SF 215. The original SF 215 will be
placed in the retained returns, and a copy will be placed in the monthly returns.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-159 14-Aug-09



RS TRy DEPOSIT TICKET et o

GEFOEIT NUMBEA ATE PRESENTLL OR C-DIGHT QR d-DHGIT AL

an\l ED TO JANK NGLNL\' LOCATION
a '} M [ ¥ ¥ cons e
mrT a2 o e T - ] S SE— T — wr e ——
] ]
|ea2388/ Lr(.i 328 03| |72 ] 23 994.90 ] BN U B

) AGENCY USE

471 MAME AND ADDAFES OF DCPOSITAHY

NAVY CASH ELECTRONIC FUNDS

USS NEVERSALE DDG 10 . Q1 = SHIP smu_(mcp) e —
RS T e T AR frccnmicr s s s e
e ALY FO AD AT D8 LD I
Lo ¢ ] (4] v v
W) DEPCSITONS TITLE DEPARTMENT O AUENCY AND ADCHESS AUTHORIZED SIGHAT UAE |' COMPERREY CATE
DE U‘:IT RY ¥ Dﬁw}\nbﬂist:ocwrn VI I‘"hr TFMFNTGRIT‘A'\:LH r ;
OF THE U.8. TEEASURY ACCOUNT CF THE SAME JATE ORIGINAL @

Figure 3. Example of Standard Form (SF) 215 Deposit Ticket

m. SF 5515 Debit Vouchers. When preparing the hard copy SF 5515s (see Figure 4,
Example of Standard Form (SF) 5515 Debit VVoucher):

(1) Block 1: Enter the“SF 5515 Voucher” number from the automated EOM
Spreadsheet.

(2) Block 2: Enter the “Date Prepared” from the automated EOM spreadsheet.

(3) Block 7: Enter Navy Cash Disbursing Chip (Note: If the amount is positive, an
SF 215 will be created, and, if the amount is negative, an SF 5515 will be generated) or Navy
Cash Disbursing Strip, as appropriate.

(4) Block 9: Enter “NAVY CASH ELECTRONIC FUNDS’ and your ship’s name,
for example, USS NEVERSAIL (DDG 10).

(5) Do not mail theoriginal hard copy SF 5515s. The original SF 5515s will be
placed in the retained returns, and a copy will be placed in the monthly returns.
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briscuimi a et ox T TREAsRY DEBIT VOUCHER FINAMCIAL MANACEMAINT SIRVICE

WK TATT AT
ek MAILED T BANK AGERCY LOCATION CODE (AT}
oy

v 30557 ] = [o0328-03 ] = [oooos7sz ] [Fis3s3.85 o 5L S2ACE ALL Ecrmsts ot i

=T TR T AR Y AT

||||||
INAVY CASH ELECTRONIC FUNDS 00 = CASH TO CHIP TRANSACTIONS
(USS NEVERSALE DDG-10

AT TR DA TORE
FILIGINAL

Figure 4. Example of Standard Form (SF) 5515 Debit Voucher

n. The same procedure should be repeated for salesin the General Mess (Food and
Surcharges) and Hangar Bay Sales (used for flower sales) for the month. All entriesto the DD
2657 will be made as prescribed above, and the appropriate collection voucher would be used,
for example, NS 1359, Monthly General Mess Summary Document.
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8.10 Sample Disbursing Forms

8.10.1 DD 2657, Daily Statement of Accountability

March 26, 2001:
1) Cashto Chip transactions totaling $300.00 for the day
ad) Line6.2A increases by $300
b) Line 6.9 decreases by $300

2) Notethat overall accountability does not change — cash justified by Navy
Cash server report

March 27, 2001.:
1) Chip to Cash transactions totaling $200.00 for the day
ad) Line6.2A decreases by $200
b) Line6.9increases by $200

2) Notethat overall accountability does not change — cash justified by Navy
Cash server report

March 31, 2001:
1) End of Month collections done from Ship Store and General Mess
a) Ship storeturnsin collection for $600
b) General Messturnsin collection for $200
c) Line4.1E increased by $800
d) Line4.2A increased by $800
€) Serial number issued to deposits in accordance with paragraph 8.9.k
2) Chip transactions zeroed out and funds reported
a) Line6.9increased $100
b) Line4.2A decreased by $100
c) Serial number issued to deposit in accordance with paragraph 8.9.k
d) Notethat overall accountability isupdated for the month
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SAMPLE DD 2657 DATED 26 MAR 01

DAILY STATEMENT OF ACCOUNTABILITY DSSN DATE
5555 010326

a.LINE b.DESCRIPTION c.TODAY d.MONTH-TO-DATE
1.0 ACCOUNTABILITY - Beginning of Day 1000.00 1000.00
2.1A CHECKS ISSUED IN PAYMENT OF VOUCHERS 0.00 0.00
2.1B CHECKS ISSUED - ALL OTHERS 0.00 0.00
2.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00 0.00
2.34 DISCREPANCIES IN DO ACCOUNT - CREDITS (Do not use)
2.36 PAYMENTS BY ANOTHER DO (Do not use)
2.37 TRANSFERS FROM OTHER DOs 0.00 0.00
2.8 OPAC PAYMENTS AND COLLECTIONS 0.00 0.00
2.9 TOTAL ACCOUNTABILITY INCREASES 0.00 0.00
3.0 GROSS ACCOUNTABILITY 1000.00 1000.00
4.1A Gross Disbursements 0.00 0.00
4.1B Less - Refunds 0.00 0.00
4.1C Net Disbursements 0.00 0.00
4.1D Less - Receipts 0.00 0.00
4.1E Less - Reimbursements 0.00 0.00
4.1F NET EXPENDITURES 0.00 0.00
4 .27 DEPOSITS PRESENTED OR MAILED TO BANK 0.00 0.00
4.2B EFT DEBIT VOUCHERS 0.00 0.00
4.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00 0.00
4.34 DISCREPANCIES IN DO ACCOUNT - DEBITS (Do not use)
4.36 PAYMENTS FOR OTHER DOs (Do not use)
4.37 TRANSFERS TO OTHER DOs 0.00 0.00
4.9 TOTAL ACCOUNTABILITY DECREASES 0.00 0.00
5.0 ACCOUNTABILITY - End of Day 1000.00 1000.00
SECTION II - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT DO
DAILY DATILY MONTH-~
a.LINE b.DESCRIPTION INCREASE DECREASE TO-DATE
6.1 DESIGNATED DEPOSITARY 0.00 0.00 0.00
6.2A U.S. CURRENCY/COINAGE ON HAND 300.00 0.00 1300.00
6.2B FRGN CRRCY/CHNGE ON HAND 0.00 0.00 0.00
6.3A UNDEPOSITED COLLECTIONS - GENERAL 0.00 0.00 0.00
6.3B OTHER UNDEPOSITED INSTRUMENTS ON HAND 0.00 0.00 0.00
6.4 CUSTODY OR CONTINGENCY CASH 0.00 0.00 0.00
6.5 FUNDS WITH AGENTS 0.00 0.00 0.00
6.6 ADVANCES TO CONTRACTORS 0.00 0.00 0.00
6.7 CASH IN TRANSIT 0.00 0.00 0.00
6.8 PAYROLL CASH 0.00 0.00 0.00
6.9 OTHER 0.00 300.00 -300.00
7.1 DEFERRED VOUCHERS 0.00 0.00 0.00
7.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00 0.00
7.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00 0.00
7.3 LOSS OF FUNDS 0.00 0.00 0.00
7.4 DISHONORED CHECKS RECEIVABLE 0.00 0.00 0.00
7.5
7.6
7.7
8.0 TOTAL INCUMBENT DO ACCOUNTABILITY 300.00 300.00 1000.00
SECTION III - DISTRIBUTION OF ACCOUNTABILITY - PREDECESSOR DOs
9.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00 0.00
9.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00 0.00
9.3 LOSS OF FUNDS 0.00 0.00 0.00
9.4 OTHER 0.00 0.00 0.00
10.0 TOTAL PREDECESSOR DO's ACCOUNTABILITY 0.00 0.00 0.00
SECTION IV - DISTRIBUTION OF ACCOUNTABILITY - COMBINED
11.0 [TOTAL DSSN ACCOUNTABILITY 300.00 300.00 1000.00
3. DISBURSING OFFICER NAME, RANK OR GRADE, TITLE 4 .DISBURSING OFFICER OR 5.DATE

DEPUTY SIGNATURE
FRED UMIDS

DD Form 2657
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SAMPLE DD 2657 DATED 27 MAR 01

1000.00
0.00
0.00
0.00

0.00
0.00
0.00
1000.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

MONTH-
TO-DATE

0.00
1100.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-100.00
0.00
0.00
0.00
0.00
0.00

1000.00

DAILY STATEMENT OF ACCOUNTABILITY DSSN
5555
SECTION I - TRANSACTIONS AFFECTING ACCOUNTABILITY
a.LINE b.DESCRIPTION <. TODAY
1.0 ACCOUNTABILITY - Beginning of Day 1000.00
2.1A CHECKS ISSUED IN PAYMENT OF VOUCHERS 0.00
2.1B CHECKS ISSUED - ALL OTHERS 0.00
2.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00
2.34 DISCREPANCIES IN DO ACCOUNT - CREDITS (Do not use)
2.36 PAYMENTS BY ANOTHER DO (Do not use)
2.37 TRANSFERS FROM OTHER DOs 0.00
2.8 OPAC PAYMENTS AND COLLECTIONS 0.00
2.9 TOTAL ACCOUNTABILITY INCREASES 0.00
3.0 GROSS ACCOUNTABILITY 1000.00
4.1A Gross Disbursements 0.00
4.1B Less - Refunds 0.00
4.1C Net Disbursements 0.00
4.1D Less - Receipts 0.00
4.1E Less - Reimbursements 0.00
4.1F NET EXPENDITURES 0.00
4.2A DEPOSITS PRESENTED OR MAILED TO BANK 0.00
4.2B EFT DEBIT VOUCHERS 0.00
4.3 OTHER TRANSACTICNS (Do not report on SF 1219) 0.00
4,34 DISCREPANCIES IN DO ACCOUNT - DERITS (Do not use)
4.36 PAYMENTS FOR OTHER DOs (Do not use)
4.37 TRANSFERS TO OTHER DOs 0.00
4.9 TOTAL ACCOUNTABILITY DECREASES 0.00
5.0 ACCOUNTABILITY - End of Day 1000.00
SECTION II - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT DO
DAILY DATLY
a.LINE b .DESCRIPTION INCREASE DECREASE
6.1 DESIGNATED DEPOSITARY 0.00 0.00
6.2A U.S. CURRENCY/COINAGE ON HAND 0.00 200.00
6.2B FRGN CRRCY,/CHNGE ON HAND 0.00 0.00
6.3A UNDEPOSITED COLLECTIONS - GENERAL 0.00 0.00
6.3B OTHER UNDEPOSITED INSTRUMENTS ON HAND 0.00 0.00
6.4 CUSTODY OR CONTINGENCY CASH 0.00 0.00
6.5 FUNDS WITH AGENTS 0.00 0.00
6.6 ADVANCES TO CONTRACTORS 0.00 0.00
6.7 CASH IN TRANSIT 0.00 0.00
6.8 PAYROLL CASH 0.00 0.00
6.9 OTHER 200.00 0.00
7.1 DEFERRED VOUCHERS 0.00 0.00
7.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00
7.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00
7.3 LOSS OF FUNDS 0.00 Q.00
7.4 DISHONORED CHECKS RECEIVAEBLE 0.00 0.00
7.5
7.6
7.7
8.0 TOTAL INCUMBENT DO ACCOUNTABILITY 200.00 200.00
SECTICN III - DISTRIBUTION OF ACCOUNTABILITY - PREDECESSOR DOs
9.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00
9.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.o00
9.3 LOSS OF FUNDS 0.00 0.00
9.4 OTHER 0.00 0.00
10.0 TOTAL PREDECESSOR DO's ACCOUNTABILITY 0.00 0.00
SECTION IV - DISTRIBUTION OF ACCOUNTABILITY - COMBINED
11.0 |TOTAL DSSN ACCOUNTABILITY 200.00 200.00
3. DISBURSING OFFICER NAME, RANK OR GRADE, TITLE 4 .DISBURSING OFFICER OR

DEPUTY SIGNATURE

FRED UMIDS

DD Form 2657
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SAMPLE DD 2657 DATED 31 MAR 01

DATE
010331

MONTH-
TO-DATE

DAILY STATEMENT OF ACCOUNTABILITY DSSN
5555
SECTION I - TRANSACTIONS AFFECTING ACCOUNTABILITY
a.LINE b.DESCRIPTION c.TODAY
1.0 ACCOUNTABILITY - Beginning of Day 1000.00
2.1A CHECKS ISSUED IN PAYMENT OF VOUCHERS 0.00
2.1B CHECKS ISSUED - ALL OTHERS 0.00
2.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00
2.34 DISCREPANCIES IN DO ACCOUNT - CREDITS (Do not use)
2.36 PAYMENTS BY ANOTHER DO (Do not use)
2.37 TRANSFERS FROM OTHER DOs 0.00
2.8 OPAC PAYMENTS AND COLLECTIONS 0.00
2.9 TOTAL ACCOUNTABILITY INCREASES 0.00
3.0 GROSS ACCOUNTABILITY 1000.00
4.1A Gross Disbursements 0.00
4.1B Less - Refunds 0.00
4.1C Net Disbursements 0.00
4.1D Less - Receipts 0.00
4.1E Less - Reimbursements 800.00
4.1F NET EXPENDITURES -800.00
4 .2A DEPOSITS PRESENTED OR MAILED TO BANK 700.00
4.2B EFT DEBIT VOUCHERS 0.00
4.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00
4.34 DISCREPANCIES IN DO ACCOUNT - DEBITS (Do not use)
4.36 PAYMENTS FOR OTHER DOs (Do not use)
4.37 TRANSFERS TO OTHER DOs 0.00
4.9 TOTAL ACCOUNTABILITY DECREASES -100.00
5.0 ACCOUNTABILITY - End of Day 1100.00
SECTION II - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT DO
DAILY DAILY
a.LINE b.DESCRIPTION INCREASE DECREASE
6.1 DESIGNATED DEPOSITARY 0.00 0.00
6.2A U.S. CURRENCY/COINAGE ON HAND 0.00 0.00
6.2B FRGN CRRCY/CHNGE ON HAND 0.00 0.00
6.3A UNDEPOSITED COLLECTIONS - GENERAL 0.00 0.00
6.3B OTHER UNDEPOSITED INSTRUMENTS ON HAND 0.00 0.00
6.4 CUSTODY OR CONTINGENCY CASH 0.00 0.00
6.5 FUNDS WITH AGENTS 0.00 0.00
6.6 ADVANCES TO CONTRACTORS 0.00 0.00
6.7 CASH IN TRANSIT 0.00 0.00
6.8 PAYROLL CASH 0.00 0.00
6.9 OTHER 100.00 0.00
7.1 DEFERRED VOUCHERS 0.00 0.00
7.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00
7.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00
7.3 LOSS OF FUNDS 0.00 0.00
7.4 DISHONORED CHECKS RECEIVABLE 0.00 0.00
7.5
7.6
7.7
8.0 TOTAL INCUMBENT DO ACCOUNTABILITY 100.00 0.00
SECTION III - DISTRIBUTION OF ACCOUNTABILITY - PREDECESSOR DOs
9.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00
95.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00
9.3 LOSS OF FUNDS 0.00 0.00
9.4 OTHER 0.00 0.00
10.0 TOTAL PREDECESSOR DO's ACCOUNTABILITY 0.00 0.00
SECTION IV - DISTRIBUTION OF ACCOUNTABILITY - COMBINED
11.0 |TOTAL DSSN ACCOUNTABILITY 100.00 0.00
3. DISBURSING OFFICER NAME, RANK OR GRADE, TITLE 4 .DISBURSING OFFICER OR

DEPUTY SIGNATURE

FRED UMIDS

DD Form 2657
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8.10.2 Schedule of Deposit Activity (SODA)

Deposits Reported and Confirmed This Month:

NOTE: By virtue of the CASHLINK system, all Navy Cash deposits are confirmed as they
are created. Therefore they will all be reported under section 20.1 of the SODA. In
addition, there is no need to have the hard copy SF 215/5515 since these deposits are
already confirmed.

a. On 3/28/01, deposit of $200 reported to voucher the ex-cash check cut for the
exchange of foreign currency.

b. On 3/31/01, deposits from the General Mess and Ship’s Store are reported for $200
and $600 respectively.

c. On 3/31/01, Navy Cash Chip transactions reported as a negative deposit (SF 5515).

NC SOP Ver 1.13 Chpt 8 Disbursing 8-166 14-Aug-09



SAMPLE SCHEDULE OF DEPOSIT ACTIVITY

SCHEDULE OF DEPOSIT ACTIVITY

ORGANIZATION: USS NAVYCASH
LOCATION: NS SAN DIEGO
DSSN: 5555 DO: FRED UMIDS

20.0 DEPOSITS OR DEBIT VOUCHERS REPORTED THIS MONTH

PAGE 1

PERIOD OF REPORT: JAN 2003

20.1 REPORTED THIS MONTH OR CONFIRMED THIS MONTH OR EARLIER
{CONFIRMATION COPY IS ENCLOSED HEREWITH}

DEPOSIT NO./
DEBIT VOUCHER NO.

109000
109001
109003
108790

DATE PRESENTED DATE

OR MAILED
YYMMDD

010331
010331
010331
010328

20.1 NET OF 20.1 ITEMS

20.2 DEPOSITS REPORTED THIS MONTH BUT UNCONFIRMED

DEPOSIT
NUMBER

CONFIRMED
YYMMDD

010331
010331
010331
010328

DATE PRESENTED

OR MAILED
YYMMDD

20.2 TOTAL OF 20.2 ITEMS

20.0 TOTAL REPORTED THIS MO.

(20.1 + 20.2)

(ENTER ON LINE 4.2)

900.00

0.00
900.00

30.0 TOTAL UNCONFIRMED DEPOSITS BF (LINE 34.0 PREVIOUS MONTH)
31.0 DEPOSITS REPORTED PREVIOUS MONTHS
{CONFIRMATION COPY IS ENCLOSED HEREWITH}

DEPOSIT
NUMBER

DATE PRESENTED DATE

OR MAILED
YYMMDD

***x Continued on next page ***

NC SOP Ver 1.13 Chpt 8 Disbursing

CONFIRMED
YYMMDD

8-167

14-Aug-09



SAMPLE SCHEDULE OF DEPOSIT ACTIVITY

SCHEDULE OF DEPOSIT ACTIVITY

ORGANIZATION: USS NAVYCASH
LOCATION: NS SAN DIEGO
DSSN: 5555 DO: FRED UMIDS

20.0 DEPOSITS OR DEBIT VOUCHERS REPORTED THIS MONTH

PAGE 2

PERIOD OF REPORT: JAN 2003

20.1 REPORTED THIS MONTH OR CONFIRMED THIS MONTH OR EARLIER
{CONFIRMATION COPY IS ENCLOSED HEREWITH}

DEPOSIT NO./
DEBIT VOUCHER NO.

109000
109001
109003
108790

DATE PRESENTED DATE

OR MAILED
YYMMDD

010331
010331
010331
010328

20.1 NET OF 20.1 ITEMS

20.2 DEPOSITS REPORTED THIS MONTH BUT UNCONFIRMED

DEPOSIT
NUMBER

CONFIRMED
YYMMDD

010331
010331
010331
010328

DATE PRESENTED

OR MAILED
YYMMDD

20.2 TOTAL OF 20.2 ITEMS

20.0 TOTAL REPORTED THIS MO.

(20.1 + 20.2)

(ENTER ON LINE 4.2)

900.00

0.00
900.00

30.0 TOTAL UNCONFIRMED DEPOSITS BF (LINE 34.0 PREVIOUS MONTH)
31.0 DEPOSITS REPORTED PREVIOUS MONTHS
{CONFIRMATION COPY IS ENCLOSED HEREWITH}

DEPOSIT
NUMBER

DATE PRESENTED DATE

OR MAILED
YYMMDD

***x Continued on next page ***
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8.10.3 SF 1219

a. Oncethe DD 2657 has been has been closed out for month end reconciliation and
the SODA has been updated, the SF 1219 can be closed out, all in accordance with paragraph
8.9.

b. If the DD 2657, the SODA, and al collection data are entered correctly, the SF 1219
will run automatically in the Defense MilPay Office (DMO) system

C. The Ship's Store and General Mess collections, $600 and $200 respectively, are
reported within DMO. They appear in section 2 of the 1219 automatically.

d. All deposit data entered under the SODA function will automatically appear under
Section |1 part B.
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SAMPLE SF 1219
PAGE 1

FM DFAS CLEVELAND CENTER

TO DFAS OPLOC SAN DIEGO CA CODE FDAB

UNCLAS //N07200//

SUBJ: MSG RPT OF STMT OF ACCTBLTY AND DISB AND COLL//
SYMBOL 5555 DISBOFF FRED UMIDS

PERIOD OF ACCOUNT O1MARO1 THRU 31MARO1

SECTION I PART A

1.0 Total Accountability Beginning of Period 1000.00
2.1 Checks Issued on U.S. Treasury 200.00
2.3 Other Transactions
2.34 Discrepancies in D.O. Accounts - Credits 0.00
2.36 Payments by Another D.O. 0.00
2.37 Transfers from other Disbursing Officers 0.00
2.8 OPAC Payments and Collections 0.00
2.9 Total Increases in Accountability 200.00
3.0 Gross Accountability 1200.00
4.1 Net Disbursements -800.00
4.2 Deposits Presented or Mailed to Bank 900.00
4.3 Other Transactions
4.34 Discrepancies in D.O. Accounts - Debits 0.00
4.36 Payments for Another D.O. 0.00
4.37 Transfers to other Disbursing Officers 0.00
4.9 Total Decreases in Accountability 100.00
5.0 Total Accountability Close of Period 1100.00
SECTION I PART B

Cash on Deposit in Designated Depositary
6.1 ( ) 0.00
6.2 Cash on Hand ( 0.00 Foreign Funds) 1100.00
6.3 Cash - Undeposited Collections 0.00
6.4 Custody or Contingency Cash 0.00
6.5 Cash 1n Custody of Gov. Cshrs ( 0.00 Frgn Funds) 0.00
6.6 Advances to Contractors 0.00
6.7 Cash in Transit ( 0.00 Frgn Funds) 0.00
6.8 Payroll Cash ( 0.00 Frgn Funds) 0.00
6.9 Other Cash Items 0.00
7.1 Deferred Chgs - Vouchered Items ( 0.00 Frgn Funds) 0.00
7.2 Receivables - Check Overdrafts 0.00
7.3 Losses of Funds 0.00
7.4 Receivables - Dishonored Checks 0.00
8.0 Total of My Accountability 1100.00
SECTION I PART C
9.2 Receivables - Check Overdrafts 0.00
9.3 Losses of Funds 0.00
9.4 Other Accountability 0.00
10.0 Total Predecessor Officers Accountability 0.00
11.0 Total Disbursing Office Accountability 1100.00

I CERTIFY THAT THIS IS A TRUE AND CORRECT STATEMENT OF ACCOUNTABILITY
FOR THE PERIOD STATED AT THE OFFICE REFERRED TO ABOVE.

FRED UMIDS 216-555-1212
D.O. Name Phone Number
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SECTION II PART A
(1) (2)
5555

SECTION II PART B
DT/DV NUMBER
DV 109000
DT 109001
DT 109003
DT 108790

200.00

SAMPLE SF 1219
PAGE 2

(3)

DOC DATE

010331
010331
010331
010328

2. DISBURSEMENTS AND COLLECTIONS:

CODE

NC SOP Ver 1.13 Chpt 8 Disbursing

APPRO/SUB

PROG ELE/
BUD PROJ

DISBURSEMENTS TOTAL

97X4930.NC1A
1711453.2241

COLLECTIONS TOTAL

8-171

200.00

DATE PRESENTED/

MATILED TO BANK AMOUNT
010331 -100.00
010331 600.00
010331 200.00
010328 200.00

900.00
REIM
SOURCE AMOUNT
0.00
600.00
200.00
800.00//
14-Aug-09



8.11 Navy Cash Quarterly Cash Verification Team
Ref: DODFMR Volume 5 Appendix A
8.11.1 Public Funds

a. All funds collected, disbursed, or maintained by the Disbursing Officer, Deputies,
and Agents are to be considered public funds. Therefore, responsible individuals will be
required to show auditable proof for the disposition of those funds. Any accountable items, to
include cash, checks, Navy Cash card stock, and the like, will be verified in the same manner as
prescribed within the DODFMR Volume 5 Appendix A.

b. The Cash Verification Team will use the Navy Cash Transaction Ledger aswell as
the Disbursing Officer’s Disbursing Accountability Reports, to include the Disbursing
Transaction Detail Report, to substantiate all funds being held on line 6.9 of the DD 2657. A
sample Cash Verification Team Navy Cash Checklist isincluded at paragraph 8.15.25.

c. All Navy Cash funds collected and reported as deposits on the SF 1219 can be
substantiated by the End Of Month reports generated by the Navy Cash System. For example,
the Disbursing Officer reports a $10,000 deposit on line 4.2 of the SF 1219 for the Ship’s Store.
There should be a corresponding End Of Month report showing $10,000 in electronic
collections for the same month.

d. Disbursing Office Merchant Navy Cash Card. The Cash Verification Team will
generate a card report for the disbursing office merchant card to verify that the Navy Cash
(strip) account balanceis zero. If the“Account Balance” is positive, the Cash Verification
Team will generate a Transaction History report using the Disbursing Web Site to ensure the
funds in the disbursing office merchant strip account agree with the transactions in the
Transaction History report. For details on the use of the disbursing office merchant strip
account, see paragraphs 8.4.11, Chip-to-Chip Corrections, and 8.5.1, Transient Merchants—
Vendors and Foreign Concessionaires.

e. Generate Card Reports. The Cash Verification Team will also generate card reports
for the Navy Cash cards of all Navy Cash Disbursing Application users (see paragraph 8.4.18,
Card Report). The card reports will be used to verify that no unauthorized deposits were made
to their accounts since the last quarterly cash verification.

8.11.2 Navy Cash Card Stock

All blank Navy Cash card stock shall be verified by count against the Bulk Card Log, and the
audit will be documented as the next entry in the Bulk Card Log.

8.12 Navy Cash Equipment Checklist

A sample Navy Cash Equipment Checklist isincluded at Appendix G. This checklist must be
tailored for each ship to reflect the equipment that is actually installed as a part of the Navy Cash
installation. The checklist provides an aid to assist in troubleshooting any equipment or software
problems and should also be used to review the status of al the ship’s Navy Cash deviceson a
periodic basis.
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8.13 Managing and Requisitioning Spares

a. Initial Outfitting. Certain spare parts and consumable items are provided as "push”
material during installation of the Navy Cash system. The materials and quantities are itemized
on aDD Form 1149, which will be signed for by the Supply Officer, Stock Control Officer, or
Disbursing Officer. These spares and consumable items must be accounted for in the Supply
Officer's custody in accordance with the guidelines established in Chapter Six of NAV SUP P-
485, Afloat Supply Procedures.

(1) Navy Cash system components are assigned Allowance Parts List numbers
(APLSs), which will be updated as required. Ships are responsible for their ASI updates to get the
most accurate Navy Cash parts information. Updates to the COSAL for the Navy Cash system
will be done quarterly. APL identification number 00044461CL appliesto the Navy Cash
system.

(2) For most installations, there will not be any outstanding requisitions. The receipt
document is entered into Supply and Financial Management (SFM) using the "receipt not from
due" processing option and "stock control™ option for receipt processing in RSUPPLY (see
NAV SUP P-485, paragraph 6695, Processing Receipts Not From Due). For documentation
information, the support contractor's Routing Identifier (RI) is QWR and Unit Identification
Code (UIC) is Q99513. The dollar amount can be derived from latest COSAL information.

b. Operating Space Items (OSIs)

(1) K22 Point-Of-Sale (POS) Devices. A number of spare K22s are normally held
in ready reserve for periodic functions such as MWR sales, husbanding agent sale of currency,
and concessionaire sales. These units should be accounted for as OSIs. The Disbursing Officer is
responsible for control of all spare K22s held in ready reserve. K22s that have transactions
recorded (stored) but not yet downloaded to the Navy Cash server should be kept in either the
Sales or Disbursing Officer's safe. A K22 OSI without stored transactions should be kept in a
safe or limited access space that is locked when not occupied, such as the disbursing office or
sales office. Spare K22s not being held in reserve for periodic functions (and without
transactions stored on them) should be maintained as HM& E or OS| stock itemsin a secure
storeroom (see paragraph 8.3.3, Custody of Spare K22s and CADs).

(2) Card Access Devices (CADs). Spare vending machine CADs should be
maintained as stock items in a secure storeroom, with the following exception. When a CAD has
been removed from a vending machine but still has transactions recorded (stored) on it that have
not yet been downloaded to the Navy Cash server, it should also be kept in a safe, e.g., the
Disbursing or Sales Officer's safe (see paragraph 8.3.3, Custody of Spare K22s and CADS).

c. Inventory Control. Regardless of the physical storage location for Navy Cash spares,
the spares provided during the Navy Cash installation shall be accounted for in the same manner
as other repair parts provided during an equipment installation and shall be added to the ship's
COSAL alowance for stock under the control of the Supply Clerks (SKs). Failure to maintain
inventory control over the Navy Cash items can result in missing items, especially during
turnover of key personnel. Maintaining inventory control over the Navy Cash spares will also
help to ensure the correct inventory level is maintained as demand data is accumul ated.
Inventory of the Navy Cash spares must be completed twice annually.
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d. Failed Equipment. Whenever a piece of Navy Cash equipment, such asaK?22, CAD,
or router, fails, the failure should be reported to the CSU (see paragraph 8.14 below). To assist
in reporting hardware, software, communications, or operationa problems, the Navy Cash
Trouble Call Worksheet (see paragraph 8.15.26) lays out the information the Disbursing
Officer, or designated representative, should have available before contacting the CSU. The
CSU will assign a case number, which should be recorded on the Trouble Call Worksheet. The
CSU will handle the trouble call directly if at all possible or forward the call to the proper
person. When directed to return failed equipment to the Navy Cash depot (K22s or CADs with
stuck transactions are sent to Cogent Systems), record the traceabl e tracking number and date
shipped on the Trouble Call Worksheet. The case number assigned by the CSU and the
equipment serial number should be included with all Navy Cash equipment returns.

SHIPPING ADDRESS NAVY CASH DEPOT CERTIFIED MAILING ADDRESS NAVY CASH DEPOT
L-3 Communications L-3 Services, Inc.
ATTN: Navy Cash Depot Engineering Services Department
Lower Receiving Dock P.O. Box 910334
3033 Science Park Road San Diego, CA 92191-9998

San Diego, CA 92121-1101
Phone: (858) 552-3601 (Shipment related issues only)

SHIPPING ADDRESS COGENT SYSTEMS
Cogent Systems
ATTN: Ryan Settle, Navy Cash Equipment Return
3300 Acorn Street
Williamsburg, VA 23188
Phone: (757) 564-4604 (Shipment related issues only)

8.14 Customer Service Support

8.14.1 Call Centers

a. Cardholder Support. The CSC is responsible for answering Navy Cash cardholder
questions. For example, if there is a question about a particular transaction or if a card needsto
be reported as lost or stolen and the Disbursing Officer is not available (e.g., after hoursin a
liberty port), the cardholder contacts the CSC.

Navy Cash Customer Service Center (CSC):

Phone:  1-866-3NAVY CASH
1-866-362-8922

web site:  www.navycash.com
e-mail address: navycash@ezpaymt.com

b. Disbursing Office/Merchant Support. The CSU isresponsible for answering
disbursing office and merchant questions.

Navy Cash Central Support Unit (CSU):

Phone: 1-866-6NAVY CASH
1-866-662-8922

web site:  www.navycashcenter.com

NC SOP Ver 1.13 Chpt 8 Disbursing 8-174 14-Aug-09



e-mail address:  navycashcenter @ezpaymt.com
jpmcnavycash.settlement@jpmorgan.com (EOM only)

Fax: 1-813-432-4581
1-813-432-4793 for Settlement and EOM |tems
1-888-344-3796 for Enrollment Forms

c. Global Distance Support Center (GDSC). The CSC and CSU can also be reached
through the GDSC, also known as “One Touch”. The telephone numbers for the GDSC are:

Commercia: 1-877-41TOUCH
1-877-418-6824

DSN: 510-42TOUCH
510-428-6824

Cardholders:  Press4, then 5, then 2
To contact the Customer Service Center (CSC)

Disbursing Office/ Merchant:  Press 4, then 5, then 3
To contact the Central Support Unit (CSU)

(1) The 1-877 number should be used for worldwide toll-free access from the
United States, Japan, Germany, England, Italy, and Spain from activities ashore or shipsin port
and can be used when aboard ships at sea that have the capability and connectivity.

(2) The DSN number should be used for toll-free access from all other countries
from activities ashore or shipsin port and can be used when aboard ships at sea that have the
capability and connectivity.

d. Trouble Calls. One of the responsibilities of JPMC isto report to NAVSUP and
Treasury the volume and types of trouble calls handled and the time it takes to resolve each
issue. Thisincludes hardware, software, communications, operational, and cardholder issues. In
order to track thisinformation in a central location, al trouble calls, whether forwarded by
phone call or e-mail, should be directed to the CSU. The CSU will handle the trouble calls
directly if at all possible, particularly cardholder service issues, or forward the call to the proper
person. Each issue will be handled as quickly as possible. E-mail trouble calls can include the
appropriate support personnel as additional addees. To assist in reporting hardware, software,
communications, or operationa problems, the Navy Cash Trouble Call Worksheet (see
paragraph 8.15.26) lays out the information the Disbursing Officer, or designated representative,
should have available before contacting the CSU. When directed to return failed equipment to
the Navy Cash depot (K22s or CADs with stuck transactions are sent to Cogent Systems),
record the traceabl e tracking number and date shipped on the Trouble Call Worksheet. The case
number assigned by the CSU and the equipment serial number should be included with all Navy
Cash equipment returns.

SHIPPING ADDRESS NAVY CASH DEPOT CERTIFIED MAILING ADDRESS NAVY CASH DEPOT
L-3 Communications L-3 Services, Inc.
ATTN: Navy Cash Depot Engineering Services Department
Lower Receiving Dock P.O. Box 910334
3033 Science Park Road San Diego, CA 92191-9998

San Diego, CA 92121-1101
Phone: (858) 552-3601 (Shipment related issues only)
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SHIPPING ADDRESS COGENT SYSTEMS
Cogent Systems
ATTN: Ryan Settle, Navy Cash Equipment Return
3300 Acorn Street
Williamsburg, VA 23188
Phone: (757) 564-4604 (Shipment related issues only)

8.14.2 Updating Navy Cash Account Information

a. A cardholder’s Navy Cash account information can be updated by contacting the
CSU by phone or e-mail or by using the Navy Cash Disbursing web site or the Disbursing
Application (see paragraph 8.4.22, Account Information Update).

b. Timeliness of Updates. Any updates done through the Disbursing Application are
effective immediately on board the ship and will regulate any subsequent cardhol der
transactions at the K80 Cashless ATM. Updates done through the Navy Cash Center web site do
not go into effect on board the ship until around trip is completed between ship and shore.
Updates done through the CSU do not go into effect on board the ship until the CSU receives
the information, processes the request, and around trip is completed between ship and shore.

c. Cardholder Request

(1) If Navy Cash cardholders need to update their Navy Cash account information,
for example, to change a bank or credit union account or update an e-mail address, they can call
the CSC directly or through the GDSC. The customer service representative will ask them a
series of questions to verify their identity before they update their accounts.

(2) If cardholdersdon’t have accessto a phone, they can e-mail their update
requests to the CSC. To verify their identity, cardholders should include their e-mail address, the
last four digits of their SSN, their mother’ s maiden name, and their birth date (mm/dd only) in
their e-mail request. If thisinformation isincluded in the initial e-mail, a cardholder’ s request
can be addressed much more quickly, without additional e-mail traffic. Cardholders will receive
confirmation viae-mail from the CSC when their accounts have been updated.

(3) Cardholders should never include their full SSN, their MasterCard number, or
their PIN.

(4) If cardholders want to change the bank or credit union account information
associated with their Navy Cash account, they must fax, e-mail an image of, or mail a copy of a
cancelled check or deposit dlip to the CSC. If cardholders are unable to do this, then the
disbursing office needs to handle these changes through the disbursing web site or the Disbursing
Application.

d. Disbursing Office Request

(1) A cardholder’s Navy Cash account information can also be updated by the
Disbursing Officer or authorized Disbursing Clerk, who may contact the CSU using the phone,
e-mail, or Navy Cash disbursing web site. Guidelines for using the disbursing web site are
included at Appendix E.

(2) If cardholderswant to change the bank or credit union account information
associated with their Navy Cash account, they should report to the disbursing office. The
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Disbursing Officer shall verify the ABA routing number and account number for the new
account.

(3) If therequest is sent viae-mail, any material containing personal information
will be written in a Word document and require a password in order to be viewed. These
procedures must be followed to protect private information exchanged with the CSU. These
interim procedures will remain in effect until the account update function isincorporated within
the Disbursing Application.

(4) Navy Cash will provide each ship’s disbursing office with a password that is
specific to the ship.

(5) E-mail requests will be sent to navycashcenter @ezpaymt.com with the
password-protected Word document as an attachment.

(6) The CSU will process the e-mail as necessary and send an e-mail response with
a password-protected Word document as an attachment if needed.

(7) To password protect a Word document:
(@ Open the document.
(b) Onthe“File” menu, click “Save As’.
(c) Onthe“Tools” menuinthe“Save As’ dialog box, click “General Options”.

(d) Inthe*Password to Open” box, type the specific password provided and
then click “OK”.

(e) Inthe"Reenter Password to Open” box, type the password again and then
click “OK”.

(f) Click “Save’.

e. Blocking and Unblocking Accounts

(1) The CSU does not automatically unblock cardholder access to home bank or
credit union accounts when the banking information is updated.

(2) Cardholders may not request that access to their home bank or credit union
accounts be blocked or unblocked.

(3 Anauthorized Disbursing Officer or Disbursing Clerk may contact the CSU by
phone or e-mail and request the blocking or unblocking of a cardholder’ s access to home bank or
credit union account. This request may be included in the same e-mail as the request to update
account information. An authorized Disbursing Officer or Disbursing Clerk may also block or
unblock cardholder access to home account on the Navy Cash Disbursing web site
(www.navycashcenter.com) (see paragraph 8.8.2).

8.14.3 Accessing the Navy Cash Web Sites

a. To accessthe Navy Cash Cardholder web site, www.navycash.com, either Netscape
4.5 or greater or Internet Explorer 4.0 or greater can be used. Guidelines for using the CSC
cardholder web site are included at Appendix D.
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b. To accessthe Navy Cash disbursing office web site, www.navycashcenter.com,
Internet Explorer 4.0 or greater must be used. There are many more pages and features on this
site, and the supported browsers are limited for site maintenance purposes. Guidelines for using
the CSU disbursing office web site are included at Appendix E.

c. Authorized Disbursing Officers and Disbursing Clerks must log in to the Navy Cash
disbursing website at least monthly to keep their accounts active. After 90 days of inactivity, an
account will be suspended. If this has already occurred, contact the CSU (see paragraph 8.14.1).
After six months of inactivity, accounts will be purged, and a new account will have to be
created.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-178 14-Aug-09



8.15 Sample Disbursing Reports, Forms, Etc.

8.15.1 Sample Accountable Officer Appointment/Termination Record

From: Commanding Officer, USS NAVY CASH (FFG-46)
To: ENS M. T. Pockets, SC, USNR
Via: Supply Officer, USS NAVY CASH (FFG-46)

Subj: APPOINTMENT AS NAVY CASH ACCOUNTABLE OFFICER

Ref: (a) Department of Defense Financial Management Regulation
(DODFMR) Chapter 17
(b) NAVSUP PUB 727, Navy Cash Financial System Standard
Operating Procedure, Chapter 8

1. In accordance with reference (a), you are hereby appointed as the
Ship’s Navy Cash Accountable Officer.

2. As the Navy Cash Accountable Officer, you will have the following
responsibilities:

a. Operation and maintenance of Navy Cash system, including daily
End of Day function, Planned Maintenance System (PMS), and daily
system backups.

b. Maintenance and custody of all Navy Cash equipment and
Navy/Marine Cash cards.

c. Custody of Operating Space Item (0OSI) K22 devices.

d. Daily review of Returned Items Detail and Negative Balance
Reports.

e. Immediate collection on any debt due the U.S. Treasury funds
pool as a result of negative Navy/Marine account balances.

f. Daily review and verification of merchant reports from ship
and shore servers.

g. Weekly review of Unmatched Chip-to-Chip Report and return of
any value reflected to sending card cardholder.

h. Weekly review with Personnel Office of personnel pending
transfer or discharge within 30 days.

i. Proper handling and safeguarding of Personally Identifiable
Information (PII) associated with both Disbursing and Navy Cash
operations.

3. You are required to familiarize yourself with all existing

references, particularly references (a) and (b) and follow all
established procedures and guidelines.

J. P. JONES
CDR USN
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From: ENS M. T. Pockets
To: Commanding Officer, USS NAVY CASH (FFG-46)
Via: Supply Officer, USS NAVY CASH (FFG-46)

Subj: APPOINTMENT AS NAVY CASH ACCOUNTABLE OFFICER

1. I acknowledge and accept the position and responsibilities
of Ship’s Navy Cash Accountable Officer, and I acknowledge that
I am strictly liable to the United States for all funds under my
control. I have read and understand the provisions of DODFMR
Volume 5, Chapter 17 and Appendix D, and of NAVSUP PUB 727, Navy
Cash Financial System Standard Operating Procedure.

M. T. POCKETS
ENS USNR
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8.15.2 Sample Disbursing Agent Appointment/Termination Record

From: Disbursing Officer, USS NAVY CASH (FFG-46)
To: PS2 (SW) A. SIMMONS, USN

Subj: APPOINTMENT AS NAVY CASH DEPUTY

Ref: (a) Department of Defense Financial Management Regulation
(DODFMR) Chapter 17
(b) NAVSUP PUB 727, Navy Cash Financial System Standard
Operating Procedure, Chapter 8

1. Under reference (a), you are appointed as the Ship’s Navy
Cash Deputy

2. As the Navy Cash Deputy, you will have the following
responsibilities:

a. Operation and maintenance of Navy Cash system, including
daily End of Day function, Planned Maintenance System (PMS), and
daily system backups.

b. Custody of a working stock of Navy Cash cards. Unused
working stock shall be returned to the Navy Cash Accountable
Officer weekly for audit and inventory. Record return of unused
working stock and results of audit/inventory on Bulk Card Log.

c. Daily review of Returned Items Detail and Negative
Balance Reports.

d. Immediate collection on any debt due the U.S. Treasury
funds pool as a result of negative Navy/Marine account balances.

e. Daily review and verification of merchant reports from
ship and shore servers.

f. Weekly review of Unmatched Chip-to-Chip Report and
return of any value reflected to sending card cardholder.

g. Weekly review with Personnel Office of personnel pending
transfer or discharge within 30 days.

h. Proper handling and safeguarding of Personally
Identifiable Information (PII) associated with both Disbursing
and Navy Cash operations.

3. You are required to familiarize yourself with all existing
references, particularly references (a) and (b) and follow all
established procedures and guidelines.

M. T. POCKETS
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ENS USNR
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From: PS2(SW) A. SIMMONS, USN
To: Disbursing Officer, USS NAVY CASH (FFG-46)

Subj: APPOINTMENT AS NAVY CASH DEPUTY

1. I acknowledge and accept the position and responsibilities as
the Ship’s Navy Cash Deputy, and I acknowledge that I am
strictly liable to the United States for all funds under my
control. I have read and understand the provisions of DODFMR
Volume 5 Chapter 17 and Appendix D and of NAVSUP PUB 727, Navy
Cash Financial System Standard Operating Procedure, Chapter 8.

A. SIMMONS
DK2 (SW) USN
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8.15.3 SampleLetter of Authority—Authority to Hold Cash

From: Commanding Officer, USS NAVY CASH (FFG 46)
To: ENS M. T. Pockets, SC, USNR
Via: Supply Officer, USS NAVY CASH (FFG 46)

Subj: AUTHORITY TO HOLD CASH AT PERSONAL RISK
Ref: (a) DOD FMR Volume 5, Paragraph 030102 to 030105

1. Authority is granted to hold cash at personal risk, in
accordance with reference (a), in an amount not greater than $
(amount) . Cash held at personal risk includes cash for: routine
cash payments, cash travel advances, personal check cashing, and
emergency cash payments, for example, emergency leave. Under
special circumstances, for example, away from homeport, you are
authorized to hold additional funds for Navy Cash chip cashing
services.

J.P. Jones
CDR USN
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8.15.4 ROM II/Navy Cash Comparison Report

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

Run Date: 04/01/2004

Run Time: 17:27:28
Report Name: ROM II Exception Report

Navy Cash

Sales Office

Location: DL3800

ROM II Start Date: 03/30/2004 14:00:01
ROM II End Date: 03/30/2004 15:44:14

ROM II Transactions NOT in Navy Cash

Merchant ID: 800000008458 - SHIP STORE #1

Point Of Sale Terminal # 00001002

ROM II Transaction Date ROM II Transaction Amount ROM II Transaction ID
03/30/2004 14:27:41 $1.20 2852004033014274100

Total for Point Of Sale Terminal # 00001002: $1.20

Total for Merchant 800000008458: $1.20

GRAND Total: $1.20

Navy Cash Transaction ID

12012004033019314700

Navy Cash Transactions NOT in ROM II

Merchant ID: 800000008458 - SHIP STORE #1

Point Of Sale Terminal # 00001002

ROM II Transaction Date ROM II Transaction Amount ROM II Transaction ID
 03/30/2004 15:36:52 5230 2912004033015365200
Total for Point Of Sale Terminal # 00001002: $2.30
Total for Merchant 800000008458: $2.30
GRAND Total: $2.30
nc sop ver 1.13 chpt 8 disbursing 8-185

Navy Cash Transaction ID

12232004033020415800

Navy Cash Terminal Number

0748204500000000

14-Aug-09



Navy Cash and ROM II Transactions with Different Dollar Amounts

Merchant ID: 800000008458 - SHIP STORE #1

Point Of Sale Terminal # 00001002

ROM II Transaction Date

Navy Cash Amount

03/30/2004 14:00:01 $1.50
03/30/2004 15:41:23 $13.00
Total for POS Terminal # 00001002: $14.50
Difference for POS Terminal # 00001002:
Total for Merchant 800000008458: $14.50
Difference for Merchant 800000008458:
GRAND Total: $14.50

GRAND Difference:

ROM II Transaction ID

ROM II Amount

$3.00 2692004033014000100
$1.30 2942004033015412300
$4.30

$10.20
$4.30

$10.20
$4.30

$10.20

Navy Cash Transaction ID

11752004033019050700
12302004033020462800

Navy Cash Terminal Number

0748204500000000
0748204500000000

Transactions that failed in ROM II but succeeded in NavyCash

Merchant ID: 800000008458 - SHIP STORE #1
Point Of Sale Terminal # 00001002
ROM II Transaction Date

03/30/2004 14:02:36
03/30/2004 14:17:28
03/30/2004 14:26:41
03/30/2004 14:36:02
Total for Point of Sale Terminal # 00001002:

Total for Merchant 800000008458:

GRAND Total:
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ROM II Transaction Amount

ROM II Transaction ID

$5.50 2722004033014023600
$0.90 2792004033014172800
$4.40 2842004033014264100
$0.95 2872004033014360200
$13.50
$13.50
$13.50

Navy Cash Transaction ID

11792004033019074300
11922004033019223400
12012004033019314700
12052004033019410900

Navy Cash Terminal Number
0748204500000000
0748204500000000
0748204500000000
0748204500000000
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8.15.5 Disbursing Accountability Detail Report

Run Date/Time: 01/16/2005 08:35:44 GMT

Disbursing Accountability Detail Report
Location: NEVERSAIL FFG 96

Report Parameters:
Start Date: 01/15/2005 10:10:44
End Date: 01/16/2005 08:35:32

Merchant Information:

Merchant Name:
Merchant ID:

NAVY DISBURSING
8000000008448

Transaction Type

Account Name

01/15/2005 12:20:00 Load Cash to Chip TANI, DANIEL
01/15/2005 12:32:04 Chip withdrawal THOMAS, JOHN
01/15/2005 12:48:00 Safe - Deposit Bank, Safe
01/15/2005 13:23:01 Load Cash to Chip DLUAT, THOMAS
01/15/2005 14:02:05 Chip withdrawal RUSSELL, MARK
01/15/2005 14:15:00 Safe - Withdraw Bank, Safe
01/15/2005 14:28:02 Load Cash to Chip JONES, JOHN
01/15/2005 14:29:00 Safe - Deposit Bank, Safe
01/15/2005 14:32:03 Load Cash to Chip HANGFU, LEE
01/16/2005 04:20:00 Load Cash to Chip GAMBLE, ERICA
01/16/2005 05:23:01 Load Cash to Chip BLACKMORE, WILLIAM
01/15/2005 05:32:00 Safe - Withdraw Bank, Safe
01/16/2005 05:47:05 Chip withdrawal CHAPLAIN, CHARLES
01/16/2005 06:04:02 Load Cash to Chip JONES, JARROD
01/15/2005 06:16:00 Safe - Withdraw Bank, Safe
01/16/2005 06:30:03 Load Cash to Chip LEE, ROBERT
01/15/2005 06:49:00 Safe - Deposit Bank, Safe
01/16/2005 07:32:04 Chip withdrawal MOORE, WILLIAM
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Account #

8000000003790
8000000003790
0
8000000003816
8000000003816
0
8000000003832
0
8000000003857

8000000003709
8000000003838
0
8000000003845
8000000003844
0
8000000003957
0
8000000003740

Amount
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8.15.6 Daily Negative Balance Report

Run Date 01/09/2009

Run Time 14:47:35

Report name: OPER NavyNegativeBalance D
Page # 1

Navy Cash
Daily Negative Balance Report- NAVYCASH

Location: USS NEVERSAIL
As Of Date: 01/08/2009
Acct Neg Bal
Account # Name SSN Status Date Balance Note Date Note Text
8000000000001 THOMAS,JAMES D 0268 OPEN 25-DEC-08 -$47.65
8000000000002 AIKEN,RANDALL A 9893 OPEN 07-JAN-09 -$15.00
ACH REPRESENTMENT COUNT NEXT REPRESENTMENT DATE AMOUNT
0 14-JAN-09 $15.00
8000000000015 ALBERT,WILLIAM D 9955 OPEN 05-JAN-09 -$26.98
8000000000045 BRIGHT,ARNOLD H 8110 OPEN 20-NOV-08 -$103.45
8000000000067 PENNALA,JESSICA D 5374 OPEN 06-JAN-09 -$515.06
ACH REPRESENTMENT COUNT NEXT REPRESENTMENT DATE AMOUNT
1 14-JAN-09 $100.00
1 14-JAN-09 $40.00
1 14-JAN-09 $100.00
1 14-JAN-09 $50.00
1 14-JAN-09 $100.00
1 14-JAN-09 $50.00
1 14-JAN-09 $65.00
8000000000006 SMITHSON,RAY C 1544 OPEN 09-JAN-09 -$14.90
ACH REPRESENTMENT COUNT NEXT REPRESENTMENT DATE AMOUNT
0 14-JAN-09 $10.00
8000000000037 WALLACE,ALLAN E 0327 OPEN 09-JAN-09 -$5.00
ACH REPRESENTMENT COUNT NEXT REPRESENTMENT DATE AMOUNT
0 14-JAN-09 $5.00
Total 7 -$728.04
**xxx** End of the Report ****x
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8.15.7 Sample E-Mails Notifying Cardholder of Negative Balance

Sample E-Mail

Notifying Cardholder of ACH Transfer Request
Returned for Non-Sufficient Funds (NSF)

From: Disbursing Officer

To: Navy Cash Cardholder

Cc: Cardholder’s Chain of Command (optional for 1st, recommended for 2nd and 3rd occurrence)
Subj:  Navy Cash Transfer Request Returned for Non-Sufficient Funds (NSF)

Ref: (a) Navy Cash SOP
(b) Ship’s Instruction (e.g., Navy Cash Internal Procedures and Controls)

1. The transfer of funds you requested at a K80 Cashless ATM on 7 May 2009 for $50.00 was
returned by your bank or credit union for NSF. This e-mail notifies you that the Navy Cash
system will automatically send your request for $50.00 to your bank or credit union again, up to
two more times on successive pay days, to recover any resulting debt owed the U.S. Treasury’s
Navy Cash funds pool.

2. When a transfer request is returned for NSF and your Navy Cash account balance goes
negative, access to your bank or credit union account is blocked automatically. As soon as your
transfer request is successful and any negative balance clears, access to your home account
will be restored. Should you have three transactions returned for NSF, access to your home
account will be blocked permanently, and you must report to the Disbursing Office and request
that access to your home account be unblocked.

3. In accordance with references (a) and (b), if these automatic representments are not
successful, | will initiate an immediate collection from your pay to clear any debt owed the
Government. By signing the application form for DoD stored value card programs, you
authorized me, as the ship’s Disbursing Officer, to initiate this collection from your pay to make
good any amounts that become due as a result of your use of the Navy Cash card.

4. You must be sure that there are sufficient funds available in your bank or credit union
account when you request a transfer at the K80. An electronic transfer like this normally occurs
within 24 hours. Do not request a transfer of funds to your chip or your strip unless there are
sufficient funds available in your bank or credit union account.

5. Please report to me in the Disbursing Office if you have any questions.
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Sample E-Mail
Notifying Cardholder of Negative Navy Cash Account Balance

From: Disbursing Officer

To: Navy Cash Cardholder

Cc: Cardholder’s Chain of Command (optional for 1st, recommended for 2nd and 3rd occurrence)
Subj:  Negative Navy Cash Account Balance

Ref: (a) Navy Cash SOP
(b) Ship’s Instruction (e.g., Navy Cash Internal Procedures and Controls)

1. This e-mail notifies you that your Navy Cash account balance is negative and that you must
report to Disbursing within two days to work out how you will clear this negative balance. Either
The transfer of funds you requested at a K80 Cashless ATM on 7 May 2009 for $4.00 was
returned by your bank or credit union for NSF. Or Your ATM withdrawal, retail purchase, or
other payment ashore exceeded your available Navy Cash account balance.

2. Either When a transfer request is returned for NSF and your Navy Cash account balance
goes negative, access to your bank or credit union account is blocked automatically. As soon as
your negative balance clears, access to your home account will be restored. Should you have
three transactions returned for NSF, access to your home account will be blocked permanently,
and you must report to the Disbursing Office and request that access to your home account be
unblocked. You must be sure that there are sufficient funds available in your bank or credit
union account when you request a transfer at the K80. An electronic transfer like this normally
occurs within 24 hours. Do not request a transfer of funds to your chip or your strip unless there
are sufficient funds avail-able in your bank or credit union account.

Or The Navy Cash card is a pre-paid debit card, not a credit card, so the amount of money you
can spend is limited by the amount of money you load onto your card. Generally, any attempt to
make a purchase or ATM withdrawal that exceeds your available strip balance will be declined.
However, a merchant or ATM can put a transaction through without prior authorization. You are
responsible for keeping track of your Navy Cash (strip) account balance. Merchants can't tell
you how much money is on your card.

3. In accordance with references (a) and (b), if you do not report to Disbursing or clear your
negative balance within 10 days, | will initiate an immediate collection from your pay to clear the
debt owed the Government. By signing the application form for DoD stored value card
programs, you authorized me, as the ship’s Disbursing Officer, to initiate this collection from
your pay to make good any amounts that become due as a result of your use of the Navy Cash
card.

4. Please report to me in the Disbursing Office if you have any questions.
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8.15.8 Daily Transaction Detail Report—M erchant Settlement

Run Date: 03/06/2009
Run Time: 16:31:34
Report name: TRAN Ship Merchant Settle D
Page: 1
Navy Cash
Daily Transaction Detail Report - Merchant Settlement
Location: USS NEVERSATIL
Date: 03/05/2009 14:53:49 To 03/06/2009 16:28:36
Merchant: WARDROOM MESS - DUES 800000026283
Settlement Date: 05-MAR-09
Settlement Type: NAVY CASH

Batch Date Amount C
V21624 696 R 02/28/09 23:01 $255.55
V21624 696 _R 03/01/09 21:13 $30.00
V21624 696 R 03/02/09 10:19 $338.95
V21624 696 R 03/04/09 00:07 $196.80
V21624 696 R 03/05/09 07:56 $263.85
Settlement Total $1,085.15

Merchant WARDROOM MESS - DUES 800000026283 Total: $1,085.15

Merchant: COLLEGE BOOKS 800000477546
Settlement Date: 05-MAR-09
Settlement Type: DISBO OFF

Batch Date Amount C
V21624 696 R 03/05/09 14:58 $2,278.00
Settlement Total $2,278.00

Merchant COLLEGE BOOKS 800000477546 Total: $2,278.00

Merchant : COLLEGE COURSES 800000477548
Settlement Date: 05-MAR-09
Settlement Type: DISBO OFF

Batch Date Amount c
V21624 696 R 03/05/09 14:58 $2,704.00
Settlement Total $2,704.00

Merchant COLLEGE COURSES 800000477548 Total: $2,704.00

* C = Correction Transactions.
**x**%* End of the Report ****x*
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8.15.9 Disbursing Accountability Summary Report

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

Run Date/Time:

01/16/2005 08:35:44 GMT

Disbursing Accountability Summary Report
Location: NEVERSAIL FFG 96

Report Parameters:
Start Date:
End Date:

Merchant Information:
Merchant Name:
Merchant ID:

Transaction Type

Chip withdrawal
Load Check to Chip
Load Cash to Chip
Safe - Deposit
Safe - Withdraw

nc sop ver 1.13 chpt 8 disbursing

01/15/2005 10:10:44
01/16/2005 08:35:32

NAVY DISBURSING
8000000008448

*** End of the Report ***

Page # 1

8-192
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8.15.10 Daily Cash Transaction L edger

NAVY CASH® DAILY CASH TRANSACTION LEDGER

CHIP STRIP
DATE PRINT CARDHOLDER
CASH- CHIP- CASH- CARDHOLDER NAME SIGNATURE
TO-CHIP TO-CASH TO-STRIP
TOTAL CASH- TOTAL CHIP- TOTAL CASH- NET SUM FOR CASH
TO-CHIP TO-CASH TO-STRIP TRANSACTIONS
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8.15.11 Bulk Card Log

BULK NAVY/MARINE CASH CARD LOG

CARD TYPE
(Instant Issue, Embossed Permanent, or Visitor)

Beginning Ending Number of Nucr:r; ?g; &y Number of Slgnsaiturll'ztzc:;(?grrds J
Date Card Serial | Card Serial Cards Issued for Cards Ve?ification of
Number Number Returned Remaining
the day Inventory
nc sop ver 1.13 chpt 8 disbursing 8-194 14-Aug-09




8.15.12 Card IssuelLog

NAVY CASH CARD ISSUE LOG

Issue
Date

Card
Number*

Name

SSN*

Signature

Issued By
Destroyed By

Return
Date

Destruction

Witnessed By

Date

* Note: Enter last four digits of SSN. Enter last four digits of card number for instant issue/embossed cards and entire card sequence number for visitor cards.
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8.15.13 Navy Cash Pre-Audit/Turnover Checklist

Navy Cash Pre-Audit/Turnover Checklist

Tasks o Yes | No
Reference

Letters of Authority

Has Disbursing Officer been appointed as Navy Cash Accountable Officer? 821

Has Disbursing Officer appointed Navy Cash Agent/Deputy in writing? 8.2.1

Internal Procedures and Controls

Has Commanding Officer established internal procedures and controls for Navy Cash? 8.24

Custodial Responsibilities

Are Navy Cash cards kept in a safe or a secure container? 831
Are Navy Cash cardsin custody of Disbursing Officer or designated agents/deputy? 8.3.1
Isthe Bulk Navy Cash Card Log in agreement with actual card count? 8.3.1
Are cards inventoried every 30 days and an entry made in the Bulk Log? 831

IsNavy Cash Card Issue Log being maintained — does it include last four digits of
card number; name, last four of SSN, issue date, and signature of recipient; date 831
returned (visitor/temp cards); name and signature of issuer?

Are unissued cards being returned to the Disbursing Officer on a daily basis? 831
Who has custody of the Securl D tokens (Shiva cards)? When was the last time each 834
Secur|D token (Shiva card) holder logged on to the Navy Cash disbursing website? 8.14.3

Custody of Spare K22s and CADs

Are spare K22s and CADs being kept in a safe or in a secure space? 8.3.3

Are K22s or CADs that have transactions still stored in them being kept in the

Disbursing Officer’'s safe? 833
Navy Cash Disbursing Application
Is the Disbursing Officer assigning individual Access Rights as appropriate? 8.4.36
Are passwords being changed every six months? 8.4.36
Isthe Daily Cash Transaction Ledger being maintained on adaily basis? 8.4.14
Isthe Daily Cash Transaction Ledger being closed out daily? 8.4.14
Are Daily Cash Transaction Ledger totals being compared to the DASR? 8.4.24
Are Daily Cash Transaction Ledger totals posted to line 6.2A and 6.9 of DD 26577 8.4.14
Isthe Daily Cash Transaction Ledger being retained with the DD 26577 8.4.14
Are refunds being authorized by the SalesyMWR/Food Service Officer/etc.? 8.4.10
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Tasks S0iP Yes | No
Reference

Are refunds being recorded in a Refund Log by each merchant? 8.4.10
Is the Disbursing Officer reviewing the Automated Chip-to-Chip Corrections Report (a 8.4.11
shore report) on aweekly basis and restoring value to visitor cards? 8.15.20
Are Navy Cash enrollment forms being filled out and signed by crewmembers before 8.4.91
being entered through the Disbursing Application? o
Are originals of al enrollment forms signed and sent to JPMC promptly? Are copies of 8421
all enrollment forms retained on board ship? o
Isthe EOD function being performed at the end of each business day? 8.4.24
Does the duty Supply/IT/ET perform the EOD on non working days? 8.4.24
Are DASR and Daily Transaction Ledger being kept on file with DD 265772 8.4.24
Isthe Disbursing Officer reviewing the Negative Balance Report and the Returned

) ) ; 8.8.1
Items Detail Report on adaily basis?
Does Navy Cash access to home bank or credit union account remain blocked as long 88.1
as Navy Cash account balance is negative? o
Is amount of negative balance collected within 10 working days of report? 88.1
IsaDS01 using Company Code D411179 being generated when appropriate to collect 881
on debt to US Treasury funds pool resulting from a negative balance? -
Are al negative Navy Cash account balances cleared or in process of being cleared 881
within 30 days of initial appearance on Negative Balance Report? -
Is the personnd office providing the disbursing office with the names of those 88.1
personnel who will be transferred or discharged within the next 30 days? -
If cardholder iswithin 30 days of transfer/discharge, is Disbursing Officer ensuring
that all negative balances are cleared? When appropriate, is Disbo closing/suspending 8.8.1
Navy Cash account and issuing visitor card for use on ship until departure? 8.4.20
(Accounts can’t be closed until negative balances are cleared).
If cardholder iswithin 30 days of discharge and has a negative balance, isthe 881
Disbursing Officer posting aDS01 prior to cardholder’ s separation date? e
Is SPO being stopped at least 30 days before a member leaves the ship? 8.4.20

End-of-Month Reporting

Is EOM process started at least five days before the actual end of the month? 8.9
Isthe Navy Cash EOM spreadsheet being sent viae-mail to JPMC in atimely manner? 8.9
Isthe original SF 215/5515 being placed in the retained returns? 8.9
Isacopy of the SF 215/5515 being placed in the monthly returns? 8.9
Isthe Safe Bank Transactions Report being zeroed out at completion of EOM? 8.9
(Select “ Safe Bank Transaction” link in Disbursing Application.) 8.4.27
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8.15.14 Sample Navy Cash Relieving L etter

1 December 20XX
From: LTJG Norman H. Danas, SC, USNR
To: ENS Joseph L. Gonzalez, SC, USNR

Subj: TRANSFER OF NAVY CASH RESPONSIBILITIES AND CUSTODY OF NAVY CASH
EQUIPMENT FROM LTJG NORMAN H. DANAS, SC, USNR, TO ENS JOSEPH L.
GONZALEZ, SC, USNR

Ref: (a) NAVSUP PUB 727, Navy Cash SOP, paras 8.3.3, 8.3.4, and
8.15.13
Encl: (1) Navy Cash Pre-Audit/Turnover Checklist

(2) Custody of Navy Cash Equipment Checklist

1. In accordance with reference (a), I certify I have transferred
Navy Cash responsibilities to ENS Joseph L. Gonzalez, SC, USNR. A
copy of the completed Navy Cash Pre-Audit/Turnover Checklist is
included at enclosure (1).

2. In accordance with reference (a), I certify I have transferred
custody of all Navy Cash equipment listed in enclosure (2) to ENS
Joseph L. Gonzalez, SC, USNR.

3. All equipment listed in enclosure (2) is operational, except:

a. One of K80 Cashless ATMs in Troop Training - Gym - Left. A
trouble call was placed with the Navy Cash Central Support Unit (CSU)
on 26 November 200X, and Case Number 98314 was assigned. L-3
Communications provided troubleshooting help, and a failed card reader
was identified. The failed card reader (serial number A78230200) was
shipped to the Navy Cash depot via UPS (tracking number 1Z 999 999 99
9999 999 9) on 28 November 20XX, and a replacement card reader is in
transit to the ship.

b. One Card Accepting Device (CAD) with transactions stuck in the
gueue. A trouble call was placed with the CSU on 17 November 200X,
and Case Number 98298 was assigned. The CSU provided troubleshooting
help, but the stuck transactions could not be downloaded. The CAD
(serial number 1604001541) was shipped via UPS (tracking number 1Z 999
999 99 9999 999 9) to Maximus on 19 November 20XX.

4. TI certify all transactions in the spare K22 Point-0f-Sale (POS)
devices and CADs listed in enclosure (2) have been downloaded to the
Navy Cash server and do not contain any stored transactions, with the
exception of the CAD listed above with stuck transactions.

NORMAN H. DANAS
LTJG, SC, USNR
Copy to: Commanding Officer
Supply Officer
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1 December 20XX
FIRST ENDORSEMENT

From: ENS Joseph L. Gonzalez, SC, USNR
To: LTJG Norman H. Danas, SC, USNR

Subj: TRANSFER OF NAVY CASH RESPONSIBILITIES AND CUSTODY OF NAVY CASH
EQUIPMENT FROM LTJG NORMAN H. DANAS, SC, USNR, TO ENS JOSEPH L.
GONZALEZ, SC, USNR

1. I hereby accept the transfer of Navy Cash responsibilities from
LTJG Norman H. Danas, SC, USNR. In accordance with reference (a), a
copy of the completed Navy Cash Pre-Audit/Turnover Checklist and
Custody of Navy Cash Equipment Checklist will be retained on file in
the Disbursing Office for inspection.

2. I hereby accept custody of all Navy Cash equipment listed in
enclosure (2) from LTJG Norman H. Danas, SC, USNR. All equipment
listed is operational except one of the K80 Cashless ATMs in Troop
Training and one CAD with stuck transactions. A replacement for the
failed card reader is in transit to the ship and will be installed as
soon as it arrives. When Maximus returns the CAD to the ship, the
stuck transactions will be download to the Navy Cash server so any
vending sales can be recorded and reported.

JOSEPH L. GONZALEZ
ENS, SC, USNR
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Enclosure

Navy Cash Pre-Audit/Turnover Checklist

(1)

Tasks Reiﬁgzce Yes | No
Letters of Authority

Has Disbursing Officer been appointed as Navy Cash Accountable Officer? 821 X
Has Disbursing Officer appointed Navy Cash Agent/Deputy in writing? 8.2.1 4

Internal Procedures and Controls
Has Commanding Officer established internal procedures and controls for Navy Cash? 8.24 4

Custodial Responsibilities

Are Navy Cash cards kept in a safe or a secure container? 831 X
Are Navy Cash cardsin custody of Disbursing Officer or designated agents/deputy? 8.3.1 X
Isthe Bulk Navy Cash Card Log in agreement with actual card count? 831 4
Are cardsinventoried every 30 days and an entry made in the Bulk Log? 831 X
IsNavy Cash Card Issue Log being maintained — does it include last four digits of
card number; name, last four of SSN, issue date, and signature of recipient; date 8.3.1 X
returned (visitor/temp cards); name and signature of issuer?
Are unissued cards being returned to the Disbursing Officer on a daily basis? 831 X
Who has custody o_f the Securl D tokens (Shiva cards)? When was the I_ast time (_aach 834 %
SecurlD token (Shiva card) holder logged on to the Navy Cash disbursing website? 8.14.3

Custody of Spare K22s and CADs
Are spare K22s and CADs being kept in a safe or in a secure space? 8.3.3
Are K22$ or C_A D§ that have transactions still stored in them being kept in the 833 X
Disbursing Officer’'s safe?

Navy Cash Disbursing Application
Isthe Disbursing Officer assigning individual Access Rights as appropriate? 8.4.36 4
Are passwords being changed every six months? 8.4.36 X
Isthe Daily Cash Transaction Ledger being maintained on adaily basis? 8.4.14 X
Isthe Daily Cash Transaction Ledger being closed out daily? 8.4.14 4
Are Daily Cash Transaction Ledger totals being compared to the DASR? 8.4.24 X
Are Daily Cash Transaction Ledger totals posted to line 6.2A and 6.9 of DD 26577 8.4.14 X
Isthe Daily Cash Transaction Ledger being retained with the DD 26577 8.4.14 4
Are refunds being authorized by the SalesyMWR/Food Service Officer/etc.? 8.4.10 X
Are refunds being recorded in a Refund Log by each merchant? 8.4.10 X
Isthe Disbursing Officer revigwi ng the Agtomated Chip—.to—Chi p Corrections Report (a 8.4.11 X
shore report) on aweekly basis and restoring value to visitor cards? 8.15.20
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Enclosure (1)

Tasks S0iP Yes | No
Reference
Are Navy Cash enrollment forms being filled out and signed by crewmembers before 8421 X
being entered through the Navy Cash Disbursing Application? o
Are originals of al enrollment forms signed and sent to JPMC promptly? Are copies of 8.4.91 X
all enrollment forms retained on board ship? o
Is the EOD function being performed at the end of each business day? 8.4.24 4
Does the duty Supply/IT/ET perform the EOD on non working days? 8.4.24 4
Are DASR and Daily Transaction Ledger being kept on file with DD 26577? 8.4.24 X
Is the Disbursing Officer reviewing the Negative Balance Report and the Returned 88.1 X
Items Detail Report on adaily basis? -
Does Navy Cash access to home bank or credit union account remain blocked as long 881 %
as Navy Cash account balance is negative? e
Is amount of negative balance collected within 10 working days of report? 8.8.1 X
IsaDS01 using Company Code D411179 being generated when appropriate to collect 88.1 X
on debt to US Treasury funds pool resulting from a negative balance? e
Are all negative Navy Cash account balances cleared or in process of being cleared 881 X
within 30 days of initial appearance on Negative Balance Report? -
Is the personnel office providing the disbursing office with the names of those 881 %
personnel who will be transferred or discharged within the next 30 days? e
If cardholder iswithin 30 days of transfer/discharge, is Disbursing Officer ensuring
that all negative balances are cleared? When appropriate, is Disbo closing/suspending 8.8.1 &
Navy Cash account and issuing visitor card for use on ship until departure? 8.4.20
(Accounts can’t be closed until negative balances are cleared).
If cardholder iswithin 30 days of discharge and has a hegative balance, isthe 881 &
Disbursing Officer posting aDS01 prior to cardholder’ s separation date? -
Is SPO being stopped at least 30 days before a member leaves the ship? 8.4.20 X
End-of-Month Reporting
Is EOM process started at least five days before the actual end of the month? 8.9 X
Isthe Navy Cash EOM spreadsheet being sent via e-mail to JPMC in atimely manner? 8.9 X
Isthe original SF 215/5515 being placed in the retained returns? 8.9 X
Isacopy of the SF 215/5515 being placed in the monthly returns? 8.9 X
Is the Safe Bank Transactions Report being zeroed out at completion of EOM? 8.9 &
(Select “ Safe Bank Transaction” link in Navy Cash Disbursing Application.) 8.4.27
Relieved Disbursing Officer Date Relieving Disbursing Officer Date

NC SOP Ver 1.13 Chpt 8 Disbursing A-201 14-Aug-09



Enclosure (2)

Custody of Navy Cash Equipment Checklist

Item Location Operationa
Server Disbursing Office X Yes [] No
Monitor/Display Disbursing Office — Server X Yes [ No
Client Desktop with K22 Disbursing Office X Yes [] No
Monitor/Display Disbursing Office — Client Desktop X Yes [ No
Client Laptop with K22 Disbursing Office X Yes [ No
Client Laptop with K22 Troop Disbursing Office X Yes [ No
Securl D Token Disbursing Officer Safe (see SOP para 8.3.4) X Yes [ No
Client Desktop with K22 Sales Office X Yes [ No
Monitor/Display Sales Office — Client Desktop X Yes [ No
Client Laptop Post Office XI Yes [] No
K80 CashlessATM Disbursing Passageway X Yes [ No
Router Disbursing Passageway — K80 X Yes [ No
K80 CashlessATM Troop Training — Gym — Left [l Yes [ X No
Router Troop Training — Gym — Left — K80 X Yes [ No
K80 CashlessATM Troop Training — Gym — Right X Yes [ No
K80 CashlessATM Ship’s Store Passageway X Yes [ No
Router Ship’s Store Passageway — K80 X Yes [ No
K22 POS Device Ship’s Store — Nearest to door X Yes [ No
K22 POS Device Ship’s Store X Yes [ No
K22 POS Device Food Service Office X Yes [] No
K22 POS Device MWR X Yes [] No
K22 POS Device CPO Mess X Yes [ No
K22 POS Device Wardroom Mess Treasurer’s Office X Yes [ No
K22 POS Device Post Office Window #1 X Yes [] No
K22 POS Device Post Office Window #2 X Yes [] No
K22 POS Device Post Office Window #3 X Yes [] No
CAD Vending Room — Soda #1 X Yes [ No
CAD Vending Room — Soda #2 X Yes [] No
CAD Vending Room — Soda #3 X Yes [ No
CAD Vending Room — Soda #4 X Yes [] No
Router Vending Room X Yes [] No
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Enclosure (2)

Item Location Operational

CAD Hangar Bay — Soda #5 X Yes [] No
CAD Hangar Bay — Soda #6 X Yes [ No
CAD Hangar Bay — Soda #7 XI Yes [] No
CAD Disbursing Officer Passageway — Soda #8 X Yes [ No
CAD Food Service Office Passageway — Soda #9 X Yes [] No
CAD Vending Room — Candy #1 X Yes [ No
CAD Vending Room — Candy #2 X Yes [ No
CAD Troop Training — Candy #3 X Yes [ No
Spare K22s Disbursing Office — Quantity = 10 spare K22s X Yes [ No
Spare Cables for K22s Disbursing Office — Quantity = 10 spare cables X Yes [ No
Spare CADs Sales Office — Quantity = 8 spare CADs [] Yes [ X No
K80 Spare Card Readers Disbursing Office — Quantity = 2 sparecard readers | X] Yes [] No
K80 Spare Motherboard Disbursing Office — Quantity = 1 spare motherboard | X] Yes [ No
K80 Spare EPROMs Disbursing Office — Quantity = 1 spare EPROM X Yes [ No
K80 Flash Cable Disbursing Office — Quantity = 1 K80 flash cable X Yes [] No
Spare Router Disbursing Office — Quantity = 1 spare router X Yes [ No
Spare SAM Chips Disbursing Office — Quantity = 7 spare SAMs X Yes [ No
Backup Tapes Disbursing Office — Quantity = 35 tapes X Yes [ No
Cleaning Kit/Cassette Disbursing Office — Quantity = 1 for backup drives | X Yes [] No
Card Reader Cleaning Card | Disbursing Office — Quantity = 4 boxes X Yes [ No
Relieved Disbursing Officer Date Relieving Disbursing Officer Date
Exceptions

K80 Cashless ATM Troop Training - Gym - Left.

Trouble call placed

with CSU 26 Nov 200X. Case # 98314 assigned. Troubleshooting help

provided by L-3. Failed card reader identified.

(serial # A78230200)

CAD with transactions stuck in queue.
17 Nov 200X. Case # 98298 assigned.

Failed reader

shipped to depot via UPS (tracking # 1Z 999 999
99 9999 999 9) on 28 Nov 20XX. Replacement in transit to ship.

help. Stuck transactions could not be downloaded. CAD

1604001541) shipped via UPS

Cogent Systems on 19 Nov 20XX.

NC SOP Ver 1.13 Chpt 8 Disbursing

8-203

(serial #

(tracking # 1Z 999 999 99 9999 999 9)

Trouble call placed with CSU on
CSU provided troubleshooting

to
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8.15.15 Merchant Refund Log

NAVY CASH MERCHANT REFUND LOG

Serial Name Date Amount Reason For Date
Number Issued Refund Cleared
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8.15.16 Navy Cash Refund Chit

NAVY/MARINE CASH REFUND CHIT

MERCHANT NAME:

SERIAL NUMBER:

ISSUED TO:

DATE ISSUED:

REASON FOR REFUND:

REFUND AMOUNT:

SIGNATURE OF APPROVAL AUTHORITY:

DATE PAID:

SIGNATURE OF DISBURSING OFFICER:

DATE RECEIVED:

SIGNATURE OF RECIPIENT:
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8.15.17 Split Pay Option Enrollment/Disenr olilment Form

NAVY CASH SPLIT PAY OPTION
ENROLLMENT/DISENROLLMENT FORM

NAME (Last, First, MI) SSN DIVISION PHONE

Check the appropriate box and initial when responding to the following statements

INITIALS

| request the Split pay Option (SPO) be started to have the indicated amount of |:| |:|
my Direct Deposit System (DDS) EFT payment sent to my Navy Cash account es No

| request my SPO be stopped Yes |:| No |:|

I request the indicated amount be deducted from my DDS EFT payment every payday $

I understand that by signing this document, | am requesting an amount of my pay be deducted
from my DDS EFT payment and paid to me through Navy Cash. | understand that the amount
indicated above is a per payday amount and not a monthly amount.

SIGNATURE DATE

DISBURSING OFFICE USE ONLY

STARTS STOPS

DATE DDS EFT STARTED HMO2 DATE

HMO1/HMO4 DATE LAST SPO PAYDAY DATE

AMOUNT OF SPO (PER PAYDAY) DATE DMO DATABASE UPDATED

FIRST SPO PAYDAY DATE

DATE DMO DATABASE UPDATED

REMARKS

SIGNATURE DATE
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8.15.18 Navy Cash Payroll Report — Shore Report

Run Date: 03/13/2006
Run Time: 09:45:00
Report Name: Navy Payroll Funding

Navy Cash
Payroll Report

Location: R22102 USS NEVERSAIL
Pay Date: 03/15/2006
Payroll Number: 0070

Failed to post funds for JONES JOHN PAUL SSN 000-00-4253 Account

bad stat:CLOSE _PND Amount: $100.00

Failed to post funds for FARRAGUT ADAM JOHN SSN 000-00-3703 Account

bad stat:CLOSE PND Amount: $120.00

Failed to post funds for FLORES MELINDA MARIA SSN 000-00-4901 Account

bad stat:CLOSE PND Amount: $20.00

Failed to post funds for MUSTIN JOHN THOMAS SSN 000-00-2832 Account invalid
Amount: $145.00

Failed to post funds for SMITH ANGELA ANN SSN 000-00-8851 Account invalid
Amount: $40.00

Warning! Some records could not be processed.

Payroll File Processed: R22102 NCPAY NAV 20060315 121707.dat
Successful Updates: 1273

Failures: 5

Total Amount Posted: $140830.00

Total Amount Failed to Post: $425.00

Data committed to database.
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8.15.19 SPO Payroll Report — Ship Report

Run Date/Time: 01/16/2005 08:35:44 GMT

SPO Payroll Report
Location: NEVERSAIL FFG 96

Report Parameters:
SSN:
Pay Date: 01/01/2005
First Name:
Last Name:

Account Name SSN Last Pay Date Amount
BACON, KERRIE 1001 01/01/2005 $50.00
BAILEY, DAVID 0002 01/01/2005 $100.00
JONES, JOHN 4901 01/01/2005 $125.00
KELLEY, DAVID 2832 01/01/2005 $150.00
YOUNG, NEIL 4253 01/01/2005 $40.00

$465.00

*** End of the Report ***

Page # 1
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8.15.20 Daily Blocked Account Report — Shore Report

Last Name

BACON
BAIRD1
BUBBLE
ELDRIGESCOTT
FINAN
GLENDALE
KEGGER
NICHOLSON
OCHOA
RUBBLE
SATILOR
WERKLJ

Decline Count Legend

1-3 NSFs

95 Linked account not provided during enrollment

Navy Cash

Daily Blocked Account Report

Location: USS SHIP

First Name

KERRI
ROBERT
MYRON
EDWARD
JOHN
JACKIE
MILTON
JAMES
ROBERT
BARNEY
NAVY
DERKLJE

96 Unacceptable NFCU account supplied
97 Technical error processing account

98 Account blocked for invalid account #

99 Block requested by Disbursing

NC SOP Ver 1.13 Chpt 8 Disbursing

=
H
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SSN4

4567
6789
2222
1111
7850
6782
4444
6542
7055
7122
4178
1111

*** End of the Report ***

8-209

Run Date:08/14/2006

Run Time:
Report Name:

Account
Number
8000000012817
8000000012858
8000000013278
8000000012478
8000000020489
8000000020562
8000000013211
8000000012452
8000000125452
8000000013252
8000000012791
8000000020547

17:27:01

D211¢98

Decl

Cnt
97
98
97

94
97
97
98
96
96
98
97
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8.15.21 Automated Chip-to-Chip Corrections Report — Shore Report

Start Time for Disbo Report 11-May-2007:152919

ORIGINAL_ TRAN DATE

11-May-2007:141238

ORIGINAL TRAN DATE

11-May-2007:142416

Payroll Card Chip to Chips Completed:

TRAN AMOUNT C2C COMPLETE DATE  FROM CHIP ACCT

$24.99 11-May-2007:151632 8000000098832

Visitor Card Chip to Chips Completed:

TRAN AMOUNT C2C COMPLETE DATE  FROM CHIP ACCT

$20.00 11-May-2007:151638 8000000098832

Finish Time for Disbo Report 11-May-2007:152919

PL/SQL procedure successfully completed.

nc sop ver 1.13 chpt 8 disbursing

TO PAYROLL ACCT

8000000098714

TO PAYROLL_ ACCT

8000000181836

8-210

LAST NAME

LAST NAME

FIRST_NAME

FIRST_NAME

MIDDLE_ NAME

MIDDLE NAME

LINK SEQ

LINK SEQ
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8.15.22 Return Codes and Notification Codes

Return Codes

RO1
R0O2
RO3
R0O4
RO5
RO6
RO7
RO8
R0O9
R10
R11
R12
R13
R14
R15
R16
R17
R18
R19
R20
R21
R22
R23
R24
R25
R26
R27
R28
R29
R30
R31
R32
R33
R34
R35
R40
R41
R42

ACH Return Codes and Descriptions

Return Reason

Insufficient Funds

Account Closed

No Account/Unable to Locate Account
Invalid Account Number

Reserved

Returned per ODFI's Request
Authorization Revoked by Customer
Payment Stopped

Uncollected Funds

Customer Advises Not Authorized
Check Truncation Entry Return
Branch Sold to Another DFI

RDFI Not Qualified to Participate
Account-holder Deceased
Beneficiary Deceased

Account Frozen

File Record Edit Criteria

Improper Effective Entry Date
Amount Field Error
Non-Transaction Account

Invalid Company Identification
Invalid Individual 1D Number
Credit Entry Refused by Receiver
Duplicate Entry

Addenda Error

Mandatory Field Error

Trace Number Error

Routing Number Check Digit Error
Corporate Customer Advises Not Authorized
RDFI Not Participant in Check Truncation Program
Permissible Return Entry

RDFI Non-Settlement

Return of XCK Entry

Limited Participation DFI

Return of Improper Debit Entry
Non-Participant in ENR Program
Invalid Transaction Code

Routing Number/Check Digit Error
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R43
R44
R45
R46
R47
R61
R62
R63
R64
R65
R66
R67
R68
R69
R70
R71
R72
R73
R74

Invalid DFI Account Number

Invalid Individual ID Number

Invalid Individual Name

Invalid Representative Payee Indicator
Duplicate Enrollment

Misrouted Return

Incorrect Trace Number

Incorrect Dollar Amount

Incorrect Individual Identification
Incorrect Transaction Code

Incorrect Company |dentification
Duplicate Return

Untimely Return

Multiple Errors

Permissible Return Entry Not Accepted
Misrouted Dishonored Return
Untimely Dishonored Return

Timely Original Return

Corrected Return

ACH Noatification Codes and Descriptions

Notification Code

Notification Description

Co1
C02
C03
co4
C05
C06
Co7

C08
C09
C10
Cl1
C12
C13

Incorrect DFI Account Number

Incorrect Routing Number

Incorrect Routing Number and Incorrect DFI Account Number
Incorrect Individual Name/Receiving Company Name
Incorrect Transaction Code

Incorrect DFI Account Number and Incorrect Transaction Code
Incorrect Routing Number, Incorrect DFI Account Number, and Incorrect
Transaction Code

Reserved

Incorrect Individual Identification Number

Incorrect Company Name

Incorrect Company |dentification

Incorrect Company Name and Company |dentification
Addenda Format Error
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8.15.23 The $25 Vending “ Counter”

The Navy Cash PIN is not required to make vending machine purchases. So, to limit the
amount of money which could be lost if a Navy Cash card were lost or stolen, vending machine
purchases are limited to atotal of $25 on each card’s electronic purse before the PIN would be
required to reset the counter and allow additional spending. The table below lays out how the
$25 counter works. Note that the vending machine readout displays the balance remaining on the

$25 counter not the balance remaining on the chip on the Navy Cash card itself.

Action Machine PIN Entry Chip \I\;Izrc];(rj]iirr]]%
Used Required? Balance R
eadout
Cardholder moves $100.00 from
home bank account to chip K80 Yes $100.00
account.
. CAD
gﬁ:ﬁ!ﬁg gﬁe‘satgo%;e”dmg (in vending No $100.00 $25.00
Y machine)

Cardholder buys soda. After (ni?glf)(\)/vn
soda is bought, the remaining CAD No . $24.50
balanceis: a ven_dl ng

) machine)
Cardholder buys LOTS of sodas
and ONLY sodas, never going $75.00
to another machine other than a (not shown at
vending machine, to the point CAD No vending $0.00
where the vending readout is machine)
$0.00.
Now cardholder needsto goto a
machine where he/she can enter
their PIN (a K80 or K22 Paint of
Sale Device). So cardholder K80 Yes $75.00
goesto aK80 just to enter their
PIN. Cardholder does not
perform any funds transfers.
Cardholder goesto avending $75.00
machine to buy a soda. CAD No (not shown) $25.00

$74.50
Cardholder buys soda. CAD No (ot shown) $24.50
Cardholder goesto ship’'s store
to buy a$10.00 ball cap. K22 Yes $64.50
Then cardholder goes back to $64.50
vending machine...and so on. CAD No (not shown) $25.00
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8.15.24 Currency Exchange L og

NAVY CASH® / MARINE CASH®
CURRENCY EXCHANGE LOG

TYPE OF FOREIGN CURRENCY:

EXCHANGE RATE: (Number of Units to $1 US)

DATE: (YYYYMMDD)
PAGE

OF

NAME OF BANK: ADDRESS:
FROM AMOUNT TO AMOUNT NAVY CASH NAME
(U.S. Dollars) (Foreign Currency) v (Please Print)
NAVSUP FORM XXX S/N XXXX-XX-XXX-XXXX
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8.15.25 Cash Verification Team Navy Cash Checklist

CASH VERIFICATION TEAM (CVT) NAVY CASH CHECKLIST

Tasks =0lP Yes | No
Reference
Funds

Navy Cash funds by actual count: $

Ensure funds agree with Disbursing Accountability Summary Report (DASR) 8.4.24

Ensure Daily Cash Transaction Ledger isbeing closed out on a daily basis and 8.4.14

compared to the DASR and Disbursing Transactions Detail Report. 8.4.24

Ensure Daily Cash Transaction Ledger totals are posted to line 6.2A and 6.9 8.4.24

of the DD 2657. o

Ensure Daily Cash Transaction Ledger, DASR, and Disbursing Transactions 8.4.24

Detail Report are retained with DD 2657. o

Generate card reports for all Navy Cash Disbursing Application users (see

paragraph 8.4.18, Card Report) and verify that no unauthorized deposits were 8.4.36

made to their accounts since the last quarterly cash verification.

Generate card report for disbursing office merchant strip account to verify 8.4.11.d.(1)

balanceis zero. If “Account Balance” positive, generate Transaction History 851

using Disbursing Web Site to ensure strip funds agree with transaction detail. | Appendix E

Navy Cash Cards

Inventory al unissued Navy Cash cards (bulk and working stock; instant issue

and visitor cards) to ensure that custody of cardsis properly maintained.

Ensure Bulk Navy Cash Card Log agrees with actual card count. Use Bulk 831

Card Log to verify working stock returned weekly for audit/inventory. o

Ensure Navy Cash cards are kept in a safe or a secure container. 8.3.1

Check random sample of turned-in visitor cards (at least 10 cards) to verify 831

there are no residual funds on the card, i.e., the chip balance is zero. 8.49.b

Spare K22s

Ensure spare K22s are being kept in a safe or in a secure space. 833

Ensure K22s that have transactions still stored in them are being kept in the 833

Disbursing Officer’s safe. e
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8.15.25 Cash Verification Team Navy Cash Checklist (continued)

SOP
Tasks Reference Yes | No
Navy Cash Disbursing Application

Verify Disbursing Application users are assigned to appropriate user group. 8.4.36
Use locally generated and maintained password change log to verify that

. : 8.4.36
passwords are being changed every six months.
Ensure refunds processed in disbursing office are being authorized by 8410
SalessMWR/Food Service Officer. o
Ensure Navy Cash enrollment forms are being filled out and signed by 8421
crewmembers before being entered through the Disbursing Application. o
Ensure originals of all enrollment forms are signed and sent to JPMC 8.4.21
promptly and copies of al enrollment forms are retained on board ship. o
Review EOD Report to verify the Indicate EOD function is being performed 8.4.24
at the end of the business day on non working days as required. o
Ensure the Disbursing Officer is reviewing Daily Negative Balance Report 881
and Returned Items Detail Report on a daily basis. e
Review Daily Negative Balance Report to verify there are no aged negative

8.8.1

balances over 60 days old.
Review Daily Negative Balance Report to verify collection action isinitiated
on negative balances with no representments pending within 10 working days 8.8.1
of receipt of Report.
Ensure personnel office is providing disbursing office with the names of those 881
personnel who will be transferred or discharged within the next 30 days. -
Ensure copy of DASR, Monthly Transaction Summary Report (shore report
with summary of all merchant figures including disbursing), and EOM spreadshest 8.9
and original SF 215s/5515s are being placed in retained returns at EOM.
Ensure Safe Bank Transactions Report is being zeroed out at end of month. 8.9
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8.15.26 Navy Cash Trouble Call Worksheet

NAVY CASH TROUBLE CALL WORKSHEET
Please be prepared to provide the information below fo the Central Support Unit (CSU)
Retain form as your Trouble Call Log

GLOBAL DISTANCE SUPPORT CENTER (GDSC)
Commercial: (877) 4-1-TOUCH
(877) 418-6824
DSN: (510) 4-2-TQUCH
(310) 428-6824
PRESS 4, THEN 5, THEN 3
To be connected to CSU

CENTRAL SUPPORT UNIT (CSU)
Phone: (866) 6NAVYCASH
(866) 662-8922
navycashcenter@ezpaymt.com
(813) 432-4581

www . navycashcenter.com

E-Mail:
Fax:
Web Site:

MILITARY PAPER CHECK CONVERSION (MPCC)
TREASURY OTC SUPPORT CENTER
(302) 324-6442 (866) 945-7920
fmsotcchannel@citi.com

GLOBAL DISTANCE SUPPORT CENTER (GDSC)

(877) 418-6824 DSHN: (510) 428-6824
PRESS 4, THEN 5, THEMN 4 to be connected to OTC Support
MPCC not supported by Navy Cash; contact OTC Support Center directly

ROMII
CONTACT APPROPRIATE FLEET ASSISTANCE TEAM

(619) 556-5725/5733 PEARL HARBOR: (808) 473-7513
NORFOLK: (757) 443-2522

SAN DIEGO:
YOKOSUKA: 011-8146-816-7965
MAYPORT: (204) 270-7178

SHIP NAME DATE OF CALL

TIME OF CALL

SHIP LOCATION/PORT (AND COUNTRY IF DEPLOYED)

CALLER NAME RANK/RATE

CASE NUMBER (obtained from CSU)

NAME OF CSU REPRESENTATIVE

PHONE E-MAIL ADDRESS

POINTS OF CONTACT SO TECHNICAL OR FIELD SUPPORT REPRESENTATIVE CAN CONTACT SHIP IF REQUIRED

LOCATION NAME RANK/RATE

PHONE E-MAIL ADDRESS

DISBURSING OFFICE

SALES OFFICE

SUPPLY OFFICE

EMO/ADP OFFICE

QUARTERDECK

IF A HARDWARE PROBLEM, IDENTIFY SPECIFIC EQUIPMENT, MODEL NUMBER, AND SERIAL NUMBER

SERVER: ROUTER: K80 CASHLESS ATM:
WORKSTATION: UPs: K22 POS DEVICE:
DISPLAY: MPCC SCANNER: CAD (VENDING):
LAPTOP: MPCC ZIP DRIVE: KVM SWITCH:
OTHER: ROM II:

Trouble Call Worksheet v8.5.doc
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PAGE 1 of 2

8-217

26-Jan-09

14-Aug-09



etror codes if possible—attach any printouts or screen prints as needed)

DESCRIBE THE NATURE OF THE HARDWARE, SOFTWARE, COMMUNICATIONS, OR OPERATIONAL PROBLEM (inciude any error messages or

DESCRIBE ANY TROUBLESHOOTING STEPS YOU HAVE ALREADY TRIED (include references you used in troubleshoofing the problem, e.g., SOP,
SYS ADMIN Manual, Maintenance CD, MRC, system log files reviewed—attach any log file prinfouts or screen prints as needed)

SHIPPING INFORMATION

When directed to return failed equipment via traceable means to the Navy Cash depot (K22s or CADg with stuck transactions are sent to Cogent
Systems), record the tracking number and date shipped below. With ali Navy Cash equipment returns, remember to include a capy of this Trouble Calf
Worksheet annotated with the case number assighed by the CSU, the equipment serial number, FOC with e-mail address and phone number, and a
return address to get equipment back to ship recommend providing address for ship's LSR). For K22s or CADs with stuck transactions, include the
number of ransactions on the device and the estimated dollar value of the fransactions so the device can be properly insured for the return shipment.

SHIPPING ADDRESS NAVY CASH DEPOT
L-3 Communications
ATTN: Navy Cash Depot
Lower Receiving Dock
3033 Science Park Road
San Diego, CA 92121-1101
Phone: (858) 552-3601 (Shipment related issues only)

SHIPPING ADDRESS COGENT SYSTEMS
Cogent Systems
ATTNM: Ryan Settle, Navy Cash Equipment Return
3300 Acorn Street
Williamsburg, VA 23188
Phone: (757) 564-4604 (Shipment related issues only)

TRACEABLE TRACKING NUMBER

DATE SHIPPED

NAME OF POINT OF CONTACT E-MAIL ADDRESS

PHONE NUMBER

RETURN ADDRESS (recommend providing address for ship’s Logistics Support Representative (LSR) at the Logistics Support Center (L SC))

CITY

STATE

ZIP CODE

NUMBER OF TRANSACTIONS (for K22s OR CADs with stuck transactions)

ESTIMATED DOLLAR VALUE (for stuck fransactions)
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