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RECORD OF CHANGES

VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
1.08 31 Oct 2003 | Initial Publication in Naval Logistics Library
NAVSUP PUB 727
1.09 15 Jan 2004 | Minor editorial and usability changes Throughout
NAVSUP Other specific changes include:
PUB 727B Chapter 2
¢ Display screens updated ¢ Throughout
e Merchant ID, event code, and amount entry | @ 2.2.2, 2.2.3,
and function key changes 2.2.9,2211e,
and throughout
e Clear/remove a merchant 1D e229a
¢ Event maintenance ©229Db
Chapter 5
¢ Reference to bulk refund and event e53and5.5.2
mai ntenance
Chapter 8
e Disbursing application screen prints updated | e Throughout
¢ All funds transfer optionsunder singlelink | « 8.4.7
e Fundstransfer to another card’'schipusing | « 8.4.8
SSN
e Individual refunds — miscellaneous and ¢ 84.10
chip-purchase
e Bulk refunds ©84.12
¢ Event maintenance © 8.4.27
e NOC selection information updated ¢ 84.30
e Provisional split pay ¢ 84.32
e Suggested courses of action for returned ¢ 88and
transactions that result in negative balance Appendix L
¢ End-of-month process to begin five days ¢ 89.1
before end of month for S-2, S-3, and S-4
e Sample letter of authority to hold cash ¢ 82.1and
8.15.3
Appendixes
e CAD will not alow more than one EOM e Appendix A
message to be sent in 15 second period
e Merchant ID, event code, and amount e Appendix B
function key changes
e Toll-free number changed on affidavit form | ¢ Appendix |
e Suggested courses of action for returned e Appendix L
transactions that result in negative balance
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
1.10 31 Oct 2005 | Minor editorial and usability changes Throughout

NAVSUP Emphasis added that all dates and timesin Throughout
PUB 727C Navy Cash are recorded and reported in

Greenwich Mean Time (GMT) / Coordinated

Universal Time (UTC) / ZULU time

Other specific changes include:

Chapter 1 — Navy Cash Overview

¢ Reference to Navy Cash Preventive e14
Maintenance System (PMS) included

e Name of Navy Integrated Call Center e154iand
(NICC) changed to Global Distance Support | 1.5.9
Center (GDSC)

e List of Acronyms updated ¢159

¢ Reference to Provisional Split Pay included | ¢ 1.9

Chapter 2 — K22/K80 Operating Procedures

¢ Reference to Navy Cash Preventive 22
Maintenance System (PMS) included

e Proxy mode Intercept Merchant/Merchant 232,233,
Override and Set New Merchant 1D deleted and 2.3.9

Chapter 3 — General Mess

¢ Reference to Navy Cash Preventive 32
Maintenance System (PMS) included

e Maximum limit on chip on merchant cards | ¢ 3.1, 3.4.4, and
increased from $1,000 to $9,999.99 35.2

e Meal price and surcharge separate amounts | e 3.3and 3.4

e Eliminated option to send email to CSCto | e 3.5.2
transfer funds from one merchant account to
another to pay food invoice

Chapter 4 — Private Messes

¢ Reference to Navy Cash Preventive 042
Maintenance System (PMS) included

e Merchant Settlement Reports added and ¢ 4.3,4.14, and
weekly settlement/deposit dates changed 4.17.3

e Maximum limit on chip on merchant cards | ¢ 4.1.5 and 4.10
increased from $1,000 to $9,999.99

e Options added to settle daily or weekly and | ¢ 4.3 and 4.14
to checking or Navy Cash merchant account

¢ Eliminated option to send eemail to CSCto | ¢ 4.10.3
transfer funds from one merchant account to
another to pay food invoice
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
Chapter 5— MWR
1.10 31 Oct 2005 |  Reference to Navy Cash Preventive 52
(continued) Maintenance System (PMS) included
e Merchant Settlement Reports added and ¢ 5.3.c, 5.9k,
weekly settlement/deposit dates changed and 5.12.3
e Options added to settle daily or weekly and | # 5.3 and 5.9
to checking or Navy Cash merchant account
Chapter 6 — Post Office
¢ Reference to Navy Cash Preventive 6.2
Maintenance System (PMS) included
e Sale of USPS stamp booklets to ship’sstore | @ 6.5
e Two scenarios added to describe possible ° 6.7
account shortages and corrective actions
¢ Eliminated e-mail from Treasury Financial | ¢ 6.7
Agent confirming funds deposited to USPS
e Procedures included for uploading unit 1412 | ¢ 6.7
data using the RCU disk
¢ Attach Merchant Sales Summary Report ©6.7
vice Daily Transaction Detail Report to
PS Form 1412
¢ PS Form 1412/Merchant Sales Summary ©6.7
Report kept on file for four vice three years
e Use of visitor card to pay for official mall ¢ 6.10
postage and postal services
Chapter 7 — Ship’s Store
e Chapter reorganized e Throughout
» Reference to Navy Cash Preventive °7.2
Maintenance System (PMS) included
e Operator IDsfor store operators must be 7.3
established first in Navy Cash application
and then entered into ROM 11 back office
e If connectivity is aproblem, don’t log of f ©7.3
K22, so business can be conducted next day
¢ Navy Cash can be used to support non- e 734
EPOS store sales
e Description of ROM II-Navy Cash 739
Comparison Report and ROM |1 Reporting
function in Navy Cash application added
¢ VVending (CAD) maintenance updated ©7.45
¢ Reference added to End-of-Month (EOM) ®7.63
spreadsheet as a part of EOM process
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
Chapter 8 — Disbursing
1.10 31 Oct 2005 | ¢ Navy Cash application screen prints updated | e Throughout
(continued) e Usevisitor cards for new enrollments ¢ 8.2.2and

whenever possible 8.4.21

e Maximum limit on chip on merchant cards | ¢ 8.2.3
increased from $1,000 to $9,999.99

¢ Reference to Navy Cash Preventive 825
Maintenance System (PMS) included

¢ Navy Cash cardsto be inventoried once ¢ 831
each month vice every 60 days

e Damaged cards no longer needto be sentto | © 8.3.2
the FISC or JPMC

e Updated custodia responsibility for custody | e 8.3.3
of spare K22s and CADs

e Transfer of responsibility upon relief and ¢ 834
Navy Cash Pre-Audit/Turnover Checklist

e Transfer custody of SecurlD token upon ¢ 834
relief

e Procedures for unclaimed value on visitor ¢ 849D
cards added

¢ Review of Unmatched Chip-to-Chip ¢ 8411
Transaction Report changed from monthly
to weekly

e Procedures for unclaimed value for ¢ 8411
unmatched chip-to-chip transactions added

¢ Change card status procedures updated ¢ 8.4.15

¢ “New Enrollee Card Pick Up” function ¢ 84.18
deleted

e Canceled cards must be destroyed, e.g., cut | e 8.4.15 and
up, in the presence of the cardholder 8.4.20

e Disbursing Officer review Negative Balance | e 8.4.20 and
Report on adaily basis 8.8.1

e Updated addresses for Treasury Financid ¢ 8.4.20 and
Agent, JPMorgan Chase Bank, N.A. 8.8.1
(JPMC), for sending in enrollment forms
and Government checks

e To open account, individual must fill out 8421
and sign enrollment form; Disbursing
Officer must forward signed form to JPMC

e Disbursing Officer must ensure that ¢ 8421 and
individuals are enrolled in Navy Cash 8.4.32
before they sign up for SPO.
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Individuals not part of ship’s company e 8421
1.10 31 Oct 2005 should include company name or command
(continued) name on line 2 of the address block on the
enrollment forms when they enroll.
e Merchant Settlement Reports added and e 84.23.gad
weekly settlement/deposit dates changed 8.15.6
¢ ROM I1/Navy Cash Comparison Report ¢ 84.24 and
added 8.154
e To be assigned operator ID, individual must | e 8.4.26
be Navy/Marine Cash cardholder; and, to be
added to Navy Cash application user list,
“Add as Disbursing User” block must be
checked
e Installing new equipment and pulling cable | ¢ 8.4.26 and
to nearest Navy Cash router isship’s 8.5.3
responsibility
¢ VVending and Ship’'s Store — vending ¢ 84.27 ad
maintenance and end of month procedures Appendix A
updated
¢ For Marine Corps split pay, changein point | e 8.4.31.b
of contact at FRB Boston
¢ Procedures for money exchange by vendors | ¢ 8.5.1
in aforeign port updated
e Disbursing Officer action in case of ¢ 88.1
negative account balance updated
¢ Out-of-service debt—collecting on negative | « 8.8.1
account balance after member leaves service
e Updated end-or-month reporting procedures | « 8.9.1
e Name of Navy Integrated Call Center e 814
(NICC) changed to Global Distance Support
Center (GDSC)
¢ Navy Cash Trouble Call Worksheet e814.1ad
8.15.20
e Log in to disbursing website at |east 8143
monthly to keep account active
¢ Revised letters of authority for accountable | ¢ 8.15.1 and
officer and agent 8.15.2
e Bulk Card Log ¢ 8.15.10
e Navy Cash Pre-Audit/Turnover Checklist ¢ 8.15.12
¢ Navy Cash SPO enrollment/disenrollment |  8.15.14
form
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
¢ Currency Exchange Log ¢ 8.15.17
1.10 31 Oct 2005 | e Quarterly Cash Verification Team Navy ¢ 8.15.18
(continued) Cash Checklist
Appendixes
¢ Vending maintenance and end of month e Appendix A
procedures updated
¢ Proxy mode Intercept Merchant/Merchant e Appendix B
Override and Set New Merchant 1D deleted
e Updated flow diagram for configuring K22 | ¢ Appendix B
¢ Enrollment form updated e Appendix F
e Disbursing Officer Checklist for Recurring | ¢ Appendix J
Tasks updated
e Sample Internal Procedures and Controls e Appendix K
instruction updated
¢ Suggested guidelines for negative account e Appendix L
bal ances updated
e Procedures for purchasing stampsin the e Appendix M
ship’s post office for sale in the ship’s store
e Procedures for processing official mail e Appendix N
using avisitor card
e Procedures for coordinating move of Navy | ¢ Appendix O
Cash to barge during shipyard availabilities
1.11 31 Mar 2006 | Minor editorial and usability changes Throughout
NAVSUP Chapter 1 — Navy Cash Overview
PUB 727D e New personnel can now be enrolled in Navy | « 1.6.3
Cash without issuing them temporary cards
Chapter 8 — Disbursing
¢ Navy Cash application screen prints updated | e Throughout
e Do not changetime or timezoneon server | e8.1and 8.4
¢ New personnel can now be enrolled in Navy | « 8.2.2 and
Cash without issuing them temporary cards 8.4.20
e Navy Cash card limits can now be modified |  8.2.3 and
through Navy Cash application on ship 8.4.21
e To perform any personal Navy Cash ¢ 8.2.4,8.4.35,
transactions in disbursing office, PS (DK) Appendix K
should see Disbursing Officer or Deputy
¢ Navy Cash card inventory procedures ¢ 831
updated
¢ Disbursing Notification notes ¢ 843 and
8.4.22f
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Monitor cardholder transfer dates ¢ 84.19.band
1.11 31 Mar 2006 8.4.21
(continued) e Ensure access to bank or credit union ¢ 8.4.19.c and
account remains blocked until Navy Cash 8.8.1
account balanceis zero or positive
e Account information can now be updated ¢ 8421 and 8.14
through the Navy Cash application
e Any changein cardholder’s name will e842le
automatically generate request for new
permanent card
¢ Ensure Transfer Date and Typeiscurrentin | e 8.4.21.f
each cardholder’s member profile
e For contingency purposes, cardholders ¢ 84.21.h
should have personal checks and ATM/
debit/check card on board in event Navy
Cashisat or near complete mission failure
¢ Note Maintenance enables disbursing office | e 8.4.22
to view and add notes to member profiles
¢ Disbursing Notification notes sent to ship 0 84.22.f
to notify of any replication conflicts
e Titles and contents of reports that can be 0 84.24
generated on the ship updated
¢ Deleted operator can now bereactivated at | o 8.4.27.f
Navy Cash application
e Avoiding failed split pay payroll payments | e 8.4.33
¢ Procedures for foreign concessionaire ¢ 85.2
vendors updated
e Creating new merchants updated ¢ 853
e To control negative balances, Navy Cash ¢ 881882
card limits and access to bank and credit and 8.4.21
union accounts ashore can now be modified
through Navy Cash application on ship
e Managing and requisitioning spares updated | ¢ 8.13
e Account information can now be updated e814and8.4.21
through the Navy Cash application
e Sample reports updated ¢ 8.15
e Sample of Navy Cash Payroll Report added | e 8.15.17
e Sample of SPO Payroll Report added ¢ 8.15.18
Appendixes
e To perform any persona Navy Cash e Appendix K
transactions in disbursing office, PS (DK)
should see Disbursing Officer or Deputy
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
¢ Updated procedures for barge support e Appendix O
111 31 Mar 2006 | e Pre- and post-deployment grooms e Appendix P
(continued) e Navy Cash merchants o Appendix Q
1.12 31 Aug 2007 | Minor editorial and usability changes Throughout
NAVSUP Chapter 1 — Navy Cash Overview
PUB 727E e Points of contact information updated o154
¢ Global Distance Support Center (GDSC) e154,
menu sel ection numbers updated
¢ Additional guidance for Marine enroliments |  1.6.4
Chapter 2 — K22/K80 Operating Procedures
e Enforce User Logon Selection must be set ¢238a
to Do Not Force Logon even when ROM 11
and Navy Cash are integrated
Chapter 7— Ship’s Store
¢ Enforce User Logon Selection must be set e731la
to Do Not Force Logon even when ROM ||
and Navy Cash are integrated
Chapter 8 — Disbursing
¢ Navy Cash application screen prints updated | e Throughout
¢ Navy DISBO to support Marines embarked | ¢ 8.1
on ship without Marine DISBO
¢ Replacement cards can now be requested ¢ 8.2.2and
without issuing temporary cards 8.4.19
¢ Navy Cash card expiration—if no activity 824
for six months when card expires, any
remaining balance transferred to linked
bank or credit union account automatically
e Dormant accounts e824d
e Automatic chip-to-chip corrections e 84.11.eand
(includes Automated Chip-to-Chip 8.15.20
Corrections Report)
e Deposit cash or check to strip (includes ¢ 84.13,8.4.14,
revised Daily Cash Transaction Ledger) and 8.15.10
e Cardholders can activate new, pendactive, ¢ 84.16
permanent Navy Cash card at K80
e Navy Cardholder Issued Card Report lists ¢ 84.19.9,
temporary cards issued through Navy Cash 8.4.25, and
application 831
¢ Destroy canceled cards in presence of ¢ 8.4.16, 8.4.19,
cardholder and document destruction on 8.3.1, and
Navy Cash Card Issue Log (includesrevised | 8.15.12
Navy Cash Card Issue Log)
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e ACH access blocked and Navy Cash ¢ 8420 and
account access suspended when account 8.4.22
(cor?t.i%lied) 31 Aug 2007 transferred to “ Shore Command” based on
transfer date in member profile
¢ Name on SPO enrollment form must match | e 8.4.21 and
name on Navy Cash enrollment form 8.4.34
¢ Signed enrollment form must be sent via e 842149
FedEx, UPS, or other traceable means, via
fax (digital sender), or viae-mail
¢ DISBO to notify Sales, Food Service, and ©38.4.24
Marine DISBO when IEOD function
completed with Indicate EOM checked
e Fraud Detection Report added e 84.25and
8.8.1
e Disbursing can check status of vending and | e 8.4.28.b(10)
store EOM for current and previous month
e Disbursing can do multiple EOM close-outs | e 8.4.28.b(11)
within current month
e Clear anegative Navy Cash account balance | » 8.8.1 and
by depositing a cash or check directly to the 8.4.13
Navy Cash (strip) account
¢ Daily Blocked Account Report added— ¢ 8.8.2and
Disbursing should review on daily basis 8.4.24.n
e EOM spreadsheet revised ¢ 849
¢ Global Distance Support Center (GDSC) e814.1ad
menu sel ection numbers updated 8.15.25
Appendixes
e Enforce User Logon Selection must be set e Appendix B
to Do Not Force Logon even when ROM || and C
and Navy Cash are integrated
¢ Assign cardholder to new ship location e Appendix E
using Disbursing web site
e Updated procedures for barge support e Appendix O
1.13 30Jun 2009 | Minor editoria and usability changes Throughout
NAVSUP Chapter 3 — General Mess
PUB 727F e For merchant cardholders, chip load and e3l1and 344
debit limit for Navy Cash cards issued after
24 Sep 08 increased to $50,000
Chapter 4 — Private Messes
e For merchant cardholders, chip load and 4.1, 4.10.3, and
debit limit for Navy Cash cards issued after 4,104
24 Sep 08 increased to $50,000
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Private merchants set up to settle on daily e 43d
1.13 30 Jun 2009 basisto help simplify reconciliation and
(continued) settlement process
Chapter 5— MWR
e For merchant cardholders, chip load and 571
debit limit for Navy Cash cards issued after
24 Sep 08 increased to $50,000
e Private merchants set up to settle on daily ¢53d
basis to help simplify reconciliation and
settlement process
Chapter 6 — Post Office
¢ Refundsin Post Office to be processed © 6.6
through USPS not Navy Cash
Chapter 8 — Disbursing
e Introduces instant issue and embossed ¢ 823
permanent Navy Cash cards
e Shipments of less than 10 cards will be ¢ 823,84.19
mailed to individual cardholders directly
e Disposition of unclaimed or returned ¢ 8.2.3,84.19
Navy/Marine Cash cards
e For merchant cardholders, chip load and ¢ 824,881
debit limit for Navy Cash cards issued after
24 Sep 08 increased to $50,000
e For any change to chip load and debit limit | ¢ 8.2.4
above $1,000, DISBO must contact CSU
e Expiration date for cards issued after 24 Sep | « 8.2.5
08 changed from three to five years
¢ Replacements for expiring cards created and | @ 8.2.5
sent to cardholdersin first week of month
prior to the month in which the card expires
e Cash Verification Team to generate card ¢ 8.26,8.11,
reports for all Disbursing App users to 8.15.25
verify no unauthorized deposits made to
their accounts since last cash verification
e Individuals must log off Disbursing App 826
when through working on system
¢ DISBO must establish procedures for proper | e 8.2.6,
handling and safeguarding of Personally Appendix K
Identifiable Information (PI1)
e Working stock of Navy Cash cards shall be | « 8.3.1,
returned to DISBO at |east once each week Appendix K
for audit and inventory vice daily
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VERSION
NUMBER

EFFECTIVE
DATE

CHANGE DESCRIPTION

CHANGE
LOCATION

1.13
(continued)

30 Jun 2009

¢ Allowance for spare cards updated

¢ When directed, return failed equipment to
depot viatraceable means (K225/CADs with
stuck transactions sent to Cogent Systems).
Include case number assigned and
equipment serial number.

e Procedures for transfer of responsibility
upon relief updated

e New, more detailed procedures for cashing
out residual funds on visitor cards

e Disbursing office merchant not to be used in
“Chip to Merchant Account” function

¢ Within bulk refund function, events codes
must be unique and are not reusable

¢ When changing card status or updating
account information, if multiple cards match
search criteria, verify that card selected is
correct card

e Instant issue card as replacement for lost,
stolen, damaged card. Embossed permanent
card no longer used for this purpose

e ACH access unblocked and Navy Cash
account access unsuspended automatically
when cardholder completes “ Ship Check In”
at K80 Cashless ATM

e Instant issue card used for new enrollments.
Embossed permanent card no longer used
for this purpose

¢ Personnel stationed aboard ship enrolling in
Navy Cash should include their assigned
division in addressline 2

e Change in address and procedures to send
enrollment forms to JPMC for imaging

¢ Updating cardholder’ s name in member
profile via Account Info Update will no
longer generate automatic request for
replacement Navy Cash card

e Indicate End Of Day (IEOD) function can
also be initiated automatically at preset time

e Multiple batch transfers (interim round
trips) will be run automatically to
synchronize ship and shore databases

¢ Events codes must be unique and are not
reusable

¢ 8.3.2
¢ 3.3.3, 8.13,
8.14

¢ 834, 8.15.14

¢ 849b

¢ 849.c

¢ 84.12,8.4.30

¢ 8.4.16,8.4.22

¢ 84.19

¢ 8.4.20

e842la

e 8421c

¢ 84.21¢g

0 8422

e 84.24.c

e 84.24d

¢ 8.4.30, 8.4.12
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
¢ Navy Cash server now switches among ¢ 8.4.33
1.13 30 Jun 2009 multiple paths through NOCs automatically
(continued) If any one path is inoperable for any reason
e Automated application of IAVA and other ¢ 84.37
software patches
e Transient merchants, e.g., currency ¢ 851
exchange (husbanding agent) and foreign
concessionaire, now settle to disbursing
office merchant card strip account daily
rather than monthly as part of EOM process
¢ Negative balance notification message ¢ 88.1, 8422
displayed on K80 CashlessATM
o If transfer request at K80 returned for NSF, | ¢ 8.8.1, 8.4.13,
automatic representment will present Appendix L
transaction up to two more times Appendix K
automatically on successive pay days
e Automated generation of EOM spreadsheet | ¢ 8.9
using shore numbers and of SF 215/5515
numbers streamlines EOM process
e Include DASR, Monthly Transaction ¢ 8.9k, 8.15.25
Summary Report, EOM spreadshest,
original SF 2155/5515sin retained returns
e Sample e-mails notifying cardholder of ¢ 8.15.7
negative balance
¢ Joint Navy Cash relieving letter for relieved | ¢ 8.15.14
and relieving Disbursing Officers
e CVT Navy Cash Checklist updated ¢ 8.15.25
¢ Navy Cash Trouble Call Worksheet updated | » 8.15.26
Appendixes
¢ New enrollment form, DD Form 2887, Feb | ¢ Appendix F
2009 (previous editions are obsol ete and
should no longer be used)
e Checklist for Recurring Navy Cash Tasks e Appendix J
revised
¢ Working stock of Navy Cash cards shall be | ¢ Appendix K,
returned to DISBO at least once each week 831
for audit and inventory vice daily
e Transfer requests at K80 returned for NSF, | e Appendix L
will be represented automatically up to two
more times on successive pay days
¢ End-Of-Month (EOM) Procedures e Appendix R
Worksheet added
e Comms troubleshooting guide added e Appendix S
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VERSION
NUMBER

EFFECTIVE
DATE

CHANGE DESCRIPTION

CHANGE
LOCATION

1.14

NAVSUP
PUB 727G

22 Aug 2011

e Minor editorial and usability changes and
updates for new POS, CAD, Kiosk devices

Chapter 1 — Navy Cash Overview

¢ Replacement cards no longer created and
sent to ships automatically. Instant issue
cards issued as replacements. PIN mailers
no longer created for instant issue or visitor
cards. PIN selected when card issued.

Chapter 2 — POS, CAD, & Kiosk Procedures

e Updated procedures and screen shots for
new POS, CAD, and Kiosk devices
associated with Navy Cash Tech Refresh

Chapter 5— MWR

e For distribution of Ship’s Store Profitsto
MWR, no need to cut Treasury check.
Prepare SF 1034 for amount of distribution
and load entire amount on MWR merchant
card chip or strip.

Chapter 8 — Disbursing

e Updated screen shots and pull-down menus
for Navy Cash Disbursing Application

¢ Replacement cards no longer created and
sent to ships automatically. Instant issue
cards issued as replacements. PIN mailers
no longer created for instant issue or visitor
cards. PIN selected when card issued.

e Cash Verification Team to verify balances
for disbursing office merchant and generic
private merchant cards are zero (chip and
strip) and review disposition of funds

e Navy Cash merchant cards must be kept in
safe or secure container when not in use.
Chip and strip balance for merchant cards
not in use must be zero. PINs for disbursing
office merchant cards must be changed by
relieving Disbursing Officer at turnover.

e Cross-reference for Navy Cash Disbursing
Application Pull-Down Menus

¢ Disbursing Application now displays one
funding source when cardholder exchanges
check or cash to plus up chip or strip
account. Cash selected as funding source.

e Throughout

e16.1

e Throughout

¢ 510

e Throughout

¢ 8.23,825

¢ 8.27,8111,
8.15.25

¢ 8.3.1, 834,
8.15.13

e Between 8.4.3
and 8.4.4
¢844, 848
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Option to manually correct unmatched chip- | « 8.4.9
1.14 22 Aug 2011 | to-chip transactions removed. For instant
(continued) Issue/fembossed permanent card, value
automatically returned to cardholder strip
account. For visitor card, value transferred
to Disbursing Office merchant strip account,
and Disbursing must take action to restore
value to appropriate visitor card cardholder.
e Marinesin MEU can be checked off ship ¢ 8.4.16,
and into MLG in bulk using Disbursing Appendix E

web site. Transferring member profiles from
MEU and/or ship automatically suspends
accounts and blocks ACH access.

e Enrollment forms, signed by cardholders, to
be sent via traceable means, e.g., FedEXx,
UPS, registered mail, at least once every 30
days. Send e-mail notification to JPMC with
package details and tracking information.

¢ Ship Roster Report provides cardholder
name, last four of SSN, Navy Cash account
number, and date of last chip transaction on
ship for al cardholders checked in on ship
to assist in monitoring transfer dates and
transfers to Shore Command.

e If no activity on a cardholder’s Navy Cash
account for 180 days (chip, split pay, ACH
transfer), member profile will be transferred
automatically from ship’ s roster to Shore
Command or appropriate MLG. If valid
bank or credit union account linked to
member profile, any funds on strip pushed
to linked account automatically.

¢ ROM Il — Navy Cash Comparision Report
removed

¢ Navy Cash operators who are no longer
involved in Navy Cash operations, e.g.,
individuals who have been relieved,
transferred, separated, or discharged, must
be deleted. List of configured operators
must be reviewed at least once a month.

e Updated procedures for troubleshooting
Navy failed split pay payroll payments.

e Passwords must be a minimum of 14 (and
less than 16) charactersin length.

¢ 84.17,8.15.27

¢ 8.4.181.(5)

« 8.4.18.(6)

© 8422

©38.4.24
Appendix J

¢ 8.4.30

¢ 8.4.32
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NUMBER

EFFECTIVE
DATE

CHANGE DESCRIPTION

CHANGE
LOCATION

114
(continued)

22 Aug 2011

e No need to cut Treasury check if individua
is going to cash check and give cash back to
Disbursing to load on Navy Cash card

¢ With auto representment, if cardholder opts
to clear negative balance at disbursing, it
must be cleared in time for round trip to be
completed between ship and shore prior to
scheduled representment. Although zero or
positive balance reflected on ship right
away, if balance ashore still negative,
returned transaction will still be represented.

¢ Disbursing Officer to retain copy of CVT
report and enclosures on file for inspection

Appendixes

e Updated procedures and screen shots for
new CAD

¢ Procedures and screen shots for new POS
updated and moved to Chapter 2, and
Appendix B removed

e Updated procedures and screen shots for
new POS and Navy Cash Proxy application

¢ Navy Cash Cardholder web site given
updated ook and improved functionality

e Marinesin MEU can be checked off ship
and into MLG in bulk using Disbursing
web site. Transferring member profiles from
MEU and/or ship automatically suspends
accounts and blocks ACH access.

e Disbursing can transfer cardholder member
profile from Shore Command to the ship
using Disbursing web site. Transferring
cardholder's profile from shore command to
ship automatically unsuspends account.

e Updated address and fax number for
forwarding Affidavit of Unauthorized
Transactions
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1.2

Chapter 1
Navy Cash® Overview

1.1 Reference DOCUMENTS. .....cccoiiiiiiriieieie et
1.2 Description Of NAVY Cash .....cccoiiiieriiiienieeie ettt
1.3 Navy Cash Financial System Equipment DesCription .........c.cccceevvevvreerienenne
1.4 Planned MaintenancCe SYStEM.......cccveceieerieierieseesiesee e see e e sse e e ssesneesns
15 CoOrrective MaiNtENANCE.........cccovriieeerierieesestese et
1.6 Standard Operating ProCeAUI E.........c.ooieiiieiiiieieeriesee e
1.7  Navy Cash ENrollment ... s
1.8 Navy Cash Cardholder Agreement.........cccooerieieeiineneere e s
1.9 Visitors, GUuests, and DePendents.........ccccveeereereerieeieeseese e
1.10 Hot List for Lost, Stolen, or Damaged Navy Cash Cards........ccccceeevrverevrnnnne
1.11 Navy Cash: Store-and-Forward Affects Timing of Navy Cash Processing....
1.12 Web and Telephone Purchases Using the Navy Cash Card.........c.ccccevvrnennee.
1.13 Recurring Payments Using the Navy Cash Card ........cccocoevevenneninnceninsenee
Reference Documents

a DOD FMR Volume5
b. DOD FMR Volume5, Chapter 17, Smart Cards for Financial Applications

c. NAVSUP P485, Naval Supply Procedures, Appendix 34, Navy Disbursing
Operations

d. NAVSUP P486, Food Service Management
e. NAVSUP P487, Ship’'s Store Afloat

Description of Navy Cash
Navy Cash represents an evolution of the Automated Teller Machines (ATMs)-at-Sea

program (ATMYS), which began installing ATMs on board shipsin 1988. The Navy Cash card
combines chip technology and a magnetic strip to virtually eliminate the need for Sailors and
Marinesto carry cash. The chip-based electronic purse provides for a cashless environment
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within the lifelines of the ship. The magnetic strip on the back of the card provides for pre-paid
debit access to the funds in Navy Cash accounts at more than 23 million MasterCard acceptance
locations and more than 1,000,000 ATMs in over 210 countries and territories worldwide. To
support these transactions, Navy Cash also provides for electronic access to checking and
savings accounts ashore.

Sailors and Marines continue to have their pay deposited in their bank and credit union
Demand Deposit Accounts (DDAS) through the Navy’ s Direct Deposit System (DDS). On board
ship, they can use cashless ATMs to access these accounts electronically to transfer money, as
needed, into their Navy Cash accounts. Navy Cash provides these el ectronic banking
capabilities, without additional charge to Sailors and Marines, 24 hours a day, seven days a week
through store-and-forward, off-line access to virtually all bank and credit union accounts ashore.
Sailors and Marines who elect the Split Pay Option (SPO) can aso have a portion of their pay
sent directly to their Navy Cash accounts each payday.

On the ship, Sailors and Marines use the chip-based el ectronic purse on their Navy Cash
cards at Point-Of-Sale (POS) terminals for all their purchasesin the ship’s store, post office,
MWR, general mess, wardroom, and other “retail” locations throughout the ship, including
vending machines. This cashless environment not only improves service to customers but also
reduces workload aboard ship by automating payment transactions and eliminating (as nearly as
possible) the circulation of cash.

Off the ship, Sailors and Marines can use the magnetic strip on the back of their Navy Cash
cards to purchase gifts and souvenirs and pay for mealsin restaurants using the Navy Cash card
directly. They can aso obtain the cash they need during port visits from the ATMsthat are
availablein the local area. Overseas, theselocal ATM transactions generally provide the best
exchange rate for foreign currency.

In support of Navy Cash, aU.S. Department of the Treasury Financial Agent provides access
to virtually all banks and credit unions and reconciliation and settlement services, thus further
reducing workload and eliminating alarge portion of the accountability of the retail operators
and the Disbursing Officer.

1.3  Navy Cash Financial System Equipment Description

The main hardware components of the Navy Cash Financial System are a server, from one to
four Cashless ATMs (Kiosks), POS card readers at retail locations throughout the ship, and Card
Access Devices (also know as Card Accepting Devices) (CADs) in al vending machines. The
number of Navy Cash Kiosks and POS and CAD devices depends on ship class. A sample Navy
Cash Equipment Checklist isincluded at Appendix G. This checklist istailored for each ship asa
part of the Navy Cash installation. The checklist provides an aid to assist in troubleshooting any
equipment or software problems and should also be used to review the status of all the ship’s
Navy Cash devices on a periodic basis.

1.4  Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidents of card readers failing to read the Navy Cash card.
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15 Corrective Maintenance

1. ORGANIZATIONAL LEVEL MAINTENANCE

When Navy Cash experiences a hardware, software, or communications issue, the ship itself
isresponsible for theinitial efforts to troubleshoot, isolate, and correct the problem. This may
require a coordinated effort from the Disbursing Officer, PSs, SHs, ITs, ETSs, etc. Selected spares
are available on board the ship to replace failed equipment. In general, if adevicefails, the ship
isresponsible for installing a spare in its place. If unable to isolate the problem or effect the
necessary repair, the ship isresponsible for initiating atrouble call to the Navy Cash Central
Support Unit (CSU) for technical assistance (see paragraph 8.14).

To contact the CSU: 1 (866) 6NAVY CASH
1 (866) 662-8922
Web Site:  www.navycashcenter.com
E-Mail: navycashcenter@ezpaymt.com

Ships are responsible for initiating atrouble call to the CSU if additional support is required.
The CSU will assign a case number and forward the call to technical support. All trouble calls,
whether by phone or e-mail, must be directed to the CSU. E-mail trouble calls can include the
appropriate Navy Cash technical support personnel as additiona addees; however, support
personnel cannot take action until a case number has been assigned.

The Navy Cash depot maintains replacement spares. The normal requirement for shipment of
spare partsis the business day following receipt of the requirement; however, the depot is also
required to provide a capability for emergency shipment of itemsin an expedited manner the
same business day.

2. DISTANCE SUPPORT

The Navy Cash maintenance concept specifies Distance Support for initial technical support
efforts. Technical personnel ashore will provide troubleshooting guidance by phone or e-mail.

a. Tier 1 Support. The CSU provides Tier 1 support 24/7, answering calls and taking
basic information about any technical problems. The CSU assigns case numbers and provides
problem tracking. Trouble calls are handed off to the JPMorgan Chase (JPMC) Navy Cash
Technical Support team (NCTS).

b. Tier 2 Support. The IPMC NCTS provides Tier 2 support with skill sets that cover
every aspect of the Navy Cash system. Tier 2 support provides troubleshooting guidance to the
Fleet via phone or e-mail as soon as contact with the ship can be made. The CSU forwards
trouble calsto the JIPMC NCTS during normal working hours. During evening and weekend
hours, critical issues are forwarded immediately to an NCTS representative. Critical issues
include, but are not limited to:

» One server node is down and cannot transfer control to second node
» Cluster administrator NCP and NCService resources are offline

» All Navy Cash Kiosks are offline

» All devices, i.e., POSs, Kiosks, and CADs, are offline

» End of Month (EOM) if aship has not had a roundtrip in five or more days and a case has
not already been opened

» Split Pay affecting multiple membersif a case has not already been opened
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The IPMC NCTS s assisted by technicians from the Navy Cash depot. The Navy Cash depot
is available Monday through Friday from 8:00 a.m. Eastern to 4:00 p.m. Hawaii, except holidays.
Callsreceived after hours are sent to voice mail, which is checked each business morning. In
addition, 24/7 pager support for emergenciesis available.

3. ON-SITE TECHNICAL ASSISTANCE

On-site technical assistanceis available to resolve Navy Cash-specific problems that cannot
be resolved over the phone or e-mail, but generally only after all other Distance Support
troubleshooting efforts have been exhausted.

a. Tier 3 Support. Tier 3 support is provided by JPMC and Navy Cash depot technical
personnel for hardware, software, or communications i ssues beyond the repair or troubleshooting
capability of the ship. Tier 3 support is available from the Navy Cash depot Monday through
Friday from 8:00 a.m. Eastern to 4:00 p.m. Hawaii, except holidays. After hours, weekends, and
holidays, support is available to support emergency requirements 24/7 via emergency pager.

(1) Norfolk and San Diego. In Norfolk and San Diego, the Navy Cash depot
provides on-site technical assistance to the Fleet the next business day or as soon as possible
given the extent of the impact of any failure on Navy Cash operations.

(2) Other Homeports and Ships Deployed Overseas. In other homeports and for
ships deployed overseas, because of the diverse skill sets required to support the hardware,
software, network, and communications aspects of the Navy Cash system, the particular
technician that will be sent to a ship is generally not determined until the nature and extent of the
problem is understood. Upon direction from the NAV SUP program office, JPMC will coordinate
Tier 3 on-site technical assistance with the ship, the program office, and technical support
personnel to determine the best support solution in the shortest time possible, with input from the
appropriate Type Commander as necessary.

(3) Funding Responsibility. Aswith other afloat systems, any costs associated with
on-site technical assistance, including travel, will be borne by the ship or the Type Commander.
For shipsin homeports other than Norfolk and San Diego, the NAV SUP program office will bear
the cost of an on-site tech assist when it can be combined with other Navy Cash visit
reguirements, such as pre- and post-deployment service calls (grooms).

b. Ships Deployed Overseas. For ship deployed overseas, on-site technical assistanceis
available only after all other Distance Support troubleshooting efforts have been exhausted and
only for systemsthat are at or near complete mission failure.

4. CASUALTY REPORTING

The ship should provide a Casualty Report (CASREP) message for urgent maintenance
problems beyond shipboard capabilities and include NAV SUPSY SCOM MECHANICSBURG
PA//56// for action or information, as appropriate, on the CASREP message. Any replacement
parts necessary to enable correction of the CASREP will be shipped within 24 hours after
acknowledgment of receipt of the CASREP. All failed system units, LRU, will be turned in as
directed by the CSU or Navy Cash depot.

1.6  Standard Operating Procedure
1. SOPOBJECTIVES
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The Navy Cash Financial System is designed to provide a cashless alternative for al money-
based transactions performed on board ship. This Standard Operating Procedure (SOP) stipulates
the procedures necessary to perform Navy Cash transactions within the various shipboard
functional areas. This SOP augments existing procedures. It should be understood that Navy
Cash does not affect non-monetary procedures, which continue to have their full force and effect.
Neither does Navy Cash eliminate the need for maintaining existing money-handling procedures
for contingency operations in the unlikely event that Navy Cash experiences a catastrophic
failure and ceases to function.

2. NAME OF PREPARING ORGANIZATION

Naval Supply Systems Command, Navy Family Support Mechanicsburg, Navy Cash
Program Office (NAV SUP NFS 56).

3. EXPECTED LIFE OF THE STANDARD OPERATING PROCEDURE

This SOP is effective throughout the life of the Navy Cash Financial System or aslong as the
system remains installed on board ship. Ultimately, these procedures will be incorporated into
existing Navy publications and instructions that govern the various functional processes affected
by Navy Cash, e.g.,, DOD FMR Voal. 5, NAV SUP Publications P485, P486, and P487. The Navy
Cash Financial System SOP has been assigned NAV SUP Publication Number 727.

4. ROLES, RESPONSIBILITIES, AND AUTHORITY

a. Program Director (SUP NFS 56) Marlene Higgins
Tel: (717) 605-5187
e-mail: marlene.higgins@navy.mil

b. Program Manager (SUP NFS 56J) Dan Olson
Tel: (717) 605-7579
e-mail: daniel.c.olson@navy.mil

c. Operations Manager (SUPNFS56B) EdOlsen
Tel: (717) 605-7005
e-mail: edward.olsen@navy.mil

d. Logistics Manager (SUP NFS 56C) Edie Johnston
Tel: (717) 605-2771
e-mall: ediejohnston@navy.mil

e. Information Assurance Officer Karl Larson
Tel: (717) 605-3506
e-mall: karl.larsonl@navy.mil

f. Fleet Support Group Norfolk Hugh Chin
Tel: (757) 443-1189
e-mail: hugh.chin@navy.mil

0. Fleet Support Group San Diego Andy Y ager
Tel: (619) 556-6493
e-mail: andrew.yager@navy.mil

PSC R.G. Serencio
Tel: (619) 556-1671
e-mail: romel.serencio@navy.mil
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h. NEXCOM Ship’'s Store Program

i. Fleet Assistance Teams

j. System Support

5. SOP COORDINATION

Mr. Charles H. Vaughan
Tel: (757) 502-7474
e-mail: charles vaughan@nexweb.org

Mr. Gene Hoffman
Tel: (757) 502-7472
e-mail: gene hoffman@nexweb.org

Refer to NAV SUP P487, paragraph 1004, for
telephone numbers and e-mail addresses for
ship’s store teams in each geographical area.

U.S. Treasury Financial Agent,
JPMorgan Chase Bank, N.A.
Hotline Number/Customer Service Center:

For Card Holders:

1 (866) 3NAVY CASH

1 (866) 362-8922

Web site: www.navycash.com
e-mail: navycash@ezpaymt.com

For Disbursing Offices:

1 (866) BNAVY CASH

1 (866) 662-8922

Web site: www.navycashcenter.com

e-mail: navycashcenter @ezpaymt.com
navycashfin@ezpaymt.com (EOM only)

Fax:
1 (866) CHASEO1
1 (866) 242-7301

This SOP has been coordinated with FISC Norfolk, FISC San Diego, DFAS Cleveland, Navy
Exchange Services Command (NEXCOM) Ship’s Store Program, NAVPERS 65 (MWR),
NAVSUP NFS 51, NAVSUP NFS 56, Field Examination Groups (FEGSs), and ship, TYCOM,

and Fleet staffs.
6. SOPVALIDATION/TESTING

Lessons learned are incorporated into revised versions of the SOP on a continuing basis.

7. SOP APPROVAL

This SOP was prepared and approved by the NAV SUP NFS Navy Cash Program Office.

8. SOPREVIEW AND REVISION

This SOP will be reviewed at least semi-annually by the Navy Cash Program Office and

revised on aregular basis.
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LIST OF ACRONYMS AND DEFINITIONS

ACH Automated Clearing House

ADNS Automated Digital Network System

AMPS Automated Military Postal System

APDS All Purpose Date Stamp

ASL Automated SSAC Listing

ATM Automated Teller Machine

BIN Bank Identification Number

BUPERS Bureau of Naval Personnel

CAD Card Access Device (also known as Card Accepting Device) (card
reader) used to record sales transactions in vending machines

CO Commanding Officer

COPE Custodian of Postal Effects

CPO Chief Petty Officer

DASR Disbursing Audit Summary Report

DDA Demand Deposit Account

DDE Dynamic Data Exchange

DDS Direct Deposit System

DFAS Defense Finance and Accounting Service

DISBO Disbursing Officer

DMM Domestic Mail Manual

DOD FMR Department of Defense Financial Management Regulations

DSl Direct Settlement Interface

DSN Defense Switched Network

DSSN Disbursing Station Symbol Number

DV Distinguished Visitor

EFT Electronic Funds Transfer

EOD End Of Day

EOM End Of Month

EPOS Electronic Point-Of-Sale

E-purse Miniaturized circuit card embedded in the Navy Cash card that holds the
programming to process financia transactions (synonymous with chip)

FDNF Forward Deployed Navy Forces

FEG Field Examination Group

FISC Fleet and Industrial Supply Center

FRB Federal Reserve Bank

FSMIS Food Service Management Information System

FSO Food Service Officer

GMT Greenwich Mean Time (Navy Cash “clock” is set to GMT/UTC)
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Hotlist

IEOD
ISNS
SO
JPMC
Kiosk

LAN

LCD

LOA

LSC

LSR
MICR
MMPA
MPSA
MSO
MWR
NAVPERS
NAVCOMPT
NAVSUP
NEXCOM
NFS

NIC

NOC

NSF
NWCF
OMM
ORF

oSl

PAR

PIN

PMS

POS

PRNOC

RIC
ROM
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List of Navy Cash cards (accounts) that have been reported lost or stolen
to the Navy Cash system. A card on the hot list is rendered inoperable.

Indicate End Of Day (EOD)

Integrated Shipboard Network System

International Standards Organization

JPMorgan Chase Bank, Treasury Financial Agent for Navy Cash

Cashless ATM (card reader) permanently mounted on board ship and
used by Navy Cash cardholders to perform various financia transactions

Local Area Network

Lighted Crystal Display

Line Of Accounting

Logistics Support Center

L ogistics Support Representative
Magnetic Ink Character Recognition
Master Military Pay Account
Military Postal Service Agency
Merchant Sales by Operator (atype of Navy Cash application report)
Morae, Welfare, and Recreation
Navy Personnel Command

Navy Comptroller

Naval Supply Systems Command
Navy Exchange Services Command
Navy Family Support

Network Interface Card

Network Operations Center

Non Sufficient Funds

Navy Working Capital Fund
Official Mail Manager

Official Representation Funds
Operating Space Item

Postal Accounting Report

Personal Identification Number
Planned Maintenance System

Point Of Sale card reader used to record sales transactions. Handheld
device that can be operated in online or offline modes.

Pacific Region Network Operations Center
Postage Validation Imprinter

Routing Identification Code

Retail Operations Management
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SAM Secure Access Module

SATCOM Satellite Communications

SIK Subsistence In Kind

SIMA Shore Intermediate Maintenance Activity
SODA Statement Of Deposit Activity

SOP Standard Operating Procedure

SPO Split Pay Option

SSAC Ship’s Store Afloat Catalog

SSEC Ship’s Store Electronic Catalog

SSN Socia Security Number

SSPN Ship’s Store Profits Navy

TFA Treasury Financial Agent

TYCOM Type Commander (ship type)

UARNOC Unified Atlantic Region Network Operations Center

UMIDS Uniform Microcomputer Disbursing System

USPS United States Postal Service

uTC Coordinated Universal Time (Navy Cash “clock” isset to UTC/GMT)

1.7  Navy Cash Enrollment

1. BACKGROUND

Navy Cash cards replace bills and coins for personal financia transactions at all retail
locations on board ship. Sailors and Marines must have Navy Cash cards to pay for purchases at
the ship’s store, vending machines, and the post office, for example. Cash is only accepted at
these retail locations on an exception basis, e.g., from guests on board the ship for only a short
time. Sailors and Marines on board ship are still able to obtain U.S. currency at the Disbursing
Office.

Each member of the crew is enrolled in the Navy Cash program and issued a Navy Cash
card, either as part of the initial bulk enrollment prior to installation of Navy Cash on board the
ship, or at the Disbursing Office if an individual reports to the ship after the bulk enrollment is
completed. Navy Cash orientation training is provided as a part of the enrollment process.

The Navy Cash card combines chip technology and a magnetic strip to virtually eliminate the
need for Sailors and Marines to carry cash. On board ship, Navy Cash cards can be used at Navy
Cash Kiosks 24 hours a day, seven days aweek to access bank or credit union accounts
electronically and transfer money as needed into Navy Cash accounts. The chip-based electronic
purseis used for all purchases on board ship. On liberty ashore, the magnetic strip can be used
for pre-paid debit access to Navy Cash accounts at 23 million MasterCard acceptance locations
and more than 1,000,000 ATMsin over 210 countries and territories worldwide. There are three
types of Navy Cash cards .

a. INSTANT ISSUE NAVY CASH CARDS provide accessto al Navy Cash
capabilities. Pre-embossed with the name as“NAVY CARDHOLDER” and a MasterCard®
account number at the card manufacturing facility, a stock of instant issue cardsis held on the
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ship by the Disbursing Officer. They are issued on the spot to individuals newly enrolling in
Navy Cash and to replace lost, stolen, or damaged cards.

b. EMBOSSED PERMANENT NAVY CASH CARDS aso provide access to all Navy
Cash capabilities. These cards are personalized and embossed with the account-holder’ s name
and aMasterCard® account number at the card manufacturing facility and must be delivered to
the individual after they are produced. Generally, embossed permanent Navy Cash cards are only
issued as a part of bulk enrollment when Navy Cash isinitialy implemented.

c. VISITOR NAVY CASH CARDS are chip-only cardsintended only to make
purchases on the ship. They do not have a Navy Cash account associated with them. They do not
have a magnetic strip. They cannot be used for purchases ashore or to access commercial ATMs
off the ship. Visitor cards are issued primarily to visitors from a stock of cards held on the ship
by the Disbursing Officer and are reusable. They should be cashed out and turned in when the
visitor is done with the card, so they can be reissued to another visitor.

Navy Cash cards shall be safeguarded in accordance with the procedures for blank Treasury
checks prescribed in DODFMR, Volume 5, Chapter 7.

d. CARD EXPIRATION. Beginning in October 2010, when individual cardholders
Navy Cash cards expire, replacement cards are no longer created and sent to the ship
automatically. The actual expiration date isthe last day of the month indicated in the “Valid
Thru” date embossed on the front of instant issue and embossed permanent cards. When a card
expires, the chip on the card stops functioning. Any funds remaining on the chip are
automatically transferred to the Navy Cash (strip) account associated with the card.

(4) Cardholders whose cards have expired or are expiring at the end of a month
must now report to Disbursing where they will be issued instant issue Navy Cash cards as
replacements. Instant issue cards have every capability that embossed permanent cards have,
including the Debit MasterCard strip, immediate access to any funds in the strip account
associated with the expiring card, and the ability to access Split Pay. Once new instant issue
cards are assigned, the cards will be usable on the ship immediately, and ashore after the next
round trip is completed by the ship.

(5) Merchant Cards. Replacement cards for Navy Cash merchant cards that are
expiring will continue to be created and sent to the ship automatically.

(6) PIN Mailers. In addition, PIN mailers are no longer created and sent to the ships
for instant issue or visitor cards. Instant issue and visitor cards are always handed out by the
Disbursing Office, so the individuals receiving these cards can select aPIN at the sametime as
they pick up their cards. PIN mailers will continue to be sent to the ships with embossed
permanent cards.

2. BULK ENROLLMENT

Prior to installing Navy Cash on board a ship, the entire crew is enrolled in the Navy Cash
program and issued embossed permanent Navy Cash cards. It is highly recommended that
everyone enroll in the Navy Cash program. Crewmembers must provide personal information on
specia Navy Cash enrollment forms provided by the Disbursing Office and must acknowledge,
by their signature, the Non-Sufficient Funds (NSF) procedures and el ectronic funds transfer
policies. The bank or credit union account information on the enrollment form allows Navy Cash
accounts to be linked to each crewmember’ s checking or savings account and enables the
transfer of funds to and from the Navy Cash account. Crewmembers authorize, by their
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signature, debits and credits to their bank or credit union accounts at their request using
Automated Clearing House (ACH) transactions, e.g., when requesting atransfer of funds at the
Navy Cash Kiosk. The information entered on the enrollment formsis entered into the Navy
Cash system database ashore to establish each crewmember’s Navy Cash account and to initiate
issue of embossed permanent Navy Cash cards. A hardcopy of the signed Navy Cash enrollment
form is held on file until the crewmember transfers or leaves the Navy. A more detailed
discussion of basic bulk enrollment proceduresis contained in Appendix H.

Providing bank or credit union information is optional when enrolling in Navy Cash. An
individual can elect not to provide this information but can still be issued a Navy Cash Debit
MasterCard® with a magnetic strip and an associated Navy Cash account. Individuals who
choose this option can still fund their Navy Cash accounts by electing the Split Pay Option
(SPO). Each payday, the amount of their split pay payroll isforwarded either by DFAS
Cleveland for the Navy or by the Marine Disbursing Officer for the Marine Corpsto the
Treasury Financial Agent to plus up their Navy Cash accounts.

Individual s whose check cashing privileges aboard ship have been suspended can be enrolled
with access to their home bank or credit union accounts blocked until the ship decides to restore
thelir privileges. Procedures for unblocking access are found in Chapter 8, Disbursing, paragraph
8.8.2. The Supply Officer or Disbursing Officer provides alist of any individualsin this category
to the Treasury Financia Agent, JPMorgan Chase, during the bulk enrollment process.

3. NORMAL ENROLLMENT

After theinitial bulk enrollment is completed, personnel reporting to the ship can enroll in
the Navy Cash program at the Disbursing Office. To enroll, they must fill out and sign an
enrollment form and turn the form in to Disbursing (a sample Navy Cash enrollment formis
included at Appendix F). Disbursing uses the Navy Cash Disbursing Application to enter the
information needed from the enrollment form (see paragraph 8.4.17 of this SOP), which is then
forwarded automatically to the Navy Cash backend ashore to complete the enrollment process.
Disbursing retains a copy of the enrollment form on board the ships and forwards the original to
the Treasury Financial Agent to image and keep on file electronically.

Personnel newly enrolling in Navy Cash are normally issued an instant issue Navy Cash
card. Pre-embossed with the name as “NAVY CARDHOLDER” and a MasterCard® account number,
instant issue cards are issued on the spot at the Disbursing Office. Instant issue cards provide
individuals immediate access to al Navy Cash capabilities. A new enrollee can load the chip on
the card at the Disbursing Office immediately by writing a personal check or converting cash,
and the card can then be used for purchases on the ship. As soon as the account information on
the ship and shore has been updated with the new account and new card number, which occurs
when the next “round-trip” processing is completed between ship and shore, normally within 24
to 48 hours, the card can aso be used to transfer funds at Navy Cash Kiosks on the ship to the
chip or Navy Cash (strip) account from bank or credit union accounts ashore and can access
funds in the strip account at ATMs ashore or to pay for purchases at retail |ocations ashore.

Again, embossed permanent Navy Cash cards are normally only issued as a part of bulk
enrollment when Navy Cash isinitially implemented on a ship or as replacements for expiring
cards. If thereis aneed to request an embossed permanent Navy Cash card for anew enrollee, a
visitor Navy Cash card can be issued to the cardholder to use until the embossed permanent card
isdelivered to the ship (see paragraph 8.4.15, Assign Replacement Card). (Note: Disbursing
Officers shall only give out one card, either by issuing an instant issue card or by requesting an
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embossed permanent card; they shall not do both.) Visitor cards can be used for a short period
without significant inconvenience until an embossed permanent cards is delivered to the ship.
However, visitor cards are chip-only cards. They can only be used to make purchases on board
ship. They cannot be used to access a bank or credit union account ashore from the Navy Cash
Kiosks on the ship and transfer money to the chip. They do not have a magnetic strip. They
cannot be used to pay for purchases ashore or to access commercial ATMs off the ship. Visitor
cards cannot be used to access Split Pay credited to a cardholder’s Navy Cash (strip) account
from the Kiosk. If necessary, for an individual already enrolled in Navy Cash and waiting on
delivery of an embossed permanent card, split pay can be transferred to the chip on the visitor
card using the Navy Cash Disbursing Application (see paragraph 8.4.4).

4. MARINE ENROLLMENT

Long-Term Deployments. Prior to embarking on a Navy Cash ship for an extended
deployment, Marines should be enrolled in Marine Cash using bulk enrollment procedures. The
Marine Logistics Groups (MLGs)—MLG 1 Camp Pendleton, MLG 2 Camp Leeune, and MLG
3 Okinawa—are responsible for coordinating the bulk enrollment of the entire Marine
Expeditionary Unit (MEU). This bulk enrollment process, which includes training and enrolling
the Marines, should be completed about four to six weeks prior to the date of embarkation to
provide enough lead time to manufacture and deliver the Marine Cash cards for distribution just
before or just after embarking on the ship.

Short-Term Deployments. Visitor cards do not require prior enrollment and may be issued
for short-term deployments, such as exercises. Particularly for pre-deployment exercises several
months prior to overseas deployments, visitor cards may be the preferred alternative, because the
Marines participating in the exercise may not be the Marines embarking for the deployment.
Visitor cards are the ship's responsibility. The MLG and the MEU should coordinate with the
ship on the schedule and the number of Marines that will be embarking, so the ship hastime to
order additional visitor cards if necessary. The ship will then work with Marines to set up
procedures to get the visitor cards issued. The Navy Disbursing Officer will generally sign out an
additional number of visitor cards to the Marine Disbursing Officer at the beginning of the
deployment. Visitor cards are reusable, and the Marines will be responsible for returning "all”
visitor cards when they leave the ship.

Replacement Cards. Instant issue Navy Cash cards are avail able as replacements for |ost,
stolen, or damaged cards and for small numbers of enrollments during extended or overseas
deployments. Instant issue cards are the ship's responsibility. The MLG and the MEU should
coordinate with the ship on the schedule and the number of Marines that will be embarking, so
the ship has time to order additional instant issue cards if necessary. The Navy Disbursing
Officer will generally sign out a number of instant issue cards to the Marine Disbursing Officer
at the beginning of the deployment. The Marine Disbursing Officer is responsible for returning
any remaining instant issue cards at the end of the deployment.

1.8 Navy Cash Cardholder Agreement

The Navy Cash, Marine Cash, and Navy Cash Visitor Card Cardholder Agreement lays out
the terms and conditions for the use of the Navy Cash card. A copy of the Cardholder Agreement
isincluded at Appendix U.
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19 Visgtors, Guests, and Dependents

Navy ships frequently host guests or other visitors for a variety of reasons. For example,
Distinguished Visitors (DVs) and Navy and civilian personnel come to the ship to conduct
inspections or accomplish other business. Shipyard and other maintenance personnel are on the
ship to repair and update systems. DV's, scout groups, school groups, and others are given tours
of the ship. Large-deck ships, particularly the CVs/CVNs and LHAS/LHDSs, have guests on board
nearly every day, and often in large numbers.

Under Navy Cash, visitors, guests, and dependents who are on the ship for only afew hours
or for the day can buy thingsin the ship’s store, such as snacks, drinks, souvenirs, and
emblematic items, or pay for mealsin the Genera Mess or Wardroom, for example, using cash
or checks, asthey havein the past. But, cash sales should be the exception to accommodate
visitors that are only going to be on the ship for ashort time, e.g., less than 72 hours.

Members of ship’s company should not be allowed to use cash on board ship. If amember of
the crew has $5 in his/her pocket, he/she can go to the Disbursing Office to convert that $5 into
electronic cash on the Navy Cash card and then spend it wherever he/she wants on the ship.

Guests who are going to be on the ship for longer periods can be issued a chip-only Visitor
Navy Cash card when they check on board. Just as they must stop by a berthing office to be
assigned a place to sleep, these guests should go to the Disbursing Office to write a personal
check or provide cash to convert into electronic cash on the chip on their Visitor Navy Cash
cards. At the end of their stay on board, these guests should return to the Disbursing Office to
receive cash for the value remaining on their Visitor Navy Cash cards and to turn in their cards.
The Visitor cards can then be reused for other guests. Industry technical representatives and
other personnel who make repeated trips to ships can retain their Visitor Navy Cash cards or
enroll in the Navy Cash program and receive instant issue Navy Cash cards.

Procedures for the sale of meals with and without Navy Cash cards are covered in Chapter 3,
General Mess, and Chapter 4, Private Messes, of this SOP. Procedures for issuing Visitor Navy
Cash cards and for cashing out and returning these cards are covered in Chapter 8, Disbursing.

The following table provides examples of how visitors, guests, and dependents can be
accommodated on board ships equipped with Navy Cash. These instances are examples only,
and each ship must develop its own policy and procedures. There is additional workload for
ship’s store and disbursing personnel, for example, in handling cash in what would otherwise be
a cashless environment, and the ship must make its own judgment that the level of service
provided or the additional revenue and profit are worth the additional effort. In making their
decision, the ship should aso consider that some functions, such as ship’s store and disbursing,
are well equipped to handle both cash and Navy Cash with existing equipment, policy, and
procedures, while others, such as post office, might be better served maintaining a completely
cashless operation.

Visitor cards are relatively expensive, but they are reusable, and every effort should be made
to recover these cards from visitors before they |eave the ship. The Navy Cash Card Issue Log
shall be used to document each card issued and turned in (see paragraph 8.3.1). When acard is
turned in, al value remaining on the card must be cashed out (see paragraph 8.4.5). If not cashed
out any value remaining on a card after it has been turned in will be handed over to Treasury
and cannot be recovered.

NC SOP Ver 1.14 Chpt 1 Overview.docx 1-13 9-Aug-11



Room /

Retail

Guest Meals Ship's Store, etc. Vending Payment Type
Guest Navy Cash card not required. Pay with
o Package check at Wardroom Office (still a
?/'isst;tr:) %u(lshve;ll One or two ball pap?gpmt “cashless’ transaction).
Short-term mesls pin, etc. None Alternativel y, DV could_ beenrolledin
< 72 hours or Navy Cash with instant issue Navy
Occasional Cash card. Load value on card using
purchases Kiosk or at Disbursing.
Navy Cash card not required.
Occasiona Expepti onto cashlessrule. Collect cash
DV Groups purchases using existing procedures.
Tour Groups | One or two Go(rast Occasional Alternftively,tl(\l:;l\{[y Casr; visitor rc]:ards
u given to escort(s) to pay for purchases
?ggt;]t;rl;r; meals Package_ _ purchases at retail locations and vending. Group
ball cap, spirit settles at end of visit by paying
pin, etc. equivalent amount with check at
Disbursing.
Navy Cash card not required. Pay
with check at Wardroom Office, Chiefs
Any Guest Mess, qr Food Service Office as
% One or two Occasional Occasional | appropriate.
- ;);t;\t;rj:r; meals purchases purchases Alternatively, sponsor pays for meals
using Navy Cash card at Wardroom
Office, Chiefs Mess, or Food Service
Office as appropriate.
Issue Navy Cash visitor card at
Regular _ _ D_i sbursi ng. Retain ca_rd for _sub%que_nt
Guest or Occasiona Occasiona Regular visits. !_oad cgrd at Disbursing. Or, sign
Contractor meal purchases purchases | up for instant issue Navy Cash card,
which can be loaded using Kiosk or at
Disbursing.
Issue Navy Cash visitor card at
Aircrew Disbursing. Load card at Disbursing.
or Other R d Regular visitors can retain card for next
Personnel on o(;‘lm ?n Occasional Reaul visit. Or, sign up for instant issue Navy
Board for m ts or Ccaﬁ on eg# A" | Cash card, which can be loaded using
Training one, V\éo' or | purchases PUrCN3SES | Kjosk or at Disbursing. Other visitors
Medium-term more days return visitor cards to Disbursing to
> 72 hours cash out card. Disbursing retains card
for later reuse.
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Guest IT\;’;TS/ Ship,?g:(i'ell ofc. Vending Payment Type
Navy Cash card not required.
Exception to cashless rule. Pay with
check at Wardroom Office, Chiefs
Mess, or Food Service Office as
Large Groups | Room and appropriate. Collect cash using existing
Mediumterm meals for Regular Regular procedures at ship’s store and selected
: purchases purchases | . - ) :
> 72 hours | multiple days cash only” vending machines or
vending machines that take both cash
and Navy Cash. Vending machines can
be reset for Navy Cash only operations
when large group departs.
Issue Navy Cash visitor card at
Disbursing. Load card at Disbursing.

TAD Regular visitors can retain card for next

Personnel, Room and Reaul Reaul visit. Or, sign up for instant issue Navy
Guests, and | mealsfor eg# a eg# & | Cash card, which can be loaded using
Contractors | multiple days PUrchases PUFCNasES 1 iosk or at Disburs ng. Other visitors
Long-term return visitor cards to Disbursing to
cash out card. Disbursing retains card
for later reuse.
Large number of short-term visitors
Pier / Hangar None Ship’'s Store None Navy Cash card not required.

Sales purchases Exception to cashless rule. Collect cash

using existing procedures.

, Navy Cash card not required.
Shipyard, Exception to cashless rule. Collect cash
SIMA, or » " :

Other Short- None None Regular a sek_acted cash o_nly vending

Term Guests purchases mach! nes using existing procedures.

When in Port V ending machines can'be reset for
Navy Cash card operations when at sea.

1.10 Hot List for Lost, Stolen, or Damaged Navy Cash Cards
The Navy Cash card is el ectronic money and must be treated like cash. If it islost or stolen,

the maximum that can be lost from the chip is $25—as long as the Personal Identification
Number (PIN) is protected. If other people know the PIN, all the funds on the card could be lost,
as could fundsin the card owner’s bank or credit union account. To limit their loss in the event
of alost or stolen card, cardholders must report lost, stolen, or damaged cards to the Disbursing
Office immediately. When a cardholder is unable to contact the Disbursing Office immediately,
e.g., on leave away from the ship, he or she should immediately notify the Navy Cash Customer
Service Center of the lost, stolen, or damaged card. A telephone call is the preferred way to
notify the Customer Service Center, but e-mail notification is also acceptable. The telephone
number for the Customer Service Center is printed on the back of the embossed permanent and
instant issue Navy Cash cards. The telephone numbers and e-mail addresses of the Customer
Service Center are contained in paragraph 1.6.4.i of this SOP.
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Navy Cash safeguards a cardholder’ s electronic funds in three ways. First, aPIN, known
only to the individual cardholder, is associated with each Navy Cash card. The PIN prevents an
unauthorized user from withdrawing money or making a purchase. Should someone obtain a
cardholder’s card and attempt to determine the PIN by trial and error, the card is “blocked” after
three consecutive, unsuccessful attempts to enter the correct PIN. Once a card is blocked, it must
be taken to the Disbursing Office to be unblocked. Additionally, ten consecutive incorrect PIN
entries results in the card being permanently blocked, at which time it must be taken to the
Disbursing Office to be replaced. Second, after an individual reports his or her card lost or stolen
to the Disbursing Office or the Navy Cash Customer Service Center, the card is“hot listed”. All
online devices receive the hot list and start looking for the card. When the lost or stolen card is
inserted, the device permanently blocks the card. This prevents anyone from using the card even
if they have the PIN. Third, for vending machine purchases on board ship, aPIN is not required,
so Navy Cash limits vending machine purchases to atotal of $25 on the electronic purse before
the PIN isrequired to reset the counter and allow continued spending. However, once acard is
reported lost or stolen and the CADs in the vending machines have received the hot list, the
CADs permanently block the card if it isinserted.

The balance that was on the chip of alost or stolen embossed permanent or instant issue card
at the close of the business day it was reported lost, stolen, or damaged is transferred
automatically to the cardholder’ s Navy Cash account. For the return of funds on alost, stolen, or
damaged visitor card, see paragraph 8.4.12, Change Card Status,

To replace alost, stolen, or damaged card, the Disbursing Office issues the crewmember an
instant issue card. Issued on the spot at the Disbursing Office, instant issue cards provide
immediate access to all Navy Cash capabilities. A new enrollee can load the chip on the card at
the Disbursing Office immediately by writing a personal check or converting cash, and the card
can then be used for purchases on the ship and to transfer funds at Navy Cash Kiosks on the ship
to the chip or Navy Cash (strip) account from bank or credit union accounts ashore. As soon as
the account information on the ship and shore has been updated with the new card number,
which occurs when the next “round-trip” processing is completed between ship and shore,
normally within 24 to 48 hours, the card can also be used to access funds in the strip account at
ATMs ashore or to pay for purchases at retail locations ashore.

1.11 Navy Cash: Store-and-Forward Affects Timing of Navy Cash Processing

Navy Cash depends on ship-to-shore satellite communications. To keep communications
demands to a minimum, Navy Cash was designed to work on a store-and-forward basis—aday’s
worth of transactions are generally transmitted ashore once each day at the end of the business
day. This store-and-forward design affects the time that Navy Cash transactions are processed,
both on the ship and on the shore.

Home Account to Navy Cash Transfers. If cardholders transfer money from their home bank
or credit union account to their Navy Cash (strip) account at the Navy Cash Kiosk, the funds are
available for use on the ship immediately, as soon as they transfer value from their Navy Cash
account to the chip. The funds will generally be avail able ashore the next day, if the ship
completes its end-of-day processing between ship and shore. For thisreason, it’simportant to
stage funds to their Navy Cash account in advance, so the funds will be available when they want
to use their Navy Cash Debit MasterCard® ashore. However, Automated Clearing House (ACH)
transactions, which Navy Cash uses, are only processed Sunday through Friday at 10:00 PM
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(8:00 PM on Sunday) Eastern Time by the Federal Reserve system. When they transfer money
from their bank or credit union account Sunday through Friday, the transaction will generally be
posted to their home account within 48 hours. If they transfer money on a Saturday, the
transaction will generally not be posted to their home account until Tuesday.

Navy Cash to Home Account Transfers. The same istrueif they transfer money from their
Navy Cash account back to their home bank or credit union account. When they transfer money
Sunday through Friday, the funds will generally be available in their home account within 48
hours, if the ship completes its end-of-day processing. If they transfer money on a Saturday, the
funds will generally not be available in their home account until Tuesday.

Chip to Navy Cash Transfers. If they transfer money from their chip to their Navy Cash
(strip) account, the new balance in their Navy Cash account is reflected on the ship immediately,
but the funds won’t be available ashore until the next end-of-day processing is completed
between ship and shore. Again, it’simportant to stage funds to their Navy Cash account in
advance, so the funds will be available ashore when they need them.

Use of Navy Cash Funds Ashore. If they use their Navy Cash Debit MasterCard® feature
ashore, either to get cash at an Kiosk or to purchase something at a restaurant or store, the new
balance in their Navy Cash account is reflected ashore immediately, but it won't be reflected on
the ship until the next end-of-day processing is completed between ship and shore.

PIN Changes. If they change their PIN on the ship, the new PIN is effective on the ship
immediately and will generally be effective ashore the next business day, but only if the end-of-
day processing has been completed between ship and shore. In the interim, the old PIN is still
valid ashore.

Split Pay. Split Pay isnormally processed ashore and posted to their Navy Cash account the
day before pay day so the funds are available on the ship on pay day. Split pay funds are
available for use ashore as soon as they are posted to their Navy Cash account. However, if
shipboard communications are down on pay day, the split pay payroll information from shore
can’'t be received on the ship. The Disbursing Officer has the option to run a provisional Split
Pay Option (SPO) payroll on the ship. Cardholders who are enrolled in SPO can be given a
“provisional credit” in the amount of their SPO payroll anounts. The Navy / Marine Cash
system on the ship keeps the previous SPO payroll amounts as a part of each cardholder’s profile
information and provides the Disbursing Officer the ability to update the SPO payroll amounts.
Even when the Navy / Marine Cash system cannot communicate with the shore side, DFAS
Cleveland still sends the actual Navy split pay file to the Navy / Marine Cash back end ashore for
processing. When communications are restored, the Navy / Marine Cash system synchronizes
Navy / Marine Cash accounts between ship and shore and reconciles Navy / Marine Cash
accounts on the ship so they reflect the correct balances.

The following table summarizes the information detailed above.
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Transaction Type

Aboard Ship

Ashore

Funds transfer from
bank or credit union ashore
Sunday through Friday

Funds available immediately.

Funds available next day.?
Transaction posted to home
account within 48 hours.

Funds transfer from
bank or credit union ashore
Saturday

Funds available immediately.

Funds available next day.?
Transaction posted to home
account by Tuesday.

Funds transfer to
bank or credit union ashore
Sunday through Friday

New Navy Cash account balance
reflected immediately.

Funds available
within 48 hours.

Funds transfer to
bank or credit union ashore
Saturday

New Navy Cash account balance
reflected immediately.

Funds available by Tuesday.?

Funds transfer from
Navy Cash account to chip

Funds available on chip immediately.
New Navy Cash account and chip
bal ances reflected immediately.

New Navy Cash account balance
reflected next day.’

Funds transfer from
chip to Navy Cash account

New Navy Cash account and chip
bal ances reflected immediately.

Funds available next day.

Navy Cash Debit MasterCard®

at ATM or merchant ashore

New Navy Cash account balance
reflected next day.’

New Navy Cash account balance
reflected immediately.

PIN change

New PIN effective immediately.

New PIN effective next day.’
Useold PIN in interim.

Split pay
Shipboard comms “up”

Funds available as soon as ship completes
end-of-day between ship and shore.*

Funds available as soon as
split pay payroll posted.’

Split pay
Shipboard comms “down”

Ship can’t receive payroll update.
Disbursing Officer has option to run
provisional payroll on ship. Cardholders
enrolled in SPO given “provisional credit” in
amount of payroll. When comms restored,
system synchronizes accounts between ship
and shore and reconciles accounts on ship so
they reflect correct balances.

Funds available as soon as
split pay payroll posted.®

Notes:

! Transfer value to chip to use on ship.
2 |f ship completes end-of-day between ship and shore. ACH transactions are processed Sunday through Friday at
10:00 PM (8:00 PM on Sunday) Eastern Time and are generally posted to bank and credit union accounts within
48 hours. To meet processing deadline, ship must complete end-of-day by about 9:00 to 9:30 PM (7:00 to 7:30
PM on Sunday) Eastern Time. Transactions that miss deadline are processed next business day.

3 |f ship completes end-of-day between ship and shore.

* Normally at end-of-day completed the day before pay day, so funds are available on pay day.

®> Normally processed the day before pay day, so funds are available on pay day.
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1.12 Web and Telephone Purchases Using the Navy Cash Card

The Navy Cash Debit MasterCard® can be used to pay for things ordered over the phone or at
aweb site. The things that are ordered can be shipped to almost any address, but, when the
merchant asks for a billing address, the correct address is the ship’s mailing address because
that's the billing address that’ s been entered in the MasterCard® data base for the Navy Cash
cards. To protect against fraudulent use of lost and stolen debit and credit cards, many merchants
and their financial networks compare the billing address given by the customer against the billing
address registered in the data base. These addresses may need to be the same before they will
approve the transaction.

1.13 Recurring Payments Using the Navy Cash Card

Recurring or automatic bill payment is a one way to pay for such things as telephone or cable
television service, health club membership, magazine subscriptions, or internet service.
Recurring payments can be made with credit and debit cards. Either afixed amount, like a
monthly internet service bill, or a variable amount, like atelephone hill, is pre-authorized.
Although the Navy/Marine Cash card can be used for recurring payments, it is not
recommended.

The Navy Cash/Marine Cash Debit MasterCard® is a prepaid debit card, not a credit card or
acheck card. It does not provide aline of credit or access to the pay deposited automatically in a
checking account. Normally, the amount of money that can be spent is limited by the amount of
money a cardholder loads onto the card. If a cardholder forgets to add money to the strip
account, a recurring payment that exceeds the available balance will be declined, but only if the
merchant tries to get authorization first. If the merchant is“force posting” the transaction without
getting prior authorization, arecurring payment that exceeds the available balance will result in a
negative balance. The negative balance will be reported the next day, and the Disbursing Officer
must notify the cardholder to come to disbursing to clear the negative balance.

If acardholder has used a Navy/Marine Cash card for arecurring payment and, for some
reason, a merchant continues to submit the recurring payment after the cardholder notified them
to cancel their service, the cardholder must first contact the merchant to work out the problem. If
the cardholder is unable to settle the issue, they may contact the Customer Service Center (CSC)
for help in resolving the dispute with the merchant. The Fraud/Claims Group will contact the
merchant and work to halt the recurring payment and restore the funds to the Navy/Marine Cash
account.
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Chapter 2

POS, CAD, & Kiosk Operating Procedures
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21 Background

This chapter of the SOP describes the operation of the Navy Cash Point-Of-Sale device
(POS), Card Accepting Device (CAD), and Kiosk.

21.1 Applications

There are three applications |oaded on each of the devices, the Navy Cash Shell, Navy Cash
Application, and Remote Update Tuner. These three applications are installed on the devices as
part of the initial operating system image.

(1) Navy Cash Shell. The NavyCashShell is a background monitoring application
that ensures the Navy Cash application is always running and serves as a status indicator during
Navy Cash Application updates. The NavyCashShell also ensures that users do not have access
to the Windows operating system on the device if the Navy Cash Application is not running.

(2) Navy Cash Application. Navy Cash is the primary application on each of the
devices. The Navy Cash POS Application, CAD Application, and Kiosk Application run on top
of the NavyCashShell monitoring application. The Navy Cash POS, CAD, and Kiosk
Applications are always running, unless they are being remotely updated. In that case, the
NavyCashShell displays a“Please Wait...Navy Cash System Update in Progress’ message to the
user until the POS, CAD, or Kiosk Application isinstalled and restarted.

(3) Remote Update Tuner. The Remote Update Tuner allows for remote updates to
the NavyCashShell, POS, CAD, and Kiosk Applications, and Remote Update Tuner as well as
some other remote application capabilities.

2.1.2 Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidents of card readers failing to read the Navy Cash card.

2.2 Navy Cash Point of Sale Device (POS)

The POS is a portable, handheld device that is used to record sales transactions in the Navy
Cash system. It can be operated on line or off line and has a battery backup for use in the
portable mode or in the event of power failurein order to continue to operate and protect data.
The disbursing office has POSs that may be checked out when required. Since alimited number
of these devices are available, they must be returned to the disbursing office as soon as possible
after use.
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221 Genera

a. General Screen Layout. The screen on the Navy Cash POS consists of aMain Screen
displayed between a Header Bar above and a Status Bar below.

b. Header Bar. The header bar has a Navy Cash
logo in the center, a battery life indicator on the left, and
an option to Logoff on theright. If an operator is not
logged on, the logoff option is not show.

c. Main Screen

d. StatusBar. The status bar displays the current
date and time in the center and has indicators for
online/offline status, SD card, and internal and SD-card
gueue messages.

(1) Online/Offline Status Indicator. “ Offline
Indicator” is displayed if POS does not receive “PING”
message from Navy Cash server within 30 seconds. If
POS isonlineto server, no indicator is displayed. POS
will operate in offline mode, but must be online to
synchronize with server.

(2) SD Card Indicator. “No SD Card
Indicator” isdisplayed if an SD card is not installed in the
POS. If an SD card isinstalled, no indicator is displayed.
If the“No SD Card Indicator” is displayed, install an SD
card. The device will not allow purchasesif the SD card is
not present.

(3 Current Date and Time. Current date and
timeis displayed in the center of the status bar in the
format. The timeis displayed in Greenwich Mean Time
(GMT) and is synchronized with the Navy Cash server.
Users cannot configure the time.
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(4) Internal Queue Message Indicator.
“Internal Queue Message Indicator” is displayed when
there are messages in the internal queue. If there are no
messages in the queue, no indicator is displayed. The POS
generates messages during its operations. These messages
are stored in an internal queue and in an SD card queue.
Both message queues hold up to 10,000 messages. The
number shown in the “Internal Queue Message Indicator”
indicates the total number of messages in the queue.

(5) SD Card Queue Message Indicator. “SD
Card Message Indicator” is displayed when there are
messages in the SD card queue. If there are no messages
in the queue, no indicator is displayed. The number
shown in the “SD Card Message Indicator” indicates the
total number of messages in the queue.

2.2.2 Admin Mode — Setting Up the POS

a. Introduction. In the Admin Mode, auser can change the admin password, set the
Terminal 1D, view diagnostic information, change the operational state of the device from
Normal Mode to Proxy Mode, and configure the device's IP address.

(1) Whenin Admin Mode, aPOS is not in an operational state, i.e., no sales, PIN
changes, or other cardholder-related activities are allowed. When a user selects the option to exit
the Admin Menu screen or reboots the POS, the device returns to the currently selected
operational state.

(2) To complete some admin functions, a POS must be able to communicate with
the Navy Cash server.

(a) Ship’'sLoca AreaNetwork (LAN). A POS in norma mode may be plugged
into the ship’s LAN (Ethernet connection) at any operating Navy Cash POS connection point or
download box, e.g., in the disbursing office, general mess, private mess, MWR, post office. A
POS listens on the selected TCP/IP port for incoming connections from the Navy Cash server.

(b) Navy Cash Workstation. A POS in proxy mode may be connected to a Navy
Cash workstation (USB connection). The Proxy Application on the workstation handles
communications between a POS and the Navy Cash server.

b. Create Admin Password. When a POS isrun for the first time, an admin password
must be created. A POS cannot proceed past the Create Admin Password screen until a password
has been set successfully. The admin password must be a six-digit numeric value. To create an
admin password:
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(1) The POS prompts the user to enter an
admin password. The “OK” button is disabled until six
digits are entered.

(2) Usethekeypad to enter asix-digit
numeric password.

(3) If any digits are entered incorrectly,
touch the “CLR” button to clear the entry textbox, and re-
enter the password.

(4) After six digits are entered, the entry
textbox turns green, and the “OK” button is enabled.
Touch the“OK” button to continue.

(5) Thedevice prompts you to confirm the
admin password.

(6) Confirm the admin password by using
the keypad to re-enter it.

(7) If any digits are entered incorrectly,
touch the “CLR” button to clear the entry textbox, and re-
enter the password.

(8 If you choose not to set the admin
password, touch the “ Cancel” button to return to the
Create Admin Password screen. You will not be ableto
proceed any further until an admin password is set.

(9) After six digits are entered, the entry
textbox turns green, and the “OK” button is enabled.
Touch the “OK” button to continue.

(10) POS verifies both passwords match.

(@) If the passwords do not match, the
entry textbox turns red, and a* Password Mismatch. Re-
enter.” message is displayed. Y ou must enter and confirm
the admin password again or cancel.

(b) If the passwords match, the admin
password is set, and the Admin Menu screen is displayed.

c. Entering Admin Mode. Y ou may enter admin mode at any time aPOSisidle, and a
POS is considered to be idle when no card isinserted and atransaction is not in progress. To

enter admin mode;
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(1) Touch Navy Cash logo on header bar.

(2) An Admin Password Entry screen
displays, prompting you to enter the admin password.
Enter the six-digit password.

(3) If any digits are entered incorrectly,
touch the “CLR” button to clear the entry textbox, and re-
enter the password.

(@) If the admin password is entered
incorrectly more than three consecutive times, you will be
locked out of Admin Mode for one hour.

(b) After one hour, you may try to enter
Admin Mode again. The lockout period is maintained
even if the deviceis rebooted.

(4) After six digits are entered, the entry
textbox turns green, and the “OK” button is enabled.
Touch the“OK” button to continue.

(5 ThePOS verifiesthe password entered
matches the password stored on the device.

(@) If the password isnot valid, the entry
textbox turns red, and a* Password Invalid. Re-enter.”
message is displayed on the Admin Password Entry
screen instead of “Enter Admin Password”.

(b) If the password isvalid, the Admin
Menu screen is displayed.

(c) If you touch the “Cancel” button on the
Admin Password Entry screen, the device will return to
the current operational state.

d. Admin Menu Screen. The Admin Menu screen
allows a user to view and configure POS settings. The
buttons on the screen depict the options available:

¢ “Change Password” (admin password)

e View and set “Terminal 1D”

e View “Diagnostic” information,

e View and change operationa “ State”
(from Normal Mode to Proxy Mode)

e Set “IP Address”
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e. Change POS Admin Password. To change the admin password for the POS:
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(1) Onthe Admin Menu screen, touch the
“Change Password” button.

(2) When Enter Old Password screenis
displayed, enter the old password. The entry textbox turns
green and the “OK” button is enabled when six digits
have been entered.

(3) If any digits are entered incorrectly,
touch the “CLR” button to clear the entry textbox, and re-
enter the password.

(4) If you decide not to change the
password, touch the “Cancel” button to return to the
Admin Menu screen.

(5) After six digits are entered, the entry
textbox turns green, and the “OK” button is enabled.
Touch the“OK” button to continue.

(6) Thedevice verifiesthe old password
entered matches the password stored on the device.

(@) If the old password is not valid, the
entry textbox turns red, and a*Password Invalid. Re-
enter.” message is displayed.

(b) If the password isvalid, the Enter New
Password screen is displayed.

(7) Enter the new password.

(8 If any digits are entered incorrectly,
touch the “CLR” button to clear the entry textbox, and re-
enter the new password.

(9) If you decide not to change the
password, touch the “Cancel” button to return to the
Admin Menu screen.

(10) After six digits are entered, the entry
textbox turns green, and the “OK” button is enabled.
Touch the“OK” button to continue.
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(11) A Confirm New Password screenis
displayed. Re-enter the new password to confirmit.

(12). If any digits are entered incorrectly,
touch the “CLR” button to clear the entry textbox, and re-
enter the new password again to confirm it.

(13) If you decide not to change the
password, touch the “ Cancel” button to return to the
Admin Menu screen.

(14) The entry textbox turns green and the
“OK” button is enabled when six digits are entered.
Touch the “OK” button.

(15) POS verifies both passwords match.

(@) If the passwords do not match, the
entry textbox turns red, and a* Password Mismatch. Re-
enter.” Message is displayed. Y ou must enter and confirm
the new admin password again, or touch the “Cancel”
button to return to the Admin Menu screen.

(b) If the passwords match, the new
password is set, and the Admin Menu screen is displayed.

f. View and Set POS Terminal ID. To view and set the terminal 1D for the POS:
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(1) Onthe Admin Menu screen, touch the
“Terminal ID” button.

(2) IfaTerminal ID isaready set, a
Terminal 1D screenisdisplayed. If aTerminal ID is not
set, aTerminal 1D Entry screen displays.

(3) Fromthe Terminal ID screen, touch the
“Update’ button to display the Terminal 1D Entry screen
and set anew Terminal ID. If you do not want to change
the Terminal 1D, touch the “Cancel” button to return to
the Admin Menu screen.
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(4) OntheTermina ID Entry screen, enter
the new 16-digit Terminal ID.

(5) If any digits are entered incorrectly,
touch “CLR” button to clear entry textbox, and re-enter
Terminal ID.

(6) If you decide not to change the Termind
ID, touch “Cancel” button to return to Admin Menu
screen.

(7) After you have entered 16 digits, entry
textbox turns green and “OK” button is enabled. Touch
“OK” button to continue.

(8 If Termind ID isvalid, POS Terminal ID
is set, and Admin Menu screen is displayed.

g. View POS Diagnostic Information. The Diagnostic screen allows the user to view

system diagnostic information for the POS. The Diagnostic screen uses four tabsto display this
diagnostic information; App, System, Network, and Queue. Touching the “Done” button at
anytime returns you to the Admin Menu screen. To view diagnostic information:
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(1) Touch the“Diagnostic” button on the
Admin Menu screen.

(2) Diagnostic screen defaults to the App
tab. App tab displays the following information:

e Application Version — Navy Cash POS
application version running on the POS.

e Last Update — Date/time Navy Cash POS
application last updated via remote updater.

e Device State — Operational state of POS
(Normal or Proxy mode).

e Enforce Operator Logon — Current value of
Enforce User Logon Proxy mode setting, either
“Force Operator Logon” or “Do Not Enforce
Logon”.

e Hotlist Last Update — Last date/time hotlist was
updated.

o Number of Hotlisted Cards — Number of cardsin
hotlist.

e Database Version — Version of Navy Cash POS
database on the POS.

e SD Card Database Version — Version of Navy
Cash POS database on SD card, if SD card
present.
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(3 Touch the System tab to proceed to next

tab. System tab displays following information:

e Operating System — POS Windows operating
system version.

e Main Battery — Percent of life remaining in main
battery.

e Backup Battery — Percent of life remaining in
backup battery.

e SAM Status — Status of SAM, i.e., Present, Not
Present, or Error Code.

e Chip Version —Chip version number if acard is
inserted or “No Card Inserted.” if no card is
inserted.

e Chip Date —Chip manufacturing date if card
inserted or “No Card Inserted.” if no card
inserted.

e SD Card Status — Status of SD card, i.e., Present,
Not Present, or Full.

(4) Touch the Network tab to proceed to

next tab. Network tab displays following information:

e Network Connectivity — If POS has not received
“PING” message from Navy Cash server in over
30 seconds, “ Offline” is displayed. Otherwise,
“Online” is displayed.

e Server Logon — If POSis online and has logged
on to Navy Cash server, “Logged On” is
displayed. If POS is Offline or has not logged on
to Navy Cash server, “Not Logged On” is
displayed.

¢ |IP Address—IP Address of POS.

e Port —Port POS listens on for incoming
connections from Navy Cash server.

e Operator — Name or ID of operator currently
logged on. If no operator logged on, “No
Operator Logged On” is displayed.

e Terminal ID —Terminal 1D of POS.
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(5 Touch the Queue tab to proceed to next
tab. Queue tab displays following information about
messages waiting to be uploaded to Navy Cash server
from internal message queue and, if installed, SD card
message queue:

e Total Messages — Total number of al messages
ininternal and SD card queues.

e Transactions— Number of EFT transaction
messages.

e Errors— Number of error messages.

e Reversals— Number of EFT reversal messages.

e Card Burns— Number of card burn messages
generated after insertion of hotlisted cards.

o Capacity Left — Percent of message capacity
remaining.

Note: Messages are cleared from message queues
when successfully uploaded to Navy Cash server.

(6) Touchthe“Done’ button at any time to return to Admin Menu screen.

h. Set IP Address. The POS may be set to Dynamic Host Configuration Protocol
(DHCP) or to a Static IP address. To set the IP Address configuration:

(1) Onthe Admin Menu screen, touch the
“IP Address’ button.

(2) ThelP Address screen is displayed.

(3) If you decide not to change the IP
Address, touch the “Cancel” button to return to the Admin
Menu screen.

(4) Select either the DHCP or Static IP radio
button.

(5 If you select Static IP, then you may
change only the last two octets of the IP address.

(6) If you select DHCP, then you must enter
the “secret” key, 999.999, for the last two octets so the
first two octets and the Port become editable.

(7) Usethe keypad to enter the desired IP
setting and/or Port and touch the “OK” button.

(8) If Static IP is selected, the POS validates the IP address. If DHCP is selected,
the POS will ensure the port is in the range 1-65,535. The device IP and/or port configuration is
set accordingly. If any part of the IP addressisinvalid, including the port, then an “1P Address
Invalid” message displays, and the invalid items are highlighted in red.
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i. View and Change POS Operational State. In the Normal Mode operationa state, the
POS is connected to the ship’s LAN via Ethernet connection to communicate with the Navy
Cash server. In the Proxy Mode operational state, to communicate with the Retail Operational
Management (ROM) application in the Ship’s Store/Sales Office and with the Navy Cash
Disbursing Application in the Disbursing Office, the POS is connected to a workstation viaa
USB connection. The Navy Cash Proxy installed on the workstations handles communications
with the applications and the Navy Cash server. To change the operational state of the POS:

(1) From the Admin Menu screen, touch the
“State” button.

(2) The Device State screen is displayed.

(3) If you do not want to change the
operational state, touch the “Cancel” button to return to
the Admin Menu screen.

(4) Select the desired state, Normal Mode or
Proxy Mode, and touch the “OK” button.

(@) If Normal Mode was selected, the
Device State is set to Norma Mode, and the Normal
Mode Menu is displayed.

(b) If Proxy Mode was selected, the
Device Stateis set to Proxy Mode, and the Enforce User
Logon screen is displayed.

j.  Norma Mode Menu. The Normal Mode Menu is displayed after selecting Normal
Mode on the Device State screen. A user may configure Merchants, Events, and Amounts from

the Normal Mode Menu.
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(1) Merchants. The term merchant describes
the location of the POS.

e Normal Mode requiresthat at least one merchant
has been configured on the POS.

o At startup, the POS checks to make sure settings
are correct.

o If thereis not at least one configured merchant,
an “Error Initializing Device State, No
Configured Merchants.” message is displayed.

¢ You must add at least one merchant to the POS.
Y ou can view and configure up to ten merchants
on the POS.
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(&) View and Configure Merchants

e Ensure POS is online, so POS can retrieve
current list of merchants from Navy Cash server.

e On Norma Mode Menu, touch “Merchants’
button. Current Merchants screen displayed.

e Touch “Done” button at any time to return to
Normal Mode Menu.

o Current Merchants screen contains list of current
configured merchants (if any) and buttons to
add, remove, or clear merchants.

e “Add” button isdisabled if POS s offline.

e “Remove” button is disabled if there are no
configured merchants.

e “Clear” button isdisabled if there are no
configured merchants.

(b) Add Merchants

e On Current Merchants screen, touch “Add”
button.

e If maximum number of 10 configured merchants
already reached, “Merchant Limit Reached”
message is displayed. Touch “Remove
Merchant” button to remove a merchant, or
touch “Cancel” button to return to Current
Merchants screen.

e If maximum number of merchants not reached,
POS displays “ Please Wait ...Getting Available
Merchants’ message with a progress bar while it
gueries Navy Cash server for list of available
merchants.

o If POS goes offline, an error message is
displayed, and POS returns to Current Merchant
screen.

e A list of available merchants from the Navy
Cash server is displayed. Select one or more new
merchants.

e If you choose not to add any merchants, touch
“Cance” button to return to Current Merchants
screen.

e Touch “OK” button to add selected merchants to
configured merchants on POS and return to
Current Merchants screen.
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(c) Remove Merchants

e On Current Merchants screen, touch “Remove”
button.

e A list of configured merchantsis displayed.

e If you choose not to remove any merchants,
touch “Cancel” button to return to Current
Merchants screen.

e Select one or more merchants to remove.

e Touch “OK” button to remove selected
merchants from configured merchants on POS
and return to Current Merchants screen.

(d) Clear merchants

¢ On Current Merchants screen, touch “Clear”
button.

¢ Warning message, “Are you sure you want to
remove all merchants and events?’, is displayed.

e To remove al configured merchants and their
events from POS, touch “Yes’ button.

e If you do not want to remove all configured
merchants and events, touch “No” button.

e Current Merchants screen is then displayed.

(2) Events. Events are merchant saleitems,

goods, or services.

e A merchant is not required to have an event set
up in order to complete asale.

e If merchant conducts a sale with no events
configured, Event Selection screen is not
displayed during the sale.

e To display the Event Selection screen during a
sale, there must be at |east one event configured
for the selected merchant.

e You can view and configure up to ten events for
each merchant on the POS.
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(&) View and Configure Events

e On Normal Mode Menu, touch “Events’ button.
Select Merchant screen is displayed.

e If you do not want to view or configure an event,
touch “Cancel” button to return to Normal Mode
Menu.

e Select amerchant, and touch “OK” button.

e The events menu for the selected merchant is
displayed.

e Touch “Done” button at any time to return to
Normal Mode Menu.

e Events menu contains list of current configured
events (if any) and buttons to add, remove, and
clear amounts.

e Expired events appear in red font.

e “Add” button disabled if POSis offline.

e “Remove” button disabled if there are no
configured events.

e “Clear” button disabled if there are no
configured events.

(b) Add Events

e On events menu, touch “Add” button.

e If maximum number of 10 configured events per
merchant already reached, “Event Limit
Reached” message displayed. Touch “Remove
Event” button to remove an event or “Cancel”
button to return to events menu.

e If maximum number of 10 configured events per
merchant not reached, “Please Wait ...Getting
Available Events’ message displayed with
progress bar while Navy Cash server is queried
for list of available events.
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e A list of available events and their expiration
dates from the Navy Cash server is displayed.

e Thelist defaultsto “No Event”. Select one or
more events, or select “No Event” if no event is
to be specified for the merchant.

e If you choose not to select any events, touch
“Cancel” button to return to events menu.

e Touch “OK” button to add selected events to the
configured events for the merchant and return to
event menu.

(c) Remove Events

e On events menu, touch “Remove” button.

e List of configured events and their expiration
dates for the merchant is displayed.

e If you choose not to remove any events, touch
“Cancel” button to return to events menu.

e Select one or more events to remove.

e Touch “OK” button to remove selected events
from configured events for the merchant and
return to event menu.

(d) Clear Events

¢ On events menu, touch “Clear” button.

¢ Warning message, “Are you sure you want to
remove all eventsfor this merchant?’, is
displayed.

e Toremove al configured eventsfor this
merchant, touch “Yes’ button.

e If you do not want to remove all configured
events for this merchant, touch “No” button.

e Events menu is then displayed.

NC SOP Ver 1.14 Chpt 2 POS CAD Kiosk.docx 2-16 24-Aug-11



NC SOP Ver 1.14 Chpt 2 POS CAD Kiosk.docx

(3 Amounts. The POS can be configured
with up to ten pre-defined amounts for each event.

(@) View and Configure Amounts

e On Normal Mode Menu, touch “Amounts’
button.

e Current Amounts menu is displayed showing list
of configured amounts on the POS, and buttons
to add, remove, and clear amounts.

e Touch “Done” button at any time to return to
Normal Mode Menu.

e “Remove’ button disabled if there are no
configured amounts.

e “Clear” button disabled if there are no
configured amounts.

(b) Add Amounts

e On Current Amounts menu, touch “Add” button.

e If maximum number of 10 configured amounts
per event aready reached, “Amount Limit
Reached” message displayed.

e Touch “Remove Amount” button to remove an
amount, or touch “Cancel” button to return to
Current Amounts menul.
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e If maximum number of 10 configured amounts
per event not reached, Enter New Amount
screen is displayed.

« If you choose not to enter any amounts, touch
“Cancel” button to return to Current Amounts
menul.

e If you want to enter an amount,
touch the “keypad” button to enter -
amount on numeric keypad.

e If any digits are entered incorrectly, touch
“CLR” button to clear entry textbox.

e If you choose not to enter an amount, touch
“Cancel” button to return to Enter New Amount
screen.

o Entry textbox turns green and “OK” button is
enabled when at least 0.01 is entered. Touch
“OK” button to add entered amount.

e If amount already exists, entry textbox turns red,
and “Amount Exists. Re-Enter.” message
displayed. Re-enter an amount or touch
“Cancel” button to return to Enter New Amount
screen.

e If amount does not aready exist, new amount
added to configured amounts on POS, and
Current Amounts menu displayed.

(c) Remove Amounts

e Touch “Remove” button on Current Amounts
menu.

e List of configured amountsis displayed.

e If you chose not to remove any amounts, touch
“Cance” button to return to Current Amounts
menu.

e Select one or more amounts to remove.

e Touch “OK” button to remove selected amounts
from configured amounts on POS and return to
the Current Amounts menu.
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(d) Clear Amounts

¢ On Current Amounts menu, touch “Clear”
button.

e \WWarning message, “Are you sure you want to
remove all amounts?’, is displayed.

e Toremove all configured amounts, touch “Y es’
button.

e If you do not want to remove all configured
amounts, touch “No” button.

e Current Amounts menu is displayed.

k. Proxy Mode — Enforce User Logon. After setting the operational state of the POS to
Proxy Mode, you can determine whether or not successful operator logon is required before any
other action can be taken by setting either “Force Operator Logon” or Do Not Force Logon”. To
set the Enforce User Logon option:

(1) On Device State screen, select “Proxy
Mode” and touch “OK” button.

(2) Enforce User Logon screen is displayed.

(3) If you do not want to change the current
setting, touch the “ Cancel” button to return to the Admin
Menu screen. POS will remain set to Proxy Mode
operational state.

(4) Select desired operational mode, “Do
Not Force Logon” or “Force Operator Logon”, and touch
“OK” button to apply changes and return to the Admin
Menu screen.

(5 Intheship’sstore, when ROM and Navy
Cash are integrated, "Enforce User Logon™ must be set to
"Force Operator Logon". ROM and Navy Cash operator
IDs must match for sales receiptsto be reported properly,
and the “ Force Operator Logon” setting prevents Navy
Cash salesin the ship’s store unless a successful operator
logon occurs.
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2.2.3 Error Messages

. Exit Admin Mode. To exit Admin Mode;

(1) Onthe Admin Menu screen, touch the
“Don€e’ button.

(2) IftheTermina ID is set, the device
returns to the current operational state, either Normal
Mode or Proxy Mode.

(3) If theTerminal ID isnot set, a“Terminal
ID Required” message is displayed, followed by the
Terminal 1D Entry screen.

(4) If aNavy Cardisinserted, a“Please
Remove Card” message is displayed.

The POS device uses acommon error screen to display messages with descriptions and
details of errorsthat may occur during POS operations.
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a  Error Initializing SAM

Error. May occur during POS initialization and shows
there was an error initializing the SAM because the SAM
was not present.

Corrective Action. Install SAM in POS device.

b. Error Authenticating Card

Error. May occur when authenticating a Navy Cash
card after it isinserted in POS. The card is blocked and
cannot be authenticated. While this error is displayed on
POS to the Navy Cash cardholder, additional error
information is also sent to the Navy Cash server.

Corrective Action. Have cardholder report to
Disbursing to correct problem with Navy Cash card.
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c. SD Card Errors

Error. POS deviceisinoperable if an SD card is not
present, if SD card message queues are full, or if the
internal message cues are full. If thereis not enough
memory to complete a sales transaction, a“Memory
Full...Sale Cancelled” error message displays. The POS
prompts the cardholder to “Please Remove Card” and
displays amemory full error.

Corrective Action. If an error showsthe SD card is
not present, then install an SD card. If the POS is offline
and the internal and/or SD card message queues are full,
plug POS into network connection point. POS will
automatically upload messages to the Navy Cash server.

d. SAM Errors

Error. The POS keeps track of consecutive SAM
errors and alows for five errors before halting normal
processing. If aNavy Cash card isinserted when this
condition occurs, the POS prompts the cardholder to
remove the card. The POS device displays an error
message until the error count is reset.

Corrective Action. Clean SAM or replace if
necessary. The error count is reset after a successful SAM
operation is completed or the POS is rebooted.

e. Bootup Errors

Error. If an error occurs when starting the POS Navy
Cash application after bootup, an error message is
displayed.

Corrective Action. SAM errors and SD card errors can
be corrected automatically by inserting agood SAM or
SD card. All other errors during startup require areboot
of the deviceto re-initialize al application components.
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224 POSAdministrative and Troubleshooting Tasks

a. Reboot POS Device. Rebooting the device should always be the first stepin
troubleshooting the POS. To reboot the POS device:

(1) Touch smal RESET button on the upper right-hand side of the POS with stylus.
(2) Rebooting re-initializes all POS operating system and Navy Cash components.

b. Hard-Reset POS Device. If the POS device becomes unstable or stops functioning
correctly and you have exhausted all other troubleshooting options, then you should perform a
hard-reset on the device. A hard-reset clears device memory and returns the operating system on
the devicetoits origina state. Review the POS Navy Cash application documentation prior to
performing a hard-reset. To hard-reset the POS device:

(1) Hold down small RESET button on the upper right-hand side of the POS.

(2) While holding down the RESET button, hold down the number ‘4’ key on the
numeric keypad.

(3) Releasethe RESET button while continuing to hold down the number ‘4’ key.
After afew seconds, a screen briefly appears that says “Memory Clear” and afew other status
messages as the hard-reset re-flashes the device.

(4) Releasethe number ‘4’ key. The device then continues to boot normally.
(5) Configurethe Time Zone.

(6) Either click “Recover Now” to perform application recovery immediately or let
applications recovery start on its own automatically in afew seconds.

(7) The POS Navy Cash application should start, and the device should be in its
original state. Refer to your POS Navy Cash application documentation if the Navy Cash
application is not running.

c. Instal SAM. To install or replace a SAM in the POS device:

(1) Useascrewdriver to open the battery cover on the back of the device, towards
the bottom, where it says, “OPEN".

(2) Remove the battery pack to gain access to the SAM slots.

(3) Instal or replace the SAM in the bottom-left corner SAM slot. Note: thisisthe
only slot that works.

(4) Replace the battery pack.
(5) Turn the battery locking screw to lock it in place.
d. Install SD Card. Toinstal or replace an SD card in the POS device:
(1) Look on the left side of the device, towards the middle, for aslot labeled “SD”.
(2) Pull back the rubber cover on the slot.
(3) If an SD cardis present, push in the SD card to unlock it and then pull it out.
(4) Insert the new SD card until it clicks.
(5) Carefully replace the rubber cover, to prevent unlocking the SD card.
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225 POSOperations
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a. Operator Logon. Y ou must log on to the POS
device before beginning any transactions. To log on:

(1) Ensure POSis connected to the network,
and start POS device.

(2) Enter Operator ID when prompted.
Operator IDs assigned at Disbursing. To be assigned
Operator ID, you must be a Navy Cash cardholder.

(3) If any digits are entered incorrectly,
touch “CLR” button to clear the Operator ID textbox, and
re-enter Operator ID.

(4) After four digits entered, Operator 1D
textbox turns green, and “ OK” button enabled.

(5) POS sends message to Navy Cash server
to log operator on. “Please Wait...Logging Operator On”
message is displayed.

(6) If the server denies the logon, POS
displays an error message for afew seconds before
returning to the Enter Operator ID screen.

(7) If Navy Cash server accepts Operator 1D,
then you are logged on, and the Norma Mode Welcome
Screen is displayed.
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b. Operator Logoff. Y ou may log off from the
POS device after successfully logging on and when the
device is not processing messages or transactions. To log
off of the POS device:

(1) Ensure POSis connected to the network.
(2) Touch the Logoff option on header bar.

(3) POSwill prompt you to confirm logoff
with “Are you sure you want to log off?" message.

(4) Touch*“Yes’ button to log off, or “No”
button to cancel.

(5) POS sends message to Navy Cash server
to log operator off. “Please Wait...Logging Operator Off”
message is displayed.

(6) If Navy Cash server accepts logoff, then
you are logged off, and Enter Operator ID screenis
displayed.

(7) If the server denies the logoff, POS
displays an error message for a few seconds, before
returning to the Normal Mode Welcome Screen.

c. Welcome Screen. In Normal Mode, the
Welcome Screen is displayed after an operator has
successfully logged on and when there are no pending
sales.

(1) TheNorma Mode Welcome Screen
displays the name of the operator currently logged on the
POS. The Operator ID is displayed if the operator’s name
is not available from the Navy Cash server.

(2) When the Welcome Screen is displayed,
you may insert a Navy Cash card or touch the “Begin
Sale” button to begin a transaction.

(3) If youinsert aNavy Cash card before a
sale, the you must perform a Single Purchase. If you
insert acard at the end of a sale, then Multiple Purchases
are allowed.
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2.2.6 Normal Mode— Purchases

Sales transactions may be composed of one or more items or purchases. The purchase
amounts are debited from a cardholder’s Navy Cash card. Each purchase within asaleis
composed of aMerchant and an Amount and optionally an Event.

a. Merchant Selection. The Merchant Selection
screen isthefirst in the sequence of three screensin the
process of entering apurchase during asale. To start a
sal es transaction:

(1) On Welcome Screen, touch “Begin Sale”

button.

(2) Merchant Selection screen is displayed.
Choose a merchant from the “ Select Merchant” pick list.
Entire name of each configured merchant isvisible on
pick list even if merchant’s nameiswider than pick list.

(3) Name at top of Merchant Selection
screen updates to that of chosen merchant. POS device
always maintains currently selected merchant. Y ou do not
have to repeatedly select the same merchant.

(4) Saestota displayed at bottom of screen.

(5) After merchant is selected, touch “Enter
Purchase” button to continue with the sale, or touch
“Cancel Sale’ button to return to Welcome Screen.
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b. Event Selection. The Event Selection screenis
the second in the sequence of three screens in the process
of entering a purchase during a sale. Events are merchant
saleitems, goods, or services. To select an event:

(1) A merchant is not required to have an
event selected in order to complete asale.

(2) If merchant conducts sale with no events
selected, Event Selection screen is not displayed during
the sale.

(3) There must be at least one event selected
for POS to display Event Selection screen during sale.

(4) Select Event pick list allows operator to
select an event. POS defaultsto “No Event” selection.
Select “No Event” if you do not want to specify an event.

(5) Choose an event from the “ Select Event”
pick list.

(6) Currently selected event name and
expiration date are displayed below merchant name on
Event Selection screen and are updated as you select
eventsin the “ Select Event” pick list.

(7) If selected event has expired, event name
and expiration date are displayed in red. Enter Amount
button is disabled if selected event has expired.

(80 Choose another event from “ Select
Event” pick list, or touch “Cancel” button to return to
Merchant Selection screen.

(9) If selected event has not expired,
currently selected event name and expiration date are
displayed below merchant name and are updated as you
select eventsin the “ Select Event” pick list.

(10) Thesalestotal isdisplayed at the bottom
of the screen.

(11) Oncedesired event is selected and
displayed, touch “Enter Amount” button. Amount Entry
screen is displayed alowing you to enter an amount for
the purchase.
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c. Amount Entry. The Amount Entry screenis
the third and last in the sequence of three screensin the
process of entering a purchase during asale. To enter an
amount:

(1) Youmay either select a predefined
amount from apick list or enter a specific amount.

(2) If you select from the pick list of
predefined amounts, then the amount textbox is
automatically populated with the selected amount.

(3) If you choose to enter a specific
amount, use the POS numeric keypad, or touch
the “keypad” button to enter the amount using the
touch-screen keypad.

(4) Touchthe“Cancel” button to return to
the amount entry screen without entering an amount.

(5) If you enter an incorrect amount, touch
the “CLR” button to clear the amount entry text.

(6) If you use the touch-screen keypad,
touch the “OK” button to apply the specific amount
entered, and return to the Amount Entry screen.

(7)  Onthe Amount Entry screen, touch the
“Complete” button to add the purchase to the total sale
and return to the Merchant Selection screen.

(8) For multiple purchases, select additional
merchants and events, and enter additional amounts.

NC SOP Ver 1.14 Chpt 2 POS CAD Kiosk.docx 2-27 24-Aug-11



NC SOP Ver 1.14 Chpt 2 POS CAD Kiosk.docx

d. SaleReview. Once all merchants and events
have been selected, and amounts entered, you may review
thesale Toreview the sale:

(1) Touch “Review Sale’ button on
Merchant Selection screen.

(2) Summary of all purchases entered during
current sale is displayed, including Merchant Name,
Event Name (if any), and Amount.

e Entriesin list are grouped according to Merchant
/Event combination.

e Each lineitem could consist of multiple
purchases for given Merchant/Event
combination.

(3) Touch*“Done” button to return to
Merchant Selection screen.

e. Sae Confirmation. To complete asale, the
customer (cardholder) must insert his/her Navy Cash
card.

(1) Insert Navy Cash cardin card slotin
POS. “Please Wait...Accessing Card” messageis
displayed while POS authenticates the card.

(2) POS verifiescard isnot on hotlist—alist
of negative cards maintained on Navy Cash server and
downloaded to each POS that denies cards that are to be
removed from operation/circulation.

(3) If cardison hatlist, “Card Blocked.
Please Remove Card.” message is displayed on POS.

(4) If cardisnot on hotlist, sale can be
completed.
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(5 If card valid, POS prompts cardholder to
enter his/her PIN. Cardholder enters PIN.

(6) If PIN entered incorrectly, touch “CLR”
button to clear PIN entry textbox, and re-enter PIN.

(7) If thereareno PIN digits entered and
cardholder touches “CLR” button, PIN-entry is canceled
and “Please Remove Card” message is displayed.

(80 OncePIN isentered, touch “OK” button.
POS verifiesthat PIN entered matches PIN on card. If the
PINs do not match, then an “Invalid PIN” message is
displayed followed by a*“Re-Enter PIN” message. The
customer may re-enter their PIN up to the retry limit
enforced by the card.

(99 POS verifiestotal sale amount does not
exceed card balance. If it does, “Card Balance Exceeded
by $X.XX...Sale Cancelled” error screen is displayed, and
saleiscanceled.

(10) After Navy Cash card authenticated, Sale
Confirmation screen displays total amount of sale and list
of all purchases entered during the current sale, including
merchant name, event name (if any), and amount.

(11) Cardholder touches “OK” button to
confirm and complete the sale.

(12) If thereisnot enough memory to
complete the sales transaction, current sale is canceled
and “Memory Full...Sale Cancelled” error message is
displayed for afew seconds. POS prompts cardholder to
“Please Remove Card” and then displays a memory full
error screen. If POSis offline and internal and/or SD
card message queues are full, plug POSinto network
connection point. POSwill automatically upload
messages to Navy Cash server.

(13) If thereis enough memory to complete
the sale, POS displays “ Please Wait...Completing Sale’
while processing the transactions.
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f. SaleResults. Sale Results screenis displayed
after al salestransactions are processed. Screen shows
processing status of each transaction and how many were
Approved or Denied.

(1) Numbersof Approved and Denied
transactions are displayed at the top under Sale Results,
and detailed results for each transaction are displayed
under Details.

(@) Itispossiblefor transactionsto fail if
Navy Cash card has enough funds to complete some, but
not all of the transactions.

(b) Transactions may also fail because of
errors writing to the Navy Cash card.

(2) Detailed results show which transactions
were Approved and which transactions were Denied.
Approved transactions are marked with “Success’ and
Denied transactions are marked with an error message,
such as“Card Error”.

(3) If aprinter is attached to the POS, the
Print Receipt button will be enabled.

(4) If enabled, touch “Print Receipt” button
to print sales receipt.

(5) After reviewing Sale Results and/or
printing areceipt, touch “Done” button to return to
Normal Mode Welcome screen.

0. Single Purchase Sale. The single purchase sale
isaspecia casethat allows cardholder to purchase only
one item. To start asingle purchase sale:

(1) Havethe customer insert their Navy
Cash card without touching the “Begin Sale”’ button.
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(2) POSdisplays“Please Wait...Accessing
Card” message while authenticating card and verifying it
isnot on hotlist. If card is on hotlist, a“Card Blocked
Please Remove Card” message is displayed.

(3) When prompted, cardholder enters PIN.

If PIN entered incorrectly, touch “CLR” button to clear
PIN entry textbox, and re-enter PIN.

(4) If thereareno PIN digits entered and
cardholder touches “CLR” button, PIN-entry is canceled
and “Please Remove Card” message is displayed.

(5) OncePIN entered, touch “OK” button.
Card balance displays on Normal Mode Welcome screen.

(6) Touch “Begin Sa€’ button.

(7) Select merchant from list of configured
merchants on POS, and touch “Enter Purchase” button.

(8) Select event from Event Selection screen
(if applicable).

(9) Enter amount on Amount Entry screen.

(10) POS device verifies total sale amount
does not exceed card balance. If total sale amount exceeds
card balance, error screen displayed and sale canceled.

(11) POS displays Sale Confirmation screen.
Cardholder touches “OK” button to complete the sale.

(12) If thereis not enough memory to
complete transaction, current sale is canceled and
“Memory Full...Sale Cancelled” error messageis
displayed for afew seconds. POS prompts cardholder to
“Please Remove Card” and then displays a memory full
error screen.

(13) If thereis enough memory to complete
the sale, POS displays “ Please Wait...Completing Sale’
while processing the transaction.

(14) POS displaysthe Sale Results screen. To
print receipt for the transaction (if a printer is attached to
the device), touch “Print Receipt” button.

(15) When finished reviewing Sale Results,
touch “Done’ button to return to Normal Mode Welcome
screen.
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227 Proxy Mode

In order to communicate with the Navy Cash Disbursing Application, or with the Retail
Operations Management (ROM) application in the Ship’s Store/ Sales Office, the POS device
must be connected to a workstation/laptop viaa USB connection and must be set up in the Proxy
Mode operational state (see paragraph 2.2.2.k above). The Navy Cash Proxy application installed
on the workstations/laptops handles communications between the POS and the ROM or
Disbursing Application and between the POS and the Navy Cash server.

a. Proxy Mode Welcome Screen. The Proxy
Mode Welcome Screen is displayed when the POS is
started or running idle, i.e., when no card is inserted, and
no transactions are pending.

(1) If the POSis operating offline, the Proxy
Mode Welcome Screen is displayed with an “ Offling”
message.
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(2) The POS device cannot operate in Proxy
Modeif an SD Card is not present or if either the internal
message queue or SD card message cueisfull. An
“Internal Memory Full” or SD Card Memory Full” error
message will display in red. Notify the Disbursing Officer
of any error messages displayed in red.

b. Card Entry. A cardholder may insert his/her
Navy Cash card when the POS isidle or when the POS
displays a message requiring card insertion.

(1) Ifthe POSisidle a“Waiting for
Command” message is displayed. No card validation is
done until acommand is received from the ROM
Application or Navy Cash Disbursing Application.

(2) If nocardisinserted and the ROM or
Disbursing Application sends a command that requires
the card to be inserted, a“ Please Insert Navy Cash Card,”

message is displayed.
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(3 When cardholder inserts Navy Cash
card, “Please Wait...Accessing Card” message displayed.

(4) POSverifiescard isnot on hotlist. If card
ison hotlist, POS displays “ Card Blocked. Please Remove
Card.” message.

(5) If card not on hotlist, cardholder
prompted to enter his/her PIN.

(6) If PIN isentered incorrectly, touch
“CLR” button to clear PIN entry textbox.

(7) If thereareno PIN digits entered and
cardholder touches “CLR” button, PIN-entry is canceled
and “Please Remove Card” message is displayed.

(80 OncePIN isentered correctly and
verified, POS displays card’ s chip balance.

2.2.8 Proxy Mode-Disbursing Application Interaction

In order to communicate with the Navy Cash Disbursing Application, the POS device must
be connected to aworkstation/laptop viaa USB connection and must be set up in the Proxy
Mode operational state. The Navy Cash Proxy application installed on the workstations/ | aptops
handles communications between the POS and the Disbursing Application and between the POS
and the Navy Cash server. The POS and Disbursing Application provide for the transfer of funds
to and from the card and for various card maintenance functions, such as changing or unblocking
acardholder’s PIN. The POS device must be online to send and receive all message requests to
and from the Disbursing Application.

In the ship’s store, when ROM and Navy Cash are integrated, "Enforce User Logon" must be
set to "Force Operator Logon™". ROM and Navy Cash operator |Ds must match for sales receipts
to be reported properly, and the * Force Operator Logon” setting prevents Navy Cash salesin
the ship’s store unless a successful operator logon occurs (see paragraph 2.2.2.k above).

NC SOP Ver 1.14 Chpt 2 POS CAD Kiosk.docx 2-34 24-Aug-11



c. Get Chip Information. The Disbursing
Application has a*“Get Chip Info” button that is used
throughout the application to request the card ID and chip
balance. Chip information may be obtained when the POS
isin the Proxy Mode operational state, not processing
messages, and online. To get chip information:

(1) Touch “Get Chip Info” button on
Disbursing Application (see Chapter 8 of SOP for
additional information).

(2) Disbursing Application sends message to
POS. If no card isinserted, “Please Insert Navy Cash
Card” message is displayed to prompt cardholder.

(3 If card not already inserted, cardholder
inserts his/her card.

(4) POSdisplays“Please Wait...Accessing
Card” while it authenticates the card.

(5) POSverifiescard isnot on hotlist. If card
ison hotlist, then POS “burns’ the chip, sends an error
message to the Navy Cash server, and displays “ Card
Blocked. Please Remove Card.” message.

(6) If cardisnot on hotlist, POS reads card
ID and chip balance from card and sends message back to
Disbursing application with card ID and chip balance.

(7) POSdisplays “Waiting for Command”
message and continues to wait for commands from
Disbursing Application.

(8) If errors occur when accessing the card,
POS sends failure response message back to Disbursing
Application, and the card must be removed. POS returns
to Proxy Mode Welcome Screen after card is removed.

d. Funds Transfer to Chip. The POS supports
funds transfer requests from the Disbursing Application
that credit an amount to the chip on the Navy Cash card.
To complete afunds transfer credit transaction:

(1) Enter theamount of the transfer in the
Disbursing Application and initiate the funds transfer (see
Chapter 8 of SOP for additional information).
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(2) Disbursing Application sends funds
transfer message to POS.

(3) If nocard inserted, “Please Insert Navy
Cash Card” message displayed to prompt cardhol der.

(4) Cardholder inserts Navy Cash card.

(5) POSdisplays“Please Wait...Accessing
Card” while it authenticates card.

(6) POSverifiescardisnot on hotlist. If card
ison hotlist, then POS “burns’ the chip, cancels the
transaction, and displays “ Card Blocked. Please Remove
Card.” message.

(7) If cardisnot on hotlist, POS prompts
cardholder to enter his/her PIN.

(8) Cardholder enters PIN and touches “OK”
button. “Please Wait...Verifying PIN” message displays.

(99 POS verifies PIN entered matches PIN
on card. If PINs don’t match, “Invalid PIN” message
displayed, followed by “Re-Enter PIN” message.
Cardholder may re-enter PIN up to the retry limit
enforced by card.

(20) Confirm Credit screen is displayed.
Touch “OK” button to confirm transaction, or touch
“Cancel” button to cancel transaction.

(11) If credit amount is confirmed, “Please
Wait...Querying Network” message is displayed.

(12) Navy Cash server will approve the
transaction, unless the amount is over soft limit on chip,
in which case Navy Cash server will deny the transaction.
If transaction is denied, then it is canceled, and POS sends
failure message to Disbursing Application.

(13) If transaction approved by Navy Cash
server, POS credits the amount to the card.
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(14) If transaction was successful, “ Success”
message is displayed for afew seconds. If transaction
failed, a descriptive error message followed by an error
codeis displayed for afew seconds.

(15) If Navy Cash card still inserted, POS
displays “Waiting for Command” message followed by
chip balance on card and continues to wait for commands
from Disbursing Application. If card is not inserted, POS
returns to Proxy Mode Welcome Screen.

e. Funds Transfer from Chip. The POS supports
funds transfer requests from the Disbursing Application
that debit an amount from the chip on the Navy Cash
card, e.g., in exchange for cash. To complete afunds
transfer debit transaction:

(1) Enter the amount of the transfer in the
Disbursing Application and initiate the funds transfer (see
Chapter 8 of SOP for additional information).

(2) Disbursing Application sends funds
transfer message to POS.

(3) If nocard inserted, “Please Insert Navy
Cash Card” message displayed to prompt cardhol der.

(4) Cardholder inserts Navy Cash card.

(5) POSdisplays“Please Wait...Accessing
Card” message while it authenticates card.

(6) POSverifiescardisnot on hotlist. If card
ison hotlist, then POS “burns’ the chip, cancels the
transaction, and displays “ Card Blocked. Please Remove
Card.” message.

(7) If cardisnot on hotlist, POS prompts
cardholder to enter his/her PIN.

(8) Cardholder enters PIN and touches “OK”
button. “Please Wait...Verifying PIN” message displays.

(99 POSverifies PIN entered matches PIN
on card. If PINs don’t match, “Invalid PIN” message
displayed, followed by a“Re-Enter PIN” message.
Cardholder may re-enter PIN up to the retry limit
enforced by card.
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(20) Confirm Debit screen is displayed.
Touch the “OK” button to confirm transaction, or touch
“Cancel” button to cancel transaction.

(11) If debit amount is confirmed, “Please
Wait...Updating Card” message is displayed.
(12) POS debits the amount from the card. If

any errors occur debiting the amount from the card, the
transaction is canceled.

(13) POS generates an EFT message to be
sent to the Navy Cash server for the transaction amount.

(14) POS device sends response message
back to Disbursing Application with a success code.

(15) If funds transfer was from chip to
Merchant, “Print receipt?’ messagewitha“Yes” and
“No” button isdisplayed (if aprinter is attached to the
POS). Cardholder has five seconds to touch “Yes’ or
“No” button before screen disappears.

(16) If cardholder touches“Yes’ button to
print areceipt, POS prints receipt and returnsto idle.

(17) If cardholder touches“No” button, POS
returnstoidle.

(18) If transaction succeeded, “ Success’
message is displayed for afew seconds. If transaction
failed, an error message followed by an error codeis
displayed for a few seconds.

(19) If Navy Cash card still inserted, POS
displays “Waiting for Command” message followed by
chip balance on card and continues to wait for commands
from Disbursing Application. If card is not inserted, POS
returns to Proxy Mode Welcome Screen.

f. Change/Unblock PIN. The POS supports PIN
reset and change requests from the Disbursing
Application. To change or unblock a PIN:

(1) Initiatethe PIN reset or change process
in the Disbursing Application (see Chapter 8 of SOP for
additional information).

(2) Cardholder inserts Navy Cash card.
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(3) “Please Wait...Accessing Card” message
displayed while POS authenticates the card.

(4) POSverifiescardisnot on hotlist. If card
ison hotlist, then POS “burns’ the chip, cancels the
transaction, and displays “ Card Blocked. Please Remove
Card.” message.

(5) If cardisnot on hotlist, Enter PIN screen
is displayed prompting cardholder to enter his/her PIN.

(6) If any digits entered incorrectly, touch
“CLR” button to clear PIN textbox, and re-enter PIN.

(7) After four digits entered, PIN textbox
turns green, and “OK” button enabled. Touch “OK”
button. “Please Wait...Verifying PIN” message displays.

(8 POS verifies PIN entered matches PIN
on card. If PINs don’t match, “Invalid PIN” message
displayed, followed by a“Re-Enter PIN” message.
Cardholder may re-enter PIN up to the retry limit
enforced by card.

(9) If PINs match, Enter New PIN screenis
displayed prompting cardholder to enter his/her new PIN.
New PIN must contain four digits.

(20) If any digits entered incorrectly, touch
“CLR” button to clear PIN textbox, and re-enter PIN.
(11) After four digits entered, PIN textbox

turns green, and “OK” button enabled. Touch “OK”
button.

(12) Re-Enter PIN screenisdisplayed
prompting cardholder to re-enter and confirm new PIN.

(13) POS verifies both PIN entries match. If
they don’t match, “PIN Mismatch...Try Again” message
isdisplayed. The customer must again enter and confirm
new PIN.
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(14) If PINs match, POS displays “Please
Wait...Changing PIN” message.

(15) POS sends message to Navy Cash server
requesting unblock PIN for PIN change. Server sends
response back to POS with unblock PIN. If transaction is
denied by Navy Cash server, then transaction is canceled.

(16) POS uses unblock PIN from server to
unblock the card and sets the new PIN on the card.

(17) If transaction successful, “ Success...PIN
Changed” message is displayed for afew seconds.

(18) If Navy Cash card still inserted, POS
displays “Waiting for Command” message followed by
chip balance on card and continues to wait for commands
from Disbursing Application. If card is not inserted, POS
returns to Proxy Mode Welcome Screen.

229 Proxy Mode-ROM Application I nteraction

In order to communicate with the Retail Operations Management (ROM) application in the
Ship’s Store/ Sales Office, the POS device must be connected to aworkstation viaa USB
connection and must be set up in the Proxy Mode operational state (see paragraph 2.2.2.k above).
The Navy Cash Proxy application installed on the workstation handles communications between
the POS and the ROM Application and between the POS and the Navy Cash server.

In the ship’s store, when ROM and Navy Cash are integrated, "Enforce User Logon™ must be
set to "Force Operator Logon". ROM and Navy Cash operator |Ds must match for sales receipts
to be reported properly, and the “Enforce User Logon” setting prevents Navy Cash salesin the
ship’s store unless a successful operator logon occurs (see paragraph 2.2.2.k above).
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a. Operator Logon. An operator may log on to
the POS device from the ROM application. The Navy
Cash server must approve the logon. The POS must bein
the Proxy Mode operational state, have no pending
transactions, and online. Consult ROM application
documentation for information about ROM operations. To
logon to the POS from the ROM application:

(1) From ROM application, initiate logon.
(20 ROM application sends message to POS.

(3) If Enforce User Logon setting is set to
Force Operator Logon, then the POS verifies that an
operator is not aready logged on to the POS.

(4) If an operator isaready logged on to the
POS, the POS sends a failure message back to the ROM
application, and the operator is not logged on to the POS.
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(5) If an operator is not already logged on to
the POS, the POS displays a “ Please Wait...Logging
Operator On” message.

(6) POS sends message to Navy Cash server
to log on the operator.

(7) POS sends a success/failure message
back to the ROM application.

(8) If successful, a“Success...” messageis
displayed for a few seconds, the operator islogged on,
and the POS returns to the screen displayed before the
logon request.

(9) If unsuccessful, an error message is
displayed for a few seconds, the operator is not logged on,
and the POS returns to the screen displayed before the
logon request.

b. Operator Logoff. An operator may log off the
POS device from the ROM application. The Navy Cash
server must approve the logoff. The POS must be in the
Proxy Mode operationa state, have no pending
transactions, and online. Consult ROM application
documentation for information about ROM operations. To
logoff the ROM ES application using the POS device:

(1) From ROM application, initiate log off.
(2) ROM application sends message to POS.

(3) If Enforce User Logon setting is set to
Force Operator Logon and an operator is already logged
on, then the POS verifies that the Operator IDs match.

(4) If the Operator IDs do not match, the
POS sends a failure message back to the ROM
application, and the operator is not logged off of the POS.

(5) If the operator IDs match, POS displays
a“Please Wait...Logging Operator Off” message.

(6) POS sends message to Navy Cash server
to log off the operator.

(7) POS sends a success/failure message
back to the ROM application.
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(8 If logoff is successful, a“Success...”
message is displayed for afew seconds, the operator is
logged off, and the application returns to the screen
displayed before the logoff request.

(9) If logoff is unsuccessful, an error
message is displayed for afew seconds, the operator is
not logged off, and the application returns to the screen
displayed before the logoff request.

c. Purchase Transactions. Amounts may be
deducted from the Navy Cash card using the POS in
conjunction with the ROM application. The POS must be
in the Proxy Mode operationa state and not processing
any messages or transactions. These chip debit purchase
transactions may occur either online or offline. Consult
ROM application documentation for information about
ROM operations. To perform a chip debit transaction:

(1) The purchase amount is entered by the
ROM application.

(2) The ROM application sends a purchase
message to the POS to initiate the funds transfer.

(3) If thereisno Navy Cash card inserted,

POS displays “ Please Insert Navy Cash Card” message to
prompt cardhol der.

(4) Cardholder inserts Navy Cash card.

(5) POSdisplays“Please Wait...Accessing
Card” message while it authenticates card.

(6) POS verifiescardisnot on hotlist. If card
ison hotlist, then POS “burns’ the chip, cancels the
transaction, and displays “ Card Blocked. Please Remove
Card.” message.

(7) If cardisnot on hotlist, POS prompts
cardholder to enter his/her PIN.

(8) Cardholder enters PIN. If PIN entered
incorrectly, touch “CLR” button to clear PIN entry
textbox, and re-enter PIN.

(9) If thereareno PIN digits entered and

cardholder touches “CLR” button, PIN-entry is canceled
and “Please Remove Card” message is displayed.
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(10) OncePIN entered, touch “OK” button.
POS verifies PIN entered matches PIN on card.

(11) If PINsdon’'t match, “Invalid PIN”
message displayed, followed by a“Re-Enter PIN”
message. Cardholder may re-enter PIN up to the retry
limit enforced by card.

(12) POS displays Confirm Withdraw screen.
Cardholder touches “OK” button to confirm purchase
transaction (withdraw) amount or “Cancel” button to
cancel purchase transaction.

(13) If cardholder touches “Cancel” button,
transaction is canceled, and POS sends failure message
back to ROM application.

(14) If cardholder touches“OK” button, POS
displays “Please Wait...Updating Card” message.

(15) The POS debits the amount from the
cardholder’s Navy Cash card and generates an EFT
message to be sent to the Navy Cash server for the
transaction amount.

(16) If transaction succeeded, “ Success
...Purchase Succeeded” messageis displayed for afew
seconds. If the transaction failed, then an error message
followed by an error codeis displayed for afew seconds.

(17) If Navy Cash card still inserted, POS
displays a“Waiting for Command” message followed by
chip balance and continues to wait for commands from
ROM application. If card is not inserted, POS returns to
Proxy Mode Welcome Screen.
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2.3  Navy Cash Card Accepting Device (CAD)
231 Genera

a. The CAD isinstaled in vending machines and can read the chip on the Navy Cash
card and interact with the Navy Cash server. The CAD allows cardholders to purchase items
from the vending machines and records the sales transactions in the Navy Cash system. Because
the transactions in vending machines are small in value, CADs don’t support entry of Personal
Identification Numbers (PINS).

b. Interfaces

(1) Ship’'slLocal AreaNetwork (LAN). The CAD connectsto the Navy Cash server
through the ship’s LAN (Ethernet), e.g., the Integrated Shipboard Network System (ISNS). The
CAD requires anetwork connection to the Navy Cash server to initially log in to the Navy Cash
server and to send messages after any transactions. The CAD can support transactions when it is
off line. Transaction messages are saved if the CAD is off line. Once the CAD isback on line,
the stored messages are sent to the Navy Cash server.

(2) Navy Cash Card. The chip on the Navy Cash card provides a means of user
authentication and a Secure Authenticated Counter (SAC), or electronic purse, to and from
which funds can be transferred. The CAD recognizes two types of cards, cardholder cards and
vending merchant cards. Cardholder cards are synonymous with Navy Cash cards. Vending
merchant cards are used to activate the End-Of-Month (EOM) message at the CADs. Each CAD
can be associated with only one vending merchant. Vending merchant cards are used only for
EOM reporting and must never be funded or used to purchase products.

(3) Secure Access Module (SAM). The CAD uses a SAM (chip) to interact with the
chip on the Navy Cash card.

(4) SecureDigital (SD) Card. The SD card provides a means of storing transactions
when the CAD is off line. Once the CAD is back on line, the stored transaction messages are sent
to the Navy Cash server automatically. The transactions stored on the SD card can be uploaded
to the Navy Cash server “manually” in the event the CAD itself fails.

(5) Multi-Drop Bus (MDB). The MDB standard enables communications between a
CAD and avending machine. The MDB interface also supplies power to the CAD.

2.3.2 Messages.

The CAD displays startup, error, transaction, card, and admin messages to indicate its current
state of operation.

a. Startup Messages. Prior to initially starting a CAD, an IP address must be set up in
the Navy Cash server, and the CAD must be assigned in the Disbursing Application (see
paragraph 8.4.25.a).
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(1) When starting up, a message is displayed
to indicate the CAD isinitiaizing.

(2) Afterinitidization is complete, the CAD
should receive a PING message from the Navy Cash
server. Upon receipt of the PING, the CAD displays a
message to indicate it istrying to log on to the Navy Cash
server.

(3 If aPING isnot received, the CAD
displays amessage to indicate it is unable to log on to the
Navy Cash server. To correct the problem,

(@) Open the vending machine to access
the CAD. Make sure al cables are plugged in, and
troubleshoot network connections.

(b) Ensure CAD has an IP address set up
in the Navy Cash server.

(c) Ensure CAD has been assigned in the
Disbursing Application (paragraph 8.4.25.a).

(d) Restart CAD, and close vending
machine.

b. Error Messages. The CAD will display error messages when the SD card is not
present, the CAD is disabled, the vending machineis out of stock, or there is a system error.
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(1) An*“Out of Service—SD” messageis
displayed if thereisno SD card in the CAD. An SD card
must be inserted to continue CAD operations.

(&) Open the vending machine to access
the CAD. The SD card slot islocated on the back of the
CAD.

(b) Insert an SD card. SD High-Capacity
(SDHC) cards are not compatible with the CAD. SD cards
should be 1 GB or greater and have a standard size form
factor. A standard size adapter isrequired if SD-Mini or
SD-Micro cards are used.

(c) Restart CAD; close vending machine.

(2) A “CAD Disabled” message is displayed
if there is no communications between the CAD and the
MDB interface.
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(3 An“Out of Stock” message is displayed
if the vending machineis out of stock or the CAD is
unable to vend due to an MDB system failure.

(a) To correct an MDB problem, open the
vending machine to access the CAD.

(b) Make sure the power is connected and
restart the CAD.

(c) Contact the vending machine vendor if
the problem persists.

(4) A “System Error” message with afour-
digit hexadecimal number is displayed if thereisan
interna error.

() Restart the CAD and the vending
machine.

(b) If the problem persists, contact the
CSU at 1-866-6NAVY CASH / 1-866-662-8922,
navycashcenter @ezpaymt.com, navycashcenter.com, or
Fax 1-813-432-4581.

c. Transaction Messages

A transaction message is displayed at the end of a
transaction. For successful transactions, first the amount
paid and then the new card balance are displayed on the
screen.
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d. Card Messages.

A “Please Remove Card” message is displayed if, at
any point during the transaction, the CAD determines the
card should be removed.

e. Admin Messages. If the SAM isnot inthe CAD, the CAD will not work, and an
“Out of Order — S1” message is displayed on the screen. To insert the SAM into the CAD:

(1) Open the vending machine.
(2) Insert the new SAM in the slot in the center of the CAD.
(3 Restart the CAD, and close the vending machine.

2.3.3 Administrative Functions

The CAD administrative functions provide tools that can be helpful in managing the
operation of the CADs and in diagnosing and solving any problems with the CADs.

a. Diagnostic Information. The diagnostic screens display analytic information about the
CAD. CAD diagnostics are categorized into five groups and arestart function. The “Restart”
function displays no diagnostic information; it simply restarts the CAD application.

General Network Queue

o Current datetime (GMT) e Termina 1D number o Tota number of itemsin queue
o CAD application version o Network connectivity status o Number of transactionsin queue
e Operating system information (online/ offline) o Number of errorsin queue

e Application updated dateltime ~ ® Server log-on status (logged on/ ¢ Number of reversasin queue

e SAM status (present/not present) not logged on) o Number of card burn messagesin
o Main battery status (%remaining)  ® Device |P address queue

o Backup battery status (%remaining) ® POt * Message queue capacity

e Database version Hotlist remaining (percentage)

o Hotlist size (number of entries)  Backup
o Date/timeof last hotlist update o Totd
(GMT mm/dd/yyyy hh:mm) o Number of transactions
o Number of errors
e Number of reversals
e Number of card burn

o Capacity remaining (percentage)

o Backup database verson

b. Accessing Diagnostic Information. Navigation of the CAD “Diagnostic Menu” is
depicted in the graphic below. Diagnostic information is accessed via the “hidden” front panel
buttons on the CAD.
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(1) The buttons are located below the screen
and above the card reader, as shown in the picture of the
CAD to the left. There are three buttons, one on the left,
one in the center, and one on the right. The buttons are
also shown in the graphic on the diagnostic menu below,
labeled “DONE” on the left, “SELECT” in the middle,
and “NEXT” on theright.
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(2) Thediagnostic menu can be accessed
when the CAD isin anidle state with no card inserted and
the “Welcome Screen” is displayed. To accessthe
diagnostic menu, press and hold the center (SELECT)
button for three seconds.

(3) The CAD will display the*CAD
Diagnostics” screen. Pressthe left (DONE) button to
“Exit” and return to the “Welcome Screen”. Press the
center (SELECT) button to “ Start” the diagnostic menu
and continue to the next screen.
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(4) The CAD will then display the first
diagnostic group name, i.e., “General”. Press the right
(NEXT) button until the desired diagnostic group is
displayed (see the CAD “Diagnostic Menu” in the graphic
above for the diagnostic group names).

(5 To select the desired diagnostic group,
press the center (SELECT) button.

(6) The CAD will then display thefirst item
in thelist of the selected group’s diagnostic information.
Presstheright (NEXT) button to view each diagnostic
item in the group.

(7) After completing the review of desired
diagnostic itemsin the group, press the left (DONE)
button to return to the diagnostic group selection screen.

c. Port and IP Address Settings. A CAD’s port and IP address settings can be edited

from the diagnostics screens. To edit the address settings:

(1) Navigate through the diagnostic group selection screens to the “ Network”
group. Press the center (SELECT) button to select the Network group.

(2) Presstheright (NEXT) button several time until the“IP Address’ diagnostic

screen is displayed.

(3) Pressand hold the center (SELECT) button for three to four seconds until the
“Addressing Mode” screen is displayed.
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(4) The addressing mode screen displays the
current “Mode”, as well as options to “Exit” and to edit
“DHCP’ and “ Static” IP.

(5) If you choose not to edit the address
settings, press the left (DONE) button to “Exit” the
addressing mode screen and return to the “ Network”
group screen.

(6) Edit Port Number. To edit the port
number, press the center (SELECT) button to select
“DHCP".

() The*“Port Selection” screen displays
the current “Port”. If you choose not to change the port
number, press the left (DONE) button to “Exit” and return
to the addressing mode screen. Press the center
(SELECT) button to “Change” the port number.
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(b) A cursor will appear positioned at the
most significant digit of the port number.

(c) Presstheright (NEXT) button to
increment the current digit.

(d) Pressthe center (SELECT) button to
move the cursor to the next digit.

(e) When the change to the port number is
completed, press the left (DONE) button to return to the
addressing mode screen.

(7) Edit IP Address. To edit the IP address,
press the right (NEXT) button on the addressing mode
screen to select “Static”.

(&) Thecurrent IP address is displayed,
with the cursor positioned at the most significant digit of
the third octet.

(b) Presstheright (NEXT) button to
increment the current digit.

(c) Pressthe center (SELECT) button to
move the cursor to successive digits and to the next octet.

(d) Presstheright (NEXT) button to
increment successive digits.

(e) To position the cursor at the most
significant digit of thefirst (left-most) octet to edit the
entire |P address, enter “999.999” in the third and fourth
octets.

(f) Presstheright (NEXT) button to
increment the current digit.

(9) Pressthe center (SELECT) button to
move the cursor to successive digits and to the next octet.

(h) When finished editing the IP address,
press the left (DONE) button. The CAD will return to the
“Port Selection Screen”.

(i) Oncethe port and/or IP address have
been edited, press the center (SELECT) button to select
“Change” and save the changes.
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() A “Commit Change’ Screenis
displayed. Press the left (DONE) button to discard the
changes, or pressthe center (SELECT) button to apply the
network settings changes.

(80 The“IP Address’ diagnostic screenis
displayed.

d. Termina ID. The“Termina ID” for the CAD is set automatically using the Media
Access Control (MAC) address assigned to the CAD’ s Network Interface Card (NIC). Since the
CAD has no user interface that allows for the entry of atermina 1D, the NIC card’'sMAC
address is obtained when the CAD application starts up. The MAC address is then loaded into
memory, right-padded with zeroes to form a 16-digit terminal 1D number, and used any time the
Terminal 1D isrequired.

e. Merchant ID. The “Merchant ID” for the CAD is set by the Navy Cash server using
the Disbursing Application. The CAD receivesits merchant 1D with the hotlist message that is
sent from the Navy Cash server.

234 CAD Operations
a  End-Of-Month (EOM) Reporting

EOM reporting isinitiated at each CAD using the vending merchant cards (for detailed EOM
procedures see paragraphs 8.4.20.b, 8.4.25.b, Appendix A, and Appendix R). Each CAD can be
associated with only one merchant. The CAD must be on line to perform EOM reporting. To
activate the EOM messages at the CAD:

(1) Insert the vending merchant card
associated with the appropriate merchant into the card
reader on the CAD.

(2) A “Processing Please Wait” messageis
displayed. During processing, the merchant card is
authenticated, and the CAD verifies the card is not on the
hotlist.

(3) If the merchant card isvalid for the
CAD, but EOM has never been performed, an “EOM Not
Done Yet” messageis displayed. If EOM has previously
been performed, the CAD displays the last EOM date and
time in mm/dd/yy and hhmmss format and the CAD
termina ID.
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(4) Presstheright (NEXT) button on the
hidden front panel of the CAD to activate EOM. The
“EOM Activation Notification” message is displayed, and
the CAD begins sending EOM messages to the Navy
Cash server.

(5) Oncethe EOM messages have been sent
to the Navy Cash server, the CAD displays the new EOM
date and time. Remove the merchant card from the card
reader. The “Welcome Screen” will display on the CAD.

b. Message Queue

(1) The CAD generates and sends messages to the Navy Cash server advising of
actions performed, including Electronic Funds Transfer (EFT) debit transactions, card errors, and
card burns. These messages are dways stored on the CAD’ sinterna database and on the SD
card’ s database. Storing the messages in both databases ensures no transactions are lost. If the
CAD ison line, the messages are immediately sent to the Navy Cash server. If the CAD is off
line, the messages remain in queues in both the internal and SD card databases until the CAD
comes on line again. Once the CAD ison line again, the messages are sent to the Navy Cash
server. The messages are removed from the queues in both the internal and SD card databases
once a satisfactory response is received from the Navy Cash server. The CAD will not work if an
SD card isnot in the CAD.

(2) All EFT messages have a globally unique ID. Anytime a message is stored in
the queue on the CAD, the message is also stored in the queue on the SD card. While on line
with the Navy Cash server, the CAD processes the internal queue first. When the message has
been successfully sent to the server, the device uses the unique ID to search for the same
message in the SD card queue, and deletes it if found. After processing the internal queue, the
device processes the messages in the SD card queue. Thisis necessary because the SD card may
have come from another CAD that failed and may contain transactions that need to be uploaded
to the server.

c. Transaction Recovery

(1) Eachtransaction is stored in a backup queue on the SD card until all
transactions are uploaded successfully to the Navy Cash server. Then, each transaction is
removed from the backup queue on the SD card. If a CAD is off line, an upload will occur when
the CAD is brought back on line.

(2) Should a CAD fail, the transactions in the backup queue on the SD card can be
recovered. To recover transactions, remove the SD card from the failed CAD, and placeitina
functioning CAD. The transactions are automatically uploaded from the SD card to the Navy
Cash server once the working CAD ison line.

d. Admin Message Support. Navy Cash Admin Messages (NCAM) may be sent to the
CAD to retrieve information from the CAD or to perform various administrative functions on the
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CAD. The CAD only processes NCAM messages when in an idle state, i.e., when no card is
inserted, and there are no pending transactions. While processing NCAM messages, the CAD
displays a“Please Wait...Under Maintenance” message to the user, and all other requests are
ignored. Upon completion of the NCAM message processing, the CAD returnsto an idle state,
and the “Welcome Screen” is displayed.

2.3.5 CAD Maintenance and Set Up

Installation of the CAD application is completed prior to delivery to the ship. Updates and
upgrades for the application are generally installed remotely.

a. CAD Installation. Toinstall a CAD:
(1) Open the vending machine door and the interior panel.
(2) Attach the CAD using the four screws and secure with four nuts.
(3) Carefully attach Ethernet and MDB cables to the CAD.
(4) Closetheinterior panel and door, making sure not to pinch the cables.

(5) Ensurethe network settings are correct (see paragraph 2.3.3.c) and the CAD is
assigned to the vending machine in the Disbursing Application (see paragraph 8.4.25).

(6) Testthe CAD by inserting a Navy Cash card. The card balance will display if
the installation was successful and the CAD is operating correctly.

b. SAM Ingtalation. To install a SAM:
(1) Open the vending machine door and the interior panel to access the CAD.
(2) Carefully unplug the Ethernet and MDB cables from the CAD.
(3) Unscrew the four nuts securing the CAD, and remove the CAD.
(4) Flipthe CAD over so that you are looking at the bottom of the CAD.
(5 If aSAM isdready installed, it will be visible on the circuit board.
(6) Toinstall anew SAM:
(a) Slide SAM holder in the direction of the arrow; remove any existing SAM.

(b) Without touching gold contact points of the new SAM, placeit in the SAM
holder with the gold contacts facing the circuit board.

(c) Pressdown on the SAM and dlide it forward to lock it in place.
(7) Reattach the CAD to the vending machine, and secure it with the four nuts.
(8) Carefully attach the Ethernet and MDB cablesto the CAD.
(9) Closetheinterior panel and door, making sure not to pinch the cables.

(10) Test the CAD by inserting a Navy Cash card. The card balance will display if
the install ation was successful and CAD is operating correctly.

c. SD Card Installation. The SD card may be replaced by accessing the CAD in the
same manner described above. To install an SD card:

(1) If an SD cardisaready installed, it will be visible on the board.

(2) Depressthe SD card so that it g ects from the card slot.

(3) Insert the new SD card into the slot.

(4) Reattach the CAD to the vending machine, and secure it with the four nuts.
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(5) Carefully attach the Ethernet and MDB cablesto the CAD.

(6) Closetheinterior panel and vending machine door, making sure not to pinch the
cables and ensuring nothing is pressed against the SD card, as objects pressing against the SD
card may cause it to gject from the card slot.

(7) The CAD application automatically creates and updates the database on the SD
card anytime anew card is inserted into the card slot on the CAD.

d. Remote Update

(1) Remote update software is used to install application updates from the Navy
Cash server onto the CAD automatically. No user intervention is required.
(2) A “System Update In Progress’ message
is displayed until the update is complete.

(3) If the CAD application isrunning before an update isinstalled, the CAD will
gracefully finish any pending processes. Once the CAD application isidle, it shuts down and the
update installs. The CAD application restarts automatically after the update is completed.

e. Technical Support. Should technical support be required, contact the Central Support
Unit (CSU) at 1-866-6NAVY CASH (1-866-662-8922), navycashcenter @ezpaymt.com,
www.navycashcenter.com, or Fax 1-813-432-4581.
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24  Navy Cash Kiosk
241 General

a. TheNavy Cash kiosk is a self-service kiosk that can read the chip on the Navy Cash
card and interact with the Navy Cash server. The kiosk allows cardholders to move funds
between their bank and credit union accounts ashore and their Navy Cash accounts (strip and
chip), to change their Personal Identification Numbers (PINS), and to check in to the ship.

b. Interfaces

(1) SecureAccess Module (SAM). The kiosk usesa SAM to interact with the chip
on the Navy Cash card. If a SAM is not in the kiosk, the kiosk will not work, and an out-of-
service error message is displayed on the screen.

(2) Ship'slLoca AreaNetwork (LAN)

(&) Thekiosk connectsto the Navy Cash server through the ship’s LAN
(Ethernet), e.g., the Integrated Shipboard Network System (ISNS). The kiosk requires a
continuous network connection to the Navy Cash server to process any transaction. The kiosk
cannot support transactions when it is off line.

(b) The kiosk receives PING messages from the Navy Cash server every 30
seconds. If the kiosk has not received a PING message within 30 seconds, an out-of-service
message is displayed on the screen.

c. Welcome Screen

(1) Themain screen for the kiosk is the “Welcome Screen”. Cardholders may insert
their Navy Cash card and begin a transaction anytime the “Insert Card to Begin” prompt is
displayed on the screen.

(2) StatusBar. A status bar is at the bottom of every screen. The current date and
time are displayed in the lower-right corner of the status bar. The time is synchronized with the
Navy Cash server. In Navy Cash, all dates and times are recorded, reported, and displayed in
Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). Do not change the time or
time zone on the Navy Cash server. Changing the clock may result in errors and delays in End-
Of-Day (EOD) processing. These errors can only be resolved through manual intervention
guided by technical support personnel ashore.
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(3) Offline Indicator. If the kiosk does not receive a“PING” message within 30
seconds, it will go off line. An offline indicator appears in the left hand corner of the status bar,
and an out-of-service message is displayed on the screen.

242 Admin Mode

a. Create Admin Password. When the kiosk application isinitially installed and runs for
thefirst time, a six-digit numeric admin password must be created. The kiosk cannot proceed
past the “ Create Admin Password” screen until a password has been successfully set. To create
an admin password:

(1) Enter the desired six-digit password
using the kiosk’ s touch screen or keypad.

(2) The password entry box turns green, and
the “OK” button enables, when six digits are entered.
Touch the“CLR” button to discard the previously entered
password and enter adifferent one.

(3) If the password is acceptable, touch the
“OK” button after the entry box turns green.
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(4) Thekiosk prompts you to confirm the
admin password.

(5) Re-enter the desired password.

(6) The password entry box turns green, and
the “OK” button enables, when six digits are entered.
Touch the“CLR” button if you would like to discard the
previously entered password and enter adifferent one.

(7) If the password is acceptable, touch the
“OK” button after the entry textbox turns green.

(8 Thekiosk verifiesthat both passwords
match.

(9) If the passwords do not match, a
“Password Mismatch — Try Again” message displaysin
red. You must enter and confirm the admin password
again.

(20) If the passwords match, the kiosk sets the
admin password, and the Admin Menu displays.
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b. Entering Admin Mode. Admin mode is used to change device settings or view
diagnostic information. To access admin mode, the “Welcome Screen” must be visible and there
must not be any cards in the kiosk. To enter admin mode:

(1) Touch the middle area of the “ Status Bar” below the welcome screen three
times. The “Admin Mode” button itself is not labeled on the status bar.

(2) Enter the six-digit admin password when
prompted. Password characters are masked with asterisks
(“*").

(3) The password entry box turns green, and
the “OK” button enables, when the correct six digits are
entered.

(4) If you enter an incorrect digit and would
like to make a correction before submitting the password,
touch the “CLR” button to discard the previously entered
password and enter the correct one.

(5) If thewrong password is entered three
timesin arow, the admin modeis locked out for a period
of one hour. The lockout remainsin effect even if the
system is rebooted.

(6) Touch the“OK” button.

(7) Thekiosk verifiesthe password. If the
password is not valid, a“Password Invalid — Re-enter”
message displaysin red. Enter the correct password, or
touch the “Quit” button to return to the welcome screen
without entering admin mode.
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(8 If the password isvalid, the Admin
Menu displays.

243 Administrative Functions

The Admin Menu allows you to view and configure kiosk settings. Y ou must enter the admin
password and be in admin mode to access the Admin Menu. Y ou may exit the Admin Menu and
return to the welcome screen at any time by touching the “Quit” button.

a. Change Admin Password. The admin password may be changed whenever necessary.

To change the admin password:
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(1) Touch the “Password” button on the
“Admin Menu”.

(2) A “Change Admin Password” screen
displays prompting you to enter the current admin
password.

(3) Usethetouch screen or keypad to enter
the six-digit password.

(4) Thekiosk verifiesthat the current
password is correct. If the current password is not correct,
a“ Current Password Invalid — Re-enter” message
displaysin red. Either re-enter the correct current
password, touch the “Main Menu” button to return to the
admin mode, or touch the “Quit” button to exit the admin
mode.

(5) If the current password is correct, the
current password entry box turns green, and you are
prompted to enter the new admin password.
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(6) Enter the new six-digit password in the
“New Password” entry box.

(7) After six digits are entered, the “New
Password” entry box turns green, and you are prompted to
re-enter the new password for verification.

(80 The Admin Menu screen displaysif the
new password entries match.

(9) If the new password entries do not
match, a“Password Mismatch — Try Again” message
displays.

(10) Correctly enter and confirm the new
password, then touch the “OK” button on the keypad.

(11) If you choose not to change the admin
password, touch the “Main Menu” button to return to the
Admin Menu, or the “Quit” button to exit admin mode.
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b. Change Terminal ID. Thekiosk’sterminal ID may be changed whenever necessary.
To change the terminal 1D:

(1) Touchthe“Terminal ID” button on the
“Admin Menu”.

(2) TheTerminal ID screen appears showing
the current terminal 1D for the kiosk.

(3) If you do not wish to change the terminal
ID, touch the “Main Menu” button to return to the Admin
Menu screen.

(4) Touch the “Update’ button to continue.

(5) The“Set Terminal ID” screenis
displayed. Use the touch screen keypad to enter the new
16-digit terminal 1D.

(6) After 16 digits are entered, the terminal
ID entry box turns green, and the “OK” button is enabled.

(7) Touch the “Quit” button to return to the
Terminal 1D screen.

(8) Touchthe“OK” button to initiate the
change.

(99 Thekiosk’sterminal ID is updated, and
the “ Change Successful” screen is displayed. Touch the
“Main Menu” button to go to the Admin Menu. Touch the
“Quit” button to return to the welcome screen.

NC SOP Ver 1.14 Chpt 2 POS CAD Kiosk.docx 2-62 24-Aug-11



c. Set IP Address. The kiosk’s IP address configuration may be changed whenever
necessary. To modify the first two octets of the IP address, you must enter “999” for the last two
octets. This“999.999” key sequence also allows you to change the TCP Port that the device
listens on for incoming connections from the Navy Cash server. To change the IP address

configuration:
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(1) Touchthe“IP Address’ button on the
“Admin Menu”.

(2) The“IP Address’ screen displaysthe
current | P address configuration for the kiosk.

(3) Sdlect either the “DHCP” or “ Static IP”
radio button.

(4) If you choose “ Static IP”, then you may
change the last two octets.

(5 Usethetouch screen keypad to make the
octet entries.

(6) If you enter “999” for the last two octets
(999.999), the first two octets and the “Port” will become
editable.

(7) If you change the port, it must bein the
range between 1 and 65,535.
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d. Display Diagnostic Screen

(8 If you do not wish to change the IP
and/or port configuration, touch the “Main Menu” button
to go to the Admin Menu. Touch the “Quit” button to
return to the welcome screen..

(9) If youwishto set the new IP and/or port
configuration, touch the “OK” button.

(20) If the portisnot valid, a“Port Must Be 1
to 65,535” message displaysin red. If you change the IP
address, all octets must have avalue. If an octet does not
have avalue, it highlightsin red, and an “I1P Address
Invalid” message displaysin red.

(11) Thekiosk displaysthe “Change
Successful” screen, and the kiosk’s |P address
configuration is updated.

(12) Touch the“Main Menu” button to go to
the Admin Menu. Touch the “Quit” button to return to the
welcome screen.

(1) The“Diagnostic Screen” displays diagnostic information about the kiosk.

General

o Current dateltime (GMT)

o Kiosk gpplication verson

o Device database verson

o Operating system information

o SAM status (present/not present)

o Chip version (if card inserted)

o Chip date (if card inserted,
mm/dd/yyyy format)

Network Queue
e Termina 1D number o Tota number of itemsin queue
¢ DeviceIP address o Number of transactionsin queue
o Port o Number of errorsin queue
o Network connectivity status o Number of reversdsin queue
(online/ offline) o Number of card burn messages
¢ Server log-on status (logged on/ in queue
not logged on)  Number of any other messagesin
Hotlist queue
o Hotlist size (number of entries) o Message queue capacity
¢ Date/ time of last hotlist update remaining (percentage)
(GMT mmv/ddlyyyy hh:mm)

(2) Anyinformationinan “error” or “abnormal” state displaysin red text.
(3 Toview theinformation on the Diagnostic Screen:
(@) Touch the“Diagnostic” button on the Main Menu to display the screen.

NC SOP Ver 1.14 Chpt 2 POS CAD Kiosk.docx

2-64 24-Aug-11



(b) Insert aNavy Cash card to display chip version and date information. The
card may be removed after the information is displayed.

(c) When review of diagnostic information is complete, touch the “Main Menu”
button to return to the Admin Menu or touch the “ Quit” button to return to the Welcome Screen.

e. Restart. Touch the “Restart” button on the Admin Menu to re-initialize all kiosk
application components. Using the restart function should always be the first step in
troubleshooting the kiosk to determine if asimple re-initialization of the kiosk application fixes
the problem.
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24.4 Messages

a. Startup Messages. When the kiosk application starts, a series of startup screens shows
the current state of the kiosk as it starts up. Screensindicating an error during startup also display
awarning symbol. The following startup messages and startup error messages are possible;

Startup Messages

¢ “Loading Drivers’ —when gpplication isloading

¢ “Init Connections’ —when device isinitiaizing communications

¢ “Loading Configurations’ —when the device isloading saved
configuration information

Startup Error Messages

e “Out of Service—C1" —when the main card reader cannot be
activated

e “Out of Service—S2” —when the SAM is detected, but cannot
be activated

e “Out of Service—S1” —when the SAM isnot present or is
malfunctioning

e “Out of Service—N1" —when network communications cannot
be established

e “Out of Service—T1” —whenthe Termind 1D for the device
has not yet been set

b. Error Messages. When the kiosk is inoperable, it displays an “Out of Service’
message. The message is followed by an error code showing the reason for the out-of-service
status. Common error codes the kiosk may display are listed in the table below.

(E;ggé Reason for Out-of-Service Status

C1 Genera card reader error.

D1 Error creating database.

D2 Error opening database.

D3 Database on device is more recent than application database version. Application needs to
be updated.

D4 Error updating database.

D5 Application database version does not match version of database on device.

D6 Error getting database version.

D7 Genera database error.

DF Database capacity has been exceeded.

Bl Error creating backup database.

B2 Error opening backup database.

B3 Backup database on SD card is more recent than application backup database version.
Application needs to be updated.

B4 Error updating backup database.

B5 Application database version does not match version of backup database on SD card.
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Error

Reason for Out-of-Service Status
Code

B6 Error getting backup database version.

B7 General backup database error.

BF Backup database capacity has been exceeded.
SAM not present.

Error powering on SAM.
Maximum number of alowed SAM errors reached. Please clean or replace SAM.
Network initialization error.
NN Network down. No response from Navy Cash server.
P1 General PIN pad error.
SD SD card not present.
T1 Terminal 1D has not been set.
cz21 Chip-to-chip failure after first card entered. Message being sent to server.
Cc2D Chip-to-chip failure after second card entered. Message being sent to server.
C2E Chip-to-chip failure after first card reentered. Message being sent to server.
CP Change PIN — shown during a PIN change.
GT General transfers — shown during transfers.

28|81

CR Card removal error

c. Message Queue. The kiosk generates and sends messages to the Navy Cash server
advising of actions performed, including Electronic Funds Transfers (EFTs), Card Errors,
Reversals, and Card Burns. These messages are always stored on the kiosk’ sinternal database. If
the kiosk is on line, the messages are immediately sent to the Navy Cash server. If the kiosk
loses its connection to the Navy Cash server during a transaction, the messages remain in the
internal database until the kiosk comes on line. Once the kiosk is on line again, the messages are
sent to the Navy Cash server. The messages are removed from the queue once a satisfactory
responseis received from the Navy Cash server. The number and types of messagesin the
message queue can be displayed on the Diagnostic Screen (see paragraph 2.4.3.d).

d. Admin Message Support. Navy Cash Admin Messages (NCAM) may be sent to the
kiosk to retrieve information from the kiosk or to perform various administrative functions on the
kiosk. The kiosk only processes NCAM messages when in an idle state, i.e., when no card is
inserted, and there are no pending transactions. While processing NCAM messages, the kiosk
displays a “Please Wait...Under Maintenance” message to the user, and all other requests are
ignored. Upon completion of the NCAM message processing, the kiosk returnsto an idle state,
and the “Welcome Screen” is displayed.

245 General Maintenance and Troubleshooting

a. Instalation of the kiosk application is completed prior to delivery to the ship. Updates
and upgrades for the application are generally installed remotely.

NC SOP Ver 1.14 Chpt 2 POS CAD Kiosk.docx 2-67 24-Aug-11



b. If there are any errors during initialization or general operation of the kiosk, an “Out
of Service” message is displayed with a specific error code, e.g., “C1” for acard reader error,
“NN” when the connection to the Navy Cash server islost, and “ S2” for error powering on SAM
(see paragraph 2.4.4.b above for atable of error codes).

c. Admin Mode. The administrative functionsin the admin mode (see paragraphs 2.4.2
and 2.4.3 above) provide tools that can be helpful in diagnosing and solving problems with the
kiosk. Enter the admin mode by tapping on the status bar at the bottom of the Welcome Screen
three times and entering the admin password. The admin menu is displayed upon entry of avalid
password.

d. Restart Feature. The restart feature in the admin menu (see paragraph 2.4.3.e above)
re-initializes all kiosk application components and should always be afirst step in
troubleshooting to determine if asimple restart fixes the problem.

e. Diagnostic Screen. The diagnostic screen feature in the admin menu (see paragraph
2.4.3.d above) displays information that can be helpful in solving a problem with the kiosk.

f. Reset Admin Password. Should the admin password for akiosk be forgotten, it can be
reset remotely. The Disbursing Officer must contact the Central Support Unit (CSU) (see
paragraph “g” below, Technical Support) and identify the specific kiosk that requires the
password be reset. The Navy Cash Technical Support Team (NCTS) group ashore will create a
remote update package to reset the password. Once the update package is ready, when the next
round trip is completed between the ship and the shore, the remote update function will reset the
password automatically. The next time a user enters admin mode on the kiosk, they are prompted
to verify the reset password and then create a new password.

0. Replace SAM. To install or replace a SAM chip in the kiosk:
(1) Openthe ATM caseto gain access to the SAM dlots.

(2) Instal or replace the SAM in the top-left corner, or SAM2 slot. Note: the SAM2
slot isthe only slot that works.

(3) Securethe ATM case.

(4) Toensurethe SAM isworking properly, use the Restart Feature in the admin
menu to verify that no out-of-service conditions exist.
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h. Technical Support. Should technical support be required, contact the Central Support
Unit (CSU) at 1-866-6NAVY CASH (1-866-662-8922), navycashcenter @ezpaymt.com,
www.navycashcenter.com, or Fax 1-813-432-4581.

24.6 SevereTroubleshooting

a. Severe troubleshooting may be necessary when there is question of the status of a
physical component, such asthe PIN pad, network card, or smart-card reader, or when access to
the underlying Windows Operating System (OS) is required. The secure case protecting the
kiosk must be removed to access the physical components.

b. Technical Support. Should technical support be required, contact the Central Support
Unit (CSU) at 1-866-6NAVY CASH (1-866-662-8922), navycashcenter @ezpaymt.com,
www.havycashcenter.com, or Fax 1-813-432-4581.

2.5 Navy Cash Equipment Checklist

A sample Navy Cash Equipment Checklist isincluded at Appendix G. This checklist will be
tailored for each ship as a part of the Navy Cash installation. The checklist providesan aid to
assist in troubleshooting any equipment or software problems and should also be used to review
the status of al the ship’s Navy Cash devices on a periodic basis.
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31

3.2

number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can

Background

This chapter of the SOP describes Navy Cash procedures for the general mess.
NOTES

1.

The term Food Service Officer (FSO) used throughout this chapter refersto not only
the FSO but also individuals that have been properly appointed as his or her agent in
accordance with existing procedure.

Private messes are considered “ subsisting” fromthe general mess when meals
consumed in the private mess are accounted for and billed to the private mess at
standard meal prices by the general mess.

Private messes are considered “ private” when the general messis reimbursed for the
cost of stores (food) consumed in the private mess on a monthly basis.

The NAVSUP Navy Cash Program Office acknowl edges that Navy Cash and Food
Service Management Information System (FSMIS) should be integrated to optimize
system capabilities and to avoid manual and double entry of data/information. Navy
Cash and FSMIISintegration may be developed in a later Navy Cash version that is
implemented in the Fleet after prototype.

The Navy Cash card e-purse (chip) sets a maximum load and debit (payment) limit of
$50,000 for merchant cardsissued after 24 September 2008 and $9,999.99 for

mer chant cards issued before 24 September 2008. This monetary limit may prevent
private messes, MWR, or other merchants from using Navy Cash cards to make
larger purchases on board the ship in a single payment. For example, a CVN
wardroom treasurer pays a monthly food invoice to the general mess that can be as
much as $30,000 or more. In these situations, more than one payment with the
organization’s Navy Cash card or payment by check are authorized.

The daily or monthly Navy Cash reports of electronic transactions (see paragraph
3.13 of this SOP) are the substantiating documents for food service collections. It is
the equivalent of a signed NS 470 page, deposit ticket, or any other document
substantiating a deposit with the Disbursing Officer.

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PM S information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)

significantly reduce the incidence of card readers failing to read the Navy Cash card.

3.3

1.

Establishing the General Mess as a Navy Cash Merchant
The general messis established as a Navy Cash merchant as a part of the process of

implementing Navy Cash on board the ship.

2. A Point Of Sale device (POS) will be configured for the general mess during Navy Cash
implementation. Generally, one function key is programmed for recording standard meal prices,

and one, for recording meal surcharges, that is, General Mess Food and General Mess

Surcharges. Thus, a cash meal sale with surcharge is entered as two separate amounts on the
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POS. The cardholder’s Navy Cash card is then inserted into the POS, and the total amount is
then deducted from the cardholder’s Navy Cash card (e-purse). See Chapter 2 of this SOP for
POS detailed operating instructions.

34 Cash Saleof Meals
34.1  Without Navy Cash Card

For visitors, guests, or dependents that do not possess an instant issue or embossed
permanent Navy Cash card or are not issued a visitor Navy Cash card, e.g., when a crewmember
sponsors a guest or dependent for avisit to have lunch in the general mess on his duty day, either
the sponsor pays for the meal with a Navy Cash card or the FSO must accept cash payment.

a. If the treasurer accepts cash payment, existing cash handling procedures must be
followed.

b. If acrewmember sponsorsthe visitor and pays for the guest meal with aNavy Cash
card:

(1) Theauthorized visitor and sponsor report to the FSO/cashier located at the food
service office, galley office, or meal line (depending on local procedure) to purchase the meal.

(2) For each visitor, the FSO records the sale on the Cash Meal Payment Book, DD
1544, and updates FSMIS in accordance with existing procedure.

(3) TheFSO keysin the meal price and the surcharge (if applicable) as two separate
amounts into a properly logged-in POS device. The POS will display the total of the sale.

(4) The sponsor inserts his or her Navy Cash card into the POS, enters the PIN, and
presses the “OK” key to complete the transaction.

(5) The POS deducts the total amount, that is, the meal price and the surcharge (if
applicable), from the sponsor’s Navy Cash card and records the transaction for download to the
Navy Cash system. The Navy Cash reports will aso record the collection, asif a cash collection
had actually occurred and the sales proceeds for the day were deposited in disbursing. General
Mess Food and General Mess Surcharges will each be reported separately.

(6) Thevisitor and sponsor go to the meal lineto receive the meal.
34.2 With Navy Cash Card

For visitors, guests, or dependents that possess a valid instant issue or embossed permanent
Navy Cash card or avisitor Navy Cash card, e.g., amanufacturer’s technical representative
staying on board two weeks that is not entitled to subsist in the wardroom or chief’s mess:

a. The FSO has the option to have visitors pay for meals in advance (when coming
aboard), as-they-go (by individual meal), or upon departure from the ship. The FSO must
consider the type of visitor, length of stay, ship’s policy, and service capabilities when
determining which option is most appropriate.

b. Thevisitor, guest, or dependent can use their Navy Cash card to purchase meal(s)
from the general mess.

c. Thevisitor reports to the FSO/cashier located at the food service office, galley office,
or meal line (depending on local procedure) to purchase the meal.

d. For each visitor, the FSO records the sale on the Cash Meal Payment Book, DD 1544,
and updates FSMIS in accordance with existing procedure.
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e. TheFSO keysin the meal price and the surcharge (if applicable) as two separate
amounts into a properly logged-in POS device. The POS will display the total of the sale.

f. Thevisitor inserts his or her Navy Cash card into the POS, enters the PIN, and
presses the “OK” key to complete the transaction.

g. The POS deducts the total amount, that is, the meal price and the surcharge (if
applicable), from the visitor’s Navy Cash card and records the transaction for download to the
Navy Cash system. The Navy Cash reports will aso record the collection, asif a cash collection
had actually occurred and the sales proceeds for the day were deposited in disbursing. General
Mess Food and General Mess Surcharges will each be reported separately.

h. The visitor goesto the meal line and receives the meal.
34.3 With Large Groups

For large groups of visitors, guests, and dependents for which it is not feasible to issue instant
issue or visitor Navy Cash cards, for example, a dependent’s cruise or tiger cruise on board an
aircraft carrier.

a. These are specia events for which the Commanding Officer (CO) assigns a“cruise
coordinator” to plan for, among other tasks, the accounting for and payment of meals consumed
from the general mess by the guests.

b. Typicaly, sponsors of guests pay in advance for the cost of meals to be consumed.
The cruise coordinator sets up a system to count heads/meals, collect money, and pay the general
mess. The process that the cruise coordinator develops varies among different ships and is not
part of this Navy Cash SOP.

c. However, the cruise coordinator has the option to accept payment from sponsors that
possess Navy Cash cards using a portable POS device. A POS can be programmed and issued by
the disbursing office for this special purpose, and arrangements must be made in advance of the
event. Operating procedures for the POS are located in Chapter 2 of this SOP.

d. Generic Procedure. A generic procedure for accepting Navy Cash for special cruise
eventsisasfollows:

(1) When paying with Navy Cash, the guest sponsor reports to the cruise
coordinator representative to pay for his guest’s meals.

(2) For each visitor/sponsor, the cruise coordinator records the number of meals
sold (to be sold) in accordance with the cruise coordinator’s policy.

(3) The cruise coordinator representative keys in the meal price and the surcharge
(if applicable) as two separate amounts into a properly logged-in POS device. The POS will
display the total of the sale.

(4) The sponsor inserts his or her Navy Cash card into the POS, enters the PIN, and
presses the “OK” key to complete the transaction.

(5) The POS deducts the total amount, that is, the meal price and the surcharge (if
applicable), from the sponsor’s Navy Cash card and records the transaction for download to the
Navy Cash system.

(6) If aportable POS was programmed for this special purpose, at the end of each
day funds are collected, the cruise coordinator (representative) downloads the POS, which
electronically “deposits’ the funds in the Navy Cash system.
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(7) The Navy Cash reports will aso record the collection, asif a cash collection had
actually occurred and the sales proceeds for the day were deposited in disbursing. General Mess
Food and General Mess Surcharges will each be reported separately.

(8) The cruise coordinator then presents the FSO aong with the meal counts
associated with the special event. The FSO then updates FSMIS in accordance with existing
procedures.

e. The cruise coordinator has the option to accept cash or check directly, especialy from
sponsors that do not possess a Navy Cash card. In that case, existing cash collection procedures
must be followed (beyond the scope of this Navy Cash SOP).

344 Membersof Private M esses that Subsist from the General Mess

Shipboard private messes may include the Wardroom, CO, Unit Commander (Flag), or Chief
Petty Officer (CPO) depending on the size of the ship.

a. Dalily, in accordance with existing procedure, the private mess treasurer records meals
consumed by mess members and guests of the mess. Meal counts are forwarded to the FSO.

b. Monthly, the FSO completes the NS Form 1046(s) for the cash sale of mealsto the
private mess, indicating the total number of breakfasts, lunches, and dinners consumed by all
members and guests in accordance with existing procedure.

c. The FSO computes the total private mess bill based on the meal consumed counts
(NS Form 1046) and standard meal cost rates and presents an invoice (DD 1149) to the private
mess treasurer in accordance with existing procedures.

d. If the monthly messinvoiceislessthan $10,000, the private mess treasurer can pay
the FSO with the private mess Navy Cash card.

e. Dueto the $50,000 load and debit limit on merchant cards issued after 24 September
2008 and the $9,999.99 load and debit limit on merchant cards issued before 24 September 2008,
if the monthly messinvoiceis larger than the limit, the private mess treasurer can make more
than one payment with the private mess Navy Cash merchant card following the proceduresin
the paragraph directly below or pay the FSO with a check drawn on the private mess fund bank
or credit union checking account (existing procedures).

35 Bulk Sale of Food
351 Daily or as Required

The FSO documents the cost of food items transferred (sold) to a private mess, MWR, or
other authorized party, on a Food Item Request/Issue Document, NAV SUP (NS) Form 1282, at
last receipt price in accordance with existing procedures.

35.2 At Month End

a. The FSO prepares and forwards an invoice (DD Form 1149) for the cost of bulk food
items sold to MWR, private messes, or other authorized organizations, based on the NS 1282
documentation.

b. If the bulk food item invoice is less than $10,000, the private mess treasurer, MWR
custodian or other authorized party reports to the FSO with their organization’s Navy Cash card
(e.0., USSNEVERSAIL Wardroom Fund Navy Cash card) to pay for the bulk sale of food.
Payments must be made by the 15th of the month following the month of the sale, in accordance
with existing procedure.
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(1) TheFSO entersthe bulk food sale amount into a properly logged-in POS
device.

(2) The private mess treasurer, MWR custodian or other authorized party inserts the
Navy Cash card into the POS, enters their PIN and presses the “OK” key to complete the
transaction.

(3 The POS deducts the sale amount from the organization’s Navy Cash card and
records the transaction for download to the Navy Cash system. Navy Cash records the collection
asif acash collection had actually occurred and the sales proceeds for the day were deposited in
disbursing.

(4) The Navy Cash system records the sale of bulk food items, and, during month
end processing, the Disbursing Officer will prepare vouchers based on the NS 1359, Monthly
General Mess Operating Statement and Navy Cash system reports to register the funds to the
Navy SIK and surcharge lines of accounting as appropriate.

c. If thebulk food item invoiceis $10,000 or greater, the private mess treasurer, MWR
custodian, or other authorized party can make more than one payment with the organization’s
Navy Cash card or pay the FSO with a check drawn on the organization’s bank checking account
(existing procedures).

(1) Pay the FSO with acheck drawn on their commercial bank checking account in
accordance with existing (normal) procedures. Navy/Marine Cash is not involved.

3.6 Refunds

1. Inresponseto arefund request from a cardholder, the FSO records the refund in the
General Mess Refund Control Log and prepares, signs, and issues a refund chit to the cardholder.
Refund chit and refund control log examples are contained in Chapter 8 of this SOP.

2. The cardholder reports to the disbursing office during normal office hours with his Navy
Cash card and presents the refund chit. Disbursing personnel then follow standard Navy Cash
procedure to perform the refund transaction that adds the refund value to the cardholder’ s Navy
Cash e-purse (chip). This processis known as refund liquidation. The Disbursing Officer retains
the liquidated refund chit and forwards it to the FSO at the end of the business day for follow up
action.

3. Ontheday therefund is liquidated, after receiving the liquidated refund chit from
disbursing, the FSO will note the date of liquidation on the original refund record in the Refund
Control Log.

4. Ontheday therefund is liquidated, the refund amount will be reflected in the General

Mess Daily Transaction Detail Report as a hegative number associated with the members name
and Navy Cash account number, reducing the overall sales amount for the day.

5.  The FSO will retain the General Mess Refund Control Log for five years for
reconciliation and audit purposes.

6. The FSO will maintain an audit trail on refund chits by recording the status of issued
refund chits in the Refund Control Log. The FSO will note whether the refund was liquidated,
reissued or canceled and date of occurrence on every origina refund record entry.

7. Toaleviate holding unliquidated refunds for long periods of time, members will be
required to liquidate refunds at the disbursing office within 2 working days. After 30 days, the
FSO has the option to reverse or cancel an unliquidated refund. The FSO will note the reason for

NC SOP Ver 1.14 Chpt 3 Gen Mess.docx 3-6 27-Jun-11



thereversal in the Refund Control Log and will cross reference the reversal entry to the original
refund entry.

8. Intheevent that arefund isliquidated after the FSO reversed (canceled), the refund can
be reentered in the Refund Control Log to bring records into balance. Prior to reentering a
refund, the FSO must confirm that the refund was previously canceled by comparing the General
Mess Daily Transaction Detail Report that shows the negative refund amount and the name of
the person issued the refund to the General Mess Refund Control Log.

9. If arefund chitislost or destroyed prior to liquidation, the FSO can reissue the refund
chit to the member. Prior to reissuing arefund chit, the FSO must confirm that the original
refund chit was not previously liquidated by reviewing the status of the refund in the Refund
Control Log.

10. The FSO must consider the status of unliquidated refunds when determining whether
cash collections equal recorded sales during the end of day reconciliation process (see the end of
day reconciliation section below).

11. Inaccordance with existing procedure, the FSO makes adjustments in FSMIS within the
current month to reflect refunds issued and to modify the DD 1544 and NS 1046 and 1359
accordingly.

3.7  Payment of Foreign Vendors
The existing process for paying foreign vendorsis not affected by Navy Cash.
3.8  End-of-Day Procedure

1. The FSO and all operators (cashiers/clerks) log-off the system. If aPOS is
operated offline (not directly connected to the Navy Cash server viathe LAN), before end of day
procedures can be compl eted, the operator must first download the POS to the Navy Cash server.
To communicate with the Navy Cash server, a POS must be plugged into the ship’s LAN
(Ethernet connection) at any operating Navy Cash POS connection point or download box, e.g.,
in the disbursing office, general mess, private mess, MWR, post office. A POS listens on the
selected TCP/IP port for incoming connections from the Navy Cash server. When the POS is
connected to the server, the transaction will download automatically.

2. Thegeneral mess businessis secured for the day and disbursing is notified.

3. Each day, the FSO or designated assistant should review the Navy Cash Merchant Sales
Summary Report for accuracy (see paragraph 3.13.1 of this SOP for a sample report). The
Merchant Sales Summary Report can be generated at the Navy Cash workstation in the
disbursing office by entering the correct start and end dates in the “View Reports’ link in the
Navy Cash application (see paragraph 8.4.22). In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). The more
detailed Non-Vending Sales Report, MSO Summary Report, and M SO Detail Report can be
generated in the same way.

4. The Disbursing Officer initiates end of day processing. The daily transactions
(collections and expenditures) are batched and downloaded to the Navy Cash server located
ashore where the Navy Cash system automatically records and accumulates daily sales until the
end of the month. At month end, the Disbursing Officer will prepare vouchers based on the NS
1359, the Monthly General Mess Operating Statement, and the monthly Navy Cash system
reportsto register the funds to the Navy subsistence-in-kind (SIK) and surcharge accounts.
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5. TheFSO should aso receive a General Mess Daily Transaction Detail Report for
reconciliation and management purposes. Successful processing of the EOD batch (round trip)
sends a series of reports to the ship from the shore side. These shore reports are generated
automatically, and, when they are received, the Navy Cash system places them into a shore
reports directory by date, with one sub-directory for each report date. This report can be printed
at the disbursing office. An example of thisreport is contained in paragraph 3.13.3 of this SOP.
Again, in Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

3.9 Daily Reconciliation

1. Reconciliation isthe process of confirming that currency (cash/check) and Navy Cash
collections balance with total salesfor the day and, if they don’t balance, determining what
caused the out of balance condition. The FSO must reconcile daily.

2. Toreconcile, the FSO compares recorded sales/surcharges (cash meal and bulk food)
totals for the day from DD 1544, NS 1046, or DD1149 less refunds to total cash collections
shown on the Navy Cash Merchant Sales Summary Report (paragraph 3.13.1) plus any checks or
cash (currency) collected. A reconciliation worksheet is provided in paragraph 3.13.5 of this SOP
to assist the FSO when conducting the reconciliation process.

3. If daily sales and collections balance (equal), the reconciliation is successful and
complete.

4. If total salesand total cash collections do not balance, an error condition exists that must
be investigated and corrected. After compensating properly for unliquidated refunds (see
paragraph 3.6), there are two primary out of balance conditions that can occur. It is possible,
however, to experience combinations of these two basic error conditions and this must be
considered when conducting the investigation.

a. Shortage. The total sales amount is greater than cash collected; sales are overstated or
cash collected is understated. This condition is caused when a saleis recorded but cash was not
collected or the amount collected was less than the amount of the sale. If cash (currency) is
involved, it is possible that a cashier made change incorrectly during the transaction or that
money was miscounted, misplaced, lost, or stolen.

b. Overage. Thetotal sales amount is lessthan cash collected; sales are understated or
cash collected is overstated. This condition is caused when cash is collected but a sale was never
recorded or was recorded at an amount |ess than the cash collected. If cash (currency) is
involved, it is possible that the cashier made change incorrectly or that the money was
miscounted.

c. For either out of balance condition, the FSO should compare the more detailed Navy
Cash reports which list every Navy Cash transaction performed that day and the food service
daily sales records (1544, 1046, 1149) to determine, through the process of elimination, which
transactions are missing or were recorded at incorrect amounts. The Non-Vending Sales Report,
M SO Summary Report, and MSO Detail Report can be generated on the ship at the Navy Cash
workstation in the disbursing office. If the Navy Cash EOD process and round trip have aready
been completed, the Genera Mess Daily Transaction Detail Reports can also be retrieved from
the shore reports directory (see paragraph 8.4.21) on the Navy Cash workstation (see paragraph
3.13.3 for asample report).
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d. If theinvestigation reveals that an insufficient amount (or nothing) was collected
from a particular member for a particular sale, the FSO will contact the member to request
payment of the difference in Navy Cash or currency, as appropriate.

e. If theinvestigation reveals that too much money was collected from a particular
member for a particular sale or that the member was charged for a sale that did not actually
occur, the FSO will refund the difference to the member in Navy Cash or currency, as
appropriate.

f. If theinvestigation reveals that a sale was erroneously recorded (didn’t actually occur
or was recorded at an incorrect amount), the FSO will reverse or adjust the sales transaction in
the appropriate sales record.

g. If theinvestigation revealsthat cash (currency) was lost, misplaced or stolen,
corrective action taken will be in accordance with existing procedures (outside the scope of Navy
Cash).

5. Unliquidated Refunds. Unliquidated refunds require special consideration during daily
reconciliation because the day arefund chit is liquidated (cashed) can be different than the day
the refund chit was issued, perhaps many days or weeks later. Consequently, refunds not
liquidated on the day they were issued must be considered in the day-to-day reconciliation
process until finally liquidated and reported in the General Mess Daily Transaction Detail Report
(paragraph 3.13.3). To minimize efforts associated with unliquidated refunds, paragraph 3.6.7 of
this SOP requires refunds be liquidated within 2 working days.

a. If arefund wasissued and liquidated during the day of reconciliation, neither
recorded sales nor cash collections require any adjustment. Given that no other balance affecting
error condition exists, recorded sales (1544, 1046, 1149) and cash collections shown on the Daily
Transaction Detail Report will be in balance.

b. If arefund wasissued but not liquidated during the day of reconciliation, recorded
sales will be understated compared to cash collections shown on the Daily Transaction Detail
Report. In this case, the FSO must add the amount of the unliquidated refund to recorded sales to
bal ance sales with collections.

c. If arefund was liquidated during the day of reconciliation but more than one day after
the original day of issuance, the daily sales total will be overstated compared to cash collections
shown on the Daily Transaction Detail Report. In this case, the FSO must subtract the amount of
the refund from recorded sales to balance sales with collections.

d. If norefundswereissued or liquidated on the day of reconciliation, the daily sales
total should balance with cash collections shown on the Daily Transaction Detail Report,
provided that no other balance affecting error condition exists.

6. The FSO will maintain daily reports and reconciliation worksheets for 30 days or until
the monthly reconciliation is compl eted.

3.10 Monthly Reconciliation

1. Each month, the FSO and Disbursing Officer should coordinate to establish a closeout
date for the month. The EOM process generally begins in the sales office five days before the
actual end of the month. At the same time, the FSO should begin to pull together the figures
needed to meet his or her monthly reporting responsibilities.

2. TheFSO should obtain a copy of the Navy Cash Merchant Sales Summary Report for
the month (see paragraph 3.13.2 of this SOP for a sample report). The Merchant Sales Summary

NC SOP Ver 1.14 Chpt 3 Gen Mess.docx 39 27-Jun-11



Report can be generated at the Navy Cash workstation in the disbursing office by entering the
correct start and end datesin the “View Reports” link in the Navy Cash application (see
paragraph 8.4.22). Ensure the time frame indicated is specific and inclusive. In Navy Cash, all
dates and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated
Universal Time (UTC)).

3. Toreconcile cash collections and sales for the month, the FSO must add daily sales
recorded throughout the month on 1544, 1046 and 1149 less refunds to calcul ate total sales for
the month.

4. The FSO compares the calculated monthly sales total to monthly Navy Cash collections
reported in the Merchant Sales Summary Report plus any cash or checks (currency) accepted
during the month. If monthly cash collections and sales don’t balance (equal), the process of
investigation and correction is the same as described in paragraph 3.9.4 above. To assist in any
reconciliation required, the more detailed Navy Cash Non-Vending Sales Report, MSO
Summary Report, and M SO Detail Report can be generated in the same way as the Merchant
Sales Summary Report (see paragraph 3.10.2 above). If the final Navy Cash EOD process and
round trip for the month have aready been completed, the General Mess Monthly Transaction
Detail Reports can also be retrieved from the shore reports directory (see paragraph 8.4.21) on
the Navy Cash workstation (see paragraph 3.13.4 for a sample report).

5.  The FSO will maintain monthly reports and reconciliation worksheets on file for 12
months. When a month’s activity is reconciled, the daily reports for that month can be discarded.

3.11 End of Month Procedure

1. Preparethe NS 1359, Monthly General Mess Operating Statement, in accordance with
existing procedure.

2. When Navy Cash is used to collect meal sales and surcharges, the Navy Cash totals are
combined with cash (currency) collected, if any. In other words, for reporting purposes, treat
Navy Cash collections as if they were actual cash collections.

3. Report the combined cash and Navy Cash totals on the appropriate lines in the cash
statement and accounting classification sections of the NS 1359, in accordance with existing
procedure.

4. The Navy Cash system records the sale of bulk food items, and, during month end
processing, the Disbursing Officer will prepare vouchers based on the NS 1359 and the monthly
Navy Cash system reports to register the funds to the Navy SIK and surcharge lines of
accounting as appropriate.

3.12 Contingency Operations

1. Short-Term Outage.

a. The POS in the general mess operates in the norma mode and is connected to the
Navy Cash server through the ship’s LAN. If connectivity to the server is expected to be a
problem, an operator should remain logged on to the POS at the end of the day so that Navy
Cash payments for meals can be processed offline the next day even if connectivity is not
available. A POS in normal mode operating offline can store about 741 transactions beforeit is
full and can no longer process transactions.

b. When connectivity to the Navy Cash server isrestored, sales receipts stored on the
POS are forwarded automatically to the Navy Cash server. This download starts when the LAN
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connection to the server is made and the asterisk symbol on the POS screen disappears, usualy
within aminute. The “!” symbol on the POS screen remains displayed until all transactions have
been downloaded to the server.

2. Localized Network Outage.

a. The POS must be online to the Navy Cash server through the ship’s LAN for an
operator to log on. If the network is down at the beginning of the day, the operator will not be
ableto log on to the system to conduct business. However, if the network outageis localized to
the area of the general mess, an operator can go to the disbursing office and sign out a spare POS
to use in the portable mode.

b. Operator Log-On. The operator can log on to the portable POS (and the merchant can
be set to general mess food and surcharges) at any operating POS network connection point or
download box (in the disbursing office, MWR, post office, or other locations set up during the
Navy Cash installation). The operator disconnects the POS device currently in operation (if any)
and connects the portable POS. Once connected, the offline log-on procedure is the same as the
online procedure. After log-on is complete, the operator can disconnect the data cable and
proceed to operate the POS in the offline mode. If a POS was disconnected to permit the log-on,
it should be reconnected at this time. The operator should make sure that the portable POS has
fresh batteries and that additional batteries are readily available.

c. Download Sales Transactions. If the network outage is localized, the sales receipts
stored on the portable POS can be downloaded at the end of each day at one of the POS
connection points or download boxes as described in paragraph (b) above.

3. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for alengthy period of time (days, weeks), the general mess can, with the authorization of
the Commanding Officer, revert to accepting cash and/or check, following the same procedures
used prior to implementing Navy Cash.
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3.13 General Mess Reportsand For ms (examples)

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

3.13.1
Run Date: 05/17/2005
Report Nanme: NC 133
Start Date: 05/16/2005

Mer chant Sal es

Mer chant Name

GENERAL MESS - FOOD
GENERAL MESS — SURCHARCES
NAVY DI SBURSI NG

POST OFFI CE — STAWPS

PCST OFFI CE — MONEY ORDERS
POST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS
VENDI NG STORE | TEMS
VENDI NG SODA

VENDI NG SCDA

VENDI NG SCODA

VENDI NG SCDA
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Daily Merchant Sales Summary Report

Run Ti ne:

End Date: :

Merchant | D

800000003675
800000003677
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0O0000001
VMCANDOOOO0O00001

3-12

17:08: 16

05/ 17/ 2005

Total Anopunt

611. 22
150. 00
1120. 35

Transacti on Count

110

20
80
91
53
170

27-Jun-11



3.13.2 Monthly Merchant Sales Summary Report

Run Date: 05/31/2005
Report Nane: NC 133
Start Date: 05/01/2005

Mer chant Sal es

Mer chant Name

GENERAL MESS - FOOD
GENERAL MESS — SURCHARCES
VENDI NG SCDA

NAVY DI SBURSI NG

POST OFFI CE — STAWPS

PCST OFFI CE — MONEY ORDERS
POST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS

VENDI NG STORE | TEMS

VENDI NG SCDA

VENDI NG SCDA

VENDI NG SODA

VENDI NG SODA
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Run Ti ne:

End Date::

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001

3-13

19: 07: 33

05/ 31/ 2005

Tot al Anount

Transacti on Count
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3.13.3 Daily Transaction Detail Report

Run Dat e . 08/29/2001
Run Tine . 17:08:25

Report Name : TRAN CGeneral MessFood_D

Navy Cash

Dai ly Transaction Detail
Locati on:

Report - GENERAL MESS -

USS NEVERSAI L

FOOD

Dat e: 08/28/2001 02: 04: 31 To 08/29/2001 02:01:54 Batch Id: R12345_323

Mer chant : 80000010016

Event Code

Oper at or . BARBER, BRI AN

Name SSN Account #
JOHN, ROBERT 1234 80000010002
JOSH, JI'M 5678 80000010004
ALPERT, M KE 4321 80000010003
GOLD, STEVE 8765 80000010001

Oper at or BARBER Subt ot al :

Transacti on Date

08/ 28/ 2001 13:42:25
08/ 28/ 2001 13:43:00
08/ 28/ 2001 13:42:41
08/ 28/ 2001 13:42:01

*** End of the Report ***
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3.13.4 Monthly Transaction Detail Report

Run Dat e 08/ 31/ 2001
Run Ti nme 19: 07: 44
Report Name TRAN Gener al MessFood_M
Navy Cash
Mont hly Transaction Detail Report - GENERAL MESS - FOOD
Location: USS NEVERSAI L
Dat e: 08/01/2001 20:01:36 To 08/31/2001 22:20: 37
Mer chant : 80000010016
Event Code
Oper at or : BARBER, BRI AN
Narme SSN Account # Transacti on Date Trans Armount
ALPERT, M KE 4321 80000010003 08/28/2001 13:44:19 1 $3. 75
CASPER, STEPHEN 2314 80000010005 08/27/2001 10:12:25 1 $3. 75
GOLD, STEVE 8765 80000010001 08/28/2001 13:42:01 1 $3. 75
| ZASK, M KE 4231 80000010006 08/30/2001 13:23:27 1 $3. 75
JOHN, ROBERT 1234 80000010002 08/28/2001 13:45:05 1 $3.75
JOSH, JIM 5678 80000010004 08/28/2001 13:44:01 1 $3. 75
Oper at or BARBER Subt ot al : 6 $22.50
Event Subt ot al : 6 $22.50
Mer chant 80000010016 Subt ot al 6 $22.50
Tot al 6 $22.50
*** End of the Report ***
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3.13.5 Daily Reconciliation Wor ksheet
USS

GENERAL MESS DAILY RECONCILIATION WORKSHEET

DATE:
SALES COLLECTIONS
DD 1149/NS 1282 Cash
NS 1046 Checks
Navy Cash (from Merchant
DD 1544 Sales Summary Report)
TOTAL SALES TOTAL COLLECTIONS
ADJUSTMENTS ADJUSTMENTS
TO SALES TO COLLECTIONS
Plus refunds issued today but I(;\irsazmounél ngg(r)?n&;vy
not liquidated today Cash funds
Plus amount of currency
Lessrefunds issued before shortage- ost, misplaced or
today but liquidated today stolen—exclusive of Navy
Cash funds
L ess erroneously overstated Plus erroneously understated
sales amounts Navy Cash collections
Plus erroneously understated Less erroneously overstated
sales amounts Navy Cash collections
ADJUSTED TOTAL ADJUSTED TOTAL
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4.1  Background

This chapter of the SOP describes Navy Cash procedures for selected operationsin the
wardroom, CO, unit commander (flag), CPO, and any other private messes.

NOTES

1. Thetermtreasurer used in this chapter refers not only to the private mess treasurer
but also individuals that have been properly authorized and appointed as his/her
agents.

2. Aprivate messisconsidered “ subsisting” from the general mess when meals
consumed in the mess are accounted for and billed to the mess at standard meal
prices by the general mess in accordance with NAVSUP Publication 486, Volume 1,
Food Service Management — General Messes.

3. Aprivate messisconsidered “ private” when the general messis reimbursed for the
cost of the stores (food) consumed by the private mess on a monthly basis.

4. When a private mess collects or expends Navy Cash funds (for any reason) ‘NC’ will
be noted in parenthesis in the purpose field on the Record of Collections or Record of
Expenditures to denote that the coll ection/expenditure was made in Navy Cash. This
notation is required to distinguish Navy Cash collections/expenditures from actual
cash (currency) collections/expenditures for the day during the daily reconciliation
process described below.

5. The Navy Cash card e-purse (chip) sets a maximum load and debit (payment) limit
for merchant cards. This monetary limit may prevent private messes, MWR, or other
mer chants from using Navy Cash cards to make larger purchases on board the ship
in a single payment. For example, a CVN wardroom treasurer pays a monthly food
invoice to the general mess of $60,000 or more. In these situations, the private mess
treasurer can elect to make more than one payment with the organization’s Navy
Cash card or simply pay by check.

6. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

4.2  Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PM S information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 appliesto Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readersfailing to read the Navy Cash card.

4.3  Edtablishing the Private Mess asa Navy Cash Merchant

a. Each private messis established as a Navy Cash merchant as a part of the process of
implementing Navy Cash on board the ship.

b. Generdly, aprivate messtreasurer useslocal bank or credit union checking accounts
set up specifically for, and in the name of, the private mess to manage operating funds. The mess
treasurer provides the Treasury Financial Agent, JPMorgan Chase, with the mess fund checking
account numbers and ABA Routing numbers, the account name printed on the checks (e.g., USS
Neversail CPO Mess Dues), and whether the checking account is a business or consumer
account. For example, the Chiefs Messis generally established with just a“dues’ Navy Cash
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merchant account, and the Wardroom, with both “food” and “dues’ accounts. In the case of the
Chiefs Mess, a“food” account can always be requested and set up later. It is possible to establish
one or both private mess Navy Cash merchant accounts without a corresponding checking
account. In that case, funds would be transferred directly to the Navy Cash (strip) account.

(1) Food rations (BAS - Basic Allowance for Subsistence) for enlisted personnel
assigned to duty in a private mess are commuted (credited) to the mess (known as commuted
rations). In the case of the Chiefs Mess, rations for every Chief Petty Officer assigned to the
ship/mess are also commuted (credited to the mess). Law expressly forbids using commuted
rations for purposes other than purchasing food. Commingling of commuted rations with funds
used for non-food purchases, such as, private mess flower and gift funds, is against regulations.

(2) To accommodate this requirement and to maintain separation of funds, two
merchant Navy Cash accounts, each with a unique Navy Cash card, can be established for each
private mess, one for food purchases (the “food” account) and the other for dues collection and
non-food expenses (the “dues’ account). When conducting financial transactions using Navy
Cash, the mess treasurer must be certain to use the appropriate “food” or “dues’ Navy Cash card.

c. The private mess treasurer may choose to settle to the bank or credit union checking
account specified when the private mess Navy Cash merchant account was established or to the
Navy Cash (strip) account. Generally, if most private mess payments are made by check, itis
probably better to settle to the bank or credit union account; if most payments are made with the
Navy Cash card, it is probably better to settle to the merchant Navy Cash (strip) account. Money
can always be transferred among the Navy Cash chip and strip accounts and the bank or credit
union checking account.

d. The private mess treasurer may also choose to settle on adaily or aweekly basis. The
Wardroom Mess merchants (dues and food) have been set up to settle on adaily basisto help
simplify the reconciliation and settlement process. For merchants who elect to settle on aweekly
basis, deposits areinitiated using the following schedule: on the 8th, 15th, 22nd, and 28th of each
month. The deposit on the 8th of the month will include any transactions that posted on the 29th,
30th, and 31st of the previous month. This slight delay in actual depositsis minor compared to
the delay experienced when checks are mailed to a bank or credit union for deposit to the private
mess account.

e. Private mess treasurers must understand that funds settled to bank or credit union
accounts ashore are NOT immediately available for expenditure. Navy Cash transactions are sent
to the Treasury Financia Agent daily, but deposits are NOT made immediately. Automated
Clearance House (ACH) transactions, which Navy Cash uses, are only processed Sunday through
Friday at 10:00 PM Eastern Time (8:00 PM on Sunday) by the Federal Reserve System.
Transactions will generally be posted to bank or credit union accounts within 48 hours, and funds
are normally available the next business day after the transactions are posted. Funds settled to
Navy Cash (strip) accounts are available as soon as the end-of-day round trip is completed
between ship and shore.

f. Settlement Reports. Settlement reports are produced for al merchantslisting all Navy
Cash deposits. These shore reports are generated automatically at the completion of each EOD
round trip and placed into a shore reports directory by date (see paragraph 8.4.21). A sample
report is contained in paragraph 4.17.5. In Navy Cash, all dates and times are recorded and
reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).
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4.4 Sale of Meals

NOTES

1. Thetreasurer hasthe option to have guests/visitors pay for meals in advance (when
coming aboard), as-they-go (by individual meal), or upon departure from the ship.
The treasurer must consider the type of visitor, length of stay, Navy/ship policy, and
service capabilities when deter mining which option is most appropriate.

2. Local billing and collection procedures vary among different private messes for
different types of guests and visitors, e.g., a distinguished visitor and a contractor
technician. Except for replacing the cash aspects of the payment transaction with the
Navy Cash card, existing private mess local billing and collection procedures for
guests and visitors need not change.

a. The Point-Of-Sale device (POS) is the card reader and keypad device used to register
sales transactions in Navy Cash. On larger ships, with a dedicated office for the mess treasurer, a
POS will normally be permanently installed. On smaller ships where a mess treasurer may not
have dedicated office space, portable POSs can be operated in the offline mode for sales
transactions.

b. A POS devicewill be configured for each private mess during Navy Cash
implementation. Depending on ship type and LAN capability, the POS can be configured to
operate online from the private mess office or offline in the portable mode. When the private
mess operates with two Navy Cash merchant accounts to maintain the separation of funds
described above, one function key on the POS will be configured for food collections, and one
function key, for dues collections. See Chapter 2 for instructions on operating the POS.

441 For Mess Members

a. If the private messis subsisting from the general mess, the treasurer accounts for
meal s consumed for each mess member and guest and reports daily meal counts to the FSO for
inclusion in the daily food service records in accordance with existing procedures.

b. If the messis private (not subsisting), the treasurer accounts for meals consumed for
each mess member and guest in accordance with existing local procedures. Reporting of daily
meal countsto the general messis not required.

c. Thetreasurer will bill each member and collect the funds at the end of the month (see
paragraph 4.5). Each mess bill paid with Navy Cash will be recorded in the Record of
Collections in accordance with existing procedure, but with a*NC’ parenthetical notation in the
purpose field.

442  For Guests Without Navy Cash Card

For guests (visitors) that do not possess an instant issue or embossed permanent Navy Cash
card or are not issued avisitor Navy Cash card, e.g., amess member sponsors a guest or
dependent for avisit to have lunch in the wardroom on his duty day. In this case, the sponsor
pays for the meal with a Navy Cash card or the treasurer accepts cash payment from the
visitor/guest or the mess provides the meal free to the guest and absorbs the cost.

a. If the mess absorbs the cost of the guest’s meal, Navy Cash is not involved.

b. If thetreasurer accepts cash payment, existing (normal) cash handling procedures
must be followed and Navy Cash is not involved.

c. If amess member sponsors the guest and pays for the meal with a Navy Cash card.
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(1) The sponsor reportsto the treasurer located at the private mess office to
purchase the meal.

(2) For each mea saleto aguest/visitor, the treasurer records the sale on aNS 1046
and the collection in the Record of Collections, in accordance with existing procedure, noting
‘NC’ in parenthesisin the purpose field of the entry.

(3) Thetreasurer keysthe meal priceinto a properly logged-in POS device using
the “food” function key.

(4) The sponsor insertstheir Navy Cash card into the POS, enters their PIN and
presses the “OK” key to complete the transaction.

(5) The POS deducts the meal price from the sponsor’s Navy Cash card and records
the transaction for download to the Navy Cash system at the end of the business day.

(6) The guest and sponsor go to the private mess meal line to receive the meal.
443  For GuestsWith Navy Cash Card

For guests (visitors) that possess avalid Navy Cash card, e.g., amanufacturer’s technical
representative staying on board two weeks that is subsisting in the wardroom.

a. Theguest can use their Navy Cash card to purchase meals from the private mess.
b. The guest reports to the treasurer located at the private mess office to purchase the
meal (S).

c. For each guest, the treasurer records the sale on a NS 1046 and the collection in the
Record of Collections, in accordance with existing procedure, noting ‘NC’ in parenthesisin the
purpose field of the entry.

d. Thetreasurer keysthe meal priceinto a properly logged-in POS device using the
“food” function key.

e. Theguest insertstheir Navy Cash card into the POS, enters their PIN and presses the
“OK” key to complete the transaction.

f. The POS deducts the meal price from the visitor's Navy Cash card and records the
transaction for download to the Navy Cash system at the end of the business day.

0. Theguest goesto the meal line and receives the meal.
444 For Large Groups

For large groups of visitors, guests and dependents for which it is not feasible to issue instant
issue or visitor Navy Cash cards, e.g., adependent’s cruise or tiger cruise on board an aircraft
carrier, see paragraph 3.4.3.

45 M ess Bill Collection

a. Whether the subsisting messis Private or General, the Mess Treasurer or a General
Mess representative prepares amess bill for each mess member according to existing procedure.
Discrepancies or disagreements are resolved with the member in accordance with existing
procedure. Mess bills must be collected by the 5 day of the month following the month the
meal s were consumed.

b. Mess members report to the private mess office to pay their mess bill with their Navy
Cash cards.
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c. For each member, the treasurer records the collection in the Record of Collections, in
accordance with existing procedure, noting ‘NC’ in parenthesisin the purpose field of the entry.

d. Thetreasurer keys the mess bill amount into a properly logged-in POS. It is important
that the treasurer key the applicable amounts separately for the “food” and “dues’ function keys,
which will then be processed as one collection from the mess member’s Navy Cash card.

e. Themess member inserts their Navy Cash card into the POS and presses “ OK” to
record and compl ete the transaction.

f. TheNavy Cash system deducts the sale amount from the member’s Navy Cash card
and records the transaction for download to the Navy Cash system at the end of the business day.

4.6 Commuted Ration Credit to a Private M ess

a. Rationsfor enlisted personnel assigned to duty in a private/ CPO mess and CPOs
assigned to a CPO mess are commuted (credited) to the mess. The Disbursing Officer pays the
commutation value of their rations to the mess treasurer on a monthly basis. During the Navy
Cash prototype, existing (normal) procedure for commuting rations to a private mess will be
followed. In afuture post prototype Navy Cash version, commuting rations to a private mess
may be automated.

b. Inaccordance with existing procedures, the commuted ration valueis calculated and
the Disbursing Officer prepares a check payable to the private mess treasurer. The private mess
treasurer deposits the check in the appropriate mess checking account (for food purchases) and
records the collection in the Record of Collections, in accordance with existing procedure.
Because the commuted rations transaction does not involve Navy Cash, ‘NC’ should not be
noted in the purpose field of the Record of Collections entry.

4.7 Refunds

a. Messhill and mess share refunds and commuted ration rebates are sometimes
necessary, e.g., when the treasurer buys back the mess share of a member who is detaching from
the ship.

b. When arefund (rebate) is greater than the $1,000 Navy Cash card limit for individual
cardholders, the refund must be made in cash or check. Navy Cash is not involved and existing
(normal) procedures will be followed.

c. When arefund (rebate) is less than the $1,000 Navy Cash card limit for individual
cardholders, the refund can be made in Navy Cash.

(1) Thetreasurer records the refund in the Private Mess Refund Control Log and
prepares, signs, and issues arefund chit to the cardholder, with the appropriate “food” or “dues”
account annotated on the refund chit. Refund chit and refund control log examples are contained
in Chapter 8 of this SOP.

(2) Thetreasurer also records the refund in the Record of Expendituresin
accordance with existing procedures, noting 'NC’ in the purpose field of the entry.

(3) The member reports to the disbursing office during normal office hours with his
Navy Cash card and presents the refund chit. Disbursing personnel then follow standard Navy
Cash procedure to perform the refund transaction that adds the refund value to the member’s
Navy Cash e-purse (chip) (see paragraph 8.4.6). This process is known as refund liquidation.

(4) The Disbursing Officer retains the liquidated refund chit and forwardsiit to the
private mess treasurer at the end of the business day for follow up action.
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(5) Ontheday therefund isliquidated and after receiving the liquidated refund chit
from disbursing, the treasurer will note the date of liquidation on the original refund entry in the
Refund Control Log.

(6) Ontheday therefund isliquidated, the refund amount will be reported in the
Navy Cash Private Mess Daily Transaction Detail Report as a negative number associated with
the member’ s name and Navy Cash account number, reducing the overall sales amount for the
day (see paragraph 4.17.3 of this SOP for an example report).

d. Thetreasurer will retain the Private Mess Refund Control Log for three years for
reconciliation and audit purposes.

e. Thetreasurer will maintain an audit trail on refund chits by recording the status of
issued refund chits in the Private Mess Refund Control Log. The treasurer will note whether the
refund was liquidated, reissued, or canceled (reversed) and date of occurrence on every original
refund record entry.

f. Toaleviate holding unliquidated refunds for excessive periods of time, members are
required to liquidate refunds at the disbursing office within 2 working days. After 30 days, the
treasurer has the option to reverse or cancel unliquidated refunds. The treasurer will note the
reason for the reversal in the Refund Control Log and will cross reference the reversal entry to
the original refund entry. The treasurer will also record the refund reversal in the Record of
Collections as arefund reversal with appropriate reference to the original Record of
Expenditures entry to facilitate audits.

0. Intheevent that arefund isliquidated after the treasurer reversed (canceled) the
refund, the refund can be reentered in the Refund Control Log to bring records into balance.
Prior to reentering arefund, the treasurer must confirm that the refund had been previously
canceled (reversed) by reviewing the Private Mess Refund Control Log. The treasurer must also
reenter the refund in the Record of Expenditures with appropriate reference to the original and
reversal entries.

h. If arefund chit islost or destroyed prior to liquidation, the treasurer can reissue the
refund chit to the member. Prior to reissuing arefund chit, the treasurer must confirm that the
original refund chit had not been previoudly liquidated or canceled by reviewing the status of the
refund in the Refund Control Log.

i. Thetreasurer must consider the status of unliquidated refunds when determining
whether actual collections equal recorded collections during end of day reconciliation (see the
end of day reconciliation section below).

4.8  Payment of Mess Expenses (flowers, gifts, etc.)
481 OnBoard Ship

Aboard ship, the treasurer makes purchases with the private mess fund Navy Cash card e-
purse feature in the same manner that individual crewmembers purchase items on the ship.

482 Ashore

Ashore, the treasurer uses the mess fund Navy Cash card debit function (magnetic stripe) to
make purchases at 30 million locations worldwide in the same manner that individual
crewmembers purchase items ashore.
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48.3 Record of Expenditures

Whether purchases are made ashore or on board ship, the treasurer must enter the transaction
in the Record of Expenditures, in accordance with existing procedure, annotating ‘NC’ in the
purpose field.

49  Transfer Funds Between Mess Checking Account and Navy Cash Account

a. Fundstransfers can be accomplished on board ship at the Navy Cash Kiosks. Funds
can be transferred to and from the private mess Navy Cash accounts/e-purse and private mess
commercia bank checking and savings accounts, which were associated with the mess' Navy
Cash account during enrollment. It is imperative for private mess treasurers to use the
appropriate “food” or “dues’ Navy Cash card in order to maintain the separation of funds
discussed in paragraph 4.3 of this SOP.

b. Follow the directions that are displayed on the screen of the Navy Cash Kiosks
located on the ship or provided over the telephone from the Navy Cash CSC representative.

c. A fundstransfer issimply the internal movement of cash on hand between accounts.
Therefore, no entry isrequired in the Record of Collections or Expenditures, and the daily and
monthly Navy Cash reports (see paragraph 4.17 of this SOP for example reports) will not show
funds transfers.

410 Private MessBill Payment to FSO
4.10.1 Subsisting From General Mess

a. The FSO completes the NS 1046(s) for the cash sale of mealsto the mess, indicating
the total number of breakfasts, lunches, and dinners consumed by all members and guestsin
accordance with existing procedures.

b. The FSO computes the total private mess bill based on the meal consumed counts
(NS 1046) and standard meal cost rates and presents an invoice (DD 1149) to the mess treasurer
in accordance with existing procedures.

410.2 Private Mess

a. The FSO computes the private mess bill based on the cost of food consumed
(transferred to the private mess from the general mess) documented on Food Item Request/Issue
Document, NS 1282, in accordance with existing procedures.

b. The FSO presents an invoice (DD 1149) to the mess treasurer for the amount of food
consumed by the mess in accordance with existing procedures.

c. Whether the messis subsisting or private, the treasurer verifies that the DD 1149
invoice from the FSO is correct. Any discrepancy isinvestigated and resolved in accordance
with existing procedures.

4.10.3 MessBillsLarger Than Card Limit.

If the mess bill amount is greater than the $50,000 |load and debit limit on merchant cards
issued after 24 September 2008 or the $9,999.99 load and debit limit on merchant cards i ssued
before 24 September 2008, the mess treasurer can make more than one payment with the private
mess Navy Cash card following the procedures in the paragraph directly below or pay the FSO in
cash or check in accordance with existing (normal) procedures, and Navy/Marine Cash is not
involved.
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4104 MessBillsSmaller Than Card Limit.

If the mess bill isless than the $50,000 load and debit limit on merchant cards issued after 24
September 2008 or the $9,999.99 load and debit limit on merchant cards issued before 24
September 2008, the treasurer can pay the FSO with the private mess fund “food” Navy Cash
card.

a. Thetreasurer records the payment in the Record of Expenditure in accordance with
existing procedure, annotating ‘NC’ in the purpose field, and reports to the FSO with the mess
“food” Navy Cash card to make the payment.

b. The FSO (operator) keys the mess bill anount into a properly logged-in POS device.

c. Thetreasurer insertsthe “food” Navy Cash card into the POS, enters the PIN and
presses the “OK” key to complete the transaction.

d. The POS deducts the sale amount from the mess Navy Cash card and records the
transaction for download to the Navy Cash system at the end of the business day.

4.11 Handling of Official Representation Funds (ORF)

In situations where the ship sponsors a special event, such as a change of command, the
private mess may receive ORF under aspecia Line Of Accounting (LOA) to reimburse the mess
for expenses incurred for hosting the specia event.

Under procedures prior to Navy Cash, the treasurer prepares a DD 1149 that sitesthe LOA
and presents it to the disbursing office. Disbursing issues an advance payment either by check or
cash to the treasurer, which is then used to pay for the expenses of the event.

Navy Cash does not affect the existing ORF handling procedure but provides an option to the
treasurer if the funds issued by disbursing are less than $10,000. If under this threshold, the
treasurer can have disbursing add the advance ORF funds to the private mess Navy Cash card (a
standard check/cash to chip transaction), then the treasurer can use the Navy Cash card to pay
some or al of the special event expenses.

4.12 End-of-Day Procedure

a. Thetreasurer/operator logs off the Navy Cash system.
b. The private mess businessis secured and disbursing is notified.
c. The Disbursing Officer initiates Navy Cash end of day processing.

d. Each day, the treasurer/operator should review the daily Private Mess Navy Cash
Merchant Sales Summary Report for accuracy (see paragraph 4.17.1 of this SOP for a sample
report). The Merchant Sales Summary Report can be generated at the Navy Cash workstation in
the disbursing office by entering the correct start and end dates in the “View Reports’ link in the
Navy Cash application (see paragraph 8.4.22). In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). The more
detailed Non-Vending Sales Report, MSO Summary Report, and M SO Detail Report can be
generated in the same way.

e. Thetreasurer/operator should also receive a Private Mess Daily Transaction Detail
Report for reconciliation and management purposes. Successful processing of the EOD batch
(round trip) sends a series of reports to the ship from the shore side. These shore reports are
generated automatically when the Disbursing Officer initiates end of day processing, and, when
they are received, the Navy Cash system places them into a shore reports directory by date, with
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one sub-directory for each report date. An example of thisreport is contained in paragraph 4.17.3
of this SOP. Again, in Navy Cash, all dates and times are recorded and reported in Greenwich
Mean Time (GMT) (Coordinated Universal Time (UTC)).

f. The Disbursing Officer can print these reports on a printer in the disbursing office.
Alternatively, the Disbursing Officer can download the report to a floppy disk that can be
provided to the treasurer who can then store and print the file on the private mess computer
system. For either alternative, the treasurer must coordinate with the Disbursing Officer to
receive the reports on adaily basis.

4.13 Daily Reconciliation of Navy Cash

a. Reconciliation isthe process of confirming that actual Navy Cash funds collected
equals recorded Navy Cash funds collected (less refunds) for the day and, if these amounts do
not equal, to determine and correct the cause of the out of balance condition. The treasurer must
reconcile daily.

b. For the purposes of the daily reconciliation procedure, actual Navy Cash funds
collected are reported in the Merchant Sales Summary Report. The treasurer cal culates recorded
Navy Cash funds collected based on daily entries recorded in the Record of Collections, Record
of Expenditures, and the Private Mess Refund Control Log.

c. Toreconcile, the treasurer must first compute the total recorded collections for the
day by adding Record of Collections entries for the day that have the ‘NC’ notation and
subtracting refunds liquidated that day, shown in the Private Mess Refund Control Log and
Record of Expenditures (with the ‘NC’ notation).

d. Thetreasurer then compares the computed recorded collections total to the actual
collections amount shown on the Merchant Sales Summary Report (which includes any refunds
liquidated that day). A reconciliation worksheet is provided in paragraph 4.17.6 of this SOP to
assist the treasurer when conducting the reconciliation process.

e. If actual Navy Cash collections and recorded Navy Cash collections balance (equal),
the reconciliation is successful and complete.

f. If actua collections and recorded collections do not balance, an error exists that must
be investigated and corrected.

g. Toidentify an error, the treasurer should compare the more detailed Navy Cash
reports which list every Navy Cash transaction performed that day to the Record of Collections,
the Record of Expenditures, and the Refund Control Log to determine, through the process of
elimination, which transactions are missing or were recorded at incorrect amounts. The Non-
Vending Sales Report, MSO Summary Report, and M SO Detail Report can be generated on the
ship at the Navy Cash workstation in the disbursing office. If the Navy Cash EOD process and
round trip have already been completed, the General Mess Daily Transaction Detail Reports can
also be retrieved from the shore reports directory (see paragraph 8.4.21) on the Navy Cash
workstation (see paragraph 4.17.3 for a sample report).

h. Probable error conditions and corrective actions:

(1) Condition: The detailed Navy Cash report shows a collection or refund
transaction but a corresponding entry in the Record of Collections or Record of Expenditures
does not exist. Corrective Action: The treasurer will first confirm that the collection or refund
reported on the Navy Cash report is correct. If correct, the treasurer will make a corresponding
entry in the Record of Collections or Expenditures. If incorrect, the treasurer will reverse the
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collection by issuing arefund to the member in the amount of the original erroneous collection in
Navy Cash.

(2) Condition: The detailed Navy Cash report shows a collection transaction but
recorded at an amount different than what is recorded in the Record of Collections. Corrective
Action: The treasurer will determine the correct amount for the transaction and, if the correct
transaction amount is greater than the amount collected, the Record of Collections will be
corrected and the treasurer will contact the member and request payment of the differencein
Navy Cash. If the correct transaction amount is less than the amount collected, the Record of
Collections will be corrected and the treasurer will refund the difference to the member in Navy
Cash.

(3) Condition: The detailed Navy Cash report shows a refund transaction but
recorded at an amount different than what is recorded in the Record of Expenditures. Corrective
Action: The treasurer will determine the correct amount for the refund transaction and, if the
correct transaction amount is greater than the amount refunded, the Record of Expenditures will
be corrected and the treasurer will refund the difference to the member. If the correct refund
amount is less than the amount refunded, the Record of Expenditures will be corrected and the
treasurer will contact the member and request repayment of the difference in Navy Cash.

(4) Condition: The Record of Collections shows a collection transaction occurred
on the day of reconciliation but a corresponding transaction was not been recorded in the detailed
Navy Cash report. Corrective Action: The treasurer will confirm that the collection entry in the
Record of Collectionsis correct. If correct, payment was never made and the treasurer must
contact the member and request payment in Navy Cash. If incorrect, the treasurer will reverse
(cancel) the entry in the Record of Collections.

(5) Condition: The Record of Expenditures and/or the Refund Control Log shows a
refund transaction was liquidated on the day of reconciliation but a corresponding transaction has
not been recorded in the detailed Navy Cash report. Corrective Action: The treasurer will
confirm that the refund entries and liquidation annotations in the Record of Expenditures and
Refund Control Log are correct. If correct, the refund was not liquidated by the member on the
day of reconciliation. The liquidation annotations on the Record of Expenditures and Refund
Control Log must be adjusted to reflect this fact. If the entries are incorrect, the treasurer will
reverse (cancel) the refund entry in the Record of Expenditures and Refund Control Log.

i. Thetreasurer will maintain daily reports and reconciliation worksheets for 30 days or
until the monthly reconciliation is completed.

414 End-of-Month Reconciliation Procedure

a. Monthly reconciliation is the process of confirming that actual Navy Cash funds
collected for the month equal s recorded Navy Cash funds collected (less refunds) for the month
and, if these amounts do not equal, to determine and correct the cause of the out of balance
condition.

b. For the purposes of the monthly reconciliation procedure, actual Navy Cash funds
collected are reported in the Navy Cash Merchant Sales Summary Report for the month, an
example of which is contained in paragraph 4.17.2 of this SOP. The treasurer cal culates recorded
Navy Cash funds collected based on entries recorded in the Record of Collections, Record of
Expenditures, and the Private Mess Refund Control Log.

c. Toreconcile, the treasurer must first compute the total recorded collections for the
month by adding Record of Collections entries for the month that have the *NC’ notation and
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subtracting refunds liquidated that month, shown in the Private Mess Refund Control Log and
Record of Expenditures (with the ‘NC’ notation).

d. Thetreasurer then compares the computed recorded collections total for the month to
the actual collections amount shown on the monthly Merchant Sales Summary Report (which
includes any refunds liquidated that day). A reconciliation worksheet is provided in paragraph
4.17.6 of this SOP to assist the treasurer when conducting the reconciliation process.

e. If actual Navy Cash collections and recorded Navy Cash collections balance (equal),
the reconciliation is successful and complete.

f. If actua collections and recorded collections do not balance, an error exists that must
be investigated and corrected.

g. Toidentify an error, the treasurer must compare the Record of Collections, Record of
Expenditures, and Refund Control Log to adetailed listing of Navy Cash transactions for the
month. The process of investigation and correction is the same as described in paragraph 4.13
above. To assist in this reconciliation, the more detailed Navy Cash Non-Vending Sales Report,
M SO Summary Report, and MSO Detail Report can be generated in the same way as the
Merchant Sales Summary Report (see paragraph 4.12.d above). If the final Navy Cash EOD
process and round trip for the month have already been completed, the Private Mess Monthly
Transaction Detail Reports can also be retrieved from the shore reports directory (see paragraph
8.4.21) on the Navy Cash workstation (see paragraph 4.17.4 for a sample report).

h. Merchant Settlement Reports. /Merchant settlement reportslist al Navy Cash
deposits made to the specified bank or credit checking account or merchant Navy Cash (strip)
account and can be used to assist in reconciling the account. These shore reports are generated
automatically at the completion of each end-of-day round trip and placed into a shore reports
directory by date (see paragraph 8.4.21). A sample report is contained in paragraph 4.17.5. In
Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)).

4.15 Navy Cash Effect on the Monthly Financial Operating Statement, NS 1367

For financia reporting, Navy Cash should be accounted for like cash (currency). Throughout
the month, al mess expenditures were entered on the Record of Expenditures and al collections
were entered on the Record of Collections, whether actual cash or Navy Cash was used.
Therefore, the NS 1367 should be prepared in accordance with the P486 Volume Il by
combining Navy Cash transactions with actual cash transactions in the recei pts and expenditures
fieldsin the Cash Account section.

4.15.1 Recepts

Include al cash and Navy Cash transactions recorded in the Record of Collections for the
month.

4.15.2 Expenditures

Include al cash and Navy Cash transactions recorded in the Record of Expendituresfor the
month.

4.15.3 Cash Brought Forward (Cash on Hand)

Includes Navy Cash funds held in the private mess Navy Cash accounts and on the private
mess Navy Cash e-purse (chip) in addition to cash on account in the mess commercia checking
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and savings accounts. Actual Navy Cash deposits to these commercial accounts will occur as
stated in Note 1 at the beginning of Chapter 4 of this SOP.

4.16 Contingency Operations

1. Short-Term Outage.

a. The POS in the private mess operates in the normal mode and is connected to the
Navy Cash server through the ship’s LAN. If connectivity to the server is expected to be a
problem, an operator should remain logged on to the POS at the end of the day so that Navy
Cash payments for meals and dues can be processed offline the next day even if connectivity is
not available. A POS in normal mode operating offline can store about 741 transactions before it
isfull and can no longer process transactions.

b. When connectivity to the Navy Cash server isrestored, sales receipts stored on the
POS are forwarded automatically to the Navy Cash server. This download starts when the LAN
connection to the server is made and the asterisk symbol on the POS screen disappears, usually
within aminute. The“!” symbol on the POS screen remains displayed until all transactions have
been downloaded to the server.

2. Locdlized Network Outage.

a. The POS must be online to the Navy Cash server through the ship’s LAN for an
operator to log on. If the network is down at the beginning of the day, the operator will not be
ableto log on to the system to conduct business. However, if the outage is localized to the area
of the general mess, an operator can go to the disbursing office and sign out a spare POS to use
in the portable mode.

b. Operator Log-On. The operator can log on to the portable POS (and the merchant can
be set to private mess food and dues) at any operating POS network connection point or
download box (in the disbursing office, MWR, post office, or other locations set up during the
Navy Cash installation). The operator disconnects the POS device currently in operation (if any)
and connects the portable POS. Once connected, the offline log-on procedure is the same as the
online procedure. After log-on is complete, the operator can disconnect the data cable and
proceed to operate the POS in the offline mode. If a POS was disconnected to permit the log-on,
it should be reconnected at this time. The operator should make sure that the portable POS has
fresh batteries and that additional batteries are readily available.

c. Download Sales Transactions. If the network outage is localized, the sales receipts
stored on the portable POS can be downloaded at the end of each day at one of the POS
connection points or download boxes as described in paragraph (b) above.

3. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for alengthy period of time (days, weeks), the private mess can, with the authorization of
the Commanding Officer, revert to accepting cash and/or check, following the same procedures
used prior to implementing Navy Cash.
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4.17 Private Mess Reportsand Forms (examples)

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

4171
Run Date: 05/17/2005
Report Nanme: NC 133
Start Date: 05/16/2005

Mer chant Sal es

Mer chant Name

WARDROOM MESS — FOCOD
WARDROOM MESS — DUES

NAVY DI SBURSI NG

POST OFFI CE — STAWPS

PCST OFFI CE — MONEY ORDERS
POST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS
VENDI NG STORE | TEMS
VENDI NG SCODA

VENDI NG SCDA

VENDI NG SODA

VENDI NG SCDA

NC SOP Ver 1.14 Chpt 4 Pvt Mess.docx

Daily Merchant Sales Summary Report

Run Ti ne:

End Date: :

Merchant | D

800000003675
800000003677
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001

4-15

17:08: 16

05/ 17/ 2005

Total Anopunt

611. 22
150. 00
1120. 35

Transacti on Count

110

80
91
53
170
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4.17.2 Monthly Merchant Sales Summary Report

Run Date: 05/31/2005
Report Nanme: NC 133
Start Date: 05/01/2005

Mer chant Sal es

Mer chant Name

WARDROOM MESS — FOCOD
WARDROOM MESS — DUES

VENDI NG SCDA

NAVY DI SBURSI NG

POST OFFI CE — STAMPS

PCST OFFI CE — MONEY ORDERS
POST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS

VENDI NG STORE | TEMS

VENDI NG SCDA

VENDI NG SODA

VENDI NG SCDA

VENDI NG SCODA
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Run Ti ne:

End Date: :

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0OO000001
VMCANDOOOO0O00001
VMCANDOO0OO000001

4-16

19: 07: 33

05/ 31/ 2005

Tot al Anount

Transacti on Count
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4.17.3 Daily Transaction Detail Report

Run Date : 08/29/ 2001
Run Ti me :19:17:02
Report Name : TRAN_WardroomvessFood_D
Navy Cash

Daily Transaction Detai l
Locati on:

Report - WARDROOM MESS -

USS NEVERSAI L

FOOD

Dat e: 08/28/2001 22:04:31 To 08/29/2001 22:01:54 Batch Id: R12345_323

Name SSN Account #

ALPERT, M KE 4321 80000010003
GOLD, STEVE 8765 80000010001
JOHN, ROBERT 1234 80000010002
JOSH, JIM 5678 80000010004

Qperator SM THFI ELD Subt ot al :

Transacti on Date

08/ 28/ 2001 13:42:41
08/ 28/ 2001 15:44:04
08/ 28/ 2001 15:42:16
08/ 28/ 2001 16:40:56

*** End of the Report ***
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4.17.4 Monthly Transaction Detail Report

Run Dat e 08/ 31/ 2001
Run Ti nme 19: 07: 02
Report Name TRAN War dr oonvessFood M
Navy Cash
Mont hly Transaction Detail Report - WARDROOM MESS - FOOD
Location: USS NEVERSAI L
Dat e: 08/01/2001 20:01:36 To 08/31/2001 22:20: 37
Mer chant : 80000010018
Event Code :
Oper at or : SM THFI ELD, RALPH
Narme SSN Account # Transacti on Date Trans Armount
ALPERT, M KE 4321 80000010003 08/28/2001 13:42:41 1 $100. 00
BALANCE, FRED 2314 80000010005 08/29/2001 11:18:35 1 $100. 00
GOLD, STEVE 8765 80000010001 08/28/2001 13:42:01 1 $150. 00
JOHN, ROBERT 1234 80000010002 08/28/2001 13:42:25 1 $100. 00
JOSH, JIM 5678 80000010004 08/28/2001 13:43:01 1 $100. 00
WAGNER, SAM 4231 80000010006 08/22/2001 13:01:12 1 $100. 00
Operator SM THFI ELD Subt ot al : 6 $650. 00
Event Subtotal : 6 $650. 00
Mer chant 80000010016 Subt ot al 6 $650. 00
Tot al 6 $650. 00
*** End of the Report ***
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4175 Merchant Settlement Report

Run Date: 12/09/2004

Run Tinme: 00:08:42

Report name: TRAN_Ship_Merchant _Settle D
Page: 1

Navy Cash
Daily Transaction Detail Report - Merchant Settl enment
Locati on: USS COMSTOCK
Date: 12/08/2004 00:12:52 To 12/09/2004 03:43: 22

Merchant: WARDROOM MESS - DUES 800000026283
Settlenment Date: 08-DEC 04
Settlenment Type: NAVY CASH

Bat ch Dat e Anmount C
R21452 1022 11/30/ 04 23:01 $255. 55
R21452 1023 12/01/04 21:13 $30. 00
R21452 1027 12/ 07/ 04 10: 19 $338. 95
R21452 1028 12/ 08/ 04 00: 07 $196. 80
R21452 1029 12/ 08/ 04 07:56 $263. 85
Settl enent Tot al $1, 085. 15

Mer chant WARDROOM MESS - DUES 800000026283 Total : $1, 085. 15

* C = Correction Transacti ons.

***xx% End of the Report *****
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4.17.6 Daily/Monthly Reconciliation Wor ksheet
USS

PRIVATE MESS DAILY/MONTHLY RECONCILIATION WORKSHEET

DATE:

RECORDED

ACTUAL

Recorded Collections
for Day/Month
(Tota of ‘NC’ Entriesin
Record of Collections)

for Day/Month

Navy Cash Collected

(Daily/Monthly Merchant
Sales Summary Report)

Less Refunds Liquidated
for Day/Month
(Total Of ‘NC’ Refund Entries
in Record of Expenditures
Liquidated on/in Day/M onth)

TOTAL RECORDED
COLLECTIONS

COLLECTIONS

TOTAL ACTUAL

ADJUSTMENTS TO
RECORDED COLLECTIONS

ADJUSTMENTS TO
ACTUAL COLLECTIONS

ADJUSTED TOTAL

ADJUSTED TOTAL
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5.1 Background

This chapter of the SOP describes Navy Cash procedures for selected operations within
Morale, Welfare, and Recreation (MWR).

NOTES

1. Normally, under Navy Cash, all transactions are performed electronically. However,
MWR requires the flexibility to receive cash and checks under certain unpredictable
circumstances after Navy Cash isinstalled. For those instances when MWR must
collect or disburse actual cash or checks, existing cash procedures apply.

2. Theterm MWR Officer used throughout this SOP refersto the Custodian and
individuals who have been properly authorized and appointed as his agents.

3. In Navy Cash, all times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)).

5.2 Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PM S information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readers failing to read the Navy Cash card.

5.3 Establishing MWR asa Navy Cash Merchant with a Navy Cash Account

a. MWR isestablished as a Navy Cash merchant as a part of the process of
implementing Navy Cash on board the ship.

b. Generdly, the MWR Officer uses alocal bank or credit union checking account set
up specifically for, and in the name of, the ship’s MWR fund to manage MWR operating funds.
This checking account is specified when the MWR Navy Cash merchant account is established.
The MWR Officer provides the Treasury Financial Agent, JPMorgan Chase, with the MWR
checking account number and ABA Routing number, the account name printed on the checks
(e.g., USS Neversail MWR Fund), and whether the checking account is a business or consumer
account. The Treasury Financial Agent can then transfer funds between the MWR checking
account and the MWR Navy Cash merchant (strip) account whenever the MWR Officer directs a
funds transfer.

c. The MWR Officer may choose to settle Navy Cash transactions to the MWR fund
bank or credit union checking account or to the Navy Cash (strip) account. Generally, if most
MWR payments are made by check, it is probably better to settle to the bank or credit union
account; if most payments are made with the Navy Cash card, it is probably better to settle to the
merchant Navy Cash (strip) account. Vaue can always be transferred among the Navy Cash chip
and strip accounts and the bank or credit union checking account.

d. The MWR Officer may also choose to settle on adaily or aweekly basis. By default,
private merchants have been set up to settle on adaily basis to help simplify the reconciliation
and settlement process. For merchants who elect to settle on aweekly basis, deposits are initiated
using the following schedule: on the 8th, 15th, 22nd, and 28th of each month. The deposit on the
8th of the month will include any transactions that posted on the 29th, 30th, and 31st of the
previous month. This slight delay in actual depositsis minor compared to the delay experienced
when checks are mailed to abank or credit union for deposit to the MWR account.
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e. The MWR Officer must understand that funds settled to bank or credit union accounts
ashore are NOT immediately available for expenditure. Navy Cash transactions are sent to the
Treasury Financial Agent daily, but deposits are NOT made immediately. Automated Clearance
House (ACH) transactions, which Navy Cash uses, are only processed Sunday through Friday at
10:00 PM Eastern Time (8:00 PM on Sunday) by the Federal Reserve System. Transactions will
generally be posted to bank or credit union accounts within 48 hours, and funds are normally
available the next business day after the transactions are posted. Funds settled to Navy Cash
(strip) accounts are available as soon as the End-Of-Day (EOD) round trip is completed between
ship and shore.

f. Settlement Reports. Merchant settlement reports are produced for all merchants
listing all Navy Cash deposits. These shore reports are generated automatically at the completion
of each EOD round trip and placed into a shore reports directory by date (see paragraph 8.4.21).
A samplereport is contained in paragraph 5.12.5. In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

54  Sales(Tickets, Tours, Memorabilia, etc.)

a. The Point-Of-Sale device (POS) is the card reader and keypad device used to register
sales transactions in Navy Cash. On larger ships, with a dedicated MWR office, a POS will
normally be permanently installed. This POS can be augmented by portable, hand-held POSs for
use in the offline mode during specia sale events, such as on the mess decks. On smaller ships
where MWR does not have dedicated office space, portable POSs can be operated in the offline
mode for MWR sales. When operated in the portable mode, the operator should make sure that
the POS has fresh batteries and that additional batteries are readily available.

b. A POS devicewill be configured for MWR during Navy Cash implementation.
Depending on ship type and LAN capability, the POS can be configured to operate online from
the MWR office or offline in the portable mode. Additional portable POSs can be configured for
offline use by the disbursing office, issued to the MWR Officer as needed, and must be returned
to the disbursing office as soon as the special saleisover. See Chapter 2 for instructions on
operating the POS.

c. Toregister sales on a POS:
(1) A cardholder initiates a sales transaction at the MWR sales counter or office.

(20 The MWR Officer follows the POS sales function directions presented in
Chapter 2 of this SOP.

(3) The MWR Officer provides a sales receipt to the cardholder when the
transaction completes successfully in accordance with existing procedures.

(4) For mgor event sales, such astours and concerts, for which an event code has
been assigned, the MWR Officer / sales clerk must indicate which event the cardholder is
purchasing by selecting the appropriate function key on the POS for each sales transaction (see
paragraph 5.6.2 below and paragraphs 2.2.2.j.(2), 2.2.6.b, 8.4.7, and 8.4.26 of this SOP for a
description of event maintenance and bulk refunds).

55 Deposits
55.1 Cash To MWR Fund Navy Cash Card
a. Asrequired, the MWR Officer presents cash to the disbursing office for deposit.
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b. The disbursing office accepts the cash from the MWR Officer and executes the cash
deposit to the MWR fund viathe “Funds Transfer to Chip” transaction screen. This transaction is
detailed in paragraph 8.4.4 of this SOP.

55.2  Check to MWR Fund Navy Cash Card

The MWR Officer has two options to deposit checks into the ship’s MWR fund account.

a. Asnecessary, the MWR Officer mails checks directly to the bank or credit union for
deposit in the MWR fund checking account in accordance with existing procedures. After the
checks clear the bank, the MWR Officer can transfer funds from the MWR fund checking
account to the MWR fund Navy Cash (strip) account using the Navy Cash Kiosks located on
board. The Kiosks present easy to follow directions on the screen for performing a funds
transfer.

b. Asnecessary, the MWR Officer presents the checks to the disbursing office for
deposit in the MWR fund chip account. Disbursing accepts the checks and executes the deposit
to the MWR fund chip account viathe “Funds Transfer to Chip” transaction screen. This
transaction is detailed in paragraph 8.4.4.

5.6 Refunds

Refunds for items or services purchased from MWR using cash or check will be made using
existing cash procedures. Refunds for items or services purchased with Navy Cash will be made
as described in the following paragraphs. Navy Cash refunds will appear on reports as depicted
in the example reports contained in paragraphs 5.12 and 7.8.5 of this SOP.

56.1 Individual Refunds

a. Thedisbursing office performsindividual refunds when given written authorization
from the MWR Officer.

b. The MWR Officer records the refund in accordance with existing procedures and
provides the cardholder with arefund chit that describes the refund and the amount of money to
refund. A sample Navy Cash Merchant Refund Log and Navy Cash Refund Chit are included in
paragraphs 8.15.15 and 8.15.16.

c. The cardholder takes the refund chit to the disbursing office. This should be done
within two working days to minimize the frequency of unliquidated refunds.

d. Disbursing selects the “ Fund Transfer to Chip” screen, clicks on the “ Individual
Refunds’ link in the funds transfer options window, and then selects either “ Chip Purchase
Refund” or Miscellaneous Refund” as the funding source option. The system performs a funds
transfer from the MWR fund Navy Cash account to the chip on the cardholder’ s Navy Cash card.
Thistransaction is detailed in paragraph 8.4.6.

56.2 Bulk Refunds

a. When alarge number of cardholders need arefund, handling the refunds individually
would be time consuming. For example, MWR may sell asignificant number of ticketsto a
concert or sporting event or series of tours that must be cancelled at the last minute because of
operational requirements or a change in the ship’s schedule. Event processing alows a merchant
to make sales collections for specific events, report transactions by event, and request arefund
through the Disbursing Officer for everyone who purchased the event if a bulk refund should
become necessary. Event maintenance allows the Disbursing Officer to establish and update
event processing for any merchant on the ship.
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b. To take advantage of bulk refunds and event maintenance for major event sales, such
astours and concerts, the MWR Officer must first coordinate with the Disbursing Officer to
establish a unique event code for each event. This event code must then be entered into the POS
and the appropriate function key must be selected as a part of each sales transaction. The POS
can be programmed with up to three event codes for each of three merchants, with each event
assigned to a different function key. When transactions are collected on a POS that has been
properly configured, the sales clerk will be able to indicate which event the cardholder is
purchasing by selecting the appropriate function key. This event code information is then held in
the database for reporting purposes and for a bulk refund if one should become necessary. See
paragraphs 2.2.2.j.(2), 2.2.6.b, 8.4.7, and 8.4.26 of this SOP for a description of event processing
and bulk refunds.

c. When requested by the MWR Officer, the Disbursing Officer can initiate a bulk
refund on the ship using the disbursing application (see paragraph 8.4.7.€). For each event
refunded, the full purchase amount will be credited to each cardholder’ s strip (Navy/Marine
Cash) account on the ship. This credit will be reflected ashore after the next en-of-day round trip
is completed. The MWR Officer records the refund in accordance with existing procedures
describing the refund and the amount of money refunded.

d. Visitor Cards. Purchases made with visitor cards, which do not have a strip (Navy /
Marine Cash) account associated with them, must be refunded individually at the Navy Cash
application (see paragraph 8.4.6 and the “Chip Purchase Refund” selecting a specific event).

e. Bulk Refund Exceptions Report. The bulk refund procedure will generate a Bulk
Refund Exceptions Report for transactions that cannot be refunded, for example, purchases made
with avisitor card or transactions that have already been refunded individually. Although the
status of abulk refund request may indicate “ Processed Successfully”, the Disbursing Officer
and MWR Officer must review the Bulk Refund Exceptions Report to ensure that all transactions
were refunded (see paragraph 8.4.7.€).

5.7  Purchases (MWR Expenses)
571 OnBoard Ship

The MWR Officer can use the MWR fund Navy Cash card (chip/e-purse) to purchase items
in the same manner that individual crewmembers purchase items on board ship. The Navy Cash
card e-purse (chip) sets a maximum load and debit (payment) limit of $50,000 for merchant
cards issued after 24 September 2008 and $9,999.99 for merchant cards issued before 24
September 2008. This monetary limit prevents private messes, MWR, or other merchants from
using Navy Cash cards to make larger purchases on board ship in asingle payment. For example,
a CVN wardroom treasurer pays a monthly food invoice to the general mess that can be as much
as $30,000 or more. In these situations, the MWR Officer can elect to make more than one
payment with the MWR Navy Cash merchant card or smply pay by check.

572 Ashore

The MWR Officer can use the MWR fund Navy Cash card debit function (magnetic strip) to
purchase items at 23 million locations worldwide.
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5.8 Transfer MWR Funds between Checking Account And Navy Cash Account
581 OnBoard Ship

Easy to follow directions are presented on the screen of the Navy Cash Kiosks located on the
ship.

5.8.2 Ashore

Contact the Navy Cash Customer Service Center at the toll free number listed in Chapter 1 of
this SOP.

5.9  End-of-Business Day Procedure

a. MWR businessis secured at the end of the business day.

b. The MWR Officer downloads the POS to the Navy Cash server following the
procedures in Chapter 2 of this SOP.

c. The Navy Cash system records the sales transactions.
d. The MWR Officer logs off the Navy Cash system.
e. Thedisbursing office initiates Navy Cash EOD processing.

f. Asapart of the EOD processing ashore, funds are transferred to and from the MWR
Navy Cash account as necessary.

g. Actua depositsto the MWR bank or credit union account ashore are made on either a
daily or aweekly basis as explained in paragraph 5.3.d of this SOP.

h. Each day, the MWR Officer should review the daily Navy Cash Merchant Sales
Summary Report for accuracy (see paragraph 5.12.1 of this SOP for a sample report). The
Merchant Sales Summary Report can be generated at the Navy Cash workstation in the
disbursing office by entering the correct start and end dates in the “View Reports” link in the
Navy Cash application (see paragraph 8.4.22). In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

i. The MWR Officer should also obtain a copy of the MWR Daily Transaction Detail
Report for reconciliation and management purposes. As aresult of successful processing of the
EOD batch and completion of the round trip between ship and shore, a series of Navy Cash
reports are sent to the ship from the shore side. These shore reports are generated automatically,
and, when they are received, the Navy Cash system places them into a shore reports directory by
date, with one sub-directory for each report date. The Daily Transaction Detail Report can be
printed at the disbursing office. An example of the report is contained in paragraph 5.12.3 of this
SOP.

J. The MWR Officer validates that the sales total less refunds for the day equals the
salestotal reported on the Daily Transaction Detail report. This step compares (electronic) cash
collected (the sales value from the Navy Cash report) to the daily sales receipts to determine that
thereis no discrepancy. If both numbers match, there is no discrepancy.

k. If the numbers do not match, an error has occurred that must be investigated and
resolved. At this point, the investigation would be conducted with the same procedures used
prior to the implementation of Navy Cash. Records must be reviewed to determine if asale was
not properly receipted or an incorrect sales amount was deducted from a Navy Cash card. To
facilitate the investigation, the more detailed Non-Vending Sales Report, MSO Summary Report,
and M SO Detail Report can be generated on the ship much like the Merchant Sales Summary
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Report (see paragraph 5.9.h above). If the Navy Cash EOD process and round trip have already
been completed, the MWR Daily Transaction Detail Report can also be retrieved from the shore
reports directory (see paragraph 8.4.21) on the Navy Cash workstation (see paragraph 5.12.3 for
asample report) to assist in the investigation.

I.  Navy Cash also produces a Monthly Transaction Detail Report. An example of this
report isin paragraph 5.12.4.

m. Merchant Settlement Reports. Merchant settlement reports list all Navy Cash deposits
made to the specified bank or credit checking account or merchant Navy Cash (strip) account
and can be used to assist in reconciling the account. These shore reports are generated
automatically at the completion of each EOD round trip and placed into a shore reports directory
by date (see paragraph 8.4.21). A samplereport is contained in paragraph 5.12.5.

5.10 Distribution of Ship’s Store Profitsto MWR

a. Thereisno change to the existing procedure for distribution of ship’s store profits.

b. However, thereisno need to cut a Treasury check payable to the ship’s MWR fund
for the MWR Officer. Prepare a Standard Form (SF) 1034, Public VVoucher for Purchases and
Services Other Than Personal, for the amount of the distribution using the accounting data for
ship’s store profits.

c. TheDisbursing Officer will process the SF 1034 and |oad the entire amount on the
MWR Navy Cash merchant card in accordance with paragraph 8.4.4, Funds Transfer to Chip, or
paragraph 8.4.8, Deposit Cash to Strip. The entire amount of the SF 1034 must be loaded on the
card; partial payments are not authorized.

d. The Disbursing Officer will record the transfer of the payment to the MWR merchant
card as a cash transaction on the Daily Cash Transaction Ledger in accordance with paragraph
8.4.10. The MWR Officer shall sign the SF 1034 and the Daily Cash Transaction Ledger for the
amount of value received, and the Disbursing Officer shall record the SF 1034 voucher number
on the Daily Cash Transaction Ledger.

e. The Disbursing Officer will post the amount of the SF 1034 as an increaseto line
4.1A and adecreaseto line 6.2A.

f. The Disbursing Officer will then post the amount of the payment transferred to the
MWR Navy Cash merchant card as an increase to line 6.2A and a decrease to line 6.9.

5.11 Contingency Operations

1. Short-Term Outage.

a. ThePOSin MWR operates in the normal mode and is connected to the Navy Cash
server through the ship’s LAN. If connectivity to the server is expected to be a problem, an
operator should remain logged on to the POS at the end of the day so that Navy Cash payments
can be processed offline the next day even if connectivity is not available. A POSin normal
mode operating offline can store about 741 transactions before it is full and can no longer
process transactions.

b. When connectivity to the Navy Cash server isrestored, sales receipts stored on the
POS are forwarded automatically to the Navy Cash server. This download starts when the LAN
connection to the server is made and the asterisk symbol on the POS screen disappears, usually
within aminute. The “!” symbol on the POS screen remains displayed until all transactions have
been downloaded to the server.
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2. Localized Network Outage.

a. The POS must be online to the Navy Cash server through the ship’s LAN for an
operator to log on. If the network is down at the beginning of the day, the operator will not be
ableto log on to the system to conduct business. However, if the outage is localized to the area
of MWR, an operator can go to the disbursing office and sign out a spare POS to use in the
portable mode.

b. Operator Log-On. The operator can log on to the portable POS (and the merchant can
be set to MWR) at any operating POS network connection point or download box (in the
disbursing office, general mess, post office, or other locations set up during the Navy Cash
installation). The operator disconnects the POS device currently in operation (if any) and
connects the portable POS. Once connected, the offline log-on procedure is the same as the
online procedure. After log-on is complete, the operator can disconnect the data cable and
proceed to operate the POS in the offline mode. If a POS was disconnected to permit the log-on,
it should be reconnected at this time. The operator should make sure that the portable POS has
fresh batteries and that additional batteries are readily available.

c. Download Sales Transactions. If the network outage is localized, the sales receipts
stored on the portable POS can be downloaded at the end of each day at one of the POS
connection points or download boxes as described in paragraph (b) above.

3. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for alengthy period of time (days, weeks), MWR can, with the authorization of the
Commanding Officer, revert to accepting cash and/or check, following the same procedures used
prior to implementing Navy Cash.
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512 MWR Reports (examples)

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

5.12.1 Daily Merchant Sales Summary Report

Run Date: 05/17/2005
Report Nanme: NC 133
Start Date: 05/16/2005

Mer chant Sal es

Mer chant Nanme

GENERAL MESS — FOCD
GENERAL MESS — SURCHARGES
NAVY DI SBURSI NG

POST OFFI CE — STAMPS

POST OFFI CE — MONEY ORDERS
POST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEM5
VENDI NG STORE | TEMS
VENDI NG SODA

VENDI NG SCODA

VENDI NG SODA

VENDI NG SODA

NC SOP Ver 1.14 Chpt 5 MWR.docx

Run Ti ne:

End Date: :

Merchant | D

800000003675
800000003677
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOO0O00001
VMCANDOO0OO000001
VMCANDOOOO0O00001
VMCANDOO0OO000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001

17:08: 16

05/ 17/ 2005

Total Anopunt

611. 22
150. 00
1120. 35

Transacti on Count

110

20
80
91
53
170
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5.12.2 Monthly Merchant Sales Summary Report

Run Date: 05/31/2005
Report Nane: NC 133
Start Date: 05/01/2005

Mer chant Sal es

Mer chant Name

GENERAL MESS — FOCD
GENERAL MESS — SURCHARGES
VENDI NG SCODA

NAVY DI SBURSI NG

POST OFFI CE — STAWPS

PCST OFFI CE — MONEY ORDERS
POST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS
VENDI NG STORE | TEMS
VENDI NG SCODA

VENDI NG SCDA

VENDI NG SODA

VENDI NG SCDA
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Run Ti ne:

End Date: :

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOO0OO000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001

5-10

19: 07: 33

05/ 31/ 2005

Tot al Anount

Transacti on Count
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5.12.3 Daily Transaction Detail Report

Dat e:
Last Nanme First Name
Barr Robert
Del aney Sally
Josh Jim

M chael Fred
Sayl or Rebecca
MAR Ref unds
Xk kk k%% k% R b S I I b
Total Transactions

NC SOP Ver 1.14 Chpt 5 MWR.docx

Navy Cash
Dai ly Transaction Detai l
USS NEVERSAI L
08/ 28/ 2001 22:04: 31 To 08/29/2001 22:01:54 Batch 1d: R12345_ 323

Locati on:

Account #
8000000000023
8000000000031
8000000000004
8000000000046
8000000000049

*kkkkkkhkkkkkkx

Report -

Run Date: 08/ 29/ 2001
Run Tine:17:08: 14
Report Nanme: TRAN MAR D

Transaction Date

08/ 28/ 2001
08/ 28/ 2001
08/ 28/ 2001
08/ 28/ 2001
08/ 28/ 2001
08/ 28/ 2001

*** End of the Report ***

5-11

MAR

kkkkkkkkkkkkkkk k%

Val ue
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5.12.4 Monthly Transaction Detail Report

Run Dat e: 08/ 31/ 2001
Run Time: 19: 07: 06
Report Nanme: TRAN_MAR_M

Navy Cash
Mont hly Transaction Detail Report - MAR
Location: USS NEVERSAI L
Date: 08/01/2001-20:01: 36 To 08/31/2001-22: 20: 37

Last Name  First Nane Account # Transaction Date

Val ue

Anti och Gal en 8000000000107 08/ 12/ 2001 $9. 25
Barr Rober t 8000000000023 08/ 28/ 2001 $100. 00
Del aney Sal |y 8000000000031 08/ 28/ 2001 $150. 00
Josh Jim 8000000000004 08/ 28/ 2001 $5. 00
M chael Fred 8000000000046 08/ 28/ 2001 $10. 00
Say| or Rebecca 8000000000049 08/ 28/ 2001 $2. 00
Shaul Don 8000000000146 08/ 04/ 2001 $7.50
USS NEVERSAI L Visitor 8000000001239 08/ 09/ 2001 $5. 00
Vent zel Laura 8000000021099 08/ 19/ 2001 $75. 00
MAR Ref unds $-7.50
Xk kKhhkkkx* *kkKhkhkkkk Kk kkkhkhkkkkkhk*x*x kkkhkkkkhkhkxxkkkhk  _ _ _ _ __ __
Total Transactions $356. 25

*** End of the Report ***
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5125 Merchant Settlement Report

Run Date: 12/09/2004

Run Time: 00:08:42

Report name: TRAN_Ship_Merchant _Settle D
Page: 1

Navy Cash
Daily Transaction Detail Report - Merchant Settl ement
Location: USS NEVERSAI L
Date: 12/08/2004 00:12:52 To 12/09/2004 03:43: 22

Merchant: MAR 800000026283
Settl enent Date: 08-DEC-04
Settlenment Type: NAVY CASH

Bat ch Dat e Anpunt C
R21452 1022 11/ 30/ 04 23:01 $255. 55
R21452 1023 12/ 01/ 04 21:13 $30. 00
R21452 1027 12/ 07/ 04 10: 19 $338. 95
R21452 1028 12/ 08/ 04 00: 07 $196. 80
R21452 1029 12/ 08/ 04 07:56 $263. 85
Settl enent Tot al $1, 085. 15

Merchant MAR 800000026283 Total : $1, 085. 15

* C = Correction Transacti ons.

***x*x% End of the Report *****
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Post Office
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6.1  Background

This chapter of the SOP describes Navy Cash procedures for selected operations in the ship’s
post office.

NOTES

1. Navy Cash does not affect non-monetary postal procedures, which will continue to
have their full force and effect. Neither does Navy Cash eliminate the need for
mai ntai ning existing money-handling procedures for contingency operationsin the
unlikely event that Navy Cash experiences a catastrophic failure and ceases to
function.

2. Theterm Postal Officer used throughout this SOP refersto the Postal Officer and
individuals that have been properly authorized and appointed as his’/her agents.

3. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

6.2 Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PM S information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 appliesto Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readersfailing to read the Navy Cash card.

6.3  Establishing the Post Office asa Navy Cash Merchant

a. Theship' spost officeis established as a Navy Cash merchant as a part of the process
of implementing Navy Cash on board the ship. The post officeis actually set up with three
merchants in order to track and report on stamps, money orders, and metered mail separately.

b. The Treasury Financial Agent, JPMorgan Chase Bank, N.A., and the NAV SUP Postal
Policy Division will work with the United States Postal Service (USPS) Postal Financial Officer
to set up the appropriate bank account number for the settlement account for postal transactions.

6.4 Sales

a.  The Point-Of-Sale device(POS) is the card reader and keypad device used to register
sales transactions in Navy Cash. Depending on the size of the ship, one or more POSs are
permanently installed in the post office and operate in an online mode. If necessary, the
Disbursing Officer can configure and issue a POS to the Postal Officer to operate in an offline,
portable mode.

b. A POS can be configured with each of the three separate Navy Cash merchant
accounts in the Post Office, POST OFFICE — STAMPS, POST OFFICE — MONEY ORDERS,
and, POST OFFICE- METERED MALIL, in order to report specifically on Postage Sales, Money
Order Sales, and Meter Sales. See paragraph 2.2.2, Admin Mode — Setting Up the POS, in
Chapter 2, POS, CAD, & Kiosk Operating Procedures, of this SOP for instructions on
configuring and operating the POS.

c. Thesalesprocedureis performed in accordance with paragraph 2.2.6, Normal Mode
— Purchases, in Chapter 2 of this SOP.

d. All USPS Postal Money Orders will be cashed at the disbursing office.
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6.5 Saleof USPS Stampsto Ship’sStore

Navy post offices are authorized to sell USPS stamp booklets to the Sales Officer, or
designated representative, for sale in the ship’s store. Sale of single stamps is not authorized. The
Sales Officer will purchase the stamps using the ship’s store Navy Cash merchant card.
Procedures for the purchase and sale of stamps by the ship’s store operation areincluded in
NAV SUP P487, paragraph 3400 and in Appendix M.

6.6 Refunds

Refunds in the ship’s Post Office are to be processed through the USPS and not through
Navy Cash. When a customer is eligible for arefund, PS Form 3533 isfilled out in accordance
with Domestic Mail Manual (DMM) section 604.9.0 and sent to Postmaster New Y ork or
Postmaster San Francisco, as appropriate. The Postmaster actually issues the refund to the
member.

PS Form 3533 is available at http://www.usps.com/forms_pdf/ps3533.pdf.
6.7  End-of-Business-Day Procedures

Flexible Credit Operations
a. The post office businessis secured at the end of the business day.
b. All military postal clerks log-off the system.
c. The Disbursing Officer initiates Navy Cash end of day processing.

d. Themilitary postal clerk prepares PS Form 1412 by completing AICs 090, 096, 100,
101, 109, 353, 400, 553, 680, 800, 840, 841, 845, 848, 851, 852, and 853, as applicable. Money
ordersissued will be recorded on the reverse of PS Form 1412 (see paragraph 6.11.1 for an
example of PS Form 1412). PS Form 1412s will be filed onboard for four years.

e. After al clerk disks have been consolidated on the supervisor disk, the COPE must
select option #4, Adjust Unit AIC, on the consolidate menu. The COPE must then check AIC
751, or 752 if this AIC is being used, and enter the dollar amount shown under AIC 751 (or 752)
in AIC 680, Cash Remitted—EFT. The amount must be exact. By entering the amount in AIC
680, the amount in AIC 751 (or 752) will be brought to zero.

f. The Postal Officer compares the totals for stamp, Postage Validation Imprinter (PV1),
and money order sales reported on PS Form 1412 to the total amounts collected and reported for
the Post Office on the Merchant Sales Summary Report to determine if they match (see
paragraph 6.11.2 for an example of a Merchant Sales Summary Report). If both reports match,
there is no discrepancy. The Merchant Sales Summary Report can be generated at any time by
selecting the “View Reports’ link in the Navy Cash application, clicking on “Merchant Sales
Summary” in the “ Application Reports” window, filling in the start and end dates for the
inclusive period, and clicking on the “ Generate” button. The Disbursing Officer will provide
copies of these reports to the post office for filing. A copy of the Merchant Sales Summary
Report must be attached to and filed with the corresponding unit PS Form 1412.

g. The post office may contact the disbursing office at any time during the business day
to generate a Merchant Sales Summary Report. The post office can use this report to verify that
the total transactions for the current business day are correct by comparing the report against the
clerk or unit preliminary tape (printed PS Form 1412).

h. If the reports do not match, an error has occurred that must be investigated and
resolved. At this point, the investigation would be conducted with the same procedures used
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prior to the implementation of Navy Cash. Records must be reviewed to determine if asale was
not properly receipted or an incorrect sales amount was deducted from a Navy Cash card. The
more detailed Merchant Sales by Operator (M SO) Detail Report for the day in question can be
requested from the disbursing office to research discrepancies and facilitate the investigation. All
discrepancies must be corrected before the PS Form 1412 is submitted to USPS. Two possible
scenarios for account shortages with procedures for corrective action follow:

(1) Scenario 1 — Window Clerk Is Short. In this case, “short” means that the
stamps close (AIC 853) is greater than the actual amount of clerk stamp stock audited on a
quarterly/monthly/daily audit. Corrective Action: The responsible window clerk can correct this
account shortage by inserting his/her personal Navy Cash card in the POS and entering the
amount of the shortage as a sales transaction. The clerk will then log on to hig/her IRT disk, press
the "postage sales” key, and enter the same amount (the shortage amount) he/she entered on the
POS. This amount will show as a postage sale on the PS 1412; however, since the clerk did not
take that stamp stock out of his’her account, this sale would then bring him/her back in balance.
A separate report to the Military Postal Service Agency (MPSA) or USPS is not required, but a
note should be made in the "Notes, etc.” section of the OPNAV Form 5112/2 to document the
transaction.

(2) Scenario 2— Window Clerk Is Short. In this case, “short” means that the cash
remitted (AIC 752) on the daily 1412 does not equal the amount reported on the daily Navy Cash
transaction report for the daily remittance. Corrective Action 1: If the shortage is found before
unit consolidation, the responsible clerk can correct this account shortage by inserting his/her
personal Navy Cash card in the POS and entering the amount of the shortage as asales
transaction. This sale will bring both reports in balance. Corrective Action 2: If the shortageis
found after submission of the unit 1412, the responsible clerk will log on to his’her IRT disk on
the next business day and enter the shortage amount in financia differences overage (AIC 247).
The clerk will then insert his/her personal Navy Cash card in the POS and enter the shortage
amount as a sales transaction. Entering the shortage amount in AIC 247 informs the USPS that
thereis an overage being submitted, and it does not affect the unit 1412 balances. The USPS will
then credit this overage to the previous business day’ s shortage remittance.

i. The Custodian of Postal Effects (COPE) uploads the unit 1412 data using the RCU
disk viathe Automated Military Postal System (AMPS) website in accordance with existing
procedures. To set up the computer to upload the RCU data:

(1) Ensure RCU disk is consolidated for the normal end-of-day transmission.
(2) Log ontothe AMPS website.
(3) Insertthe IRT RCU disk into the floppy disk drive.

(4) Click on the Finance Tab, and then click on “RCU Disk Upload” on the left side
of the screen.

(5) Click on ZIPRCU. Note: If Windows NT or 98 is used, click the “ Open”
button on the “File Download” box. If Windows 2000 is used, click on “Run This Program from
Its Present Location” and then click the “OK” button.

(6) Wait for the process to finish, and then click the “ Browse” button.

(7) Select “3%2FHoppy (A)” from drop-down in “Look in:” on “Choose File” box.
(8) Selectfile*IRT_RCU.zip".

(9) Click “Open” button on “Choose File” box.
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(20) Click “Submit” button.

(11) A screen should appear indicating successful transmission. Print this page,
stamp it with the All Purpose Date Stamp (APDS), and file it with your daily business records.

J. A copy of the Merchant Sales Summary Report will be attached to a copy of the
corresponding PS Form 1412. The PS 1412 and the Merchant Sales Summary Report must be
kept on file for four years.

k. During monthly audits, the Monies Audits Board must account for the copies of the
PS Form 1412s and the Merchant Sales Summary Reports. Audits will be conducted in
accordance with Chapter 3 of NAVSUP INST 5119.1.

[.  Auditing Officers should, in conjunction with accounting for the amountsin AIC 853
and 840, check AIC 680, Cash Remitted—EFT, to ensure the total matches the amount of money
sent electronically to the Treasury Financial Agent, JPMorgan Chase, as delineated on the Navy
Cash Merchant Sales Summary Report for the post office. The Merchant Sales Summary Report,
which reflects post office sales (the total of Postage Sales (090), Money Order Sales (100),
Money Order Fees (101), and Postage Validation Imprinter Sales (109)), must equal the total
amount in AIC 400 (Cash Required) on the Custodian of Postal Effects (COPE’s) Unit PS 1412
Report. If adiscrepancy isfound, check to seeif the military postal clerk entered daily business
information correctly in the K-22 card reader. Postage Sales (F1), Money Order Sales (F2), and
Meter Sales (F3) should be listed separately on the K-22.

m. Merchant Settlement Reports. Merchant settlement reports list all Navy Cash deposits
made to the bank account specified by USPS and can be used to assist in reconciling the account.
These shore reports are generated automatically at the completion of each end-of-day round trip
and placed into a shore reports directory by date (see paragraph 8.4.21). A sample report is
contained in paragraph 6.11.4. In Navy Cash, all dates and times are recorded and reported in
Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

6.8 End of Quarter Procedures

All financial datafrom the PS Form 1412 must be reported on the quarterly Posta
Accounting Report System (PARS) in accordance with existing procedures and sent to the
appropriate Fleet Postal Officer as an attachment to an e-mail.

6.9  Contingency Operations

a  Short-Term Outage.

(1) ThePOS in post office normally operates in the norma mode and is connected
online to the Navy Cash server through the ship’s LAN. If connectivity to the server is expected
to be a problem, an operator should remain logged on to the POS at the end of the day so that
Navy Cash payments can be processed offline the next day even if connectivity is not available.
A POS in normal mode operating offline can store up to 10,000 messages in the internal and SD
card message queues beforeit is full and can no longer process transactions.

(2) When connectivity to the Navy Cash server is restored, sales receipts
transaction messages stored on the POS are forwarded automatically to the Navy Cash server.
This download starts when the LAN connection to the server is made and the “ Offline Indicator”
on the Status Bar of the POS screen disappears, usually within aminute. The “Internal Queue
Message Indicator” and the “SD Card Queue Message Indicator on the Status Bar of the POS
screen remain displayed until all transactions have been downloaded to the server from the
internal and SD card message queues.
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b. Locaized Network Outage.

(1) The POS must be online to the Navy Cash server through the ship’s LAN for an
operator to log on. If the network is down at the beginning of the day, the operator will not be
ableto log on to the system to conduct business. However, if the outage is localized to the area
of MWR, the Postal Officer or Custodian of Postal Effects (COPE) can go to the disbursing
office and sign out a spare POS to use in the offline portable mode.

(2) Operator Log-On. The operator can log on to the portable POS (and the
merchants can be set to post office stamps, money orders, and metered mail) at any operating
Navy Cash network connection point or download box (in the disbursing office, general mess, or
other locations set up during the Navy Cash installation). The operator disconnects the POS
device currently in operation (if any) and connects the portable POS. Once connected, the
operator can log-on to the POS following the normal procedure. After log-on is complete, the
operator can disconnect the data cable and proceed to operate the POS in the offline mode. If a
POS was disconnected to permit the log-on, it should be reconnected at this time. The operator
should make sure that the portable POS has fresh batteries and that additional batteries are
readily available.

(3 Download Sales Transactions. If the network outage islocalized, the sales
receipts stored on the portable POS can be downloaded at the end of each day at one of the Navy
Cash connection points or download boxes as described in paragraph (2) above.

c. Long-Term QOutage. In the unlikely event that connectivity to the Navy Cash server is
down for alengthy period of time (days, weeks), the post office can, with the authorization of the
Commanding Officer, revert to accepting cash, following the same procedures used prior to
implementing Navy Cash.

6.10 Official Mail Service

a. Inaccordance with the DoD Official Mail Manual 4525.8-M, C2.7.1.2, use of a credit
card is authorized to pay for postal services. On Navy Cash ships, the ship’s Official Mail
Manager (OMM) is authorized to use a Navy Cash card to pay for postage and postal services
when processing official mail.

b. A card report (see paragraph 8.4.14) can be generated using the Disbursing
Application to document postage and postal services purchased in lieu of “receipts’, which are
no longer available in the ship’s Post Office. Procedures for the use of a Navy Cash card in
processing official mail areincluded in Appendix N.
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6.11 Post Office Formsand Reports (Examples)

6.11.1 PSForm 1412

US POSTAL SERVICE
DAILY FINANCIAL REPORT 23-05
Station or Unit USS NEVERSAIL [SFA No 9876 Stamp Accountability AIC $ Amount
I ceriy his is a true statement and the accountabily consigned to me s as shown on tis form. Opening Balance 840 | $ 10,000.00
Signature Date Stock Received (+) 841
PC2 Pastrana, Milagritos 17-May-05 Subtotal » | 845 |$ 10,000.00
Recelp Stamped Envelope Discount (-) 846
Description AIC $ Amount | Stock Returned (-) 848
Postage Sales 00 [$ 11.10 [Subtotal » | 851 | $ 10,000.00
Bird Stamp Sales 091 Total Sales (-) 852 | $ 11.10
Philatelic Product Sales 092 |[$ - |ClosingBalance —» | 853 | $ 9,988.90
Vending Sales 0% |$ - Dishurseme
Domestic Value 100 |$ 609.97 Description AIC $ Amount
Money Orders Fee 100 |$ 1.25 |Ps 3533 553
Postage Validation Imprinter 109 [$ 150.00 [NO FEE MONEY ORDER 586 | $ -
Vending Overages 175
Overage - Flexible Credit 57
Shortage Flexible Credit 767 Adjustment for Previous Overage
Adjustment for Previous Shortage Cash Remitted-EFT 680 | $ 772.32
Cash Retained for Previous Report 353 - Cash Retained Today 753 -
Cash Required 400 772.32 |Cash Accounted For goo |$ 77232
PS Form 1412-B, June 1992
Front of PSForm 1412
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DAILY MONEY ORDERS

MO SERNUMUSED MO ISSUED FEES MO SER NUM USED MOISSUED  FEES
1234567890 $100.00 0.25 1234567791 __$200.00 0.25
1234567891 $100.00 0.25 1234567792 $130.72 0.25
1234567892 $79.25 0.25
TOTAL MO ISS/FEES $279.25($ 075 TOTAL MO ISSIFEES $330.72 | $ 0.50
GT MO ISSIFEES $609.97 [ $ 1.25 $
NO FEES $ . $
TOTAL DEBIT/CREDIT | $ 611.22 Paid MO: $
$
Back of PSForm 1412
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6.11.2 Daily Report

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

Run Date: 05/17/2005
Report Nanme: NC 133
Start Date: 05/16/2005

Mer chant Sal es

Mer chant Name

WARDROOM MESS — FOOD
WARDROOM MESS — DUES

NAVY DI SBURSI NG

POST OFFI CE — STAWPS

PCST OFFI CE — MONEY ORDERS
POST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS
VENDI NG STORE | TEMS
VENDI NG SODA

VENDI NG SCODA

VENDI NG SODA

VENDI NG SODA
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Run Ti ne:

End Date: :

Merchant | D

800000003675
800000003677
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOO0O00001
VMCANDOO0OO000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001

17:08: 16

05/ 17/ 2005

Total Anopunt

611. 22
150. 00
1120. 35

Transacti on Count

110

80
91
53
170

27-Jun-11



6.11.3 Monthly Report

Run Date: 05/31/2005
Report Nane: NC 133
Start Date: 05/01/2005

Mer chant Sal es

Mer chant Name

WARDROOM MESS — FOCOD
WARDROOM MESS — DUES
VENDI NG SODA

NAVY DI SBURSI NG

POST OFFI CE — STAMPS

POST OFFI CE — MONEY ORDERS
PCST OFFI CE — METERED MAI L

SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS
VENDI NG STORE | TEMS
VENDI NG SODA

VENDI NG SODA

VENDI NG SODA

VENDI NG SCDA

NC SOP Ver 1.14 Chpt 6 Post Office.docx

Run Ti ne:

End Date: :

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOO0O00001
VMCANDOO0O0000001
VMCANDOOOO0O00001
VMCANDOO0OO000001
VMCANDOOOO0O00001
VMCANDOO0OO000001

6-10

19: 07: 33

05/ 31/ 2005

Tot al Anount

Transacti on Count

27-Jun-11



6.11.4 Merchant Settlement Report

Run Date: 05/18/2005

Run Time: 00:08:42

Report name: TRAN_Ship_Merchant _Settle D
Page: 1

Navy Cash
Daily Transaction Detail Report - Merchant Settl ement
Location: USS NEVERSAI L
Dat e: 05/16/2005 00:12:52 To 05/17/2005 03:43: 22

Merchant: POST OFFI CE 800000026283
Settlenent Date: 17-MAY-05
Settlenment Type: NAVY CASH

Bat ch Dat e Anpunt C
R21452 1022 05/17/05 03: 20 $772. 32
Settl enent Tot al $772.32

Mer chant POST OFFI CE 800000026283 Total : $772.32

* C = Correction Transacti ons.

***xx% End of the Report *****
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1.2

7.3

Background

This chapter describes procedures for Navy Cash operations in the ship’s store:
NOTES

1. Purpose. The purpose of this SOP isto provide guidance for use of the Navy Cash
card for purchasesin the ship’s store and vending machines. It is provided as an
addendum to existing policy and procedures outlined in NAVSUP P487.

2. Authorized Users. Ship’'s personnel, official visitors, and any other authorized visitors

who have been issued a Navy Cash card.

3. General. Inthe ship’s store, the Navy Cash Point-Of-Sale (POS) card reader can be
operated either attached to the Resale Operations Management (ROM) |1 cash
register or separate fromthe ROM Il cash register. In the vending machines, the
Navy Cash Card Access Device (also know as Card Accepting Device) (CAD)
replaces the bill validator. The POS and the CAD enable customers to purchase
mer chandise using an electronic purse (chip) on a Navy Cash card with the same, if
not more, convenience than cash. Value is subtracted from the customer's card
through the POS and CAD reader/collection devices, and receipts from sales are
automatically transmitted to the Navy Cash server at the time of sale. At the end of
each business day, these receipts are forwarded electronically to the Treasury
Financial Agent, JPMorgan Chase (JPMC). Then, at the end of the month, these
recel pts from sales are posted to the appropriate lines of accounting. The Navy Cash
system produces reports (see paragraph 7.8 of this SOP for sample reports) and
transaction journalsto assist with balancing the sales operations.

4. Exceptions. At the discretion of the Commanding Officer, cash may be accepted for
gpecial evolutions at the ship’s store and vending machines. (e.g., visitors, tour
groups, personnel riding the ship for less than 24 hours). S-3 personnel will follow
the procedures outlined in NAVSUP P487. Cash sales should be the exception to
accommodate visitors who are only going to be on the ship for a short time.
Generally, members of ship’s company should not be allowed to use cash on board
the ship.

5. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PM S information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 appliesto Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readersfailing to read the Navy Cash card.

Retail Sales

731

ROM 11 Integrated with Navy Cash—POS Attached to Cash Register

a ROM Il Cash Reqgister

(1) Theship’'sstore operator receives atill assignment diskette from the designated

assistant in the back office in accordance with the ROM 11 User’s Guide. A Navy Cash operator
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ID must first be established in the Navy Cash application for each ship’s store operator (see
paragraph 8.4.24, Operator ID Maintenance). The Disbursing Officer then provides the Operator
ID information to the Sales Officer, and the Sales Officer or designated assistant enters the
information by operator into the ROM 11 back office. When ROM and Navy Cash are integrated,
the ROM and Navy Cash operator 1Ds must match for sales receipts to be reported properly.
When configuring the POSthat will be attached to the ROM cash register, “ Enforce User
Logon” must be set to “ Force Operator Logon” (see paragraphs 2.2.2.k and 2.2.9 and Appendix
C).

(2) The ship’'sstore operator inserts the till assignment diskette into the Electronic
Point-Of-Sale (EPOS) cash register and uploads the data. The operator then logs into the EPOS
system following the instructions in the ROM Il User’s Guide and starts conducting the business
of the day.

b. POS Point-of-Sale (POS) Card Reader

(1) Turnonthe POS. The ship’s store operator boots up the POS card reader. The
POS must be turned on for all transactions including log-on and log-off. See Chapter 2 for
detailed POS operating instructions.

(2) Logon the POS. The cash register must be online to the Navy Cash server for
the operator to log on the POS. When the POS is turned on, the operator log-on screen is
displayed. The ship’s store operator |ogs on to the cash register in accordance with the ROM 11
User’s Guide and NAV SUP P487. The Navy Cash proxy application on the cash register handles
the operator’slog on to the POS through the Navy Cash server. ROM Il and Navy Cash operator
IDs must match

(3) Log off the POS. The cash register must be online to the Navy Cash server for
the operator to log off the POS. The ship’s store operator logs off the cash register in accordance
with the ROM |1 User’'s Guide and NAV SUP P487. The cash register’ s software handles the
operator’ s log off from the POS through the Navy Cash server.

(4) Connectivity Problems. With ROM |1 integrated with Navy Cash, the POS
operates in the proxy mode and is connected to the ship’s Local Area Network (LAN) and the
Navy Cash server through the ROM |1 cash register. The cash register must be online to the
Navy Cash server to process sales transactions. If connectivity to the server is expected to be a
problem, for example, the ship’s LAN is experiencing problems or the Navy Cash server is
down, a backup POS in norma mode with the merchant set to ship’s store and a ship’s store
operator already logged on must be available in order to be able to process sales transactions
offline in the event that connectivity to the Navy Cash server is not available (see paragraph
7.7.2).

c. Navy Cash Procedures
To properly complete a Navy Cash transaction at the register, perform the following steps.

(1) Attimeof sale, the operator scans al items through the cash register. After all
items have been scanned, the operator presses the “END” button on the keyboard. The “CASH
PAYMENT FORM” screen appears, and the operator selects the type of tender that will be
accepted. For Navy Cash transactions, the type of tender is“Navy Cash”. The total transaction
amount is displayed at the ROM 11 cash register and the POS card reader.

(2) The customer inserts his’lher Navy Cash card into the POS card reader, enters
the PIN number, and then presses the OK button.
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(3) If thereissufficient value on the card, the POS card reader authorizes the
transaction and allows the customer to verify the transaction amount. When the customer presses
the OK button to verify the transaction amount, the POS card reader subtracts the total amount of
the sale from the e-purse. The POS card reader sends the approval code to the cash register to
total out the sale. After each transaction, the ROM 11 cash register prints out areceipt for the
customer. (The cash register automatically requests verification that the transaction was
approved or canceled.)

(4) The customer removes hisor her card.

(5) All completed transactions are forwarded automatically to the Navy Cash server
at the time of sale. The Disbursing Officer can print daily reports for the ship’s store office. The
Sales Officer has the capability to print ROM |1 daily reports from the ship’s store office to
compare with the Navy Cash reports received from the disbursing office.

d. Transactions Not Approved

() If atransaction is not approved by the POS card reader, e.g., due to non-
sufficient funds on the customer's Navy Cash card, the operator follows the procedures stated in
the ROM Il User’s Guide under Point of Sale procedures to discontinue the sale. (If atransaction
is canceled or thereis an error, the POS card reader sends a message to the cash register saying
s0. The cash register receives this message when it requests approval or cancellation of a
transaction. If there is a cancellation or atimeout, the transaction is automatically canceled, and
ROM 11 returns to the main screen.)

(2) Theship’'sstore operator should direct the customer to the disbursing office for
further guidance if the customer has any questions about the Navy Cash card.

7.3.2 ROM Il Not Integrated with Navy Cash—POS Not Attached to Cash Register

a ROM Il Cash Reqgister

(1) Theship’'sstore operator receives atill assignment diskette from the designated
assistant in the back office in accordance with the ROM 11 User’s Guide. (A Navy Cash operator
ID must first be established in the Navy Cash application for each ship’s store operator (see
paragraph 8.4.24, Operator ID Maintenance. The Disbursing Officer then provides the ID
information to the Sales Officer, and the Sales Officer or designated assistant enters the
information by operator into the ROM |1 back office.)

(2) The ship’'sstore operator inserts the till assignment diskette into the Electronic
Point-Of-Sale (EPOS) cash register and uploads the data. The operator then logs into the EPOS
system following the instructions in the ROM Il User’s Guide and starts conducting the business
of the day.

b. POS Point-of-Sa e (POS) Card Reader

(1) Turn On the POS. The ship’s store operator boots up the POS card reader. The
POS must be turned on for all transactions including log-on and log-off. See Chapter 2 for
detailed POS operating instructions.

(2) Logon the POS. The POS must be on line to the Navy Cash server for the
operator to log on. The POS is turned on by pressing the “OK” key. The operator |og-on screen
isdisplayed, and the ship’s store operator enters his or her operator ID number into the POS. The
POS displays await screen while processing, and returns to the normal screen when thelog-onis
accepted.
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(3 Log off the POS. The POS must be on lineto the Navy Cash server for the
operator to log off. The ship’s store operator presses the “Off/Cancel” key and presses the “OK”
key to confirm log off is desired. At the end of the day, the ship’s store transactions for the day
are processed automatically through the Navy Cash server.

(4) Connectivity Problems. With ROM |1 and Navy Cash not integrated, the POS
operates in the normal mode and is connected to the Navy Cash server directly through the ship’s
LAN. If connectivity to the server is expected to be a problem, for example, the ship’'sLAN is
experiencing problems or the Navy Cash server is down, an operator should remain logged on to
the POS at the end of the day so that sales transactions can be processed offline the next day
even if connectivity to the Navy Cash server isnot available.

c. Navy Cash Procedures
To properly complete a Navy Cash transaction at the register, perform the following steps.

(1) Attimeof sale, the operator scans al items through the cash register. After all
items have been scanned, the operator presses the “END” button on the keyboard. The “CASH
PAYMENT FORM” screen appears, and the operator selects the type of tender that will be
accepted. For Navy Cash transactions, the type of tender is“Navy Cash”. The total transaction
amount is displayed at the ROM 11 cash register, and the operator manually enters the total into
the POS card reader. The total on the POS must match the total on the cash register.

(2) The customer inserts his’lher Navy Cash card into the POS card reader, enters
the PIN number, and then presses the OK button.

(3) If thereissufficient value on the card, the POS card reader authorizes the
transaction and allows the customer to verify the transaction amount. When the customer presses
the OK button to verify the transaction mount, the POS card reader subtracts the total amount of
the sale from the e-purse. The ship’s store operator totals out the sale on the cash register, and the
ROM 11 cash register prints out areceipt for the customer.

(4) The customer removes hisor her card.

(5 All completed transactions are forwarded automatically to the Navy Cash server
at the time of sale. The Disbursing Officer can print daily reports for the ship’s store office. The
Sales Officer has the capability to print ROM |1 daily reports from the ship’s store office to
compare with the Navy Cash reports received from the disbursing office.

d. Transactions Not Approved

() If atransaction is not approved by the POS card reader, e.g., due to non-
sufficient funds on the customer's Navy Cash card, the operator follows the procedures stated in
the ROM 1l User’s Guide under Point of Sale procedures to discontinue the sale.

(2) Theship'sstore operator should direct the customer to the disbursing office for
further guidance if the customer has any questions about the Navy Cash card.

7.3.3  Multiple Operators

If more than one person is responsible for the operation of the ship’s store, the procedures
outlined above will be followed for each shift/till.

7.34  Non-EPOS Retail Store Sales (e.g., Hangar Bay or Pier Side)

a. Procedures stated in the NAV SUP P487 will be followed when operating a pier side
or other non-EPOS retail store.
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b. The Sales Officer or designated assistant will add a store number (94 series) in the
ROM 11 back office, following the procedures prescribed in the ROM 11 User’s Guide.

c. All salesfor cash and check and cash collection procedures will be in accordance
with the NAV SUP P487, paragraph 2200.

d. All cash and checks will be recorded in the NAV SUP 469 and deposited with the
Disbursing Officer in accordance with NAV SUP P487, paragraph 2230.

e. Navy Cash can aso be used to accommodate these sales. When setting up a non-
EPOS store, the Sales Officer can check out the appropriate number of battery-operated POS
devices from the disbursing office. Each POS must be set up for a merchant and one of the
operator 1Ds previously assigned by the Disbursing Officer for generic sales. The POS must be
online to the Navy Cash server for an operator to log on.

f. Attheend of the day or at the end of the event, the Sales Officer will take each POS
to one of the available Navy Cash “download boxes™ or serial ports, in the disbursing office or
sales office for example. When plugged in, the POS will automatically upload sales information
to the Navy Cash server.

g. Once all the POSs are uploaded, the Sales Officer can view the Navy Cash sales by
printing out the Merchant Sales Summary Report under the “View Reports’ link in the Navy
Cash application. When creating this report, the Sales Officer must ensure the time frame
indicated is specific and inclusive for the applicable non-EPOS store event. In Navy Cash, al
dates and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated
Universal Time (UTC)).

h. To verify that the amounts reported by Navy Cash Merchant Sales Summary Report
and the non-EPOS cash register or sales receipt book are correct, the totals will be reconciled. If
both reports match, there is no discrepancy. If the reports do not match, an error has occurred
that must be investigated and resolved. The Sales Officer can generate the more detailed
Merchant Sales by Operator (M SO) Detail Report for the period in question under the same
“View Reports” link in the Navy Cash application to research discrepancies and facilitate the
investigation.

i. The Sales Officer or designated collection agent will enter the amounts collected in

cash and checks and in Navy Cash into the ROM 11 back office in accordance with the ROM ||
User’s Guide.

7.35 Concessionaire Sales

When overseas concessionaires take advantage of Navy Cash, ship’s store personnel will
follow the procedures in the Sixth/Seventh Fleet concessionaire instructions and the procedures
stated below. If a ship encounters overseas concessionaires who will not use Navy Cash, for
whatever reason, ship’s store personnel will follow the procedures outlined in the Sixth/Seventh
Fleet concessionaire instructions and the NAV SUP P487, Chapter 3, when setting up
concessionaire vendors overseas for receiving cash

a. Prior to Foreign Concessionaire Vendor (s) arriving on board, the Sales Officer will
check out the appropriate number of POS devices from the disbursing office. Each POS must be
set up for amerchant and one of the operator I1Ds previously assigned by the Disbursing Officer
for generic sales. The POS must be online to the Navy Cash server for an operator to log on.
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b. When aForeign Concessionaire Vendor arrives on board to conduct sales, he/she will
report to the Sales Officer to receive a portable POS device.

c. The Sales Officer will be responsible for training each concessionaire vendor on how
to conduct Sales using the portable POS device.

d. The concessionaire vendor(s) will take the portable POS device to the designated area
to conduct sales. Each transaction per customer will be recorded by the vendor(s) in the
concessionaire number control log and on an SS-141 Navy Exchange Sales Receipt in
accordance with NEX Y okosuka/Naples Concessionaire instruction 4000 series.

e. Upon completion of sales, or at the end of the day, the concessionaire vendor(s) will
report to the Sales Officer, and present the portable POS device, aswell as al SS-141 Navy
Exchange Sales Slips.

f. The Sales Officer will take the POS to one of the available Navy Cash “download
boxes’ or seria ports, in the disbursing office or sales office for example. When plugged in, the
POS will automatically upload sales information to the Navy Cash server.

g. Once all the POSs are uploaded, the Sales Officer will be able to view the Navy Cash
sales by printing out the Merchant Sales Summary Report under the “View Reports” link in the
Navy Cash application. When creating this report, the Sales Officer must ensure the time frame
indicated is specific and inclusive for the applicable concessionaires. In Navy Cash, all dates and
times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time
(UTCQC)). Thetotal of the SS-141s will be reconciled with the total from the Merchant Sales
Summary Report and the concessionaire number control |og.

h. The Sales Officer will compute the commission due to NEX and the ship for each
concessionaire' s sales based on the percentage contained in the concessionaire’ s contract. Once
the commission value is determined and verified, the Sales Officer will be responsible for
creating two separate SF 1034’ s, Public VVouchers for Purchases and Services Other Than
Personal, one for the net amount due the vendor (total sales receipts less the commission
percentage) and one for 50 percent of the commission collected for the NEX. The Line of
Accounting (LOA) cited will be Ship’s Store Profits Navy (SSPN). The Sales Officer will record
the 50 percent of the commission collected for the ship as a contribution to SSPN in the ROM 11
system following the procedures outlined in the ROM |1 User’s Guide. The Disbursing Officer
will report the collection of monies owed to the ship’s store as a collection under SSPN. The
sample Foreign Concessionaire Sales Reconciliation Form included at paragraph 7.8.6 provides a
tool to assist in reconciling foreign concessionaire sales.

i. Thetwo SF 1034 vouchers will be given to Disbursing. The Disbursing Officer will
issue two separate Treasury Checks, one for the net amount owed to the vendor, and one for the
amount owed to NEX. The Disbursing Officer will use the prepared SF 1034s citing the SSPN
line of accounting as the substantiating vouchers.

j.  The Disbursing Officer will forward the checks to the Sales Officer, who will be
responsible for delivery to the vendor and NEX. Upon receipt of the NEX check, the Sales
Officer will forward the check, copies of the concessionaire number control log, and all
applicable SS-141 receipts to NEX. The Sales Officer will send the vendor(s) his’/her check.

k. The Sales Officer will notify NEX viae-mail in accordance with the concessionaire
instruction and provide the total dollar sales broken down by each vendor, total SS-141s used by
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each vendor, port, check number, check date, amount of check, and date mailed to NEX. (A copy
of the SS-141swill be retained by the ship)

I.  The procedures listed above are an addendum to the existing policy and procedures
outlined in the NEX Y okosuka and/or Naples Instruction 4000.1A, NAV SUP P487, and the
Navy Cash Standard Operating Procedures (SOP).

7.3.6  Special Order Items/Flowers

a. Specia order items not listed on the Ship’s Store Electronic Catalog (SSEC) and/or
flowers will be processed in accordance with the NAV SUP P487, paragraphs 4300. The records
keeper or designated assistant will assign a stock number and a stock record card to each item.

b. For flowers: The records keeper or designated assistant will set up flower salesin the
ROM 11 as anon-EPOS store following the ROM |1 users guide. The flower sales will be entered
into the POS (offline mode) as a separate merchant, e.g., Hangar Bay Sales. Additionally, the
steps below will be followed in the ROM |1 back office:

(1) Enter "Snack Vending" asthe store type. (It isthe only store type that will post
to line CO2, that is, a non-EPOS activity.)

(2) Under "Creating a New Vending Machine”, enter store type as 9300, machine
name as Flower Sales, and machine number as 9301.

(3) A breakout will be accomplished of the flower items (types) to 9300 in
accordance with NAV SUP P487, paragraph 6100.

(4) Therecords keeper will post sales from the POS under "Vending Collections'.

c. Theship’'sstore operator will follow paragraphs 7.3.1.c or 7.3.2.c of this SOP when
performing Navy Cash transactions for special order items and/or flowers.

7.3.7  End of Day (EOD) Closeout

a. The Sales Officer and Disbursing Officer will determine and agree when the ROM 11
and Navy Cash systems will be closed out each day to complete the EOD process and reporting.

b. At EOD, the ship’s store operator does an EOD till export from the cash register to a
floppy diskette following the ROM 11 User’s Guide, Chapter 14.

c. Theship'sstore operator delivers the diskette to the designated assistant in the back
office, who does an EOD till import into the back office computer following the ROM Il User’s
Guide, Chapter 15. Upon completion, an EOD report is generated from the ROM 11 back office
summarizing that day's sales activity at the cash register.

7.3.8 EOD Reports

a. The Sales Officer or designated assistant must compare the ROM 11 e-cash receipts
EOD report with the Navy Cash Merchant Sales Summary Report printed from the Navy Cash
workstation in the Sales Office or disbursing office (see paragraph 7.8.1 of this SOP for a sample
report). The Merchant Sales Summary Report can be generated by entering the correct start and
end datesin the“View Reports” link in the Navy Cash application (see paragraph 8.4.22). In
Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)). The more detailed Non-V ending Sales Report, MSO
Summary Report, and M SO Detail Report can be generated in the same way.
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b. All totalsfor electronic salesin the ship’s store must match. Any differences must be
investigated. Once verification has been made, the sales total received from the register will be
entered and posted by the designated assistant into the ROM |1 back office. The designated
assistant will print out the ROM 11 over and short report.

c. The Sales Officer or designated assistant is also responsible for comparing the Navy
Cash Daily Transaction Detail Reports from shore with the ROM |1 daily transaction reportsto
verify accuracy. The shore reports are generated automatically by the Navy Cash EOD process
and sent to the ship when the EOD round trip is completed (see paragraph 8.4.21). When the
shore reports are received, the Navy Cash system places them into a shore reports directory by
date, with one sub-directory for each report date. In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). The
“Shore Reports” folder on the Navy Cash application desktop provides a short cut to the
directory.

d. All reports must be signed by the Sales Officer, and filed in the RK CO2/CO3/CO4
file.

7.3.9 EOD Differences

a. If adifference occurs between the total receipts listed on the ROM |1 report and the
Merchant Sales Summary Report printed from the Navy Cash application, the Sales Officer will
do the following.

(1) Print out the ROM Il daily transaction report from the back office.
(2) Print out the ROM Il over/short report.

(3) Generate the more detailed Merchant Sales by Operator (MSO) Detail Report
for the period in question under the “View Reports” link in the Navy Cash application. Print out
acopy of the report and compare it with the ROM [l e-cash daily transaction report to research
and resolve discrepancies. When creating this report, ensure the time frame indicated is specific
and inclusive. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

b. The Sales Officer or Disbursing Officer can request assistance from the Customer
Service Center if needed. If the difference is unresolved, a signed |etter/report by the Sales and
Disbursing Officer will befiled in the RK, CO2/CO3/CO4 file.

7.4  Non-EPOSVending
74.1 Dollar Value of Card

As a security feature, each customer's Navy Cash card has a $25.00 threshold for vending
machine transactions. Once the value exceeds the $25.00 PIN-less transaction counter on the
card, the CAD will display the message “Insufficient Funds’ to indicate that the customer is
required to reenter hissher PIN at a Navy Cash Kiosk or a POS device. (The CAD is programmed
to display the PIN-less balance on the card.)

7.4.2  Navy Cash Procedures

a. The customer will insert his’her Navy Cash card into the CAD prior to making a
selection. A message will be displayed on the CAD denoting processing is taking place.

b. If thecardisvalid, the CAD will prompt the customer to make a selection.
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c. All Navy Cash sales receipts from vending machines will be forwarded automatically
to the Navy Cash server, generdly at the time of sale. If network connectivity islost for any
reason, sales transactions are store in the CAD and are forwarded automatically when network
connectivity is restored.

d. The Sales Officer or designated assistant will record Navy Cash sales receipts into the
ROM 11 back office using the Navy Cash Merchant Sales Summary Report totals for each
vending machine merchant (see paragraph 7.8.1 of this SOP for a sample report) generated from
the Navy Cash application in the disbursing office and/or sales office.

e. The Merchant Sales Summary Report is intended to provide the Sales Officer with
electronic totals of receipts for each soda machine. The report can be generated by entering the
desired start and end dates in the “View Reports” link in the Navy Cash application (see
paragraph 8.4.22) and will be printed out as needed to assist the Sales Officer with auditing the
soda machines on a bi-weekly basis. The Merchant Sales Summary Report for the month will
assist the Sales Officer at EOM when closing/posting sales into the ROM 11 back office.

f. The Sales Officer or Disbursing Officer can aso print out a copy of the Vending Soda
or Vending Store Items Daily (or Monthly) Transaction Detail Reports (see paragraph 7.8.4 of
this SOP for a sample report) from the shore reports folders (see paragraph 8.4.21).

74.3 Invalid Transactions

a. The customer will insert his/her card into the CAD, and if thecard isinvalid, a
message will be displayed telling the customer that the card isinvalid along with a prompt to
remove the card.

b. If the priceis greater than the card balance, the balance is displayed to the customer
along with an insufficient balance message, and the vend will be denied. The current transaction
will be canceled.

744  $25 Dollar Pin-lessLimit Scenario

a. The customer will insert his’her card into the CAD, and a message will be displayed
denoting processing is taking place.

b. If the customer’s card isvalid, the balance will be displayed along with a prompt to
make a selection. If the customer’s card isinvalid, a message will be displayed telling the
customer that the card isinvalid, and to remove the card. Customers should be directed to the
disbursing office for further guidance if they have any questions about the Navy Cash card.

c. Thecustomer will select aproduct. If the price of the product is greater than the value
left on the card, or will exceed the $25.00 PIN-less transaction counter on the card, the message
“Insufficient Funds’ will be displayed to indicate that the customer needs to reenter the PIN at a
Navy Cash Kiosk or a POS device.

745  Vending (CAD) Maintenance

The Navy Cash application requires each vending machine CAD to beidentified by a unique
16-digit aphanumeric Terminal 1D number. Whenever a CAD is changed or anew CAD is
instaled, it must be registered in the Navy Cash application so that sales transactions can be
credited to the correct merchant. The following procedures are al'so found in the disbursing
section of this Standard Operating Procedure (SOP), paragraph 8.4.25, Vending and Ship’s
Store—Vending Maintenance and End of Month.
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a. Adding aNew Vending Machine and CAD

(1) [Itistheresponsibility of the ship to install any new vending machine and CAD
and pull the cabling from the nearest Navy Cash router to the new machine. The Navy Cash
depot and field support contractor can advise the ship on the nearest available router. Any costs
associated with this effort, including travel, will be borne by the ship. The ship can contract
directly with the Navy Cash depot and field support contractor to pull cable, hook up the
equipment, or come on board after the installation is complete to set up the new machinein the
Navy Cash system configuration.

(2) No transactions can occur at the vending machine until the CAD is associated
with the vending machine in the Navy Cash application.

(3) Oncethe new vending machine and CAD have been installed, the Navy Cash
system configuration has been set up, and the vending machine has been powered up, the
Disbursing Officer or Sales Officer clicks on the “Vending and Ship’s Store” link in the Navy
Cash application. When the “Merchants and Vending Machines” menu tree is expanded, the
screen displays all the merchants, all the vending machines associated with each merchant, and
the Terminal 1D numbers for the CADs “tied” to each of the vending machines. The Disbursing
Officer or Sales Officer then highlights (selects) the appropriate merchant.

(4) A description of the new vending machine, for example, Candy #3, is entered in
the “Vending Machine ID” box, and the location of the new machine on the ship is entered in the
“Machine Location” box.

(5) The Disbursing Officer or Sales Officer then selects (highlights) the appropriate
CAD Termina ID number for the new CAD from the“CAD Terminal ID” drop-down box.
When a CAD isinstalled in avending machine, the Terminal 1D number is transmitted
automatically from the CAD to the system and listed as unassigned until it is assigned to the
appropriate vending machine when the next step is completed. If there are multiple unassigned
CADs, the correct 16-digit CAD Terminal ID numbers can be verified at the CAD itself. The
Terminal ID isthefirst itemin thelist of the “Network” group’s diagnostic information, and
“Network” is the second of the five groupsin CAD diagnostics (see paragraph 2.3.3 for amore
detailed description and procedures for CAD diagnostic information).

(6) Onceall theinformation is entered or selected, the Disbursing Officer or Sales
Officer clicksthe “Add Vending Machine” button to update the system. The Disbursing Officer
or Sales Officer will be prompted to verify information for the CAD and vending machine being
added, which is accomplished by clicking the “OK” or “Cancel” button as appropriate. If the
“Cancd” button is clicked, the change is not made, and the Disbursing Officer or Sales Officer
either exitsthis portion of the application or re-enters the information for the change desired.

b. Changinga CAD
(1) The vending machine operator installs the new CAD and powers up the vending

machine. No transactions can occur at the machine until the CAD is associated with the machine
in the Navy Cash application.

(2) The Disbursing Officer or Sales Officer clicks on the “Vending and Ship’s
Store” link. When the “Merchants and Vending Machines’ menu tree is expanded, the screen
displays all the merchants, all the vending machines associated with each merchant, and the
Terminal 1D numbers for the CADs “tied” to each of the vending machines.
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(3) The Disbursing Officer or Sales Officer selects (highlights) the appropriate
vending machine and then selects (highlights) the appropriate CAD Terminal ID number for the
new CAD from the “CAD Terminal ID” drop-down box. When a CAD isinstalled in avending
machine, the Terminal 1D number is transmitted automatically from the CAD to the system and
listed as unassigned until it is assigned to the appropriate vending machine when the next step is
completed. If there are multiple unassigned CADs, the correct 16-digit CAD Termina 1D
numbers can be verified at the CAD itself. The Terminal ID isthefirst item in the list of the
“Network” group’s diagnostic information, and “Network” is the second of the five groups in
CAD diagnostics (see paragraph 2.3.3 for amore detailed description and procedures for CAD
diagnostic information).

(4) Oncethenew CAD Terminal ID number is selected, the Disbursing Officer or
Sales Officer clicks the “Update Vending Machine Data” button to update the system. The
Disbursing Officer or Sales Officer will be prompted to verify the information for the new CAD,
which is accomplished by clicking the “OK” or “Cancel” button as appropriate. If the “Cancel”
button is clicked, the change is not made, and the Disbursing Officer or Sales Officer either exits
this portion of the application or re-selects the information for the change desired.

(5 Clicking the “OK” button removes the previous CAD from the system.
c. Removing aVending Machine and CAD

(1) The Disbursing Officer or Sales Officer clicks on the “Vending and Ship’s
Store” link. When the “Merchants and Vending Machines’ menu tree is expanded, the screen
displays all the merchants, all the vending machines associated with each merchant, and the
Terminal 1D numbers for the CADs “tied” to each of the vending machines.

(2) The Disbursing Officer or Sales Officer first highlights (selects) the appropriate
vending machine in the “Merchants and Vending Machines” window and then clicks the
“Remove Vending Machine” button. At this time the Disbursing Officer or Sales Officer will be
prompted to verify removing the vending machine, which is accomplished by clicking the “OK”
or “Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not made, and
the Disbursing Officer or Sales Officer either exitsthis portion of the application or re-selects the
vending machine for the change desired.

d. Updating Vending Machine Information

(1) The Disbursing Officer or Sales Officer clicks on the “Vending and Ship’s
Store” link. The screen displays al the merchants, al the vending machines associated with each
merchant, and the Termina ID numbers for the CADs “tied” to each of the vending machines.

(2) The Disbursing Officer or Sales Officer highlights (selects) the appropriate
vending machine in the “Merchants and Vending Machines” window, then highlights the old
vending machine information, enters the new information, and clicks the “Update Vending Data”
button to update the system. At this time the Disbursing Officer or Sales Officer will be
prompted to verify the updated information, which is accomplished by clicking the “OK” or
“Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not made, and the
Disbursing Officer or Sales Officer either exits this portion of the application or re-enters the
information for the change desired.
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746  Weekly Review of Vending Machine Operation for Malfunction

a. Todetermineif the machineis functioning properly, the Sales Officer will capture the
meter reading a minimum of twice weekly from each vending machine using alocally prepared
form. The difference between the current meter reading and the previous meter reading times the
retail selling price should equal the total e-cash collected from the Navy Cash system.

b. Overages and shortages will be investigated in accordance with the NAV SUP P487.
Assistance will be requested from the Treasury Financial Agent through the Disbursing Officer if
needed.

75 Refunds

The Sales Officer or designated assistant must approve all refunds, whether for ship’s store
or vending. Refunds will be processed at the ship’s store office using the following procedures.

a. The customer will take the merchandise to the ship’s store office for turn-in. The
Sales Officer or designated assistant will fill out aNAVSUP 972 for each refund. The customer
and the Sales Officer or designated assistant will sign the NAV SUP 972.

b. The Sales Officer or designated assistant will enter the Navy Cash application and
access the “Individual Refunds’ link in the “Funds Transfer Options’ window under the “Funds
Transfer” link (see paragraph 8.4.6, Individual Refund).

(1) A “Chip Purchase Refund” alows a single purchase transaction to be selected
for the refund and helps to ensure that a particular purchase is only refunded once. Multiple-item
purchases are treated as a single total if al the items were purchased at the same time.

(2) A “Miscellaneous Refund” can be used when the specific purchase may be
difficult to identify, for example, a soda or snack vending item or a single item within a multiple-
item purchase.

c. Theamount of the refund will be returned to the customer’s Navy Cash card, and the
amount will be deducted from the ship’s store or vending merchant sales collections for that day.

d. The Sales Officer or designated assistant will take the merchandise to the ship’s store
for turn-in back to inventory. Procedures outlined in the NAV SUP P487 will be followed when
accepting merchandise back into the ship’s store through the ROM 11 register. For damaged
sodas, the Sales Officer or designated assistant will dispose of the cans and survey the total in
accordance with the NAV SUP P487, Chapter 7, for the appropriate vending machine.

e. The Sales Officer or designated assistant will log into the ROM Il Electronic Point-
of-Sale (EPOS) register under the manager function. The manager will depress F8 under the
refund screen and follow the procedures.

f.  Once the refund procedure is completed, the merchandise will be accepted back into
the ship’s store stock. The ship’s store operator will give the manager areceipt printed from the
register.

g. The Sales Officer will verify the total of the printed receipts with the totals of the
refunds by sales activity on the Navy Cash Daily Refund Report (see paragraph 7.8.5 of this SOP
for asample report) and the NAV SUP 972s. All totals will match. If the totals do not match, the
Sales Officer will request assistance from the Treasury Financial Agent.

h. Thereceipts and NAVSUP 972s will be stapled to the Navy Cash Daily Refund
Report and filed in the RK CO2/CO3/CO4 file.
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7.6  End of theMonth (EOM)

Prior to initiating an EOM inventory and closeout each month, the Sales Officer and
Disbursing Officer will coordinate specific start and end dates when Sales and Navy Cash
activitieswill be closed out. In order to make certain that the Disbursing Officer’s Statement of
Accountability (SF 1219) is prepared and submitted on time at the end of each month, the Navy
Cash EOM process must start early. The EOM process generally begins in the sales office with
the EOM for vending machines and ship’s store five days before the actual end of the month (see
paragraph 8.9). It is common practice, especialy on larger ships, to specify different EOM
closing dates for different vending machines. To assist in closing out each month, the Navy Cash
application allows different EOM closing dates to be specified for each vending machine.

7.6.1 EOM Closeout for Both Ship’s Store and Vending

a. Vending Inventory. Ship’s store personnel will follow the procedures outlined in the
NAV SUP P487, paragraph 9004, and the ROM |1 User's Guide when determining units sold.
Ship’s store personnel will print the profitability report of the non-EPOS vending machines
following the procedures outlined in the ROM |1 User’s Guide.

b. E-Cash Receipts. To determine the total of the e-cash receipts collected from Navy
Cash that will be recorded in the ROM |l back office for both ship’s store and vending, the Sales
Officer or designated assistant must work with the Disbursing Officer to close out the Navy Cash
system.

c. Closing Out the Navy Cash System. The Sales Officer and Disbursing Officer will
coordinate to determine and set the ending date of the Navy Cash system to process the total s of
electronic sales for the month by activity using the Navy Cash application. Prior to doing an
EOM closeout, the Sales Officer will do the following:

(1) Logintothe Navy Cash application and click on the “Vending and Ship’s
Store” link. When the “Merchants and Vending Machines’ menu tree is expanded, the screen
displays all the vending and ship’s store merchants, all the vending machines associated with
each vending merchant, and the Terminal ID numbers for the CADs associated with each of the
vending machines within the Navy Cash system.

(2) The Navy Cash application enforces a specific sequence of steps for closing out
each month or period. First, the Sales Officer must close out al the vending machines for a
particular merchant. Second, the Sales Officer must close out all the merchants, to include both
vending merchants and ship’s store(s). Third, the Disbursing Officer can perform the actual
Navy Cash EOM, but only after the first and second steps have been completed in order. The
monthly transaction reports from shore are generated automatically only after the Disbursing
Officer completes this third and final step of the EOM process and that day’sround trip is
completed between ship and shore. Step-by-step procedures are detailed in paragraph 8.4.25.b
and in Appendix A of this SOP.

(3) Phase One. Proceed to each vending machine to close out the vending machine
following Appendix A of this SOP and complete the EOM inventory following NAV SUP P487,
paragraph 9004. Ship’s store personnel will take with them the Navy Cash merchant card
associated with the particular type of vending machine. The merchant card is used to activate the
CAD EOM function. There are separate Navy Cash merchants and separate merchant cards for
vending soda and vending store items (e.g., snack or soap) and vending stamp (if applicable).
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(@ Verify Off-Line Queue Is Empty. To ensure that all transactions are
included in the current month, ship’s store personnel should verify the off-line queue in the CAD
is empty before proceeding with Phase One of EOM. Each CAD has three hidden * buttons’
designed to access diagnostic information like CAD terminal 1D number, current software
version of the CAD, or numbers of transaction messages in the queue. The diagnostic menu can
be accessed when the CAD isin an idle state with no card inserted and the "Welcome Screen” is
displayed. Navigation of the CAD "Diagnostic Menu" is described in detail in paragraph 2.3.3
and Appendix A of this SOP.

(b) Close Out Vending Machine. When ready, insert the merchant card
associated with the particular type of vending machine into the CAD to activate the EOM
function. A message is displayed on the CAD that indicates that processing is taking place while
the card is authenticated and checked against the negative card list. Refer to Appendix A for
step-by-step procedures.

(4) Phase Two. Closing out each merchant (parent) is accomplished at the sales
office or disbursing office using the Navy Cash application. Step-by-step procedures are detailed
in paragraph 8.4.25.b. All merchants, including both vending and ship’s store, must be closed out
before the actua end of month can be performed.

7.6.2 End of Month Reports

a. The Merchant Sales Summary Report for the month provides total Navy Cash sales
receipts and transaction counts for each merchant, including each vending machine merchant,
e.g., vending soda and vending store item (snack, soda, etc.) (see paragraph 7.8.2 of this SOP for
asample report). This report provides the Sales Officer with the electronic totals of sales receipts
for the month in the ship’s store and non-EPOS vending machines to enter into the ROM 11 back
office. Thisreport will also be compared with the ROM I EOM report.

b. The Merchant Sales Summary Report can be printed from a Navy Cash workstation
in the disbursing office or the sales office. The Disbursing Officer will coordinate with the Sales
Officer to determine when systems will be closed out to print EOM reports.

c. TheROM Il profitability report for each vending machine operation will be printed at
the end of each month, e.g., vending soda and vending store item (snack, soap, etc.).

7.6.3 EOM Spreadsheet

After the Ship’s Store and vending operations have been closed out following the guidance
above and in paragraph 8.4.25.b and Appendix A of this SOP, the Sales Officer will work with
the Disbursing Officer to fill out the sales related fields in the Navy Cash EOM spreadsheet (see
paragraph 8.9) based on the sales recelpt totals reported for each ship store and vending merchant
in the Merchant Sales Summary Report for the month. The Sales Officer will then forward the
EOM spreadsheet as an e-mail attachment to the Treasury Financia Agent, JPMC (“to”
navycashfin@ezpaymt.com). JPMC will confirm the figures for the month and send back the
spreadsheet, indicating that the figures match or do not match. If the figures do not match, JIPMC
will contact the Sales Officer and work with him or her to resolve the discrepancies.

7.6.4  Differences (EOM)

If thereis a difference between the figures reported by the ship in the EOM spreadsheet and
the figures reported by JPMC, the Sales Officer or designated assistant will do the following to
try to determine the cause of the discrepancies.
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a. Ship’sstore personnel will verify that the monthly Navy Cash receipts were posted in
the ROM 11 back office computer correctly for the ship’s store and each type of vending
machine, e.g., vending soda and vending store item (snack, soap, etc.). If the figures were posted
incorrectly, ship’s store personnel will modify the figures following the procedures outlined in
the ROM 11 User's Guide.

b. Print out the ROM Il Over/Short Report from the back office.

c. Havethe Sales Officer or Disbursing Officer generate the Merchant Sales by
Operator (MSO) Detail Report for the period in question under the “View Reports’ link in the
Navy Cash application. When creating this report, ensure the time frame indicated is specific and
inclusive. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)). Print out a copy of the report and compare it with
the ROM 1 e-cash daily transaction report to research and resolve discrepancies. The Sales
Officer or Disbursing Officer can aso print out a copy of the Ship’s Store Daily (or Monthly)
Transaction Detail Reports (see paragraph 7.8.3 of this SOP for a sample report) from the shore
reports folders (see paragraph 8.4.21) and compare the totals with the ROM 11 daily transaction
reports.

d. Compare the ROM Il Over/Short report with the Merchant Sales Summary Report for
the month.

e. The Sales Officer or Disbursing Officer will work with JIPMC to investigate and
resolve any differences. If the difference is unresolved, a signed letter/report by the Sales and
Disbursing Officer will befiled in the RK, CO2/CO3/CO4 file.

7.6.5 Cash Sales Memorandum Invoice

When al discrepancies have been resolved, the Sales Officer or designated assistant will
prepare the DD 1149 Cash Sales Memorandum Invoice using the ROM |1 back officein
accordance with the NAV SUP P487 to substantiate the electronic receipts transmitted to the
Treasury Financial Agent. The DD1149 will be provided to the Disbursing Officer for his or her
end-of-month returns.

7.6.6  End of the Accounting Period

At the end of the accounting period, all electronic receipts from sales will automatically be
posted to the NAVCOMPT 153 on line CO2, and al electronic receipts from vending machines
will automatically be posted to the NAVCOMPT 153 on line CO3, once the amount is posted in
the ROM 11 back office.

7.7  Equipment Failure
7.71  ROM Il Cash Register Down

a. Ship’sstore personnel will request assistance from the nearest Fleet Assistance team.

b. If the problem cannot be resolved, ship’s store personnel will request replacement
hardware by sending arequest to Navy Exchange Services Command, Ship’s Store Program,
Norfolk, VA.

c. Ship’sstore personnel will have a spare cash register in stock.

d. If the ROM Il cash register islikely to be down for an extended period, the POS card
reader can be disconnected from the Network Interface Card (NIC) in the computer and
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connected directly to the Navy Cash network drop in the ship’s store. The POS must be changed
from the proxy mode to the norma mode to operate independent of the ROM 11 cash register
(see Chapter 2 of this SOP for detailed procedures for setting up the POS). Alternatively, a spare
POS can be set up in normal mode with the ship’s store merchant 1D and connected to the
network drop for use until the ROM 11 cash register is back in operation.

7.7.2  Shipboard Network or Navy Cash Server Down

a  Short-Term Outage.

(1) ROM Il Integrated with Navy Cash. The POS operates in the proxy mode and is
connected to the ship’s Local Area Network (LAN) and the Navy Cash server through the ROM
Il cash register. The cash register must be online to the Navy Cash server to process sales
transactions. If connectivity to the server is expected to be a problem, a backup POS in normal
mode with the merchant set to ship’s store and a ship’s store operator aready logged on must be
available in order to be able to process sales transactions offline in the event that connectivity to
the Navy Cash server is not available. If a POS is going to be used in the portable mode, the
operator should make sure that it has fresh batteries and that additional batteries are readily
available.

(20 ROM Il and Navy Cash Not Integrated. The POS operates in the norma mode
and is connected to the Navy Cash server directly through the ship’s LAN. If connectivity to the
server is expected to be a problem, an operator should remain logged on to the POS at the end of
the day so that sales transactions can be processed offline the next day even if connectivity to the
Navy Cash server is not available.

(3) Processing Transactions. A POS in normal mode operating offline can store
about 741 sales transactions, and ship’s store operations can continue, at least until the POSis
full. When processing transactions in the offline mode, the total transaction amount is displayed
at the ROM |1 cash register, and the operator must manually enter the total into the POS card
reader. The total on the POS must match the total on the cash register.

(4) When Connectivity is Restored.

(@ ROM Il Integrated with Navy Cash. The sales receipts stored on the
portable POS must be downloaded at one of the POS connection points or download boxes in the
disbursing office, general mess, private mess, MWR, post office, or other locations set up during
the Navy Cash installation. Disconnect the POS device currently in use (if any) and use the data
cable to connect the portable POS. Ensure the POS is powered on by pressing the green “ OK”
key. The download starts automatically when the LAN connection is made and the asterisk
symbol on the POS screen disappears, usualy within aminute. The“!” symbol on the POS
screen remains displayed until al transactions have been downloaded to the server. When the “!”
symbol disappears, the POS can be disconnected from the network connection point. If a POS
was disconnected to permit the download, it should be reconnected at thistime.

(b) ROM Il and Navy Cash Not Integrated. The sales receipts stored on the POS
are forwarded automatically to the Navy Cash server. This download starts when the LAN
connection to the server is made and the asterisk symbol on the POS screen disappears, usually
within aminute. The“!” symbol on the POS screen remains displayed until all transactions have
been downloaded to the server.

(5) Locaized Network Outage. The POS must be online to the Navy Cash server,
either through the ROM 11 cash register and the ship’s LAN or through the ship’s LAN directly
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for an operator to log on. If the network is down at the beginning of the day, the operator will not
be able to log on to the system to conduct business. However, if the outage islocalized to the
area of the ship’s store, an operator can go to the disbursing office and sign out a spare POS to
use in the portable mode.

(@ Operator Log-On. The operator can log on to the portable POS (and the
merchant can be set to ship’s store) at any operating POS network connection point or download
box (in the disbursing office, general mess, private mess, MWR, post office, or other locations
set up during the Navy Cash installation). The operator disconnects the POS device currently in
operation (if any) and connects the portable POS. Once connected, the offline log-on procedure
is the same as the online procedure. After log-on is complete, the operator can disconnect the
data cable and proceed to operate the POS in the offline mode. If a POS was disconnected to
permit the log-on, it should be reconnected at this time. The operator should make sure that the
portable POS has fresh batteries and that additional batteries are readily available.

(b) Download Sales Transactions. If the network outage islocalized, the sales
receipts stored on the portable POS can be downloaded at the end of each day at one of the POS
connection points or download boxes as described in paragraph (4)(a) directly above.

(6) Ship'sstore personnel will follow the proceduresin paragraphs 7.3.7, 7.3.8, and
7.3.9 of this SOP for EOD closeoui.

b. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for alengthy period of time (days, weeks), the ship’s store can, with the authorization of
the Commanding Officer, revert to accepting cash and/or check. Ship’s store personnel will
follow the proceduresin NAV SUP P487 for collecting cash.

773 CAD Failure.

a.  Troubleshooting Procedures

(1) If avending machine CAD is not working, ship’s store personnel should follow
Navy Cash troubleshooting procedures. For example, verify that the ship’s network is up and that
the routers are powered on; check the cables from the CADs to the routers; cycle power to the
vending machine by turning the vending machine off then back on; clean the Secure Access
Module (SAM) chip; replace the SAM; or, finally, replace the CAD. (See the Navy Cash
Troubleshooting Manual and Maintenance CD for detailed procedures.)

(2) If the ship’s network is down, do not cycle power to the vending machine. Once
the vending machine and CAD are powered down, the network connection is needed to reset the
CAD for operation when power is restored. The CAD can operate in the offline mode and store
about 741 transactions, and the vending machine can continue to operate, at least until the CAD
isfull.

(3) For maintenance assistance, all trouble calls, whether forwarded by phone call
or e-mail, should be directed to the Navy Cash Central Support Unit (CSU) (see paragraph
8.14.1, Call Centers). The CSU will assign a case number that will be used to track the trouble
call until it isresolved. The CSU will handle the trouble call directly, if at all possible, or
forward the call to the proper person. Each issue will be handled as quickly as possible. E-mail
trouble calls can include the appropriate technical and support personnel as additional addees. To
assist in reporting hardware, software, communications, or operational problems, the Navy Cash
Trouble Call Worksheet (see paragraphs 7.8.7 and 8.15.26) lays out the information the Sales
Officer, or designated representative, should have available before contacting the CSU. Asthe
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Navy Cash Responsible Officer, the Disbursing Officer should be kept apprised of all trouble
cals.

(4) If the CAD itself fails, ship’s store personnel can replace it with a spare device
from stock. All such replacements MUST be coordinated with the disbursing office so that the
CADs are associated with the correct vending machines in the Navy Cash application, thus
ensuring sales are recorded to the proper merchants (see paragraphs 7.4.5 and 8.4.25.a).

b. Failed Equipment. When directed to return failed equipment to the Navy Cash depot,
record the traceabl e tracking number and date shipped on the Trouble Call Worksheet. The case
number assigned by the CSU and the equipment serial number should be included with al Navy
Cash equipment returns.

c. Stuck Transactions. POSs or CADs with stuck transactions should be sent to Cogent
Systems. When directed to return a POS or CAD to Maximus, record the traceabl e tracking
number and date shipped on the Trouble Call Worksheet. The case number assigned by the CSU
and the equipment serial number should be included with all Navy Cash equipment returns. The
Trouble Call Worksheet becomes your documentation that a POS or CAD with stuck
transactions was sent to Cogent Systems. Retain a copy of the Trouble Call Worksheet with the
monthly reports for Sales.

d. Proper cleaning of the card readers can significantly reduce the incidence of card
readers failing to read the Navy Cash card (see paragraph 7.2).

e. If the shipboard network or Navy Cash server are likely to be down for an extended
period or there are no spare CADs in stock, the sales division can revert to accepting cash, if
authorized by the Commanding Officer, by replacing the CAD with adollar bill validator and/or
turning on the coin changer for each vending machine. Procedures outlined in the NAVSUP
PA87 for collecting cash will be followed.
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In Navy Cash, all dates and times are recorded and reported in

Ship’s Store Navy Cash Reports (Samples)

Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

7.8

7.8.1
Run Date: 05/17/2005
Report Nane: NC 133
Start Date: 05/16/2005

Mer chant Sal es

Mer chant Name

WARDROOM MESS — FOOD
WARDROOM MESS — DUES

NAVY DI SBURSI NG

POST OFFI CE — STAMPS

POST OFFI CE — MONEY ORDERS
PCST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS

VENDI NG STORE | TEMS

VENDI NG SCODA

VENDI NG SCDA

VENDI NG SCDA

VENDI NG SCDA

NC SOP Ver 1.14 Chpt 7 Ship Store.docx

Daily Merchant Sales Summary Report

Run Ti ne:

End Date: :

Merchant 1D

800000003675
800000003677
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0OO000001
VMCANDOOOO0O00001
VMCANDOO0OO000001
VMCANDOOOO0O00001

7-21

17:08: 16

05/ 17/ 2005

Tot al Anount

611. 22
150. 00
1120. 35

Transacti on Count

110

80
91
53
170

24-Aug-11



7.8.2
Run Date: 05/31/2005
Report Nane: NC 133
Start Date: 05/01/2005

Mer chant Sal es

Mer chant Name

WARDROOM MESS — FOCOD
WARDROOM MESS — DUES

VENDI NG SCDA

NAVY DI SBURSI NG

POST OFFI CE — STAWPS

PCST OFFI CE — MONEY ORDERS
POST OFFI CE — METERED MAI L
SHI P STORE #1

NAVY MAR

VENDI NG STORE | TEMS

VENDI NG STORE | TEMS

VENDI NG SCDA

VENDI NG SCDA

VENDI NG SCDA

VENDI NG SCODA

NC SOP Ver 1.14 Chpt 7 Ship Store.docx

Run Ti ne:

End Date: :

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001
VMCANDOOOO0O00001
VMCANDOO0O0O000001

7-22

Monthly Merchant Sales Summary Report

19: 07: 33

05/ 31/ 2005

Tot al Anount

Transacti on Count

24-Aug-11



7.8.3

Run Dat e
Run Tine
Report Nane

Dat e:

Mer chant
Event Code
QOper at or

ROCK, JIM

TEMPLE, M KE

SCHU, STEVE

08/ 29/ 2001

17:08: 25

Daily Transaction Detail Report

TRAN_Shi pStorel D

Dai ly Transaction Detai l
USS NEVERSAI L
08/ 28/ 2001 02:04:31 To 08/29/2001 02:01:54 Batch 1d: R12345_323
: 80000010016

- \WOOD, M KE

Navy Cash

Locati on:

SSN Account #

USS NEVERSAI L, VI SI TOR

Mer chant
Event Code
QOper at or

JOHN, ROBERT
JOSH, JIM

: 80000010016

: BARBER, BRI AN

USS NEVERSAI L, VI SI TOR

ALPERT, M KE

GOLD, STEVE

BARBER Subt ot al :

Oper at or

4321
8765

80000010012
80000010014
80000010043
80000011062

Account #

80000010002
80000010004
80000011022
80000010003
80000010001

Mer chant 80000010016 Subt ot al :

Tot al :

NC SOP Ver 1.14 Chpt 7 Ship Store.docx

*** End of the Report

Report -

Transacti on Date

08/ 28/ 2001 11:42:
08/ 28/ 2001 11:43:
08/ 28/ 2001 12:42:
08/ 28/ 2001 12: 45:

Transaction Date

08/ 28/ 2001
08/ 28/ 2001
08/ 28/ 2001
08/ 28/ 2001
08/ 28/ 2001

*k *

7-23

Ship Store #1
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Locati on:

Vending Machine Daily Transaction Detail Report

Navy Cash
Report - Vendi ng Soda
USS NEVERSAI L

7.8.4
Run Dat e 08/ 29/ 2001
Run Ti e 17:08: 20
Report Nane : TRAN Vendi ngSoda_D
Page 1
Daily Transaction Detai l
Dat e:

Vendi ng Machi ne

VENDI NG SCDA VMSODAO0O00000002
VENDI NG SCDA VMSODAO0O00000001
VENDI NG SODA Ref unds

Total Transactions

* k%

NC SOP Ver 1.14 Chpt 7 Ship Store.docx

CAD I D Transacti ons
000003FFC9B10000 183
0070C2057DA80000 137
10

330

End of the Report ***

7-24

08/ 28/ 2001 22:04:31 To 08/29/2001 22:01:54 Batch 1d: R12345_323

$155. 00
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7.85 Daily Refund Report by Sales Activity

Run Dat e
Run Ti nme

Report Name :

Sal e Type

MAR — Ref unds

08/ 29/ 2001
17:08: 29
TRAN_Ref undbySal eActivity D

Navy Cash
Daily Refund Report - By Sales Activity
Location: USS NEVERSAI L
Date: 08/28/2001 22:04:31 to 08/29/2001 22:01: 54

Transacti ons

SHI P STORE #1 Refunds

SHI P STORE — VENDI NG STORE | TEMS Ref unds

6
2
SHI P STORE #2 Refunds 1
1
4

SHI P STORE -

VENDI NG SODA Ref unds

Total Transactions 14

*** End of the Report ***
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7.8.6  Sample Foreign Concessionaire Sales Reconciliation Form

Foreign Concessionaire Sales Reconciliation Form

Ship Name:

Vendor:

NEX / Ship Commission:

%

Navy Cash Sales:

Cash Sales:

Credit Card Sales:

Check Sales:

Sub Total:

@ | B B | B | B

Less Commission NEX / Ship:

&

Net Due Vendor:
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7.8.7  Navy Cash Trouble Call Worksheet
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8.1 Background

a. This chapter addresses Navy Cash processes and procedures in the disbursing office
and operating the Navy Cash Disbursing Application in the disbursing office and sales office.

b. Marine Corps. The Navy Disbursing Officer will be responsible for providing Navy/
Marine Cash and other disbursing support for Marines embarked on a ship without a Marine
Disbursing Officer and will make every effort to collect on any negative account balances. On
ships with a Marine Disbursing Officer, the Marine Cash Disbursing Application is a subset of
the Navy Cash Disbursing Application, and Marine disbursing personnel shall be guided by this
SOP. Where Marine functionality is different from Navy functionality, split pay for example, the
differences are discussed in the SOP. The basic policy for enrolling Marines in Marine Cash is
discussed in paragraph 1.7.4.

c. Thedisbursing office will retain the flexibility to receive cash and checks under
certain circumstances. When collecting or disbursing cash or checks, the existing cash-based
disbursing processes and procedures remain in effect.

d. Inthis SOP, the term Disbursing Officer refers to the Disbursing Officer and his
properly authorized and appointed representatives, such as disbursing agents, Disbursing Officer
Deputy, or Navy Cash Deputy.

e. InNavy Cash, al dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)). Do not change the time or time zone on the Navy
Cash server. Changing the clock may result in errors and delays in End-Of-Day (EOD)
processing. These errors can only be resolved through manual intervention guided by technical
support personnel ashore.

8.2  General Navy Cash Information
8.21  Lettersof Authority

a. Because Navy Cash isafinancia system, and the handling of public and private
fundsisinherent, a Letter of Authority shall be signed by the Commanding Officer to the
Disbursing Officer as the Navy Cash Accountable Officer, delineating what his or her
accountability includes. Subsequent letters of appointment from the Disbursing Officer to his or
her agents shall also be maintained (see samples letters at paragraphs 8.15.1 and 8.15.2).

b. The Department of Defense Financial Management Regulation (DOD FMR), Volume
5, addresses the issue of accountability for cash management of public funds within the Navy.
Since the electronic movement of funds within the Navy Cash system, for example, from the
cardholder’ s home bank or credit union account to the Navy/Marine Cash account, or from the
Navy/Marine Cash account to the chip, or from the chip to the Post Office or soda vending
machine, are not considered part of the Disbursing Officer’s accountability, he or she would not
have a pecuniary responsibility for those funds. However, certain Navy/Marine Cash
transactions, for example, cash- and check-to-chip transactions, occur at the disbursing office,
and the funds do become part of the Disbursing Officer’s accountability. A sample letter of
authority to hold cash at personal risk isincluded in paragraph 8.15.3. If a shortage (loss of funds
/1oss of accountability) or an overage occurs, it should be handled as prescribed in Chapter 6 of
DODFMR Volume5. If it can be proved that the system, not the Disbursing Officer, made the
mistake, the Disbursing Officer could not be held financially responsible for the loss.

NC SOP Ver 1.14 Chpt 8 Disbursing.docx 8-7 8.25.2011



8.22  Safeguard Personally Identifiable I nfor mation

The Disbursing Officer must establish and monitor procedures for the proper handling and
safeguarding of the Personally Identifiable Information (PI1) associated with both Disbursing and
Navy Cash operations to ensure the security and confidentiality of that information.

8.2.3  Issuing Navy Cash Cards

a Instant Issue Navy Cash Cards. Instant issue cards are embossed with NAVY
CARDHOLDER and a Debit MasterCard® card number. Instant issue cards are issued on the ship to
personnel newly enrolling in Navy Cash and as replacements for lost, stolen, damaged, or
expiring cards. Issued on the spot, instant issue cards provide individuals immediate access to al
Navy Cash capabilities. For example, cardholders can transfer funds at the Cashless ATM, aso
known as the Navy Cash Kiosk or Kiosk, on the ship to the chip or strip account from bank or
credit union accounts ashore and can access funds in the strip account at ATMs ashore or to pay
for purchases at retail locations ashore.

b. Visitor Navy Cash Cards. Visitor cards are chip-only cards that can only be used on
board ship. Visitor cards are reusable and should be cashed out and turned in to Disbursing when
the visitor is done with the card, so they can be reissued to another visitor.

c. Embossed Permanent Navy Cash Cards. Embossed permanent cards are embossed
with the cardholder’ s name and a MasterCard® card number. Produced individually at the card
manufacturing facility, they must be delivered to the individual on the ship after they are
produced. Generally, embossed permanent Navy Cash cards are only issued as a part of bulk
enrollment when Navy Cash isinitially implemented on a ship.

c. Card Expiration. Beginning in October 2010, when individual cardholders’ Navy
Cash cards expire, replacement cards are no longer created and sent to the ship automatically.
The actual expiration date is the last day of the month indicated in the “Valid Thru” date
embossed on the front of instant issue and embossed permanent cards. When a card expires, the
chip on the card stops functioning. Any funds remaining on the chip are automatically
transferred to the Navy Cash (strip) account associated with the card.

(1) Cardholderswhose cards have expired or are expiring at the end of a month
must now report to Disbursing where they will be issued instant issue Navy Cash cards as
replacements. Instant issue cards have every capability that embossed permanent cards have,
including the Debit MasterCard strip, immediate access to any funds in the strip account
associated with the expiring card, and the ability to access Split Pay. Once new instant issue
cards are assigned, the cards will be usable on the ship immediately, and ashore after the next
round trip is completed by the ship.

(2) Merchant Cards. Replacement cards for Navy Cash merchant cards that are
expiring will continue to be created and sent to the ship automatically.

(3) PIN Mailers. In addition, PIN mailers are no longer created and sent to the ships
for instant issue or visitor cards. Instant issue and visitor cards are always handed out by the
Disbursing Office, so the individuals receiving these cards can select a PIN when they pick up
their cards. PIN mailers will continue to be sent to the ships with embossed permanent cards.

d. Délivery of Cards. For security reasons and to prevent fraud, instant issue and
embossed permanent Navy Cash cards arrive on the ship in a“pendactive” status and must be
activated before they will work (see paragraphs 8.4.12.aand 8.4.15.€). If there are less than 10
cards being sent to a ship, the individual cards are sent viathe U.S. Postal Service (USPS)
directly to the individual cardholders. Shipments of 10 or more cards are FedEx’ ed to the
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Disbursing Officer for further distribution to the individual cardholders. FedEx shipments can be
tracked. Navy Cash cards shipped via FedEx should arrive at the FISC Logistics Support Center
(LSC) about 10 business days after the Treasury Financial Agent, JPMorgan Chase (JPMC)
receives the enrollment data electronically. Contact the ship’s Logistics Support Representative
(LSR) to check the status of any FedEx shipment of cards.

e. Unclaimed or Returned Navy/Marine Cash Cards. Any card received for an
individual who has |€eft the ship should be forwarded to his or her next command. The ship’s Post
Office should not be “returning to the sender as undeliverable” Navy/Marine Cash cards sent via
U.S. malil that are unclaimed or returned unopened.

(1) Unclaimed or Returned Navy Cash Cards. Cards mailed to Sailors who have | eft
the ship but are still in the Navy should be forwarded using the forwarding address left with the
ship’s Post Office during the check-out process. If the next command is not known or can’t be
identified or the individual was discharged from the service, the Disbursing Officer should
cancel and destroy the card (see paragraph 8.4.12, Change Card Status). The action taken should
be annotated on either the Bulk Navy Cash Card Log or the Navy Cash Card Issue Log. PIN
envelopes that are unclaimed or returned unopened should also be destroyed to avoid the expense
of forwarding them—individual cardholders can go to Disbursing when they receive the cards to
have the PIN reset using the Disbursing Application.

(2) Unclaimed or Returned Marine Cash Cards. Cards mailed to embarked Marines
who have left the ship should be turned over to Marine Disbursing on the ship. If thereisno
Marine Disbursing detachment, or if the Marines have disembarked, cards should be sent via
FedEx or UPS to the appropriate Marine Expeditionary Force (MEF) Disbursing Office, | MEF
for West Coast ships, || MEF for East Coast ships, and [l MEF for shipsin Japan.

| MEF Disbursing Office Il MEF Disbursing Office [l MEF Disbursing Office
MARFORPAC MARFORLANT MARFORPAC

15th St, Bldg 1164, Room 238 Bldg 10, McHugh Blvd Bldg 5714, Unit 38405

Camp Pendleton, CA 92055  Camp Lgeune, NC 28542 Camp Foster, Okinawa, Japan
(760) 725-5550 (910) 451-7807 FPO AP 96604-8405

011-81-611-745-7020

8.24  Navy Cash Card Limits

a. Individual Cardholders

(1) A $400 daily maximum limit has been pre-set on funds transfers from an
individual’s bank or credit union account to his’her Navy/ Marine Cash accounts (chip and strip).

(2) No more than $1,000 can be loaded on or debited from the e-purse.
b. Merchant Cardholders

(1) For merchants who settle to bank or credit union accounts, a $5,000 daily
maximum limit has been pre-set on funds transfers from the bank or credit union account to the
Navy/ Marine Cash account.

(2) For Navy Cash cardsissued after 24 September 2008, no more than $50,000 can
be loaded on or debited from the e-purse. Thisincreased e-purse limit was initiated primarily to
enable the Wardroom Mess Treasurer on large-deck ships to pay the monthly food service bill
from the Food Services Officer (FSO) in asingle payment instead of the multiple payments that
may have been required before. For Navy Cash cards issued before 24 September 2008, no more
than $9,999.99 can be loaded on or debited from the e-purse. This pre-set limit may prevent large
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purchases on the ship in asingle payment. In asituation like this, the shipboard merchant can
elect to make more than one payment with the organization’s Navy Cash merchant card, simply
pay by check, or work with the Disbursing Officer to contact the CSU to request a replacement
merchant card.

c. Modifying Navy Cash Card Limits
(1) Individua Cardholders

(@ The Disbursing Officer can modify the chip load and debit limit for
individual cardholders who are “checked in” on that ship through the Disbursing Application
(see paragraph 8.4.18, Account Information Update), but only up to a maximum of $1,000. The
current Navy Cash system software prevents the limits for individual cardholders to be above
$1,000. The Disbursing Officer cannot change the chip load and debit limit using the Navy
Cash Disbursing web site, navycashcenter.com, (see paragraph 8.14 and Appendix E).

(b) Forindividua cardholders, reducing the maximum amount that can be
transferred from a bank or credit union account ashore and/or reducing the maximum amount
that can be loaded on the chip are options available to discipline a cardholder who continues to
have problems with negative account balances or other personal financial responsibilities (see
paragraph 8.8.1).

(2) Merchant Cardholders. The Disbursing Officer can modify the chip load and
debit limit for merchant cardholders on board that ship through the Disbursing Application (see
paragraph 8.4.18, Account Information Update), but only up to a maximum of $1,000. For any
amount above $1,000, the Disbursing Officer must contact the CSU (see paragraph 8.14) and
request that a merchant cardholder limit be modified. Again, the Disbursing Officer cannot
change the chip load and debit limit using the Navy Cash Disbursing web site,
navycashcenter.com, (see paragraph 8.14 and Appendix E).

(3) Any updatesto card limits done through the Disbursing Application are
effective immediately on board the ship and will regul ate any subsequent funds transfer requests
theindividual cardholder or merchant attempts at the Navy Cash Kiosk. Updates done through
the Navy Cash Center web site do not go into effect on board the ship until around trip is
completed between ship and shore. Updates done through the CSU do not go into effect on board
the ship until the CSU receives the information, processes the request, and around trip is
completed between ship and shore.

8.25 Navy Cash Card Expiration

a. Navy Cash cardsissued after 24 September 2008, expire five years from the initial
date of issue. Navy Cash cards issued before 24 September 2008, expire three years from the
initial date of issue. The actual expiration date is the last day of the month indicated in the “Valid
Thru” date embossed on the front of instant issue and embossed permanent Navy Cash cards and
the date printed on the back of the Navy Cash visitor cards. When a card expires, the chip on the
card no longer functions.
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b. Instant Issue and Embossed Permanent Cards. When an instant issue or embossed
permanent card expires, any funds remaining on the chip are transferred automatically to the
strip account associated with the card.

(1) Instant Issue Card Issued as Replacement. When a card expires or will be
expiring at the end of a month, a cardholder must report to disbursing where he/ she will be
issued an instant issue Navy Cash card as a replacement. Instant issue cards have every
capability that embossed permanent cards have, including the Debit MasterCard® strip,
immediate access to any funds in the strip account associated with the expiring card, and the
ability to access Split Pay. Once a new instant issue card is assigned, the card will be useable on
the ship immediately, and ashore after the next round trip is executed by the ship.

(2) Inactive Account. When acard expires, if there has been no activity on the card
(strip and chip) in the previous six months, the account is considered inactive, and the card is
canceled. As apart of the process, any remaining balance is transferred to the linked bank or
credit union account automatically, if the linked account is still valid. In addition, the Navy Cash
account is suspended and Navy Cash access to the bank or credit union account is blocked
automatically.

(@ If thereisno linked bank or credit union account or the account
information is not valid, the funds will remain in the strip account. If at all possible, the
individual cardholder should be contacted and asked to provide a bank or credit union account
number, ABA routing number, and his or her name as it appears on the account, so the positive
bal ance can be pushed back to that account.

(b) Residual Funds. Asalast resort and after every effort to identify the
individual cardholder and return the residual funds has been exhausted, the Disbursing Officer
must cash out any value remaining on the card and do a collection for the amount using aDD
1131 in accordance with DODFMR, Volume 5, Chapter 6, Paragraph 0606, and Chapter 26,
Paragraph 260503. These funds will be credited to one of two accounts at the Treasury, Account
20X 6133, Payment of Unclaimed Moneys, for amounts of $25 and greater, and Account —1060,
Forfeitures of Unclaimed Money and Property, for amounts of less than $25. Cardholders retain
the right to claim such funds.

c. Visitor Cards. When avisitor card expires, the chip can no longer be read on the ship,
so any value remaining on the card cannot be returned directly.

(1) The Disbursing Officer must ensure the customer understands when the card
expires and that the card must be turned in before the expiration date to cash out any remaining
value on the ship.
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(2) If the expiration date displayed for a particular card indicates the card will
expire before the individual will be leaving the ship, the Disbursing Officer should select a new
visitor card to issue.

(3 Becauseavisitor card is anonymous and does not have a Navy Cash account
associated with it, the funds that are on the chip cannot be moved automatically from the chip to
astrip account after the card expires. Because the card has expired and the chip no longer
functions, the Disbursing Officer can no longer change the card status of the “old” visitor card.
The Disbursing Officer must contact the CSU to change the status of an expired visitor card and
restore any remaining value. Refer to paragraph 8.4.12.c.(2) under paragraph 8.4.12, Change
Card Status, for the three options available to retrieve funds from avisitor card.

d. Dormant Accounts. A Navy Cash account (chip and strip) with no activity for six
months after the expiration date of the Navy Cash card is a dormant account. To avoid having
dormant accounts on the ship’s Navy Cash roster, the Disbursing Officer should keep the transfer
date in each cardholder’ s member profile up to date (see paragraph 8.4.18.f, Transfer Type and
Date, in the Account Information Update function of the Disbursing Application). The transfer
date is used to pull accounts of cardholders who have left the ship off the ship’s Navy Cash
roster automatically and transfer these accounts to a “shore” command and to suspend Navy
Cash accounts and block Navy Cash ACH access to bank and credit union accounts. Any funds
remaining on the card (positive balance) should have been pushed to the linked bank or credit
union account automatically when the card actually expired. Any accounts transferred to the
shore command will continue to be monitored through a standard set of reports, including the
daily Negative Balance Report and Returned Items Detail Report (see paragraphs 8.15.5 and
18.5.6), so any account activity can be monitored ashore and any negative account bal ances can
continue to be pursued.

8.2.6  Navy Cash Cardholder Deceased, Injured, or an Unauthorized Absentee

a. If acardholder is deceased, injured, or an unauthorized absentee, a designated officer,
or an inventory board appointed by the Commanding Officer, should present the Navy Cash
card, if available, to the Disbursing Officer. Any value remaining in the strip account should be
pushed back to the cardholder’ s home bank or credit union by sending a request to the Navy
Cash CSU at JPMC.

b. The Disbursing Officer shall convert any value remaining in the chip account to cash
and prepare an ex-cash check in the cardholder’ s name. Record the chip-to-cash transaction on
the Daily Cash Transaction Ledger in accordance with paragraph 8.4.10. Enter the date of the
transaction in Block 1, the cash value on the chip in Block 3, and the ex-cash check number in
Block 5.

827 Internal Procedures and Controls

a. Tofacilitate effective management and administration of Navy Cash operations, each
ship should develop a ship’ s instruction delineating specific internal procedures and controls for
Navy Cash. A sampleinstruction isincluded at Appendix K.

b. Asamatter of policy, any PS who wants to perform any personal Navy Cash
transactions in the disbursing office, for example, to add or cash out value or change a PIN,
should contact the Disbursing Officer or Deputy.

c. Each caendar quarter, the Cash Verification Team (CVT) shall verify that the
account balances for the disbursing office merchant card and all generic private merchant cards
not currently assigned to and in use by a Navy Cash merchant are zero (both chip and strip) and

NC SOP Ver 1.14 Chpt 8 Disbursing.docx 8-12 25-Aug-11



review the disposition of deposits, withdrawals, or transfers made with the disbursing office
merchant card and those generic private merchant cards since the last quarterly cash verification
(see paragraph 8.11).

d. Each cadendar quarter, the CVT shall generate card reports for all Navy Cash
Disbursing Application users (see paragraph 8.4.14, Card Report) to verify that no unauthorized
deposits were made to their accounts since the last quarterly cash verification.

e. Each operator must log off the Disbursing Application when they are through
working on the system. The next operator can then log on the system by entering his or her own
user 1D and password. Each operator must use his or her own user ID and password when
operating the Navy Cash system.

f. Theship’sinterna procedures and controls for Navy Cash must include the proper
handling and safeguarding of Personally Identifiable Information (PI1) to ensure the security and
confidentiality of that information.

8.2.8  Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PM S information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 appliesto Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readersfailing to read the Navy Cash card.

829 ATM Locations Worldwide

The MasterCard web site — www.mastercard.com —includes an “ATM Locator” at the top
of the screen for locating ATMs in the United States, Asia, Australia, Europe, Middle
East/Africa, North America, and Latin America/Caribbean (Antarcticais also listed!). By
clicking on thisicon and entering any city and state, the user will see the institution name and
address, including maps, of each MasterCard® / Maestro® / Cirrus® ATM in that city.

8.3  Navy Cash Custodial Responsibilities
8.3.1  Custody of Navy Cash Cards

a. The Disbursing Officer is responsible for maintaining a stock of Navy Cash cards.
Navy Cash cards shall be safeguarded in accordance with the procedures for blank Treasury
checks prescribed in DODFMR, Volume 5, Chapter 7.

b. The Disbursing Officer may delegate the responsibility for custody of Navy Cash
cards to a designated representative.

c. Bulk Navy Cash Card Log shall be maintained, which contains the Navy Cash card
numbers, date, and signature of the person to whom aworking stock of Navy Cash Cardsis
issued. A samplelog isincluded in paragraph 8.15.11. Unused working stock shall be returned to
the Disbursing Officer or designated representative at |east once each week for audit and
inventory. Record return of unused working stock and results of audit/inventory on Bulk Card
Log. All Navy Cash cards shall be individually counted and sequential serial numbers verified.

d. Aninitia inventory shall be completed and recorded using the Bulk Navy Cash Card
Log upon receipt of al instant issue, embossed permanent, and visitor Navy Cash cards, even
single cards. For bulk shipments, any open container shall be inventoried by individua count and
by sequential serial numbers of the cards. All damaged containers, or those bearing evidence of
having been tampered with, shall be opened.
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e. All Navy Cash cards shall be inventoried at least once each calendar month, and an
entry shall be made in the Bulk Navy Cash Card Log to document the inventory. A detailed
record of the inventory, to include total cards on hand and sequential serial numbers, by card
type, shall be retained in the disbursing office, and a copy shall be given to the Cash Verification
Team as an attachment to their quarterly cash verification report. At least once during each
calendar quarter, the Cash Verification Team shall conduct a surprise verification of Navy Cash
cards to include cards received, issued, returned, and on hand.

f. Navy Cash Card Issue Log. A separate Card Issue Log shall be maintained for all
Navy Cash cards issued from the Disbursing Office. The log contains the last four digits of the
card number for instant issue and embossed permanent cards and the entire card sequence
number for visitor cards, name and last four digits of the Social Security Number (SSN) of the
cardholder, issue date, signature of the recipient, date returned for visitor, instant issue, and
embossed permanent Navy Cash cards, and the name and signature of the issuer. The Navy Cash
Card Issue Log also contains columns to document destruction of a card when a card is returned
or canceled (see paragraphs 8.4.12, Change Card Status and 8.4.15, Assign Replacement Card,
and paragraph h below). The Disbursing Officer should ensure a cardholder signs the card issue
log to document the destruction of acard. A samplelog isincluded in paragraph 8.15.12. The
Navy Cash Card Issue Log shall be handled in accordance with the requirements for sensitive
personal data.

0. Navy Cash Merchant Cards. Merchant cards must be kept in a safe or secure
container when not in use. All merchant cards not currently assigned to a Navy Cash merchant
must be in the custody of the Disbursing Officer.

(1) Disbursing Office Merchant Cards. The Personal Identification Numbers (PINS)
for the disbursing office merchant cards, i.e., Navy Disbursing and Marine Disbursing, must be
changed by the relieving Disbursing Officer at turnover (see paragraph 8.4.11).

(2) Cash Out Merchant Cards. The account balance (both chip and strip) for all
Navy Cash merchant cardsin the custody of the Disbursing Officer and not currently in use must
be zero. When a merchant card is turned in, the Disbursing Officer must verify that any value
remaining on the chip has been cashed out and returned to the merchant prior to accepting
custody of the card.

h. Cash Out Visitor Cards. Visitor cards are reusable. When a cardholder no longer
needs a visitor card, the card should be turned in to the disbursing office, and any value
remaining on the chip must be cashed out and returned to the cardholder immediately (see
paragraph 8.4.5.b). The return date shall be entered on the Card Issue Log, and the card can then
be returned to the stock of visitor cards for reissue. Even if avisitor card is turned in after hours
or “under the door” or after the visitor has left the ship, the card must still be cashed out, and the
Disbursing Officer must make every reasonable effort to return any remaining value to the
cardholder. Refer to the Card Issue Log to identify to whom the card was issued.

i. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting the “View Reports’ link
in the Disbursing Application, clicking on “Navy Cardholder Issued Card Report” in the
“Operations Reports’ window, filling in the start and end dates for the inclusive period, and
clicking on the “ Generate” button. The Navy Cardholder Issued Card Report lists by operator 1D
the last four digits of the card numbers, name and last four digits of the SSN of the cardholders,
and issue dates for any cards issued during the period.

j.  Document Destruction of Navy Cash Cards. The Navy Cash Card Issue Log also
contains columns to document destruction of acard in the presence of the cardholder when a
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card isreturned or canceled (see paragraphs 8.4.12, Change Card Status, and 8.4.15, Assign
Replacement Card). Cards can be destroyed by cutting them up or shredding them. At the time of
destruction, record the last four digits of the card number for instant issue and embossed
permanent cards, name and last four digits of the Social Security Number (SSN) of the
cardholder, destruction date and signature of the cardholder witnessing destruction, and the name
and signature of the person destroying the card.

k. Cardsfor newly enrolled personnel shall be issued as described in paragraph 8.4.17,
Account Enrollment.

I.  Replacement cards shall be issued as described in paragraph 8.4.15, Assign
Replacement Card.

m. Any card received for an individual who has|eft the ship should be forwarded to his
or her next command. If the next command is not know or can’t be identified or the individual
was discharged from the service, the card should be canceled and destroyed (see paragraph
8.4.12, Change Card Status). The action taken should be annotated on either the Bulk Navy Cash
Card Log or the Navy Cash Card Issue Log.

8.3.2 Replenishing Navy Cash Card Stocks

a. Spare Navy Cash Card Stock. Theinitial allowance of spare Navy Cash card stock is
based on crew size and includes about 30 percent for crew turnover and 10 percent for
replacement of lost, stolen, or damaged cards. The basic alowance for Navy Cash cardsis
detailed by ship typesin the table below. This allowance of spare cards should last the ship about
six months. The order point for replenishing card stock should be when the ship is down to about
atwo-month supply of spare cards.

FFG/DDG/ LPD/LSD/

G AS/LCC LHA/LHD CVN
Instant Issue Cards 33 100 300 550
NAVY CARDHOLDER cards
Visitor Cards 100 330 900 1,650

Reusable, chip-only cards

b. To Order Replenishment Stock. To order replacement cards, the Disbursing Officer
should send ae-mail request to the CSU at navycashcenter @ezpaymt.com to obtain a case
number. The e-mail request should include the following information:

e How many cards are needed?

e How many cards are currently in stock?

e How long will the ship be deployed?

o Will additional personnel be embarking during deployment? If so, how many?

c. Card Expiration Dates and Inventory Control. Periodically, the Disbursing Officer
should check the expiration date on the back of the inventory of visitor cards and on the front of
the inventory of instant issue cards to ensure they are not expired or soon to expire (see

paragraph 8.2.5 above). Rotate the stock of cards, so that the older cards are always used first.
Destroy any expired cards, and order replacements if necessary.

d. When a ship expects a high volume of visitors or transient personnel, contact the
Navy Cash CSU. Specific requirements will be handled on a case-by-case basis so that the ship’s
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inventory of Navy Cash cardsis not depleted. Visitors should turn their visitor cards back in to
disbursing before they leave the ship.

8.3.3 Custody of Spare POSsand CADs

a. The Disbursing Officer isresponsible for control of al spare POSs held in ready
reserve for periodic functions such as MWR sales, Husbanding Agent sale of currency, and
concessionaire sales. These units should be accounted for as Operating Space Items (OSls) in the
ship’s alowance for stock. POSs checked out for these periodic functions should be signed out
on alocally generated and maintained custody log. When a POS has been used in the offline
mode and transactions have been recorded (stored) but have not yet been downloaded to the
Navy Cash server, it should be kept in a safe, for example, the Disbursing Officer's or Sales
Officer’s safe. POS OSls that do not have transactions stored on them should be kept in a safe or
in a secure storeroom or space on the ship that is locked when not occupied and has limited
access, for example, the disbursing office. Spare POSs not being held in reserve for periodic
functions (and without transactions store on them) should be maintained as stock itemsin a
secure storeroom.

b. The Sales Officer isresponsible for al spare Card Access Devices (also known as
Card Accepting Devices) (CADs) held in ready reserve as OSls. When a CAD has been removed
from a vending machine, but, for some reason, for example, maintenance, still has transactions
recorded (stored) on it that have not yet been downloaded to the Navy Cash server, it should be
kept in asafe, for example, the Disbursing Officer's safe (see paragraph 2.3.4.c for procedures
for recovering transactions from the SD card backup in a CAD). CADs held as OSls that do not
have transactions stored on them should be kept in a safe or in a secure storeroom or space on the
ship that islocked when not occupied and has limited access, for example, the sales office. In
general, CADs should be maintained as stock itemsin a secure storeroom.

c. Regardless of the physica storage location for Navy Cash spares, for example, POSs
or CADs held in reserve as OSls and stored in the disbursing office or sales office, the spares
provided during the Navy Cash installation will be accounted for in the same manner as other
repair parts provided during an installation and added to the ship’s allowance for stock under the
control of the SKs. Failure to maintain inventory control over Navy Cash items can result in
missing items, especially during turnover of key personnel. Maintaining inventory control over
Navy Cash spares will also help to ensure the correct inventory level is maintained as demand
datais accumulated. Inventory of Navy Cash spares must be completed twice annually.

d. Failed Equipment. Whenever a POS or a CAD fails, the failure must be reported to
the CSU (see paragraph 8.14). To assist in reporting hardware, software, communications, or
operational problems, the Navy Cash Trouble Call Worksheet (see paragraph 8.15.26) lays out
the information the Disbursing Officer, or designated representative, should have available
before contacting the CSU. The CSU will assign a case number, which should be recorded on the
Trouble Call Worksheet. The CSU will handle the trouble call directly if at all possible or
forward the call to the proper person. When directed to return failed equipment to the Navy Cash
depot, record the traceable tracking number and date shipped on the Trouble Call Worksheet.
The case number assigned by the CSU and the equipment serial number should be included with
all Navy Cash equipment returns.

8.34  Transfer of Responsibility Upon Relief

a. Theactionsrequired of the relieved and relieving Disbursing Officers for transferring
Disbursing duties are specified in the Department of Defense (DOD) Financial Management
Regulation (FMR) Volume 5, Chapter 2, paragraph 020402, and COMNAYV SURFOR Instruction
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4400.1, Surface Force Supply Procedures (SURFSUP), paragraph 13500. The actions required
for transferring Navy Cash duties are specified in paragraph 13700 of the SURFSUP and
paragraphs 8.3.3, 8.3.4, 8.15.13, and 8.15.14 of this SOP. The Navy Cash Turnover and Desktop
Guide provides basic guidance for Disbursing Officers in transferring Navy Cash responsibilities
and custody of Navy Cash equipment and in getting set up to manage Navy Cash operations.

b. Disbursing and Navy Cash Relieving Letters. Currently, transferring Disbursing and
Navy Cash responsibilities requires separate relieving letters. A sample joint relieving letter to
document the transfer of Navy Cash responsibilities and custody of Navy Cash equipment is
included at paragraph 8.15.14. The relieving Disbursing Officer should retain a signed copy of
the Navy Cash relieving letter on file for inspection. Prior to actually transferring Navy Cash
responsibilities and custody of Navy Cash equipment, the relieved and relieving Disbursing
Officers should complete the Navy Cash Pre-Audit/Turnover Checklist. The Navy Cash Pre-
Audit/Turnover Checklist included at paragraph 8.15.13 provides atool for the relieved and
relieving Disbursing Officers to review overall administration of Navy/Marine Cash operations
in preparing to transfer Navy/Marine Cash responsibilities. The relieving Disbursing Officer
must retain a signed copy of the checklist on file for inspection.

c. SecurlD Token and Disbursing Web Site Access. Custody of the Navy Cash SecurlD
token (random number generator) must be transferred from the outgoing to the incoming
Disbursing Officer so that the incoming Disbursing Officer can access the Navy Cash Disbursing
Web Site. To reflect this transfer of custody and receive the required log-in data, the incoming
Disbursing Officer must provide the CSU (e-mail address: navycashcenter @ezpaymt.com) his or
her full name, SSN, date of birth (month and day only), and date entered Navy service. The
number generated by the token and the log-in data allow secure access to the Navy Cash web site
to update cardholder account information and the like. A SecurlD token and log-in data are
required for each person who will access the web site, and the same transfer of custody will be
required whenever the Leading DK(s) or Sales Officer turn over as well. Generally, each ship
receives at least two SecurlD tokens; LHAS/LHDs are provided no more than four SecurlD
tokens, and CVS/CVNs are provided no more than six.

d. Disbursing Office Merchant Card. The relieved and relieving Disbursing Officers
must confirm that the account balance (both chip and strip) for the Disbursing Office merchant
card is zero. The Personal Identification Number (PIN) for the NAVY DISBURSING merchant
card must be changed by the relieving Disbursing Officer at turnover.

e. Closing Out Navy Cash at Dishursing Officer Turnover

(1) At Turnover. The Disbursing Officer cannot close out Navy Cash until all
vending and ship’s store merchants have been properly closed out. The Sales Officer, or
designated representative, closes out the vending machines and ship’s stores following the end of
month procedures in paragraph 8.4.25.b and Appendix A. First, all the vending machines for a
particular vending merchant must be closed out, and, second, al the merchants must be closed
out, to include both vending merchants and ship’ s store merchants. Since he or she is not turning
over, the Sales Officer can ignore these midmonth numbers at the true end of month. The
outgoing Disbursing Officer can then perform the third step in the close-out sequence at the next
end of day by following the indicate end of day procedures in paragraph 8.4.20 and checking the
“Indicate End of Month” block (see paragraph 8.4.20.b.(7)). The Disbursing Officer prepares his
or her final DD 2657, Daily Statement of Accountability, and final SF 1219, Statement of
Accountability, following the procedures in paragraphs 8.4.20 and 8.9, and, for Navy Cash,
entering only the figures for funds transfers from cash to chip and chip to cash and cash to strip
and preparing only SF 215s, Deposit Tickets, or SF 5515s, Debit VVouchers, as appropriate.
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(2) At True End of Month (EOM). The Sales Officer, or designated representative,
closes out the vending machines and ship’s stores following the end of month proceduresin
paragraph 8.4.25.b and Appendix A. These numberswill start from the previous month end, not
the midmonth closeout, and include the full month’s receipts. The new Disbursing Officer can
then perform an EOM following the procedures in paragraphs 8.4.20 and 8.9. The reports will
include numbers for the entire month, but the new Disbursing Officer will only be responsible
for the latter part of the month.

84  Navy Cash Disbursing Application

In Navy Cash, al dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)). Do not change the time or time zone on the Navy
Cash server. Changing the clock may result in errors and delays in End-Of-Day (EOD)
processing. These errors can only be resolved through manual intervention guided by technical
support personnel ashore.

84.1  Startingthe Navy Cash Disbursing Application

a. First, Start the Navy Cash Service

(1) From the Windows desktop screen, click on the “ Services’ icon, the 4th or 5th
icon in the box at the bottom of the screen to immediate right of Start button. A window will
open with the title “ Services’ in upper left hand corner.

(2) Locatethe “Navy Cash Messaging Service” line and click on it once. Line will
be highlighted.

(3) Click on*“Play” button at top of window (looks like play button on atape
recorder). Status will changeto “ Started”.

b. Second, Start the Proxy Application
(1) From the desktop screen display, click Start.
(2) Point to Programs.
(3) Point to Navy Cash Disbursing Interface.

(4) Click on Navy Cash Proxy application. The card reader proxy icon, agreen and
blue cable connector, appears in the status bar next to the clock when the application starts.

c. Third, Start the Navy Cash Disbursing Application
(1) From the windows desktop screen display, click Start.
(2) Point to Programs.
(3) Point and click on Navy Cash Disbursing Interface application.

(4) Disbursing Application menu screen shown on the preceding page is presented.
The Disbursing Application has different levels of access. Menu items are grayed out if the
current user does not have access to that particular function.
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d. Disbursing Notifications Alerts. “Disbursing Notifications’ notes appear as derts at
start up of the Disbursing Application if there are new alerts since the last time an operator
logged on or when a new operator logs on. These notes are sent by the Navy Cash shore side
primarily to notify the ship of any replication conflicts between ship and shore. See paragraph
8.4.19.d.(4) for the actions that should be taken when one of these alerts appears. An operator
will see all the Disbursing Notifications notes that have been received by the ship since the last
time he or she logged on to the Disbursing Application. A brand new operator will see only the
last 30 days of accumulated notifications notes. Click the “Cancel” button to close the note(s).

8.4.2  Closing the Navy Cash Disbursing Application
a. First, Close the Navy Cash Application
(1) Click on*“Logout” in the upper left of the menu screen.
(2) Thenclick on“OK”.
b. Second, Close the Proxy Application

(1) Right click or double click the Card Reader Proxy icon in the status bar. A
window will open titled “Navy Cash S-D-1 Proxy”.

(2) Click the quit button.
c. Third, Close the Navy Cash Service
(1) Click on Servicesicon at bottom of screen.
(2) Click on“Navy Cash Messaging Service” line. Line will be highlighted.

(3) Click on*“Stop” button at top of window (looks like stop button on atape
recorder). Status box will be displayed showing shutdown in progress.
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NAVY CASH DISBURSING APPLICATION
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Cross-Reference for Navy Cash Disbursing Application Pull-Down Menus

Funds Transfer

Funds Transfer to Chip
Funds Transfer from Chip
Individual Refunds

Bulk Refunds

Deposit Cash to Strip

Operations

Indicate End of Day

Safe Bank Transaction
Operator ID Maintenance
Vending and Ship’s Store
Event Maintenance

Disbursing Office Reports

Safe Bank Transaction Report

SPO Payroll Report

Disbursing Accountability Detail Report
Disbursing Transactions Detail Report
Disbursing Accountability Summary Report
Disbursing Transactions Summary Report
Replication Conflict Report

Navy Cash Ship Roster Report

Section

8.4.4
8.45
8.4.6
8.4.7
8.4.8

Section

8.4.20
8.4.23
8.4.24
8.4.25
8.4.26

Section

8.4.23
8.4.30
8.4.20
8.4.20
8.4.20
8.4.20
8.4.19
8.4.18

Page
8-22
8-24
8-27
8-30
8-33

Page
8-72
8-82
8-83
8-86
8-95

Page
8-82
8-100
8-75
8-75
8-75
8-75
8-71
8-63

Card Maintenance

PIN Reset or Change
Change Card Status
Unblock Card

Card Report

Utilities

View Log
View Disk Usage
NOC Selection
Process (Marine) Split Pay File
Provisional Split Pay
Provisional Split Pay Amount Editing
Provisional Post Split Pay
Access Editor
Access and User Group Editor
Assigned Access Rights Editor
User Account Operations

Reports

Sales Reports

Merchant Sales Summary Report
Merchant Transactions Report

Section

8.4.11
8.4.12
8.4.13
8.4.14

Section

8.4.27
8.4.28
8.4.29
8.4.30
8.4.31
8.4.31
8.4.31
8.4.32
8.4.32
8.4.32
8.4.32

Section

8.4.22
8.4.22

Page
8-39
8-40
8-46
8-47

Page
8-97
8-98
8-99
8-100
8-106
8-107
8-109
8-110
8-113
8-114
8-115

Page
8-80
8-80

Account Maintenance

Section
Assign Replacement Card 8.4.15
Account Enrollment 8.4.17
Account Information Update 8.4.18
Note Maintenance 8.4.19

Operations Reports

Section
Operator Status Report 8.4.20
EOD Report 8.4.20
Unmatched Chip-to-Chip Report 8.4.9
Fraud Detection Report 88.1
Navy Cardholder Issued Card Report  8.3.1

Page
8-48
8-55
8-61
8-66

Page
8-72
8-77
8-34
8-138
8-14
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843 Funds Transfer

Using the Disbursing Application, funds can be transferred to and from the electronic purse
on the chip and directly to the strip account. To access the funds transfer functions, the
Disbursing Officer clicks on the “Funds Transfer” pull-down menu in the Disbursing
Application. The pull-down menu displays the funds transfer options, each of which will be
discussed in turn.

84.4  FundsTransfer to Chip

A cardholder can plus up the electronic value on his or her Navy Cash card at the disbursing
office with a check or cash or from an existing Navy/Marine Cash account.

a. To accessthe chip on the cardholder’s card and add value, the Disbursing Officer
selects “ Funds Transfer to Chip” in the “Funds Transfer” pull-down menu.

b. The cardholder inserts the card into the POS, and the Disbursing Officer clicks* Get
Chip Info”.

c. TheDisbursing Application displays the card ID number and balance received from
the POS and then displays the account number and account name associated with the card.
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d. The Disbursing Officer verifies ownership of the Navy Cash Card.

e. The Disbursing Officer chooses the correct funding source, and specifies the transfer
amount requested by the cardholder.

(1) The Disbursing Application displays two funding sources, “Cash” and “SSN”.

(2) Check or Cash. When a cardholder is exchanging either a check or cash to plus
up hisor her Navy Cash card, “Cash” is selected as the funding source. All transactions will be
recorded automatically on the Navy Cash server and added to the daily reports. In addition, all
transactions will be recorded manually in accordance with paragraph 8.4.10 on the Daily Cash
Transaction Ledger, which shall be kept in the safe.

(3) Checksthat are exchanged for electronic credit on the Navy Cash Card will be
treated the same as cash within the Navy Cash system. These checks should be handled,
deposited, and reported in accordance with the Department of Defense Financial M anagement
Regulation (DODFMR) Volume 5.

(4) SSN. A cardholder can request that the Disbursing Officer transfer funds from
his or her Navy/Marine Cash (strip) account to another card’ s chip using the cardholder’s Social
Security Number (SSN) to designate the account. This capability could be used to transfer funds
from a Navy/Marine Cash (strip) account, e.g., split pay funds, to the chip on avisitor card for a
cardholder who, for one reason or another, has a Visitor Navy Cash card rather than an instant
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issue or embossed permanent Navy/Marine Cash card and therefore can’t use the Navy Cash
Kiosk to effect the transfer. An account must bein an “open” statusto enable atransfer. “SSN”
is selected as the funding source. Enter the cardholder’s SSN without dashes or spaces.

f. The Disbursing Officer clicks “Submit” to initiate the funds transfers.
g. The POS will require the cardholder to enter his PIN and click OK.

h. The POS will then display the amount for credit and ask the cardholder if the amount
is correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses “ OK”, the
transaction is complete, and the card can be removed. If the cardholder chooses “ CLR”, the
transaction will be rejected and cancelled, and the process will need to be repeated for the correct
amount.

i. All authorized military personnel who request Navy Cash privileges and enroll in
Navy Cash consent in writing, using the Navy Cash enrollment form, to immediate collection
against their pay for the face value of or resulting negative Navy Cash account balance due the
U.S. Treasury funds pool from all dishonored transactions. With this procedure, dishonored
transactions will not become a delinquent debt; therefore, there is no authority to assess a service
charge (Reference DOD FMR, Volume 5, Chapter 4).

84.5 FundsTransfer from Chip

a. To convert electronic value on the chip to cash or to transfer value to aretail
merchant account, the Disbursing Officer selects “Funds Transfer from Chip” in the “Funds
Transfer” pull-down menu.

b. Chip-to-Cash Transactions

(1) After the Disbursing Officer verifies ownership of the Navy Cash card, the
cardholder inserts the card into the POS.

(2) The Disbursing Officer clicks “Get Chip Info”, and the Disbursing Application
displays the card ID number and bal ance received from the POS and then displays the account
number and account name associated with the card.

(3) The Disbursing Officer chooses the funding destination, “Cash,” specifiesthe
transfer amount requested by the cardholder, and then clicks the “ Submit” button to initiate the
funds transfer.

(4) The POS prompts the cardholder for a PIN. The cardholder enters the PIN and
presses OK.

(5) ThePOSwill display the amount for credit and ask the cardholder if the amount
is correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses “ OK”, the
transaction is complete and the card can be removed. If the cardholder chooses“CLR”, the
transaction will be rejected and cancelled. The transaction will need to be repeated for the correct
amount.

(6) All transactions will be recorded on the Navy Cash server and added to the daily
reports. In addition, all transactions will be manually recorded in accordance with paragraph
8.4.10 on the Daily Cash Transaction Ledger, which shall be kept in the safe.
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(7) Cardholder Deceased, Injured, or Unauthorized Absentee. If acardholder is
deceased, injured, or an unauthorized absentee, a designated officer, or an inventory board
appointed by the Commanding Officer, should present the Navy Cash card, if available, to the
Disbursing Officer. Any amount remaining in the strip account should be pushed back to the
cardholder’s home bank or credit union by sending a request to the Navy Cash CSU at JPMC.
The Disbursing Officer shall convert any value remaining in the chip account to cash and prepare
an ex-cash check in the cardholder’ s name. Record the chip-to-cash transaction on the Daily
Cash Transaction Ledger in accordance with paragraph 8.4.10. Enter the date of the transaction
in Block 1, the cash value on the chip in Block 3, and the ex-cash check number in Block 5.

c. Cash QOut Visitor Cards. Navy Cash visitor cards are reusable. When a cardholder no
longer needs avisitor card, the card should be turned in to the disbursing office, and any value
remaining on the chip must be cashed out and returned to the cardholder immediately in
accordance with paragraph 8.4.5.a above. The return date shall be entered on the Card Issue Log,
and the card can then be returned to the stock of visitor cards for reissue.

(1) Residua Fundson Visitor Cards. Even if avisitor card isturned in after hours
or “under the door” or after the visitor has left the ship, the card must still be cashed out, and the
Disbursing Officer must make every reasonable effort to return any remaining value to the
cardholder. Refer to the Navy Cash Card Issue Log (see paragraph 8.3.1) to identify whom the
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card was issued to. For each visitor card issued, the card sequence number, which is printed on
the back of the visitor card, should be listed on the log.

(2) If the Cardholder Can Be Identified

(8 TheDisbursing Officer shall cash out any value remaining on the card and
either cut an ex-cash check for the amount and mail it to the cardholder or do a collection for the
amount using a Cash Collection Voucher (DD 1131) to the MPN appropriation (C203/C903) so
the cardholder’ s pay can be credited.

(b) Record the chip-to-cash transaction on the Daily Cash Transaction Ledger
in accordance with paragraphs 8.4.5 and 8.4.10.

(c) After the normal chip-to-cash transaction is processed, the amount of the
ex-cash check or DD 1131 shall be reflected as follows.

((1)) The ex-cash check will be posted on the DD 2657 as an increaseto line
2.1B (checksissued) and line 6.9 (other). Update the check issue log and any other applicable
documents required by DODFMR Volume 5.

((2)) The cash collection voucher ( DD 1131) will be posted on the DD 2657

asaincreaseto line 6.9 (other) and line 4.1B (collections). Forward a copy of the DD 1131 to the
PSD Afloat so the amount can be properly credited to the cardholder's pay account.

(d) The card can then be returned to the stock of visitor cards for re-issue.
(3) If the Cardholder Cannot Be Identified

(@ Asalastresort and after every effort to identify the individual cardholder
and return the residual funds has been exhausted, the Disbursing Officer must cash out any
value remaining on the card and do a collection for the amount using aDD 1131 in accordance
with DODFMR, Volume 5, Chapter 6, Paragraph 0606, and Chapter 26, Paragraph 260503.

(b) Thesefundswill be credited to Payment of Unclaimed Moneys, 20X6133,
when the amount is $25 or more and to Forfeitures of Unclaimed Money and Property, --1060,
when the amount is less than $25.

(c) Record the chip-to-cash transaction on the Daily Cash Transaction Ledger
in accordance with paragraphs 8.4.5 and 8.4.10.

(d) After the normal chip-to-cash transaction is processed, the amount of the
DD 1131 shall be reflected as follows.

((1)) The cash collection voucher (DD 1131) will be posted on the DD 2657
asaincreaseto line 6.9 (other) and line 4.1B (collections).

(e) Thecard can then be returned to the stock of visitor cards for re-issue.

(4) Onceany value that was remaining on a card has been credited to either of the
Treasury accounts, 20X6133 or --1060, the Disbursing Officer cannot recover the funds.
Individuals can, however, submit aclaim for arefund. Any claim must include enough facts to
validate the accuracy of the claim and justify the refund.

d. Chip to Merchant Account (Individual and Bulk Retail Sales)

(1) The Disbursing Application is designed to handle electronic value transfers
from the chip to the various Navy Cash accounts held by retail merchants on the ship for retail
sales, for example, Wardroom, Chiefs Mess, ship’s store. Because these transactions represent
electronic merchant retail sales, they are handled completely within the Disbursing Application
and do not affect the Disbursing Officer’s accountability or other responsibilities for funds.
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(8 After the Disbursing Officer verifies ownership of the Navy Cash card, the
cardholder inserts card into POS.

(b) The Disbursing Officer clicks the “Get Chip Info” button, and the
Disbursing Application displays the card ID number and balance received from the POS and
then displays the account number and account name associated with the card.

(c) TheDisbursing Officer chooses the funding destination, “Merchant”, and
the appropriate retail merchant account, specifies the sales amount requested by the cardhol der,
and then clicks the * Submit” button to initiate the retail sales transaction.

(d) ThePOSwill prompt the cardholder for hisor her PIN. After the PIN is
entered, the cardholder presses OK.

(e) ThePOSwill prompt the cardholder to verify the sales transaction amount.
If the cardholder clicks OK, the transaction is completed. If the cardholder clicks CLR, the
transaction is cancelled and the entire process needs to be repeated with the correct amount.

(f) TheNavy Cash server records the retail transaction, and it isincluded in
the appropriate daily merchant transactions reports.

(2) Thedisbursing office merchant should never be used as aretail sales merchant
in the “Chip to Merchant Account” function. When using the “Chip to Merchant Account”
function, ensure the correct merchant is selected for the retail sale, e.g., Wardroom Mess—ood
when an officer is paying a monthly Wardroom food bill or General Mess—Food when the
Wardroom Mess Treasurer is paying the Food Service Officer for the Wardroom’s monthly food
bill. Using the disbursing office merchant will cause a variance at the end of the month that the
Disbursing Office will have to research and correct. When collecting on negative balances from
individual cardholders (see paragraph 8.8.1.e.(6), Collection Options), ships with software
release 1.4.5 build 2 or later can transfer value directly to the cardholder’ s strip account (see
paragraph 8.4.8, Deposit Cash to Strip); ships with software release 1.4.5 build O or earlier can
transfer value to the cardholder’ s chip (see paragraph 8.4.4, Funds Transfer to Chip) and then
escort the cardholder to the Navy Cash Kiosk and verify that the funds are transferred to the
strip.

8.4.6 Individual Refund

a. When an individua cardholder desires arefund from a merchant on the ship (for
example, ship’s store, MWR, General Mess), he or she must first obtain authorization (for
example, from the Sales Officer, MWR Officer, Food Service Officer, or a designated
representative) on a standard, serialized, Navy Cash Refund Chit. In addition, the approving
merchant must record the refund on the Navy Cash Merchant Refund Log. A sample refund log
and refund chit are included in paragraphs 8.15.15 and 8.15.16.

b. The cardholder will then take the refund chit to the disbursing office and present it to
the Disbursing Officer or Deputy. On ships with a separate Sales Officer, refunds for Ship’s
Store and vending will be taken care of at the sales office by the Sales Officer or Deputy.

(1) To access chip on cardholder’s card and add value of the refund, the Disbursing
Officer (Sales Officer) selects “Individual Refunds’ in the” Funds Transfer” pull-down menu.

(2) After the Disbursing Officer (Sales Officer) verifies ownership of the Navy
Cash card, the cardholder inserts the card into the POS.

(3) The Disbursing Officer (Sales Officer) clicks the “Get Chip Info” button, and
the Disbursing Application displays the card ID number and balance received from the POS and
then displays the account number and account name associated with the card.
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(4) The Disbursing Officer (Sales Officer) then selects either “Chip Purchase
Refund” or “Miscellaneous Refund” as the funding source.

(5 Chip Purchase Refund. This function alows the Disbursing Officer (Sales
Officer) to select asingle specific purchase transaction for the refund from alist of the
cardholder’ s purchases. Multiple-item purchases are treated as asingle total if all theitemswere
purchased at the same time. To limit the number of transactions displayed when selecting the
chip purchase refund option, the Disbursing Officer (Sales Officer) should either specify a date
range (“From Date” and “To Date”) or select a specific event (see paragraph 8.4.7, Bulk
Refunds, for an explanation of events) and click the “Refresh” button. In Navy Cash, all dates
and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal
Time (UTC)). When the transaction is selected, the transfer amount for the refund is specified by
the Disbursing Application. The chip purchase refund helps to ensure that a particular purchase
isonly refunded once. For purchases at vending machines or for asingle item within amultiple-
item purchase, the miscellaneous refund should be used, since the specific sales transaction may
be difficult or impossible to identify (see paragraph (6) below). Generally, in ship’s store, the
miscellaneous refund is the preferred method for refunds.
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(6) Miscellaneous Refund. This function allows the Disbursing Officer (Sales
Officer) to specify atransfer amount for the refund and select a Navy Cash merchant (for
example, vending soda, vending snack, or ship’s store) from which the refund should originate.

(@ The Disbursing Officer (Sales Officer) clicks the “Submit” button to
initiate the funds transfers.

(b) ThePOS will require the cardholder to enter his PIN and click OK.

(c) ThePOSwill display the amount for credit and ask if the amount is correct.
The cardholder selects either “OK” or “CLR”. If the cardholder chooses “ OK”, the transaction
is complete, and the card can be removed. If the cardholder chooses “CLR”, the transaction will
be rejected and cancelled. The transaction will need to be repeated for the correct amount.

(d) Thiswill return the amount of the refund to the card and deduct that
amount from the originating merchant’s (e.g., ship’s store, MWR) collections for that day.
Individual refunds are credited on the ship to a cardholder’ s chip account (electronic purse)
immediately.

(e) TheNavy Cash server records the transaction, and it isincluded in the
appropriate daily merchant transactions reports for the day.

(f) The Disbursing Officer and other responsible individuals, for example,
Sales Officer, MWR Officer, should verify that the amounts reported by the Navy Cash server
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are correct and match the approved chits. They should also verify that the amounts refunded
plus the amounts deposited (for example, in ship’s store accounts, MWR bank account, or Navy
Cash account) match the total collections (for example, ship’s store, MWR) for that day.

(g For dl refunds processed in the Disbursing Office, the Disbursing Officer
shall retain one copy of the approved chit, an updated Refund Log, and the end of month reports
summarizing al refunds. The original chit will be returned to the approving merchant for
verification against the serialized logs. Similarly, for al refunds processed in the Sales Office,
the Sales Officer shall retain one copy of the approved chit, an updated Refund Log, and the end
of month reports summarizing all refunds.

847 Bulk Refunds

a. Refundsfor single cardholders and single transactions can be handled readily using
the “Individual Refund” function (see paragraph 8.4.6). When alarge number of cardholders
needs arefund, handling them individually would be time consuming. For example, MWR may
sell asignificant number of tickets to a concert or sporting event that must be cancelled at the last
minute because of operational requirements or a change in the ship’s schedule. The bulk refund
function allows the disbursing to initiate arefund to everyone who purchased aticket in afew
simple steps. Bulk refunds are credited to each cardholder’ s strip account (Navy/Marine Cash
account) on the ship. This credit will be reflected ashore as soon as the ship completes its end-of -
day processing between ship and shore. Purchases made with visitor cards, which do not have a
strip account associated with them, must be refunded individually at the Disbursing Application
(see paragraph 8.4.6 and the “ Chip Purchase Refund” selecting a specific event).

b. Bulk Refunds consists of four basic parts, each of which will be discussed in turn.
e Event Processing
e Programming the Point-Of-Sale Device(POS)
e Bulk Refunds
e Reporting
c. Event Processing. Although developed primarily for MWR, event processing allows
any merchant on the ship to specify events for collections and reporting (see paragraph 8.4.26).

(1) To set up event processing, the merchant must coordinate with the Disbursing
Officer, who will use the Event Maintenance function in the Disbursing Application to enter an
event name and event description and create an event code.

(2) Event Codes. Event codes provide the ability to track eventsthat are purchased
using Navy/Marine Cash so that sales transaction data can be reported by event and a bulk
refund can be performed at alater time if necessary. Once an event code is created, a merchant
can use it during sales by selecting the appropriate function key on a POS that has been
configured with event codes, although selecting an event is not required to complete a sale.

(3) Event Codes Are Not Reusable. Each event code must be unique within the
Disbursing Application on each ship. Do not reuse event codes; event codes can only be used
one time. This becomes especialy important if an event is canceled and the Disbursing Officer
performs a bulk refund. To ensure the correct amount for a particular event is refunded to the
correct cardholders who participated in that event, event codes must be unique. For arepeating
function, each instance must be renamed as a new event with a new event code.

d. Programming the POS Device. Following the instructionsin Chapter 2 (see
paragraphs 2.2.2.i and 2.2.6.b), the POS can be programmed with up to ten event codes for each
of ten merchants. When transactions are collected on a POS that has been properly configured,
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the sales clerk will be able to indicate which event the cardholder is purchasing by selecting the
appropriate event. This event code information is then held in the database for reporting purposes
and for abulk refund if one should become necessary. When programming the POS for multiple
MWR events, the event code must correspond with the descriptions set within the Event
Maintenance function of the Disbursing Application.

e. Bulk Refunds. When requested by an appropriate merchant, the Disbursing Officer
can initiate a bulk refund on the ship using the Disbursing Application. For each event refunded,
the full purchase amount will be credited to each cardholder’s strip (Navy/Marine Cash) account
on the ship. This credit will be reflected ashore after the next end-of-day round trip is completed.
A bulk refund can only be initiated one time for any one event.

(1) To enter the“Bulk Refunds’ function, the Disbursing Officer selects “Bulk
Refunds” in the “ Funds Transfer” pull-down menu.

(2) Select Event. To refund an event, select the appropriate event in the “ Select
Event for Refund” box and click the “Refund” button.

(3) Check Status. To check the status of arefunded event, look at the appropriate
event in the “View Refund Request Status Details’ box.

(@ Review Bulk Refund Exceptions Report. Although the status of arefund
request may indicate “ Processed Successfully”, the Disbursing Officer and MWR Officer must
review the Bulk Refund Exceptions Report to ensure that all transactions were refunded.
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(b) Visitor Cards. Purchases made with visitor cards, which do not have astrip
(Navy/Marine Cash) account associated with them, will always be listed on the Bulk Refund
Exceptions Report and must be refunded individually at the Disbursing Application (see
paragraph 8.4.6 and the “ Chip Purchase Refund” selecting a specific event).

f. Bulk Refund Reports

(1) Bulk Refund Exceptions Report. The bulk refund procedure will generate a
Bulk Refund Exceptions Report for transactions that it cannot refund, for example, purchases
made with visitor cards or transactions that have aready been refunded individually. This report
will be placed automatically in the reports directory “ Q:\files\navydata\report\ship\bulkrefund”.
On the Disbursing Application workstation or |aptop, the report can be found in the
S:\files\navydata\report directory, which maps to the Q:\files\navydata\report directory on the
Navy Cash server. The “ Shore Reports’ folder (icon) on the Disbursing Application desktop
provides a short cut to the shore report directory.

(2) Merchant Reports. Merchant daily and monthly reports will group sales
transaction data by event codesif one or more have been created (and used) for any “events’
within amerchant’s sales, for example, a concert, golf tournament, cruise book, flower sales. If
no event codes were indicated during sales, all sales transactions will be reported together.
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8.4.8 Deposit Cashto Strip

a. A cardholder can plus up or deposit value directly to hisor her strip account at the
disbursing office with a check or cash.

(1) Clear aNegative Navy Cash Account Balance. For a cardholder with a negative
balance, afunds transfer directly to hisor her strip (Navy Cash) account provides an additional
option to clear the negative balance (see paragraph 8.8.1, Negative Navy Cash Balance). The
cardholder can provide cash to the Disbursing Officer (or a persona check if the Disbursing
Officer iswilling to accept it) in an amount sufficient to return the account balance to zero or a
positive amount.

(2) Automatic Representment. With automatic representment, if a cardholder’s
ACH transfer request at the Navy Cash Kiosk is returned for NSF, the ACH transaction will
automatically be presented up to two more times on successive pay days.

(@) Because Navy Cash accessto abank or credit union account is blocked
automatically when atransfer request is returned for NSF and a Navy Cash account goes
negative, a cardholder may opt to go to Disbursing to clear a negative balance and unblock
access. Just prior to initiating automatic representment, the Navy Cash system ashore checks the
account balance. If the account is no longer negative, i.e., the account balance is “zero” or
positive, the transaction returned for Non Sufficient Funds (NSF) will not be represented. It is
important to note that the cardholder must clear the negative balance in sufficient time for a
round trip to be completed between ship and shore. Although a zero or positive balance will be
reflected on the ship immediately, the new account balance must be posted ashore before the
Navy Cash system checks the account balance. If the account balance ashore is till negative,
the returned ACH transaction will be represented. Cardholders should be sure there are
sufficient funds available in their bank or credit union account to cover any representment.

(b) With automatic representment, the majority of returned ACH transactions
and resulting negative balances will be handled automatically. However, the Disbursing Officer
must continue to review the Negative Balance and Returned Items Detail Reports on adaily
basis (see paragraphs 8.15.5 and 8.15.6) and collect on any negative balances not covered by
automatic representment (see paragraph 8.8.1, Negative Navy Cash Balance). If acardholder’s
Navy Cash account balance has gone negative for areason other than NSF, if the transaction
returned for NSF is under $5, or if there have been two representments since the account went
negative, the Disbursing Officer is responsible for collecting on that debt.

(3) The Disbursing Officer should ensure the cardholder’ s Navy Cash accessto his
or her bank or credit union account ashore remains blocked until the negative balance is cleared.

b. To access the cardholder’ s strip account and add value, the Disbursing Officer selects
“Deposit Cash to Strip” in the " Funds Transfer” pull-down menu.

c. To search for the appropriate strip account:

(1) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN or MasterCard card number or the cardholder’ s last name or the
initial letter or letters of the last name in the “ Card not Present” box and then clicks the “ Account
Search” button.

(2) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the POS and clicks the “ Get Card Info” button in the “ Card Present” box.

(3 TheDisbursing Application brings up the cardholder names associated with the
search criteria.
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d. After verifying the cardholder’ s identity, the Disbursing Officer highlights the correct
name, and the cardholder’ s name and SSN are displayed in the “Member Profile” window.

e. The Disbursing Officer chooses the correct funding source, and specifies the deposit
amount requested by the cardholder.

(1) Check or Cash. The Disbursing Application displays one funding source,
“Cash”. When a cardholder is exchanging either a check or cash to plus up hisor her strip
account, “Cash” is selected as the funding source.

(2) Checksthat are exchanged for electronic credit on the Navy Cash Card will be
treated the same as cash within the Navy Cash system. These checks should be handled,
deposited, and reported in accordance with the Department of Defense Financial Management
Regulation (DODFMR) Volume 5.

(3 All transactions will be recorded automatically on the Navy Cash server and
added to the daily reports. In addition, all transactions will be recorded manually in accordance
with paragraph 8.4.10 on the Daily Cash Transaction Ledger, which shall be kept in the safe.

f. The Disbursing Officer clicks the “Process Deposit” button to initiate the deposit to
the cardholder’ s strip account.

g. The Disbursing Application asks to verify the deposit amount and the cardholder’ s
name. The Disbursing Officer clicksthe*Yes’ button to complete the deposit.

84.9 Correcting Unmatched Chip-to-Chip Transactions

a. Two cardholders can transfer el ectronic value from the chip on one cardholder’s
Navy Cash card to the chip on the other cardholder’ s card. Cardholders conduct these
transactions at the Navy Cash Kiosks following the instructions presented on the Kiosk screen.

b. Thetransfer is completed in two parts. First, the sending card initiates the transfer, the
funds are removed from the card and placed into an escrow account, and the card is removed
from the Kiosk. Second, the receiving card is put into the Kiosk, authenticated with PIN entry,
and the funds are moved from the escrow account to the receiving card. The receiving card must
be placed into the Kiosk and authenticated within 60 seconds (more time can be requested if
needed).

c. If the processisinterrupted for any reason before it is completed, e.g., a power failure
at the Kiosk or time expires before the process is completed, the result of the transaction is stored
in the escrow account on the Navy Cash server as an unmatched transaction.

d. Automatic Chip-to-Chip Correction. Navy Cash corrects unmatched chip-to-chip
transactions automatically by returning the value to the sending card.

(1) Onceevery 24 hours, the Navy Cash server on the ship will scan the escrow
account for unmatched chip-to-chip transactions.

(2) For each unmatched transaction detected, the automatic correction process will
first determineif the sending card was an instant issue or embossed permanent card or avisitor
card. If the sending card was an instant issue or embossed permanent card, the electronic value
will be returned to the cardholder’ s strip account automatically. Because a visitor card does not
have a strip account associated with it, the electronic value will be transferred to the Navy
Disbursing Office merchant card strip account.

(3) Automated Chip-to-Chip Corrections Report. When the automatic correction
process is completed each day, an Automated Chip-to-Chip Corrections Report will be generated
by the Navy Cash server on the ship and placed in the reports directory
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(Q:\files\navydatalreport\ship\pspo). On the Disbursing Application workstation or laptop, the
report can be found in the S:\files\navydata\report directory, which mapsto the
Q:\files\navydatalreport directory on the Navy Cash server. The * Shore Reports’ folder (icon) on
the Disbursing Application desktop provides a short cut to the reports directory. The report lists
the chip-to-chip corrections that were successfully completed that day (see paragraph 8.15.21 for
asample report). The Disbursing Officer should review these reports daily. For every chip-to-
chip correction completed for avisitor card, the Disbursing Officer must take action to restore
the value to the appropriate visitor card cardholder.

(4) Restoring Valueto aVisitor Card. The Disbursing Officer should take the
Disbursing Office merchant card to the Navy Cash Kiosk, and move the funds from the strip to
the chip. Then, the Disbursing Officer can either cash out the chip and use the cash to fund the
cardholder’ s visitor card in the amount of the unmatched chip-to-chip correction; or cash out the
chip and give the cardholder the cash; or go to the Kiosk and do a chip-to-chip transfer from the
Disbursing Office merchant card to the cardholder’ s visitor card.

(@ If avisitor card cardholder is no longer on aboard the ship, the individual
cardholder should be contacted, if at all possible, and asked to provide a mailing address.

(b) The Disbursing Officer should then cut an ex cash remittance check in the
amount of the unmatched chip-to-chip correction and mail the check to the visitor cardholder.

(c) If for some reason, an unmatched chip-to-chip transaction could not be
reimbursed to the cardholder, the overage must be collected to the Treasury Department Receipt
Account, Forfeiture of Unclaimed Money and Property, in accordance with DOD FMR,
Volume 5, Chapter 6, Paragraph 0606. For example, avisitor card may have been turned in after
hours or “under the door” or after avisitor has left the ship and cannot be attributed to a specific
individual, If not cashed out, any value remaining on a card after it has been turned in will be
handed over to Treasury and cannot be recovered.
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8.4.10 Daily Cash Transaction L edger
Note: A cardholder’s signatureisrequired only for a chip-to-cash transaction. Thisform
can be maintained electronically, provided all required signatures are obtained.
a. If acardholder uses cash (or check) to put monies on his or her card:
(1) InBlock 1, enter the date of the transaction.
(2) InBlock 2, enter the amount of the cash value added to the chip.
b. If acardholder converts electronic value on hisor her card to cash:
(1) InBlock 1, enter the date of the transaction.
(2) InBlock 3, enter the amount of the cash value removed from the chip.

(3 InBlocks5 and 6, have the cardholder print and sign his or her name for the
amount of cash received.

c. If acardholder uses cash (or check) to put monies on his or her strip:

(1) InBlock 1, enter the date of the transaction.
(2) InBlock 4, enter the amount of the cash value added to the strip.

d. Closeout the Daily Cash Transaction Ledger as follows:

(1) Tota Column 2, and enter the amount in Block 7, Total Cash to Chip.

(2) Tota Column 3, and enter the amount in Block 8, Total Chip to Cash.

(3) Tota Column 4, and enter the amount in Block 9, Total Cash to Strip

(4) InBlock 10, Net Sum for Chip Transactions, enter the difference between the
sum of Blocks 7 and 9 and Block 8.

(5 Thisvalue should be the value recorded as an increase to line 6.2A and a
decrease to line 6.9 of the DD 2657.

e. Eachindividual operator, e.g., Disbursing Officer, Deputy Disbursing Officer, agent
cashier, should use a separate Daily Cash Transaction Ledger. The completed Daily Cash
Transaction Ledger(s), aong with the supporting Disbursing A ccountability Summary Report
(DASR) and Disbursing Transactions Detail Report sorted by operator, shall be retained with the
balanced DD 2657.

f. A blank copy of the Daily Cash Transaction Ledger isincluded in paragraph 8.15.10.
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NAVY CASH® DAILY CASH TRANSACTION LEDGER

CHIP STRIP
DATE PRINT CARDHOLDER
CASH- CHIP- CASH- CARDHOLDER NAME SIGNATURE
@ TO-CHIP TO-CASH TO-STRIP ® ®
@) ® @

11/01/02 100.00
11/01/02 60.00
11/01/02 50.00
11/01/02 50.00
11/01/02 50.00
11/01/02 40.00
11/01/02 100.00
11/01/02 40.00
11/01/02 20.00

Total 260.00 90.00 160.00

@) ® ©
TOTAL CASH- TOTAL CHIP- TOTAL CASH- NET SUM FOR CASH
TO-CHIP TO-CASH TO-STRIP TRANSACTIONS
$260.00 $90.00 $160.00 $330.00
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8.4.11 Resetting or Changingthe PIN

Cardholders who elect to reset or change the PIN associated with their Navy Cash cards
would normally use the Navy Cash Kiosk and follow the screen prompts. To change aPIN at
disbursing:

a. The Disbursing Officer selects“PIN Reset or Change” in the ” Card Maintenance”
pull-down menu.

b. The Disbursing Officer instructs the cardholder to insert the ca