Before You Begin)

PD F 5487 E

Department of the Treasury
Bureau of the Public Debt
Fiscal Service

(Block 1)

SELECT ONLY ONE (1) ACTION:

\ I:‘ New Subscriber

Fiscal Service PKI Certificate Action Request

(Print Clearly Or Type All Information Except Signature)

Certificate Action Requested

NAMED IN BLOCK 2:

|:| Web Browser Certificate

E Enterprise Certificate

Level of Assurance (Select one):

Business System Requiring Certificate:

Other Information:

| REQUEST A CERTIFICATE, WITH THE FOLLOWING LEVEL OF ASSURANCE, BE ISSUED BY THE FISCAL SERVICE TO THE SUBSCRIBER

D Rudimentary (ldentity of the subscriber is not verified through In-person

E Basic

Proofing)

(Certificate identity may be established using trusted information in a
secured database of user-supplied information. Private key may be
stored on software. )

EI Medium (Requires in-person proofing and private key stored on hardware)

PIR

[ ] Recover PKi Certificate

|:| Forgotten or Lost Password

|:| Entrust Profile Lost or Corrupted

Info that has changed:

PLEASE RECOVER THE CERTIFICATE HELD BY THE INDIVIDUAL NAMED IN BLOCK 2 BECAUSE OF THE FOLLOWING REASON (CHECK ONE):

|:| Subscriber Information has Changed [i.e., legal last name, e-mail address, etc.]:

|:| Other Describe:

[ ] Revoke PKI Certificate

|:| Lost or Damaged Smart Card

|:| Certificate No Longer Needed:

Reason:

PLEASE REVOKE THE CERTIFICATE HELD BY THE INDIVIDUAL NAMED IN BLOCK 2 BECAUSE OF THE FOLLOWING REASON (CHECK ONE):

|:| Certificate Compromised or Lost:

Date Certificate known to be compromised:

/ / (mm/dd/yyyy)



REVOKE PKI CERTIFICATE DIRECTIONS
1.  General.

  a.  If the person requesting the certificate action is not the certificate owner then complete Block 2 with the certificate subscriber’s information. Then complete and sign Block 3.

  b. If the person requesting the certificate action is also the certificate owner then skip Block 2, complete and sign Block 3.

2.  The Registration Authority will then complete Block 4 (RA / LRA / TRA Information). If needed, for Level 3 (Medium) assurance, complete the In-Person Proofing Verification Form, and make arrangements for In-Person Proofing.

Before You Begin:
This form is a request for the Certificate Authority (CA) to take a certificate action such as revocation, recovery, or creation of a user certificate.

The form shall be retained for a period of 10 years and 6 months, and shall be kept in a locked container accessible to those persons providing signatory approval for a particular role as defined within, or their designee.  

Completed forms for FMS and TWAI should be sent to:

Financial Management Service

IT Security Staff
Room 269
3700 East-West Highway
Hyattsville, MD 20782

Completed forms for BPD should be sent to:

Bureau of the Public Debt
Security/Analysis Branch
200 3rd Street
Room 409
Parkersburg, WV 26101

jheikkin
(Before You Begin)

New Subscriber Directions:
Follow these steps to complete a new user request for individuals:

1.  After completing Block 1, the user will complete Block 2 (Subscriber / Certificate Holder Information).  If this is a Level 3 (Medium) assurance certificate, continue to and complete the additional In-Person Proofing Verification form.

2.  The prospective Subscriber’s manager will complete and sign block 3 (Nominating Official / Requestor Information). 

3.  The Registration Authority will then complete Block 4 (RA / LRA / TRA Information). If needed for Level 3 Assurance, complete the In-Person Proofing Verification Form, and make arrangements for In-Person Proofing.

Key Recovery Instructions
1.  General:

  a.  If the person requesting the certificate action is not the certificate owner then complete Block 2 with the certificate subscriber’s information. Then complete and sign Block 3.

  b. If the person requesting the certificate action is also the certificate owner then skip Block 2, complete and sign Block 3.  

2.  The Registration Authority will then complete Block 4 (RA / LRA / TRA Information). If needed, for Level 3 (Medium) Assurance, complete the In-Person Proofing Verification Form, and make arrangements for In-Person Proofing.
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(Block 2)

Subscriber / Certificate Holder Information

Subscriber/Cert Holder First Name (Full Legal Name Required) Middle Name Last Name Generation Qualifier
(Jr., Sr. 1l etc.)

Organization Name (Agency/Bureau) Work E-Mail Address

Organization Street Address (include room # and/or mail stop)

City State Zip Code Country Name

Work Phone Number Work Fax Number

(Block 3)

Action is being requested by (check one):

|:| Fiscal Sponsoring Authority (FSA)
E Fiscal Business Customer (FBC)
|:| Certificate Holder

Nominating Official / Requestor Information

[ ] FMS Help Desk

|:| Other:

|:| Trusted Registration Agent (TRA)
|:| Registration Authority (RA)

|:| Security Officer (SO)

Nominating Official/Requestor First Name Middle Name Last Name Generation Qualifier
(Full Legal Name Required) (Jr., Sr.Il, etc.)
Organization Name (Agency/Bureau) Work E-Mail Address

Organization Street Address (include room # and/or mail stop)

City State Zip Code Country Name

Work Phone Number Work Fax Number

| certify that the information, statements and representations provided by me on this form are true and accurate to the best of my knowledge.
| affirm that | have the authority to nominate a subscriber for a PKI Certificate, as a Nominating Official, or request the revocation or the
recovery of the Certificate, as a Requestor, as described on this form. | understand that a willfully false certification is a criminal offense and

is punishable by law (18 U.S.C. 1001).

Nominating Official / Requestor Signature

(Block 4)

Date (mm/ddiyyyy)

Registration Agent (RA) / Local Registration Agent (LRA) / Trusted Registration Agent (TRA) Information

RA/LRA/TRA First Name (Full Legal Name Required)

Middle Name

Last Name

Generation Qualifier
(Jr., Sr. 11, etc.)

Organization Name (Agency/Bureau)

Work E-Mail Address

Work Phone Number

Work Fax Number

RESET



BLOCK 4 Subscriber Request
This section is to be completed by the RA/TRA/LRA.
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