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Introduction

This guide outlines the steps for an agency user to enable the use of Personal Identity Verification (PIV, PIV-I) and Common
Access Card (CAC) credentials. These steps must be completed to link your UserID to your PIV, PIV-l or CAC credential.

Note: The guide provides instructions utilizing Internet Explorer and is recommended to complete the process.
Chrome and Firefox should provide the same results.

Users must have a Fiscal Service FSLDAP account with a username and password before starting the process.
An account can be obtained by using the Fiscal Service Certificate Activation and Self Service (CASS) link
https://piv.treasury.gov/cass/ and then clicking on “I do not have a Fiscal Service SSO account”. Fiscal Service
CASS provides a secure, reliable and automated way to link a user’s Smartcard credential to their SSO account.
However, if you already have an account, you will receive the following message: “Your credential has already
been linked to an SSO account. Your access should already be in place.” For additional assistance call the Fiscal
Service Help Desk at 304-480-7777.

Once the SmartCard credentials are linked to a Fiscal Service Single-SignOn (SSO), the SmartCard may be used
to access Fiscal Service applications that support two-factor authentication. You may go to
https://piv.treasury.gov if you feel that your card is already linked to SSO.

The Certificate's Subject, Principal Name and other values are populated to the user’s container on the
appropriate Fiscal Service Identity/SSO Account. Once the SmartCard credential is linked, the user is notified
via email.

Note: Only one account can be linked to your SmartCard per environment (QA and Production). If you
use a different UserID in QA-Current (QA-C) and QA-Future (QA-F), only one of the UserIDs can be
linked to your SmartCard. Contact the Treasury Support Center if you have more than one UserID in
the QA environment.

Please contact your IT Service Help Desk for assistance in the instance any issues occur following these instructions. If
issues persist, contact the appropriate help desk below for assistance.

Fiscal Accounting (GWA): 877-440-9476

Do Not Pay (DNP): 855-837-4391
Treasury Check Information System (TCIS): 855-838-0743
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Instructions

*DoD please see review the pre-steps below before linking your smartcard.
*All other agencies proceed to “Linking the SmartCard Credential to Fiscal Service Single-Sign On (SS0) UserID
section.

DoD Components - Pre-Steps

DoD credentials have been targeted for updates by DMDC. If your credential has not been updated since December
2018, you may need to perform an update to your credential. The following memo provides some information and
background:

https://www.cac.mil/Portals/53/Documents/USDPR_DoDCIO memo Modernizing-the-CAC 7Dec2018.pdf

To perform a self-service update, or to determine if an update is needed, please visit the URL below, and select the
“Sign In” button under “CAC Maintenance”:
https://www.dmdc.osd.mil/self service

Linking the SmartCard Credential to Fiscal Service Single-Sign On (§50) UserID

1. Remove all physical certificate-based credentials from the workstation (e.g. hard tokens,
USB-based certificate credentials).
Insert PIV card into the cardreader.
Navigate to the CASS Home Page: PROD - https://piv.treasury.gov/cass/
PREPROD - https://accpiv.treasury.gov/cass/

whN

4. The Windows Security box will display and prompt the user to select the appropriate certificate.
Choose the correct certificate used for authentication and enter the associated PIN for that
credential.

r — o
Windows Security @

l Confirm Certificate
Confirm this certificate by clicking OK. If this is not the correct certificate,
ol click Cancel.

Timothy User

— :
| Issuer: Federal Program Agency Name
Valid From: 4/15/2014 to 4/14/2017
—_ Click here to view certificate prope...
'
L 4
Windows 10
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5.

Windows Security - @

Select a Certificate

Valid From: 2/24/2014 to 1/30/2017

[=g| Signing Certificate - Timoth..
| y Issuer: Federal Program Agency Name
\F 1

J i I i i I
==@| Authentication Certificate - ...
| @ Issuer: Federal Program Agency Name
- Valid From: 2/24/2014 to 1/30/2017

Windows Secunty

Confirm Certificate
Comfuen ey ¢ et fe fle bT ckh-q [l T N T = T
chick Cancel

Alberto Jose A Clavedallas (-
f i. hawer OCI0 CA
T Vald Freen 4715/2004 to 471472017

Lk hire 80 view Cortdecate proge

o) (e |

Wimdown Securty s
Select a Certificate

Site pev.lréasury. Oov Needs your credentiais

Authentication - Alberto Jose A Clavecillas
s

Bsuer: OCIO CA
Valid From: 1/25/2017 to 4/3/2019

Chok heve 10 view Certifstate propertes

More chowces

oK . Cancel.

@
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If multiple certificates selections are available and the user is unsure about which certificate to

choose, complete the following:

a) Click on “Click here to view certificate properties”.

Revision Date: 2019-11-25

Page: 5



Wendows Security

Select a Certificate

Windows Securty

Signing Certificate - Timoth...
Esswer; Federal Program Agency Mame
Valid Frome: 2/24/2014 to 12072017

Llick here o view cedificate prope..,

Authentication Certificate - ..
Lsuen: Federal Program Agency Mame
Valid From: 2/24/2014 to 1/30/2017

tuser0l
Esuer: Fiscal Senace
Walid From: 8/11/2015 te 9/11,201&

tuserQl
Essuer Fiseal Service
Walid From: 11,7/2013 to 11,7/2006

[ok [ conce |

Select a Certificate
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Signing Certificate - Timoth...
[suer: 5ol Secunty Admunetrstio. .,
Vald Frome 2/24/2014 te 17307201

i SRRt it e proEE.

Authentication Certificate - _.
Esuer: Social Secunty Administratio...

Vald Frome 172472014 vo 173072007

tkilcoD1
suer: Fiseal Senace
Walid Frome 911/2015 40 9710/2018

tkilco01
suer: Fracal Sennce
Valid Frome 11/7/2013 to 1L/7/2016

@
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Window Securty x

Select a Certificate
Site accpiv.reasury.gov needs your credentials:

N Authentication - Alberto Jose A. Clavecillas
(S s

Issuer: OCIO CA
Valid Froe: 1/25/2017 to 4/32019
(lick here 1o view certificate properties

More choices

Issuer: Development OCIO CA
Valid From: 5/6/2015 to 5/5/2018

Authentication - BFSTest PPSDU
Issuer: Development OCIO CA
Valid From: 5/23/2016 to 5/22/2019

i' Vialid From: 4/15/2014 to 4/14/2017

<

[ ok ][ conce |
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Whndiows. Secuity *
Select a Certificate
Site piv.treasury.gov needs your credentials:

Authentication - Alberto Jose A. Clavecillas
(affliate)

lssuer: OCIO CA
Valid From: 1/25/2017 to 4/3/2019

Click here to view certificate properties
More choices

oK Cancel

b) The Certificate Details window will open. Click on Details tab.

c) The Details tab will display. Scroll down and select the Enhanced Key Usage option as shown below.
The user will know if this is the correct certificate to use when a “Client Authentication” is shown
within lower display window.

Certificate Details =5

| General |petajs [ certification Path

g Certificate Information

This ¢ i is i for the s):
®2.16.840.1.101.3.2.1.5.4

®2.16.840,1,101.3.2,.1.3.13
* All application pelicies

Issued to: Timothy User
Issued by: Federal Program Agency Name

Valid from 4/ 15/ 2014 to 4/ 14/ 2017

' 7 You have a private key that corresponds to this certificate.
finstall Certificate,..i | Issuer Statement '
Learn more about certificates
[ ]

6. A PIN prompt will display once the correct certificate has been chosen. User will enter PIN for
the SmartCard.
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Microsoft Smart Card Provider
Please enter your PIN.

3z

Click here for more inf

7. Within the CASS screen, choose the hyperlink for “I need to link my PIV or PIV-I cert to an existing
Fiscal Service SSO account”. *This is the same link for CAC cards*

-
@ rgsipvremun D - 8 C | @ U Depatment of the Trea % |

@ SINGLE
SIGN_ON

Manage ldentityfAccount  Contact

P _
Loeed to nk my PIV or PIV-l cerl 1o an exsting Fiscal Senice SSO account

{

WARNING: This system ins U.S. G Data. ized use of this system is prohibited,
Tris compuer System, nauang al retated Rt SHACHS (3] nlernat C08SS) A0
provided only for us us Sysiems My be mondcred for 3l Lywhid purposes.
INIUANG 10 ensUTe that Neir use is UMM, 15 MANIPIMENE of e Sytem, 1 FACHIN [FOLACION FPMNSE UNMLHITHT JCCHSS, and
1o venfy security procedures. vy, and securfy achve aacks by auhorioed U S Govemnment
eniies 12 431 of vorfy the s.ecurity of his system Dumng J may be . copeed and used for

L} oo placed o sent overtis syslem My Se mondored
Use ofhis Sy3tem, ¥ i3 system. may
sutiect rru b L-F =0 use colected Qunng g Ty e used for . Crieminal,
Of St BOVOISE 250N Use of s system congentto fot s e

Use of Mis sysiem imples understanang of Rese 1erms and CoNOBONS.

@

8. CASS will prompt for the Fiscal Service Single-SignOn (SSO) UserID and Password used
to access Fiscal Service applications. Enter the appropriate credentials and click Submit.
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Manage |dentity/Account Contact

Enter the userlD and password for the SSO account you wish to link to your PIV or PIV-] credential

UserlD:

Password

WARNING: This system contains U.S. Government Data. Unauthorized use of this system is prohibited.

9. Once the user has logged into CASS, the “Your request has been submitted successfully”
message will display. A subsequent email will be sent to the user’s email address that is saved
within the Fiscal Service SSO contact profile. The email will contain “Treasury Fiscal Service SSO
Certificate Activation Notification” in the subject line of the email.

O @ nitps/oivsressur.. O = @ C | @ U, Department of the Trea... »

“SIG N

Manage Identity/Account Contact

Your request has been submitted successfully. You should receive an email within 24 hours with further
instructions

WARNING: This system contains U.S. Government Data. Unauthorized use of this system is prohibited.

This computer system, including all related equipment networks, and network devices (specifically including Internet access) are
provided only for autherized U.S. Govemment use. U.S. Govemment computer systems may be monitored for all lawlul purposes,
including to ensure that heir use is authorized, for management of the system, 1o facilitate protection agains! unauthorized access, and
to verify t . sundvability, ang onal security. Monitoring includes active attacks by authorized U S. Govemment
enities to test or verify the security of this system. During monitoring, information may be examined, recorded, copied and used for
authorized purpases. Allinformation, including personal information, placed or sent overthis system may be monitorad

Use of this computer system, authorized or unauthorized. constitutes consentto monitoring of this system. Unauthorized use may
Subject you to criminal Evidence use monitoring may be used for agministrative, criminal,
or other adverse action. Use of this system constitutes consent to monitoring for these purposes.

Use of this system implies understanding of these terms and conditions.

10. Once the email has been received, you may now attempt to log into your Fiscal Service
Application using your PIV/CAC card.
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Troubleshooting

Verifying Certificates

In Internet Explorer, go to Tools Eﬁ > Internet Options.

L

Prict . |
Frim ]
£oom [115%)
I Safety r
Al site 1o S1an Mefu
Wit Do L)
g Manage add-ons
' F1Z Dervalopss Toolt
Gz 0y peiniap 3i0eg
Compatibality View settings

Internel oplices
Abit Inferesed Expiorer

1. Select the Content Tab > Certificates.

Internet Options IM
Ganaral | Sacurity | Privacy Contint | Connections | Programs | Advanced |
Cortificates
Lisa cormicatoa for 4 d ’
R
Clear S5L state Cetificates
AutoComplele

AutoComplate $10008 provious enyies on Semngs
A webpages and suggests maiches for you

Feeds and Wab Shoes
=] Feads and Web Skces pqu\nds updmed Semngs
_f' S contentio mwb m

Interenet Explarer and u- p q e

) Soms zetings sre managed by your sysiem adminisrsicr

oK | cancet

2. Search for your certificate with the following Certificate intended purposes:

“Client Authentication, Smart Card Logon”.
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P— [

Certificales .l

Intended purpose: <Al

Personal | Dther People | | Trusted Root C
Tosued To Tesued By Expirati...  Eriendly Name
Lol Authentarpplica...  authentc 9/3fa0a <

ol . <
Alippdevgga MAT-FILESERVER

Entrust HFT Medis..
_ Entrust NFT Mediu...

]
= :
= - Entrust NFT Mediu... 5
& Communicalions 5... 4/27/20... <None>
!‘ Import... _. Export... Femove |

Certificate Intended purposes
Clienk Authentication, Smart Card Legen, 1.3.6.1.5.2.3.4, Any Purpase

Learn more about geridiceley

Note: Several certificates with this intended purpose may exist. Be sure to identify the certificate that is not

expired.
3. Double click on the certificate.

4. Select the Details tab > highlight Enhanced Key Usage > click Edit Properties...

Certificate

‘ General‘ Details |Cemﬁcanon Path‘

Show:  [<All> -
Field Value o
[E]validto Wednesday. May 22, 201.

[E]Subject

[Z]Public key RSA (2048 Bits) il
] Cenificate Policies [1]Certificate Policy:Polic.. E
{2 Authority Information Ac... [1]Authority Info Access: ...

" Enhanced Key Usage  Client Authentication (1.3.... ||
] Subject Alternative Na.. RFC822 Name=7030849...

CRL Distribution Points  [1]JCRL Distribution Point: ... -

Client Authentication (136.155.7.32)
Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

Unknown Key Usage (1.3.6.1.5234) .
Any Purpose (2529 37.0)

Edit Properties.

Leamn more about certificate details

5. Type in a friendly name, such as “Your Name Smart Card” or “PIV Auth”.
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Certificate - L Xl -
‘ Generall Details |Cemﬁcauon Paml ¥

1
P X

Certificate Properties .

General | Cross-Cerificates | OCSP | Extended Validation

Friendly name; PIV Auth

Description

Certificate purposes

| Enable all purposes for this certificate

Disable all purposes for this certificate

(") Enable only the following purposes

Note: You may only edit certificate purposes that are allowed by the
cerification path

Client Authentication
Smart Card Logon
13615234

Any Purpose

Add Purpose.
Leamn more about certificate properties
oK I I Cancel ] [ Apply
6. Click Apply, then OK.
7. Click OK in the Certificate window.
§ - \
Certificate u
‘ General‘ Details ‘Cen.iﬁ:at.iun Path‘
Show:  [<All> -
Field Value o
[E]valid to Wednesday. May 22, 201...
[E]Subject
[=]Public key RSA (2048 Bits) T
[i] Certificate Policies [1]Certificate Policy:Palic.. =
@Aumumy\nfmmauonﬁ\c. [1]Authority Info Access: ..
Client Authentication (1.3, I
(i Subject Altemative Na.. RFC822 Name=7030849..
@CRL Distribution Points ~ [1]CRL Distribution Point: . o
Client Authentication (1.3.61557.32)
Smart Card Logon (1.3.6.1.4.1.311.2022)
|| [unknown key Usage (136.15234) il
\Any Purpose (25.29.37.0)
|
Edit Properties.
Leam more about ceriificate details i
I

8. Click Close in the Certificate window.
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10. A pop up will display stating SSL Cache Cleared Successfully, click OK

[centtcates e — y— — X

-
0
T Ta Tssere] By Expirali... Frieodly Hame
ol Authentepplica.., authents WL <Nomex
11/20/2... <None=
Lyl ippdevgga MAT-FRESERVER  1/20/20.., <None>
Lol Entrust NFIMedi..  5/22/20... <Hone>
IS L Entrust NF1 Mediu...  5/22/20... <None>»
- Entrust NFT Mediv...  5/22/20... PV Auth
[ © Communications S... #27/20... <hone»
Certrficate mtended purposes
Client Authentication, Smart Card Logen, 1.3.6.1.5.2.3.4, Ary Purpose
View |
Learn more about certificates
|

Click Clear SSL state.

r 3
Internet Options m

General | Security | Privacy Content | Connections | Programs | Advanced |

Certf

Clear SSL state

AutoComplete

% AutoComplete stores previous entries on Settings

Use certificates for encrypted connections and identification.

webpages and suggests matches for you

Feeds and Web Slices

— Feeds and Web Slices provide updated Settings

v content from websites that can be read in
Internet Explorer and other programs.

@  Some sefings are managed by your system administrator.

oK Cancel Apply

BUREAU OF THE
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A

55L Cache Cleared Successfully

o The 55L cache was successfully cleared.

s

11. Click OK to close Internet Options window.

Revision Date: 2019-11-25
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Error Message: Credential is already linked to an SSO account

1. Place your PIV or CAC credential into the card reader

2. Navigate to the ISIM preproduction SSO page https://isimpreprod.fiscal.treasury.gov/itim/self/ (or the ISIM
production SSO page for production environment User IDs https://isim.fiscal.treasury.gov/itim/self/)

3. Click the PIV Card or iKey box

e SINGLE
SIGN. N

Forgot Password  Change Password  ForgotUser D Contact

Secunth, or —— Cop— —
PIV Card or iKey ©  SecurlD €  UseriD & Password [7]
Piease make sure your cardiKey is plugged into User ID User 1D {ITIM)
the reader
s Passcods Password

ol LOGIN

= PV

=8 LOGIN LOGIN

4. Select a certificate with the friendly name entered in Step 6 from Identifying Smart Card Certificate, click
OK, then enter a PIN

Example:
Windows Security @ ]

Select a Certificate

Windows Security @

Microsoft Smart Card Provider
Please enter your PIN.

Issuer: Entrust NFI Medium Assuranc...
Valid From: 2/23/2017 to 5/22/2019

PIV Auth

Issuer: Entrust NFI Medium Assuranc...

(e (<]

Valid From: 2/23/2017 to 5/22/2019
Click here to view certificate prope...

’ PN |
X Click here for more information

5. Click Home if you are not directed to this screen

TEB T BUREAUOFTHE

¥ Fiscal Service §

Heip Lnnc.ﬂ

IBM Security
Identity Manager
Preproduction
My Password
A o change your passwords.
'
- Changs Foraetien Passwerd Information
Use this link if you need to change the mformation required to log in when you have forgotten your password
Change Account Password
Use tis Ik 0 change accoun! password for accourts that are excluded from password synchicnization
Wy Accass Request Account
— Request a new account
=y

Delete Account
Delete one of your existing aceounts.

View of Changs Acc
Ghange ane ofyour exsing accounts.

Request Access
Request access o ilems such as accounts and applications

6. Select View or Change Account within the My Access section
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7. ldentify the User ID is listed as linked to your PIV or CAC credential

IBM Security BUREAU OF THE
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Identity Manager ¥ Fiscal Service § e 7

Preproduction

Help Logoll|
Home > View o change account

View or Change Account

Click the account type of the account you want to view or change If you do not see your recently requested account below, click View My Requests

& User 1D Status. Description
s Active
Active
= Active Ths Sigle Sign On (FSLDAP) account (user ID) wal

Displayed. 3

Error Message - “Can’t connect securely to this page” (TLS Error)

If you receive “Can't connect securely to this page due to outdated or unsafe TLS security settings.

, & hups treasury.gov,

Can't connect securely to th..

- Ej « [ g ow Pagew Safetyw Took~ @~ Q_I E!‘_;

This might be because the site uses outdated or unsafe TLS security settings. If this keeps happening, try
contacting the website's owner.

Try this:

+ Go back to the last page

Verify the TLS settings

Internet Bowser Menu bar — select Tools - > select Internet Options -> select Advanced (tab)
Scroll down to the TLS options are listed. Confirm TLS 1.2 is enabled.
If TLS 1.2 is not enabled, contact your IT Service Help Desk for additional assistance.

{2 https://piv.treasury.gov

File FEdit View Favorites Tools _
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General Security Privacy Content Connections Programs Advanced
Sattings
[+ Enable DOM Storage -
E Enable Enhanced Protectsd Mode™
] Enable Integrated Windows Authentication™
[ Enable native XMLHTTP support
E Enabés SmartScresn Fiter
[ Send Do Mot Track raquasts to sites you visitin Intemet £
[J usesst 3o
B usems Lo
UseTLS 1.1
[ usems 12
[ wam about certificats address mismatch™
[] Warn if changing between secure and not secure made

(4] Wam if POST submittal is redirected to a zone that does n
v

< >
S e T S et vy comer
Restore advanced settings

Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Reset,

You should only use this if your browser is in an unusable state,

0 Some gethings sre managed by your System sdministrater.

Error Message — “PIV Authentication Certificate is already active”

H Activate PIV Certificate

N
PIV Information
The PIV Authentication Certificate is already active. No PIV action needs to be taken on your CAC.
Cancel
N
“ . ”
Error Message — “Unable to decode certificate
@ hitps// piv.treasury.gov/ cass 303 uerData htmi - @G| | Search.
vice Enterprise Single ... 9 DFAS Portal Home Gmmmm-m. @ Us. Department of the Trea.. % |
thy Chickpea Chicke... &1 hitps--df; Ldfas.mil.. & Dashboard & DMI Soft Demand ap Support Agreements - Ho... £ Workflows JEE G-Invoicing

@ SINGLE
SIGNCON
Manage identity/Account Contact

Unable to decode certificate. This is likely not an authentication cenificate. If you were prompted for
more that one certificate, please try lo authenticate with the other

Revision Date: 2019-11-25
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The UserlID listed as linked to my PIV/CAC credential in IBM Security Identity Manager
(ISIM) is not correct

1. Send an email to itservicedesk@fiscal.treasury.gov requesting to remove a UserlD linked to your PIV or
CAC credential. Be sure to include the User ID that needs to be removed, AND the ISIM environment
the User ID is in (e.g., ISIM preproduction or production).

2. Once confirmation is received that the User ID has been removed, go back through the Linking the
SmartCard Credential to Fiscal Service Single-Sign On (550) UserlID steps starting on page 4 of this guide.

Summary

Please contact your IT Service Help Desk for assistance if any other issues arise while attempting to link your card.
If the issue cannot be resolved or additional questions arise during the process, please contact the appropriate help

desk below.

Fiscal Accounting (GWA): 877-440-9476
Do Not Pay (DNP): 855-837-4391
Treasury Check Information System (TCIS): 855-838-0743
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