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1 Alignment to Executive Modernization Order: Understand how Card
Processing meets the objectives of the recent Executive Order.

5 Card Processing Overview: Learn about the features, benefits, and
common questions surrounding this OTCnet payment option.

3 Walkthrough: Watch how to submit a card payment in OTCnet through a
guided tutorial.

4 Get Started: Learn about the necessary requirements to get started with
OTCnet Card Processing.
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Executive Order 14247
e

Modernizing Payments To and From America's Bank Account

This Executive Order promotes operational efficiency by mandating the
transition to electronic payments for all Federal disbursements and receipts by
digitizing payments to the extent permissible under applicable law. Agencies'
transition to digital payment methods should be supported with access through
the Department of the Treasury's centralized payment systems to the following:

Direct deposits
*Debit and credit card payments*

Digital wallets and real-time payment systems
Other modern electronic payment options.
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Topic #1

Card Processing Overview
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Card Processing Overview

OTCnet’s Integrated Solution
for Card Processing

|

All-in-one collection i Utilizes the latest Point of

option for Cash, Check, | Sale (POS) terminal for
|

and Card Payments _ _ guicker payment processing
Automatically transmits

transactions for settlement

—
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Card Processing User Roles

Card Operator Card Administrator

Facilitates card payment, query, or refund and Oversees endpoint management,
maintains terminal connection. terminal setup, and audit log information




Card Processing Functions
- -

Functions available in OTCnet Card Processing:
1. Query a Card Transaction
2. Process a Card Payment

Home | Training | Print | Help | LogoOut

*& ﬂTcnet | Online Application T ——

= OLE Commurstabon: Active

DEPOSITS MADE SIMPLE
Welcome,
. Deposit Processing I Check Processing I Card Processing I Administration l Reports -l
Card Transaction Query Process Card Payment
Query a Card Process a Card

Transaction Payment




Card Processing Hardware

OTCnet Supports the Verifone M440:

3

N UTCnet

DEPOSITS MADE SIMPLE

» Great for high foot traffic
 High-definition color display
» 8” Capacitive Touch Screen
 Full-motion video support with high-quality audio
» Faster processing speeds

« Secure Commerce Architecture

PCI DSS compliant (PCI PTS 5.X-approved)

Verifone M440
Multimedia Card Reader

e —.
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Frequently Asked Questions
- - -

What types of cards are accepted?

- OTCnet accepts qift cards, debit, and credit (Visa, Mastercard, American Express,
Discover).

Can other third-party systems be integrated?

- Third party systems can be integrated to upload to OTCnet Card Web Service with
additional assistance from our team.

Who can use the OTCnet Integrated Solution?

- All eligible agencies taking in-person payments are welcome, especially those who
are already onboarded onto OTCnet.

How much volume of transactions can be processed?
- OTCnet Card Processing supports a low to medium volume of card transactions.
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Card Processing Walkthrough
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Walkthrough: Processing a Card Payment
- - - -

018 | Home | My Prosie | Training | Print | Hee | LogOwe S
\% DTE“E[ Online Application .
DEFOSITS MADE SIMPLE
Card Traneeciian Gusry Prosecs Card Payment
Select the “Card P ing” tab
eliecC e ar rocessing  ta
WARNING WARNING WARNING
‘fou have sccessed & United 5 Government comp Unauthorized use of this computer is 3 violation of
federal law and may subject you to civil and criminal penalies.
This computer and the autemated systems which run on it are monitorsd. Individuals are not gusranteed
peivacy while using govemment compuiers and should, thersfore, not expect . Communications made using
this sy=iem may be dischosed a5 allowed by federal Ew
-
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Walkthrough: Processing a Card Payment
- - - -

o a1 Home My Profile | Training | Frint | Help Loy Okt s
% UTE“E[ Online Application W Connecion Stabus: Online
DIEFOSITS MADE SIMPLE
Velcome, obogefCO0L
Card P i IPT
ard Processing i
Card Trancastion Gusry Procacs Gand Paymant
“p Card P t”
Select “Process Card Paymen
WARNING WARNING WARNING
“fizu hawe 3ocessad 3 United Government computer. Unauthonized wse of this computer is 3 violation of
federal law and may subject you 1o civil and criminal pensitiss.
This computsr and the automated systems which run on it are monitored. Individuals are not guaranteed
privacy while using gowemment computers and should, thersfore, not expect . Communications mads using
this sysi=m may be disclosed as allewed by federal law.
-
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Walkthrough: Processing a Card Payment

October 5, 2040 | Home | My Profle | Training | Frint | Ha

¥ UT[:net Online Appllcatlon W Connecton Stobes: Online
OLE Communication: Inactive

ame, chooe

DEFOSITS MADE SMPLE

Lo r Hom Card Processing Praci Carc Pay T
Card Processing [+ |

Card Caplure - Perform Card Transaetion

Checking OLE connection ..

Make sure the
OTCn et L O C al Rules of Behavior | Privacy Siatement | Accessibiity Statement
Bridge (OLB) is < F ,
N~y Fiscal Service
turned on and N
connected.

Contact | Text Version | About

@ Flscal Serwce




Walkthrough: Processing a Card Payment
- - - -

Home My Profile | Training | Prind [ Helo Log Ot

% []Tcnet Online Application

DEFOSITS MADE SIAPLE

Card Processing Administration

Card Trancastion Gusry Procacs Card Payment
Location: Home Card P J Pracess Cal ayment
Card Processing a
Card Capture - Perform Card Transaction
Transaction Data OTC Endpoint:
Please enter the following card processing information. F';;'— name:
Amount: + Diezcription
Credit and Debit £2
ALC:
12345878

Card Processing Information:

Verify the OTCnet Endpoint information Cran Code

Merchant ID
B7EB43H

Card Terminal Serial Nurmber:
2B4TA2TS

Terminal Controls:

Frooess Paymeni

GClaar
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Walkthrough: Processing a Card Payment
- - - -

3 2018 Homa My Prodile | Training | Frint | Help | Log 0w

- Online

% []T[:net online Application

DEPOSITS MADE SIMPLE umication: Active

0 sbogefCO0L
Card Processing Administration

Card Trancaction Guery Prooacs Cand Payment

Lacation: Home Card Processing Pracess Caro Payment

Card Processing

Cand Capture - Perform Card Transaction

Transaction Data OTC Endpaint:
Pleasz enter the following card procsssing information. E:;" name:
| Amgunt: * | Diescription
Credit and Debit £2
ALC:
12345678
Card Processing Infarmation:

Chain Code:
MHM234
Drvision
001
Merchant IT
87aHI1
Card Terminal Serial Mumber:
284741275

Terminal Controls:

Enter the card transaction amount ooy

Clear
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Walkthrough: Processing a Card Payment
- - - -

Octobar &, 2018 Home My Prodile | Training | Frint | Help | Log 0w
L
% UTEnBt Online Applicatiun B Connection Stabus: Online
DEPOSITS MADE SIMFLE B Comummal-stion: Rethe
Welcome, cbogefCO0L
Card Processing Administration
Card Trancaction Guery Prooacs Cand Payment
Lacation: Home Card Processing Pracess Caro Payment
Card Processing
Cand Capture - Perform Card Transaction
Transaction Data OTC Endpaint:
Pleasz enter the following card procsssing information. E:;" name:
ameund:+ | 50.00 Diescription
Credit and Debit £2
ALC:
12345678
Card Processing Infarmation:
Chain Code:
MHM234
Drvision
001
Merchant IT
87aHI1
Card Terminal Serial Mumber:

284741275

Select “Process Payment” Temp ks ———
to initiate the transaction

Clear




Walkthrough: Processing a Card Payment

Verifone

Transaction Amount: S$50.00

B GR

The customer

inserts, taps, or
swipes the card
on the terminal

D

—
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Walkthrough: Processing a Card Payment

O
—
-
0
>
A
o




Walkthrough: Processing a Card Payment

The customer
presses “Pay
Now” to approve
the card payment

-
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Walkthrough: Processing a Card Payment

PLEASE REMCWE CARD

=

The customer m’
removes the card,
if inserted

ayvo 1id




Walkthrough: Processing a Card Payment

% []TE“E[ online Application

DEPOSITS MADE SMPLE

Welome, cbroehCO0L
Card Processing Administration
Card Trancestion Guary Prosass Card Fayment
Location: Home Card Processing Fraocess Card Payment
Card Processing 1 |

Card Capture - Perform Card Transaetion

Transaction Data OTC Endpoint:

Pleazs enter the follewing card processing information. gg;" name:

Amgunt: * Diezcription
Credit and Debit #£2
ALC:
12345578
Card Processing Information:
Chain Cade:
1234

Division
0m

The above message appears after the i

Card Terminal Serial Mumber:

transaction is successfully processed

Terminal Contrals:

Frooscs Paymsnd

Frint Reoslpt

Glear
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Walkthrough: Processing a Card Payment
- - - -

Online Application

o 0TCnet.

[EFOSITS MADE SMFLE

‘Welcome, obogefCO0L

Card Transastion Gusry Procass Gand Faymant

Lacation: Home

Card Processing 4]
Card Caplure - Perform Card Transaction

OTC Endpoint:
Shaort name:
F353
Description:
Credit and Debit #2
ALC:
12245678

Card Processing Information:
Chain Code:
1234
Division:
o
Merchant ID:
BTEE432

Transaction Data

Please enter the following card processing information.

amcant: *

Card Terminal Serial Mumiber:
2847275

Terminal Controls:

Fracsce Payment

Frimt Facslpt

Claar

Select “Print Receipt”

WASHINGTON, DC 20005
202-000-0000
TERMINAL ID: 02
CASHIER ID: 111
MERCHANT ID: 12495085
06/21/2013 11:19:01 AM
SALE
INVOICE ID: 15511
PAYMENT TYPE: Credit
APPLICATION LABEL: VISA CREDIT
APPLICATION PAN: *=**=**ss=s+1334
EXPIRATION:*=/*~
TRANSACTION TOTAL: USDS 50.00
CARD ENTRY MODE: CHIF READ
RESULT: APPROVED
AUTHORIZATION CODE: 383033
CTROUTD: 200
TOTAL: USDS 50.00
NOMNE
SIGNATURE 1E0300 4000008000 (only for AMEX)
AID: ACO000003101002
TVR: 0080008000
1AD: DE010A02600002
TSI: F200
ARC: 00
Signature:

| AGREE TO FAY ABOVE TOTAL AMOUNT IN ACCORDAMNCE
WITH CARD ISSUER'S AGREEMENT

REFUNDS ORNLY AVAILABLE WITHIN 30 DAYS OF
SERVICE OR FURCHASE

THANEK YOU

BUREAU OF THE
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Topic #3

E Card Processing
Onboarding Steps
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Onboarding to Card Processing

All OTCnet onboarding is initiated through the OTCnet Deployment Team. Begin by

contacting the team to discuss your agency’s needs to determine a personalized OTCnet
onboarding plan and solution.

: : Step 3: _
SiE I Step 2: Procure Card SUEp cf Step 3:
Contact the Complete Terminal Provision Users Complete
OTChnet Onboarding ermina & Install P
Deol Forms & Beain through Vendor Setup & Make
eployment 9 & Complete OTCnet First Collections
Team Backend Setup Terminal

Training




OTCnet Card Processing: Configuration Settings

v Contact the OTCnet team Q Plug in card scanner (Verifone M440)
v Identify all the prerequisites, hardware, and and connect to network
agency individuals for OTCnet user roles QO Enter agency ID information

O Register terminal with OTCnet
O Test first payment on device!

Step 2

Assess PCI requirements *TIT1
Complete Card Acquiring Service Application ¥ UT[:net
Added Merchant ID to CAS profile DEPOSIS MADESIUPLE
Contact Verifone Sale Representative
Complete Web-Based Training for roles

v" Provision user roles
v’ Create Card Processing endpoint The OTCnet Deployment Team will assist you

v' Download the OLB on every workstation along every step of the process. Review the
connection quide for more details.

AN NI NI NN



https://fiscal.treasury.gov/files/otcnet/CardProcessing-Onboarding-Guide.pdf

Card Processing: Application Tips

Q Application Tips

. No Firmware is needed for Card Processing.
. Verifone users must have the OTCnet Local Bridge Version 2.6.0.5 or
2.7.0.1.
. Only the Card Administrator is authorized to download the OLB and
complete the card terminal configuration within OTCnet.
. For more information, refer to the following training materials:
. Card Processing Overview Sheet
. Onboarding Guide
. Card Processing FAQ
. Connection Guide
. Hardware Overview

—
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https://fiscal.treasury.gov/files/otcnet/CardProcessingOverview.pdf
https://fiscal.treasury.gov/files/otcnet/CardProcessing-Onboarding-Guide.pdf
https://www.fiscal.treasury.gov/files/otcnet/CardProcessingFAQ.pdf
https://fiscal.treasury.gov/files/otcnet/card-processing-connection-guide.pdf
https://fiscal.treasury.gov/files/otcnet/OTCnet-Card-Processing-Hardware-Overview.pdf
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Key Takeaways
- -

1. OTCnet’s Integrated Solution meets the
objective laid out in the Executive Order
on modernizing payments by enabling
debit and credit payments.

2. There are two user roles under Card
Processing: Card Operator and Card
Administrator.

3. The OTCnet Deployment Team will assist
throughout your Card Processing
onboarding experience.

—
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Deployment Team Contact Information

Contact Us for
Support

The OTCnet Deployment Team

(703) 377- 5586
FiscalService.OTCDeployment@citi.com

—

— —=
* l BUREAU OF THE
\ Fiscal Service
\ U.S. DEPARTMENT OF THE TREASURY

28


mailto:FiscalService.OTCDeployment@citi.com

Customer Support Team Contact Information
v

_

Contact Us for
Support

The OTCnet Customer Support Team

(866) 945-7920
DSN: (510) 428-6824, option 2
Fiscalservice.OTCChannel@citi.com

—
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Upcoming Webinar Refreshers
- -

Join us for the next Refresher Webinar Series on OTCnhet!

Register early by using the links provided below

Date Topic Registration Link
Thursday, November 20" | Check Processing Forms Register
2025, at 1:.30 PM ET and Workflows

Thursday, December 111" | OTCnet Overview and 2025

2025, at 1:30 PM ET Updates Register

—
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https://usg02.safelinks.protection.office365.us/?url=https%3A%2F%2Fevents.gov.teams.microsoft.us%2Fevent%2Fca1a97c0-6a28-4d99-956d-761aef0e597e%4066d73691-ea97-48b1-95d5-e94f0a46b878&data=05%7C02%7CLongano_MaryMei%40bah.com%7C1445029ac10f44c7b27b08de01d1245f%7C66d73691ea9748b195d5e94f0a46b878%7C1%7C0%7C638950195227876478%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4TxdazM%2FEtL7VdVNBZE7IUWAnDSMgKSyTn14i1bKFsY%3D&reserved=0
https://events.gov.teams.microsoft.us/event/af969711-22bc-4af2-a25b-226b3821fb88@66d73691-ea97-48b1-95d5-e94f0a46b878
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