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What is the OTCnet Local Bridge (OLB)?

The OLB is an application that eliminates OTCnet Online’s dependency on Java Applets. The OLB is a

stand-alone application that must be installed on all user workstations performing check capture, check
processing, and terminal configuration operations. The OLB is designed to improve the user experience
with faster terminal detection. The OLB application is available for download from OTCnet Online.

The OLB can be compared to an actual bridge that connects the browser with the operating
system/workstation. The OLB is needed for terminal detection, the Deployable Disbursing System
(DDS) Interface (DoD only), and performing check processing and check capture tasks.

L = s @

Terminal Browser

The OLB acts as a bridge between the terminal and browser
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Who needs to use the OLB?

The OLB is required for the following user roles:

- Check Capture Administrator (CCA) - Check Capture Lead Operator (CCLO)

- Check Capture Supervisor (CCS) - Check Capture Operator (CCO)

The OLB does not impact the following user roles:

@ - Deposit Processing Users - Interface Partners

- Interface Users
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OLB Transition Period
Key Dates:

% v/ December 2017 August 2017 - July 2018:
OLB 1.1.0 Released OLB Transition Period

During the Transition Period, the OTCnet Team is working with Agency POCs and Agency IT support
staff to facilitate a timely roll-out schedule to ensure a smooth transition for users performing check
capture, check processing, and terminal configuration operations.

The OTCnet Team partnered with Agency POCs to create a timeline for Agencies, and Fiscal Service
strongly encourages each Agency POC to work with their Deployment Specialist and IT Team to meet

these deadlines:

Group Definitions Dates of Rollout
Group 1 # Terminals <50 9/1/17 - 4/30/18
Group 2 # Terminals >50 9/1/17 - 6/30/18
Group 3 Delayed or Extended Rollout 9/1/17 - 7/131/18
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OLB Transition Period (Continued)

Support of the dual architecture will continue as needed for those agencies engaged in an
extended rollout period beyond July 31, 2018 (e.g., Agencies engaged in Certificate and
Accreditation/Authority To Operate (ATO) approval or modification of Group Policy Settings).

During the transition period, Agencies will be able to use the Java Applets architecture via a
dialogue box that is displayed upon login.

Flease select one of the following OTCnet Configurable
options to perform Check Processing and Terminal
Configuration Operations.

Please note Java Applets option will no longer
be available on August 1, 2018.

O Java Applets

%

'® OTCnet Local Bridge Application - OLB

OK
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Important Features of the OLB

The OLB 1.1.0 streamlines the process of setting up the OLB application on a terminal.

Below are the new features made available to users with this new version of the OLB:

« Users may save their OLB credential file to any folder that they have
access to (e.g., My Documents folder, Desktop folder).

« Each user receives a unigue OLB credential, which they must import onto
their workstation. If there are multiple users on a terminal, each user must

@ import their own OLB credentials.

« Users can manage their own OLB user profiles and passwords. This
eliminates the needs for a workstation administrator to assist in creating or
updating the profiles.
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Compatibility Recommendations

Java Compatibility

« The OTCnet application’s Java Applets option only supports the 32-bit version of Java 8.

« The OTCnet Team strongly recommends that agencies not upgrade OTCnet workstations
to Java Version 9 and keep these workstations on (32-bit) Java Version 8 to avoid
disruption to check scanning and check processing activities. This does not impact deposit
processing users.

Note: With OLB installed, users will no longer need to install Java for OTCnet check processing. Until
users transition to the OLB and continue to remain on the OTCnet Java Applet option, Java (32-bit
version) must be installed on the workstation and the Java browser plug-in must be installed in Internet
Explorer.

Scanner Firmware Compatibility

* Itis highly recommended that Firmware 2.0.0 or Firmware 3.1.0 is installed when using
the OLB. Firmware 3.1.0 is only compatible with the OLB and cannot be used with Java
Applets.

+ Be sure to uninstall any old versions of Firmware before attempting to install Firmware
2.0.0 or Firmware 3.1.0 on a workstation.
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Complete the OLB System Prerequisites
@ » These prerequisites are only applicable to users accessing OTCnet Online.

» Agencies are required to change their IE configuration settings prior to running the OLB
application.

Note: Assistance may be required from the Agency’s IT team, and these actions may need to be

performed via group policy.

For Agencies to Change Their IE Configuration Settings (Appendix A):

O Internet: There are two options for Agencies in the Trusted Sites Zone under the Security tab.

« Option 1 - If the top-level domain for Treasury (i.e., *.treas.gov) is in the Trusted Sites Zone, it
can remain and not be removed. The Enable Protected Mode must be disabled (unchecked) for
the Trusted Sites Zone.

« Option 2 - If the Enable Protected Mode cannot be disabled (unchecked) for the Trusted Sites
Zone, then *.treas.gov must be removed from the Trusted Sites Zone.

QO Local Intranet: Add the OTCnet URL (i.e., *.otcnet.fms.treas.gov) as a site in the Local Intranet
Zone. Please ensure other OTCnet specific websites, such as www.otcnet.fms.treas.gov or
https://doc.ssologinl.fms.treas.gov, are not included.

O Compatibility View Settings: Uncheck the Display Intranet Sites in Compatibility View checkbox.

OLB Certificate (Appendix C):
O Users are required to install the OLB Certificate on the terminal. Users complete this step as
part of setting up the OLB application.
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Training Demonstration
Getting Started With The OLB
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Setting Up the OLB Application

1. Download the OLB Application (Appendix B)

» This step is completed by the Check Capture Administrator (CCA)
« The OLB application is downloaded as a Zip file, which contains the
OLB application installation file (EXE file) and the OLB certificate file

2. Install the OLB Certificate (Appendix C)

 Users must have the OLB certificate installed on their terminal in
order for the OLB application to function with the OTCnet.

Install the OLB Application (Appendix D)

4. Create the OLB Profile (or Create a CCA Offline Logon Profile)
(Appendix E and F)

5. Import OLB Credentials (Appendix G)
6. Start the OLB (Appendix H)
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Downloading the OLB Application

Check Processing Administration

Manage Organizations Mznage Users o Manage Check Processing

Terminal Configuration »

Manage Centralized Deployment ) Download Release

m——

Download Release
Download Release

Please select agency sites to retrieve available Applications/Firmwares/Security Updates:

Application
OTCnet Local Bridge [=]
-

Select the Agencies

Showing 1 - 1 of 1 Records
[ Check a1 U g Short Name = Description = Cash Flow Id =
] TTHLL2 Training Team Test Hierarchy 2223334401
Lower Level 2

Select Application for Download
Select Application for Download

Please click the Applic ationFimmware/Security Update (o downlosd

Select the Application

“ < Page1of5 > » Go to page: = Page Sizer [10 v =  Showing 1 - 10 of 45 Records

Application | Firmware Release Date 2 Description
l OTCnet Local Bridge XXX I @-05-24 00:00:00
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Downloading the OLB Checklist

Click the Administration tab

Click Manage Check Processing

Click Manage Centralized Deployment,
then Download Release

From the Application drop-down menu,
select OTCnet Local Bridge

Click Next
Click the OTCnet Local Bridge hyperlink

@) ® @OE




Downloading the OLB (Cont.)

Review Application Download

Review Application Download

New Application Name New Application Version:
OTCnet Local Bridge XX

Release Date

®04;’21,’201? 00:00:00

Save
8 Save as

e I | Save ITI saveand n

Do you want to open or save OTCnetOLB.X.X.X.zip (75.3 MB) from gae.otcnet.fms.treas.gov?

'@f' This type of file could harm your computer,

,_-ﬁ Save As

Search Desktop

Organize v Mew folder == - .@.
¥ Favorites Mame Size Itermn type Date modified
B Desktop 4 Libraries
4 Downloads M Computer
& OneDrive - Gh MNetwork
=l Recent Places
ol Libraries
3 Documents [
J‘- Music
le=| Pictures
E Videos
FIET M O T CnetOLB. XX X zip /\ -
Save as type: [PKZ[P File (*.zip) \9/ v]
=~ Hide Folders I Save I [ Cancel ]

*3

| BUREAU OF THE

Fiscal Service

Downloading the OLB Checklist

Cont’d

Click Download

Click Save, and then select Save as

© @

Choose the location on the terminal
where you would like to save the OLB
Zip file, and click Save

If Save As is selected, a Save As dialog window
will be generated so that you can save the OLB
Zip file (e.g., OTCnetOLBX.X.X.zip) to your
preferred location on the terminal. If you click
Open, your default Zip utility (e.g., WinZip,
PKZIP) window will open, and you can extract the
files. If you click Cancel, you remain on the
Review Application Download page.




Training Demonstration

This portion of the presentation features a live
demonstration on how to set-up the OLB application.

For a full step-by-step reference of the
content covered in this demonstration,
please refer to Appendix items B-H
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Setting Up the OLB Application

1. Download the OLB Application (Appendix B)

» This step is completed by the Check Capture Administrator (CCA)
« The OLB application is downloaded as a Zip file, which contains the
OLB application installation file (EXE file) and the OLB certificate file

2. Install the OLB Certificate (Appendix C)

 Users must have the OLB certificate installed on their terminal in
order for the OLB application to function with the OTCnet.

Install the OLB Application (Appendix D)

4. Create the OLB Profile (or Create a CCA Offline Logon Profile)
(Appendix E and F)

5. Import OLB Credentials (Appendix G)
6. Start the OLB (Appendix H)
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Next Steps
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Next Steps: Upcoming Webinar Sessions

If any colleagues from your agency were unable to attend this month’s webinar, please note that they
may attend any of our upcoming webinars. All sessions will start at 1:30 PM Eastern Time.

OLB Webinar Dates

g May 17, 2018 June 19, 2018

To attend one of the upcoming webinar sessions, please RSVP here: hitp://eepurl.com/cOd3-X
If you are unable to access the link, you may RSVP via the OTCnet Deployment Team by providing
the names, emails, and desired registration date to fiscalservice.otcdeployment@citi.com.

We suggest that the following user roles attend: IT Administrators, Check Capture Administrators,
Check Capture Supervisors, Check Capture Lead Operators, and Check Capture Operators. These
users will greatly benefit from learning about the new changes in this release. The OLB only impacts
Online and Offline users; the OLB is not relevant to deposit processing users and interface users.

As a reminder, the OTCnet Team strongly recommends that you work with your IT support staff,
OTCnet Agency POC and an Agency Adoption Deployment Specialist to plan, schedule, and
coordinate your move to the OLB application. If you have any questions or concerns, please contact

the Treasury OTC Support Center.
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http://eepurl.com/cOd3-X

Additional Resources

A copy of this presentation is available on the OTCnet OLB Web Page. For more about the OLB
process, please reference the following resources:

Release 2.7/0LB
System Requirements
OLB Web Page & Reference Guide OLB Fact Sheet

&F’sﬂ?l‘&mm R S ——— . .

OTCnet Local Bridge (OLB) Version 1.1.0

r‘ OTCnet Informational Webinar Series

* U'I'c S Fact Sheet
¥ “ Bt - What is the OTCnet Local Bridge (OLB)?

DEPOSITS MADE SIMPLE

and benefits of the OLB?

OTCnet System Requirements & Reference Guide

Release 2.7

Bureou of the Fscal Service
Over the Counter Chonne! (OTChet)

For the most up-to-date news, check out the OTCnet Home Page
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https://www.fiscal.treasury.gov/fsservices/gov/rvnColl/otcnet/rvnColl_otcnet.htm




Thank You!

*

- FlscaISennce




Appendices
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Appendix A: OLB System Prerequisites — |IE
Configuration Settings
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OLB System Prerequisites — IE Configuration Settings

Agencies are required to change their IE configuration settings prior to running the OLB application.
Note that assistance may be required from the Agency’s IT team, and these actions may need to be
performed via group policy. System requirements for the following IE configuration settings (A - C)
are provided in this Appendix:

A. Internet: There are two options for Agencies to either keep (Option 1) or remove (Option 2)
the top-level domain for Treasury (i.e., *.treas.gov) in the Trusted Sites Zone.

Option 1 - If the top-level domain for Treasury (i.e., *.treas.gov) is in the Trusted Sites
Zone, it can remain and does not need to be removed. However, the Enable Protected
Mode must be disabled (unchecked) for the Trusted Sites Zone.

Option 2 — If the Enable Protected Mode cannot be disabled (unchecked) for the
Trusted Sites Zone, then *.treas.gov must be removed from the Trusted Sites Zone.

B. Local Intranet: Add the OTCnet URL (i.e., *.otcnet.fms.treas.gov) as a site in the Local
Intranet Zone. Please ensure other OTCnet specific websites, such as
www.otcnet.fms.treas.gov or https://doc.ssologinl.fms.treas.gov, are not included.

C. Compatibility View Settings: If checked, uncheck the Display Intranet Sites in
Compatibility View checkbox under the Compatibility View Settings.

Please see the guidance provided on the following slides.
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OLB System Prerequisites — IE Configuration Settings (Cont.)

A. Internet

Option 1 - If the top-level domain for Treasury (i.e., *.treas.gov) is in the Trusted Sites Zone, it
can remain and does not need to be removed. However, the Enable Protected Mode must be
disabled (unchecked) for the Trusted Sites Zone.

7 N

Internet Options w @@ Changing IE Configuration Settings

for Internet Checklist

| Generall SEEUF”-'F” Privacy I Content | Connections | Programs | .ﬁ.d‘uanced|

Selecta 2 view or change security settings,

) @& |
@ & /| 0O
Internet Local intranet | Trusted sites]|  Restricted

@®

—— sites m @
@ 1:;?”1 _ Intememﬁ{es e ] @ Click Trusted sites

(4)

®

(&

Navigate to the IE menu, and click
Tools>>Internet Options

Click the Security tab

exd| Trusted sites =2 Click the Sites button

res

f ‘You can add and remove websites from this zone. All websites in
S this zone will use the zone's security settings.

Look under Websites and verify that

Add this website to the zone:

Add *.treas.gov is in this listing
Websites: . .
. [ ] Click Close to return to the Security tab
~ JMNEWSWEaVEer.com £ Remove
(5: ) * treas.gov |
[ Require server verification (https:) for all sites in this zone@

A
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OLB System Prerequisites — IE Configuration Settings (Cont.)
A. Internet (Cont.)
Option 1 - If the top-level domain for Treasury (i.e., *.treas.gov) is in the Trusted Sites Zone, it

can remain and does not need to be removed. However, the Enable Protected Mode must be
disabled (unchecked) for the Trusted Sites Zone.

Internet Options @ Changlng IE COﬂfIgUI‘athn SettlngS
| General | SECUFitFI | Privacy I Content I Connections I Programs | Aduancedl for Internet Ch eCkI | St

Select a zone to view or change security settings.

@ & v O

Internet  Local intranet  Trusted sites  Restricted
sites

If it is checked, uncheck the Enable
Protected Mode checkbox

@ Q

Click OK

Internet

: . ) Sites
q This zone is for Internet websites,

except those listed in trusted and
restricted zones.

Security level for this zone

Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites

— - Prompts before downloading potentially unsafe
content

- Unsigned ActiveX controls will not be downloaded

<7 I []Enable Protected Mode {requires restarting Internet Explorer) I
[ Custom level. .. ] [ Default level ]

[ Reset all zones to default level ]

@l OK I[ Cancel ] Apply

-.:..qdch_;l;
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OLB System Prerequisites — IE Configuration Settings (Cont.)

A. Internet (Cont.)

Option 2 — If the Enable Protected Mode cannot be disabled for the Trusted Sites Zone, then
*.treas.gov must be removed from the Trusted Sites Zone.

7 N

Intemet Options |\ L) (%[ Changing IE Configuration Settings
| Generaln Security I-(Z\) I Content I Connections | Programs | Advanced| for Internet Checklist

Select a zone to view or change security settings.

Navigate to the IE menu, and click

0 ﬁ"_, : f ® Tools>>Internet Options

Internet  Local i Trusted sites| Restricte . :
@ snfsf 4\) Click the Security tab

Internet e . .
- . @ Click Trusted sites
0 This zone is for Internet websites,

except those listed in trusted and . .
Click the Sites button

restricted zones.

TRl = — Under Websites, click *.treas.gov
You can add and remove websites from this zone. All websites in ]
S this zone will use the zone's security settings. @ C||Ck the Remove button
Add this website to the zone: L oo ean .
— NOTE - Add @ Click the Close button
wfbmtes’ NOTE: If the Enable Protected Mode cannot be disabled for
@) *'::;:WZTEF'EET @lml the Trusted Sites Zone, and the Agency requires *.treas.gov
N o to remain in the Trusted Sites Zone, the Agency can replace
e Frosmr s e B (P Tre s s [ ar *.treas.gov with the individual URLs for the Treasury web
sites that require inclusion in the Trusted Sites Zone. That
| ) Ny
@ is, remove *.treas.gov, and then add the individual URLSs.
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OLB System Prerequisites — IE Configuration Settings (Cont.)

B. Local Intranet: Addthe OTCnet URL as a site in the Intranet Zone.

Internet Cptions |Q_) M

—~ .
| General | Security L%)cy I Content I Connections I Programs I Advanced | for Local Intranet Checklist

Changing IE Configuration Settings

Navigate to the IE menu, and click
Tools>>Internet Options

Click the Security tab

Select a zone

W= [Vle=li=id | Trusted sites  Restricted

o
@
< sites @ Click Local intranet
(@)
&

Internet

This zone is for all websites that are
= found on your intranet. m
Local intranet R — . (-5

Click the Sites button

Click the Advanced button

IUse the settings below to define which websites are induded in
Ay the local intranet zone,

Automatically detect intranet network
Indude all local (intranet) sites not listed in other zones

Indude all sites that bypass the proxy server

Indude all netf\'nrlr@ {UMCs)

what are intranet settings? [ Advanced ]

—

Ok ][ Cancel ]

=
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OLB System Prerequisites — IE Configuration Settings (Cont.)

B. Local Intranet (Cont.): Addthe OTCnet URL as a site in the Intranet Zone.

Local intranet - e Sl - -

]|

ly this zone will use the zone's security settings.

¥ou can add and remove websites from this zone. All websites in

Add this website to the zone:

N
(6 * otcnet.fms.treas.gov

Websites:

* assets-yammer.com

* boozallen. mycoopé, com
* concursolutions. com

e punenpupuny'§ [R—

-

* bah.com [

[T] Require server verification (https:) for all sites in this zone

oo

=
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Changing IE Configuration Settings

for Local Intranet Checklist

Under Add this website to the zone, type
in *.otcnet.fms.treas.gov

Click the Add button

=G

Click the Close button




OLB System Prerequisites — IE Configuration Settings (Cont.)

C. Compatibility View Settings: Uncheck (if it is checked) the Display Intranet Sites in
Compatibility View checkbox under the Compatibility View Settings.

If:nmpatibility‘-fiewf-ettings |( 1) = Changing IE Configuration Settings

‘ [y Change Compatbifty View Settngs for Compatibility View Settings
™ Checklist

Add this website:

Add

Navigate to the IE menu and click
Tools>>Compatibility View Settings

Websites you've added to Compatibility Wiew:

® ©

S If checked, uncheck the Display intranet
sites in Compatibility View checkbox
<2: | |Display intranet sites in Compatibility View @ Click the Close button
[ Use Microsoft compatibility lists |

Learn more by reading the Internet Explorer privacy statement

@ Close

e
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Appendix B: Downloading the OLB Application
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Log In to OTCnet Online

1

H BUREAU OF THE

Forgot your Password? | Forgot your User Id?

N Fisual Servie

- Log In To: https://atenet.fms treas.gov/index.html

Select an authentication method as

SecurID Token

Log In using your Fiscal Service ID:

550 User ID and Password Tolog in using your Fiscal Service Single Sign On User ID and Pessword.

Password:
LogIn || Reset

Forgor vour User Id?
Forgot your Password?

NOTE

Vou have accessed a U.5. Government information system, which includes [1) this computer, (2} this network, [3) all computers connected to
this network, and (4} all devices and storage media attached to this network or to a computer on this network. U.S. Government information
systems are provided for the processing of official U.5. Government infarmation anly. Unautharized ar improper use of this information system
is prohibited and may subject you to disciplinary action, a5 well as civil and criminal penafties, All data contained on U.S. Government
information systems is owned by the U.S. Government and may, for the purpose of protecting the rights and property of the U.S. Government,
b monitorad, intercepted, recorded, resd, sesrched, copisd, or captursd in any manner and disclosed or used for any lswful government
purpose at any time. THERE IS NO RIGHT TO PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement officials any potential
evidence of crime found on U.S. Government information systems. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED,
COMSTITUTES YOUR UNDERSTANDING AND CONSENT TQ THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING, OR
CAPTURING AND DISCLOSURE.

This system may contain Sensitive But Unclassified (SBU) data that requires specific data privacy handling requirements as dictated by law,
mandate or government agency.

Log in to OTCnet Online Checklist

Access OTCnet Single Sign on page:
https://otcnet.fms.treas.gov

Enter User ID and Password

Click Log In or Enter

GO ©

Click OK

Accessibiltty | Contacts | Privacy Policy
U. 5. Department of the Treasury - Bureau of the Fiscal Service

3

User ID: l ‘

Password: ’ ‘

(3) [izzm]

s 0TCnet

DEPOSITS MADE SINPLE

heck Pr

Adminis{

Bateh Management

BUREAU OF THE

Fiscal_ Service

MENT OF THE ASURY

| Home | MyProme | Trainng | Prnt | Hew | LogOut

Online Application W Connection Status: Online

Wekome, Otcnet Tongechkadmin
Please select one of the following OTCnet Configurable options
to perform Check Processing and Terminal Configuration
Operations.

Please note Java Applets option will no longer be
available on August 1, 2018.
Olavaleplets, _ _ o = = =
! OTCnet Local Bridge Application - OLB 1



https://otcnet.fms.treas.gov/

Downloading the OLB Application

Check Processing Administration

Manage Organizations Mznage Users o Manage Check Processing

Terminal Configuration »

Manage Centralized Deployment ) Download Release

m——

Download Release
Download Release

Flease select agency sites to retrieve available Applications/Firmwares/Security Updates:

Application:
OTCnet Local Bridge =]

Select the Agencies

Showing 1 - 1 of 1 Records

(rciect .y ShortName s  Description o Cash Flow 1d &
O TTHLLZ2 Training Team Test Hierarchy 2223334401
Lower Level 2

(5)
[

Y WP B Y BUREAUOF THE
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Downloading the OLB Checklist
Click the Administration tab
Click Manage Check Processing

Click Manage Centralized Deployment,
then Download Release

From the Application drop-down menu,
select OTCnet Local Bridge

Click Next
Click the OTCnet Local Bridge hyperlink

@) ® @O®E

Select Application for Download

Select Application for Download

Please click the Application/Firmware/Security Update to download:

Select the Application

Showing 1 - 2 of 2 Records

Application/Firmware Release Date & Description %

( 6 )[OTChet Local Bridge XXX ] | 2017-04-28 00:00:00




Downloading the OLB (Cont.)

Review Application Download

Review Application Download

New Application Name
OTCnet Local Bridge

New Application Version:
XXX

Release Date

@1}'201? 00:00:00

p—

‘;ﬁ' This type of file could harm your computer.

Do you wantto open or save OTCnetOLB.X.X.X.zip (75.3 MB) from gae.otcnet.fms.treas.gov?

Save

8 )

Save as

Save and run

Open I | Save : |'

& Save As

B Desktop »
Organize v New folder EE @
- Favori it Name Size Item type Date modified
i Favorites -
Ml Desktop = Libraries
4 Downloads 1M Computer
/& OneDrive = €l Network
L'_; Recent Places
= Libraries
3 Documents b
.—J‘w Music
lk=| Pictures
B videos
I ET RO T CnetOLB. X X X zip /\ -
Save as type: [PKZ[P File (*.zip) \ 9 ) ']
+ Hide Folders s | [ Cancel l

Y WP B Y BUREAUOF THE
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Downloading the OLB Checklist

Click Download

Click Save, and then select Save as

Choose the location on the terminal
where you would like to save the OLB
Zip file, and click Save

© @

If Save As is selected, a Save As dialog window will
be generated so that you can save the OLB Zip file
(e.g., OTCnetOLBX.X.X.zip) to your preferred location
on the terminal. If you click Open, your default Zip
utility (e.g., WinZip, PKZIP) window will open, and you
can extract the files. If you click Cancel, you remain on
the Review Application Download page.




Downloading the OLB — Extracting the OLB Files

_J E’GSOLB-X-X-X-HP /T HSPM  PKZPFie 1097 KE Extracting the OLB Files Checklist

Eﬁ; (1)| Double-click the OLB Zip file
FL'

Deskto Click Extract Files

@

M,,D;?.?im @ Choose the location where you would

like to save the files on the terminal, and
SI)E click Extract

My Computer
@ Extract Files - — - ﬁ
. o . P . - -
Once you double-click the OLB Zip file, your default Zip 6\‘)‘3 0. 568965 » Dovmloads < T || Searcn 51
utility window will open.
Organize « New folder 4= - l@l
) 15 id € @ [ = | OTCnetOLB1.0.0.2ip - SecureZP | L o & Documents < (- z e ——

| =R Home Organize Compression Extraction View Miscellaneous @ 1 Music
J J def 1/9/2015 2:52 PM

A Pict
2 @ @ % t) V| Enable Encrypt Files Traditional: Passphrase v EI Ictures .template 1/9/2015 2:52 PM
N ‘\/ B Videos
Files

Enable Sign Files

Add | Extract Encrypt ngn
Files ~ -
Actions 1M Computer
~—= & Local Disk (C:) =
) OTCnetOLB1.0.0.2ip » +
:—/ ~ S 2 24 L Treasury OTC Peachtree
488 OTCnetOLB.10.0zip Name 2 Size Type
Cegtmpant 5] olb.otcnet.public.cer 2KB Security Certificate Gi Metwork ~ | o L
[s7] OTCnetOLB.X. X X.EXE 75 MB Application
Extractto: |l -
@ All files 3 File(s)/Folder(s)
< m » < I z ) Selected files 79,192,400 Bytes
Selected 0 files, 0 bytes  Total 2 files, 77,336 KB v14.40.0028 ol Extract filter: [No filter / \ V]
Choose an option for after extracting files \_/ v]
Once you have extracted the files to your preferred location on [ et | [omioms. ] [ can ] [ Hep ]

the terminal, you will need to install the OLB certificate file.
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Installing the OLB Certificate: For Single Users on a Workstation

Installing the OLB Certificate

— ] olb.otenet. public.cer 5/9/2017 1:02 PM Security Certificate 2 KB h o o
_J Checklist: Single Users on a
My Recent -
Documents WOFkStatlon
L.
E Locate the folder where the OLB
: . -t o . certificate file (olb.otcnet.public.cer),
oy et General | Detas | Certficaion Path | resides, and double-click the file
- - [ @ Click Install Certificate
B This certificate is intended for the following purpose(s): .
» Ensures the identity of a remote computer @ CI ICk N eXt
* Proves your identity to a remote computer
» All issuance policies
Certificate Import Wizard & u
Welcome to the Certificate Import
Wizard
Issued to: localhost
! 0 Jocales pr This wizard helps you copy certificates, certificate trust
= lists, and certificate revocation lists from your disk to a
Issued by: localhost C:;;? certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
Valid from 2/ 23/ 2017 to 2/ 158/ 2047 used to protect data or to establish secure network
connections. A certificate store is the system area where
@ certificates are kept.
To continue, dick MNext, @
! Issuer Statement
Learn more about <gack || Next> | [ cancel
Ok . . . g
Lok | Click Cancel to cancel installing the certificate.
.




Installing the OLB Certificate: For Single Users on a Workstation (Cont.)

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

the certificate.

@ i@ Place all certificates in the following store

Certificate store:

”
Select Certificate Store ﬁ

Select the certificate store you want to use,

------ | Personal -
Wl Trusted Foot Certification Authorities |§|
- | Enterprise Trust bl
----- | Intermediate Certification Authorities

{71 Active Directory User Object

£l Triimbed Buklichars
1 [ »

Ok [ Cancel ]

A

Windows can automatically select a certificate store, or you can specify a location for

() Automatically select the certificate store based on the type of certificate

=106

)

I Mext = I[ Cancel

Installing the OLB Certificate

Checklist: Single Users on a
Workstation

Click the Place all certificate in the
following store radio button

Click Browse

Select the Trusted Root Certification
Authorities folder

Click OK

Click Next

@Q) @@ ®

Click Cancel to cancel installing the certificate.




Installing the OLB Certificate: For Single Users on a Workstation (Cont.)

Certificate Import Wizard _*— - E

Completing the Certificate Import CheCk“St': Smgle Users on a
Wizard Workstation

/-: I The certificate will be imported after you didk Finish, e CI|Ck F|n|Sh

&:‘;ﬁ You have spedfied the following settings: CI|Ck OK

Installing the OLB Certificate

Certificate Store Selected by User Qigithis Ll lid ol st
Content Certificate
Click Cancel to cancel installing the certificate.
4 Tl | b
N/

[ < Back ]I Finish I[ Cancel ]

Certificate Import Wizard M

:I The import was successful,

ok |




Installing the OLB Certificate: For All Windows Users on a Workstation

» The following slides (39-48) are for if you would like to allow the OLB Certificate
Installation to work for all Windows users on a workstation with just one import

» If you only have one Windows user on a workstation, the “Current User” approach is
much simpler, but if you have several Windows users who use OTCnet check capture
on the same workstation, the following “mmc.exe” approach may be more efficient

» You must be a workstation administrator or have workstation administrator privileges to
install the Certificate for all Windows users on the workstation

» There is no impact to OLB functionality if you choose one method over the other
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Installing the OLB Certificate: For All Windows 10 Users on a Workstation

B 0O @

Best match

mmc
Run command

Search suggestions

}3 mmc - See web results

pmmd@

Filters ~

Certificate: All Windows Users
Checklist

box.

Click the Start button to view the search

Type mmc in the Windows search box on
the lower left of your screen.

Right-click mmc.exe (or mmc) and select
Run as administrator.

= O @

Best match

@ mmc

Filters ~

Lo Run as administrator

-(3)

Search
I Open Tile Tocation

p Minie = See wew resuis

>

wBBEE BUREAU OF THE

g Fiscal Service

Steps 1-3 differ for Windows 7 and
Windows 10. The steps pictured
correspond to Windows 10, while the
remaining the steps correspond to
Windows 7. Windows 10 users can
proceed to Slide 45.




Installing the OLB Certificate: For All Windows 7 Users on a Workstation

mmc

X | Shut down | » | H

Programs (1)

&y mmc.exe

Documents (26)

Clip-5.mmc
Clip-4.mmc
Clip-3.mmc
Clip-10.mmc
Clip-9.mmc
Clip-1.mmc
clip-2.mmc
Clip-6.mmc
Clip-7.mmc

Clip-8.mmc

Open

"'|'s' Run as administrator I

Run with graphics processor
Run as PowerBroker Administrator

W Scan for threats...
Restore previous versions
Send to

Cut
Copy

Delete
Open file location

Properties

Certificate: All Windows Users

Checklist

Click the Start button to view the search
box.

Type mmc in the Windows search box on
the lower left of your screen.

Right-click mmc.exe (or mmc) and select
Run as administrator.

Steps 1-3 differ for Windows 7 and
Windows 10. The steps pictured
correspond to Windows 7 as do
remaining slides.




Installing the OLB Certificate: For All Windows Users on a Workstation (Cont.)

Certificate: All Windows Users

@ Consolel - [Console Root]

@ File | Action View Favorites_ Window Help Ch eCkI ISt
&

User Account Control g"

User Account Control stops unauthorized changes to your computer.
If you started this program, please continue.

B User Accounts Control Panel

Provide the password for an administrator account below to continue.

New Ctrl+N
i G0 @ Enter your workstation administrator
credentials as necessary and click Submit.

Save As...

Add/Remove Snap-in... Ctrl+M 5
N

Options...

I @ The Console 1 dialog box appears. Select
File>Add/Remove Snap-in.

¢ Administrator
@ ‘ [ ]

Submit H Can(eli‘

2 certmgr.msc
3 eventvwr.msc

- I @ The Add or Remove Snap-in dialog box
— = appears. Under Available snap-ins, select
Certificates, then click Add.

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor l [ Console Root Edit Bxtensions...
= 1ActiveX Control Microsoft Cor...
EE P lide | Remove
| Iﬁl Microsoft Cor...
mSemces Microsalt Cor.. | = Mave Up
& Computer Managem... Microsoft Cor...
ﬁnevice Manager Micrasoft Cor... Move Down
=7 Disk Management Microsoft and... | |
id Event Viewer Microsoft Car...
| Folder Micrasoft Cor...
|=] Group Policy Object ... Microsoft Cor...
@ IP Security Monitor Microsoft Cor...
8, P Security Policy Ma... Microsoft Cor...
|2]Link to Web Address  Microsoft Cor...
&) ocal Users and Gro... Microsoft Cor... .

Description:
The Certificates snap-in allows you to browise the contents of the certificate stores for yourself, a service, or a computer.

i BUREAU OF THE
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Installing the OLB Certificate: For All Windows Users on a Workstation (Cont.)
Certificates snap-in E

Certificate: All Windows Users

This snap-in will always manage certificates for: C h eC k I i St

@ The Certific_ate snap-in dialog box
appears. Click the Computer account
radio button and click Next.

Click the Local computer radio button,
then click Finish.

<Back I Next > I[ Cancel ]

Select Computer ﬂ

Ensure that the Certificates snap-in dialog appears. If
Selectthe computer youwant this snap-in to manage. |t does not appear’ you are not runnlng mmc as a

M ko ok workstation administrator. If this is the case, close the
mmc application and start over with step 1.

I (@ Local computer: (the computer this console is running on) I

() Another computer: Browse..

[] Allow the selscted computer to be changed when launching from the command line. This only
applies if you save the console.

.

<Back | Finish | [ Cancel

*3

\
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Installing the OLB Certificate: For All Windows Users on a Workstation (Cont.)
pod orReno TS - - = Certificate: All Windows Users

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Checklist

+') ActiveX Control Microsoft Cor... | | _ _w Ensure that Cert|f|CateS (LOCaI

Available snap-ins: Selected snap-ins:

| Console Root Edit Extensions...

»

snap-in Vendor

[ Authorization Manager Microsoft Cor...
I Certificates Microsoft Cor...
%. Component Services  Microsoft Cor...

s " Computer) appears in the right pane
et | under Selected snap-ins and click OK.

& Event Viewer Microsoft Cor...

I Folder Microsoft Cor...

FE bt (10 In the left pane, drill down or click
B st oo Certificates (Local Computer) and
T, T navigate to Console Root>Certificates
(Local Computer)>Trusted Root
Certification Authorities>Certificates.

Description:

(@ File Action View Favorites Window Help BEE

s rEols= B
- Console Root lsuedTo Issued By Expiration.. Ir~ | Actions
4 ) Certificates (Local Computer) JAddTrust External CA Root AddTrust External CARoot ~ 5/30/2020 S| Certificates. -
Personal E3lAmerica Online Root Cer.. America Online Root Certif.. 11/19/2037 C|= More Acii »
<@ Truster{ Bool Certification Authorities IASHBBCPSG ASHBBCPSG 6/22/2018 < ore Actions
_ Certificates ) wg ashbmewg 1/29/2023 <
Enterprise Trust
Intermediate Certification Authorities Fashbmewg ashixrewy 1/29/2023 S
1 Trusted Publishers [5JBAH Intemal Root CA BAH Internal Root CA 10/7/2020 <
Uiitizsted Cestificates [3JBAH SHA256 ROOT CA  BAH SHA256 ROOT CA 6/19/2032 <
Third-Party Root Certification Authorities LslBaltimore CyberTrust Root Baltimore CyberTrust Root ~ 5/12/2025 S
1 Trusted People LIBCPSG BAH SHA256 POLICY CA 6/19/2022 <
- Other People IBCPSG BAH SHA256 POLICY CA 6/19/2022 <
McAfee Trust 51Booz Allen Hamilton VeriSign Class 3 Code Sign... 7/6/2012 C
Remote Desktop GlCertum CA Certum CA 6/11/2027 S
R Centficats Enolimen Brquess ICertum Trusted Network .. Certum Trusted Network CA  12/31/2029 S
- z;:“ Caxdineted Roots GICISRCAL CISRCAL 10/16/2032 €
Class 2 Primary CA Class 2 Primary CA 7/6/2019 S
Trusted Devices
[5lClass 3 Public Primary Ce... Class 3 Public Primary Certi.. 8/1/2028 S
[ICOMODO Certification A.. COMODO Certification Aut.. 12/31/2030 S _
« 1" »

*:l-i— H-L'ltl:-\l.i OF THE .
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Installing the OLB Certificate: For All Windows Users on a Workstation (Cont.)
Certificate: All Windows Users

Checklist

Console Root ksuedTo Issued By Expiration.. Ir || Actions
# @ Centificates (Local Computer) I9AddTrust External CA Root AddTrust Extemnal CARoot  5/30/2020 S| || Certificates "
8 ersonst CAmerica Online Root Cer... America Online Root Certf.. 11/19/2037 C|=[" " s . .
4 -Mi""”"e‘ CASHBBCPSG ASHBBCPSG 6222018 < | R | g ht'C I | Ck on CO nso I e R OOt, Se I ect
Enteipiis 'All Tasks ashbmewg 1/29/2023 < -
: asomcg sz < Certificates (Local Computer)>Trusted
) BAH Intemal Root BAH Internal Root CA 1077200 <
Lms‘ed Z' pow Windowfiomeiers BAH SHA256 ROOT CA  BAH SHA256 ROOT CA 6/19/2032 < HH H H'™ H
For o seereellasmecil B Root Certification Authorities >Certificates.
Trusted P Refresh BCPSG BAHSHA2S6 POLICYCA  6/19/2022 <

10therPec  gypontList.. BCPSG BAH SHA256 POLICY CA  6/19/2022

J McAfee T| Booz Allen Hamilton VeriSign Class 3 Code Sign... 7/6/2012
Remote [ Help ertum CA Certum CA 6/11/2027
Certificate Envoliment Requests [ Gocertum Trusted Network... Certum Trusted Networkca  12/31/2020

: Select All Tasks>Import...
Sasical ez C The Certificate Import Wizard displays.

1 Trusted Devices
Sl Class 3 Public Primary Ce... Class 3 Public Primary Certi.. 8/1/2028

#/COMODO Certification A.. COMODO Certification Aut.. 12/31/2030

H)Class 2 Primary CA Class 2 Primary CA 7/6/2019
Click Next.

« il »

Add a certificate to a store

Certificate Import Wizard @

Welcome to the Certificate Import

Wizard
Y.
<G This wizard helps you copy certificates, certificate trust
(_y lists, and certificate revocation lists from your disk to a

certificate store.

A certificate, which is issued by a certification authority,
is a confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, click Next.

< Back

* l l H-L'ltl:-\l.i OF THE .
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Installing the OLB Certificate: For All Windows Users on a Workstation (Cont.)

Certificate Import Wizard @I Cel‘tlflcate AII W|nd0WS USGI‘S
File to Import Checklist

Specify the file you want to import.
@ @ The following screen appears. Click
Browse...

Browse... . 3
Leoe | ' Navigate to the location of OLB
Note: More than one certificate can be stored in a single file in the following formats: CertIfICate flle (olbotcnetpub“ccer) )
Select the file and click Open.

File name:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T) @ Vel'lfy the name of the flle to Import and
click Next.

QOpen @
@O'l . » OLB Files v‘ 4 | ‘ Search OLB Files ol Certificate Import Wizard @

File to Import
Specify the file you want to import.

Organize ~ New folder = - j 9

¢ Favorites — Documents Ilbrary

- G Arrange by: Folder ~
Desktop Files
Eile name:
l4 Downloads o Date modif EJ C:\OLE Files\olb.otenet. public.cer Browse...
<» Recent Pla(
. OneDrive -| & olbotenetpublic.cer 2/23/2017 406 PM e M eI E R e s madrg A s e i e
& SharePoint Personal Information Exchange- PKCS #12 (.PFX,.P12)
& OneDrive - Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
) Microsoft Serialized Certificate Store (.SST)
. Libraries

°. Documents

_J‘, Music
=, Pictures
& videos Learn mare about certificate file formats

~ 1 | »

File npame: olb.otcnet.public.cer ¥ |X.509 Certificate (*.cer*.crt) ~
* = v [ | o |
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Installing the OLB Certificate: For All Windows Users on a Workstation (Cont.)

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

_' Automatically select the certificate store based on the type of certificate

'.@.'iglace all certificates in the following store§|

Certificate store:

Learn more about certificate stores

Certificate: All Windows Users

Checklist

Verify that the option Place all
certificates in the following store radio

button is selected and the Certificate
store displayed is Trusted Root
Certification Authorities. Click Next.

I Trusted Root Certification Authorities I

@ The Certificate Import Wizard dialog box
displays. Click Finish.

< Back l Mext > ll Cancel

% BWB B Y BUREAUOF THE

N Fistal Senvice

Certificate Import Wizard @

Completing the Certificate Import
Wizard

\J,,_%_I The certificate will be imported after you click Finish.

You have specified the following settings:

Certificate Store Selected by User Rugl: Cl R R oty ilile]
Content Certificate
File Name C:\OLB Files\olb.otcn

l < Back JI Finish Il Cancel ]




Installing the OLB Certificate: For All Windows Users on a Workstation (Cont.)

Certificate: All Windows Users
Certificate Import Wizard ] Checklist

The Certificate Import Wizard dialog box

0 The import was successful appears. You will see “The import was
successful” message, click OK.
oK Close the Console application. You will

asked to “Save console settings to
Console1?” Click No and the application
will exit. You have completed installation

SMitTosorManagement Conail [ of the OLB certificate to the workstation;
the OLB certificate is now available to
| all Windows user profiles on the
! \ Save console settings to Console1? workstation.
‘ Yes ‘ No ‘ Cancel

* ¥ [ ‘| B  BUREAU OF THE
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Installing the OLB Application

Installing the OLB Application

Checklist

Double-click the OTCnet OLB file (EXE
file)

Click Next

OTCnetOLB
XX X.EXE

® ©

" OTCnet OL

Welcome to OTChet OLE Setup program. This program will install
OTCnet OLB.X.X.X on your computer.

It iz strongly recommended that you exit all Windows programs
before running this Setup Program.

Click Cancel to quit Setup and cloze any programs you have
nhing. Click Mext to continug with the Setup pragram.

WARMNIMG: This program iz protected by copyright law and
intemational treaties.

Unauthorized reproduction or distribution of this program, or an
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the masimum extent poszible under law,

2

Cancel |

BUREAU OF THE
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Installing the OLB Application (Cont.)

Destination Location

Setup will install OTCnet OLB X.X.X in the following folder.
To install into a different folder, click Browse, and select another folder.

You can choose not to install OTCnet OLB X.X.X by clicking Cancel to exit Setup.

D estination Folder

C:\0TCnet_olb Browss...
ize Inztallation : @

Cancel

As a best practice, it is recommended that the OLB application
is installed into the default destination folder.

-.:..qdch__l;
* i E ﬁ i BUREAU OF THE
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Installing the OLB Application

Checklist
Click Next

Click Next

i

Start Installation

i

You are now ready to install OTCnet OLB X.X.X.

Click the Next buttan to begin the installation or the Back button to reenter the installation
infarmation,

iz [natallation - @

< Back Cancel




Installing the OLB Application (Cont.)

Installing the OLB Application

Please enter the port settings for the Server below o Checklist
TN Click Next
Server Startup Port: Click Finish
Server Stop Port: IEIIZI42
Server WSS Port: 3043 Il
Server Monitor Port: |45823

Wize Inztallation

As a best practice, it is recommended that the OLB application is
installed with the default list of fixed ports. If your agency has

OTCnet OLB X.X.X has been successfully installed.

Click the Finish button to exit this installation.

different server port settings or needs, contact customer support.

Start OTCnet Stop OTCnet
Local Bridge Local Bridge

After you click Finish,
the OTCnet OLB start
and stop icons will
appear on the desktop
of the terminal.




Appendix E: Creating the OLB Profile
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Creating the OLB Profile

v 0TCret

DEPOSITS MADE SIMPLE

Online Application |

O,

Administration Reports

I Create Local Eridge and User Profile I@

Check Processing

Creating the OLB Profile Checklist

Click the Administration tab

Select Manage Users then Create Local
Bridge and User Profile

Click the Release 2.5+ Online Local
Bridge radio button

Create Local Bridge and User Profile

Enter Local Biidge and User Profile Password

[ Denotes required fialds.

Utser IDnolegelds

OTCnet Offline

Please note, all 0ffline CCA users should store their Offline credential filein the Offline folderon their local
terminal to create theiruserprofiles.

Enter Local Bridge/Offline Password®

Enter your Local Bridge Password, and
confirm your Local Bridge Password

Click Submit

OECEOKCIO

Confrim Local Bridge/Offline Password™ @

Y WP B Y BUREAUOF THE

N fisalSenic

The second radio button on this page, OTCnet
Offline, applies to OTCnet Offline Check Capture
Administrator (CCA) users only.

Note that the password criteria will be displayed on
the page when you enter and confirm your Local
Bridge password.

When you click Submit, the system generates the
OLB credential file based on the application version
selected.




Creating the OLB Profile (Cont.)

Save
@ Save as
Do you want to open or save hrwwdygyuerjsd Spikdkriwarwj7 xwpdmtsk0h08vgk.ini from otcnet.treas.gov? Open I Save Tl Save and open
B - i Creating the OLB Profile Checklist
Save |n::hliMy_DOCtﬂents_ —_— ;I 5 il
R QN ("0 Docimenisime namel il @ Click Save, and then select Save as
Recent
Ttems
= @ Choose the location where you want to
Desktop save the OLB credential file, and click
| Save
My
Documents
A
Computer @ Note that when you save the OLB credential file, do not
‘ o — - rename the file as the file name must remain the same as it was
| ‘.E File name: LMy Documents\[file name].ini . . . . .
NeOWORE s ofype: [ : generated. If the file name is changed, the OTCnet application will
: | not run.

you can save the OLB credential file to any folder in which
you have the ability to save a file (e.g., My Documents folder,
Desktop folder).

If you forget your OLB password, or if you attempt to enter
an incorrect password three times (or more), you will have to
recreate an OLB credential file through the Create Local Bridge
and User Profile page and save the file again. You will also have to
import your OLB credentials again, which is the next step in the
OLB startup process.
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Creating a Check Capture Administrator Offline Logon Profile

Online Application |

xS OTCnet
\mmm®

Check Processing Administration Reports

Manage Organizations - Manage Check Processing
I Create Local Eridge and User Profile I @

Audit

Creating the CCA Offline Logon

Profile Checklist
Click the Administration tab

Select Manage Users then Create Local
Bridge and User Profile

Click the OTCnet Offline radio button

Create Local Bridge and User Profile

Enter Local Bridge and User Profile Password

[ Denclas requined fialds
User 1D oicqedds

Apphcabon

5+ Onlin: | Bri
L
OTCnet Offine

Pleaze note, all Offline CCA uzers should store their Offline credential file in the Offline folder on their local
terminal to create theiruser profiles.

Enter Local Bridge/Offline Password™

Confrim Local Bridge/Offline Password® @

Enter your Offline Password, and
confirm your Offline Password

@ OO

Click Submit

B U BUREAU OF THE

Fiscal Service

The first radio button on this page, Release 2.5+
Online Local Bridge, applies to OTCnet Online CCA
users only.

Note that the password criteria will be displayed on
the page when you enter and confirm your Local
Bridge password.

When you click Submit, the system generates the
OLB credential file based on the application version
selected.




Creating a Check Capture Administrator Offline Logon Profile (Cont.)

Do you want to open or save hrwwdygyuerjsd Spikdkriwarwj 7 swpdmtsk0h08vglini from otcnet.treas.gov?

Open | Save | ~| Saveand cpen

* .'_I';.

|£] Save lﬁ
e =
Save irr:‘,, Computer ‘l 5 Al
C:\OTCnetOffline\datalini\[file-name].ini
wie
Recent
Items
Desktop
My
Documents
1Ay
Computer | 7
= _— e e e e e e e
(g |File name: | OTCnetOffline\data\ini\ffile name].ini i
Network Files of type: [l Files x|

Creating a CCA Offline Logon Profile

Checklist
Click Save and then select Save as

To store the OLB credential file:

Click Local Disk (C:)

Double-click the OTCnetOffline folder
Double-click the data folder
Double-click the ini folder

Then click Save

Note that when you save the Offline logon profile credential file, do not rename the file as
the file name must remain the same as it was generated. In addition, you must store the Offline
logon profile credential file in the OTCnet Offline folder on the terminal. If the file name is
changed, or if the file is saved in the wrong folder location, the OTCnet application will not run.

If you click Save, the Offline logon profile credential file will be saved in the appropriate

folder on the terminal (C:\OTCnetOffline\data\ini\[file name].ini).

If you forget your password, you will have to recreate an Offline logon profile credential file
through the Create Local Bridge and User Profile page and save it again to the OTCnet Offline

folder on the terminal.
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Importing OLB Credentials

3, O"Cret Lot e oy =« e Importing OLB Credentials Checklist

e !'lﬁl @ Double-click the OTCnet OLB icon
¥ OTCnet. located on the terminal’s desktop
Start OTCnet DEPOSITS MADE SIMPLE Or

Local Bridge

Click Start>Programs>Start OTCnet

User ID: -
| | Local Bridge
Password: @ Click the File menu
@ Click Import User Profile
| Login | | Cancel |
WARNING WARNING WARNING If you forget your OLB password, or if you attempt to enter
You have accessed a United States Government computer. Unauthorized use an incorrect password th_ree .tlmes (Or more)’ you will have 1_:0
of this computer is a violation of federal law and may subject you to civil recreate an OLB credential file through the Create Local Bridge
and criminal penalties. and User Profile page and save the file again. You will also have

This computer and the automated systems which run on it are monitored. to complete this step again — import OLB credentials.

Individuals are not guaranteed privacy while using government computers and
should, therefore, not expect it Communications made using this system may be
disclosed as allowed by federal law.

BUREAU OF THE
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Importing OLB Credentials (Cont.)

& Select User Profile File b Importing OLB Credentials Checklist (

Look In: | My Documents - E @ @ Navigate to the location on the terminal
— _ : where the OLB credential file was saved.
L kA T R Select the file, and click Import
(5)| Click OK

Note the default location on the Select User Profile File
window is the user's My Documents folder.

File Name:  [i4fugjl3haghzrkc0-Trs4u3rSkegnilhfuccixeeba.ini | Once users have successfully imported OLB credentials,
. they can proceed with starting the OLB application on the
Files of Type: |OLB User Profile vl rerminal
(4)[meort_] [ cancer |
User Profile Import >

@ Succesfully imported user profile

]

@[]
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Starting the OLB Application
[ Orcret o e 5

File

= 0TCnet

DEPOSITS MADE SIMPLE

Start OTCnet
Local Bridge

User ID:

Password: @

|
(3) D] e

WARNING WARNING WARNING

You have accessed a United States Government computer. Unauthorized use
ofthis computer is a violation of federal law and may subject you to civil

and criminal penalties.

This computer and the automated systems which run on it are monitored.
Individuals are not guaranteed privacy while using government computers and

should, therefore, not expect it. Communications made using this system may be
disclosed as allowed by federal law.
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Login Successful @

@ Login Successful. OTCnet Local Bridge Application Started.
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Starting the OLB Application Checklist

Double-click the OTCnet OLB icon located on
the terminal’s desktop

OR

Click Start>Programs>0OTCnet OLB

Enter your User ID and Password in the
appropriate text boxes

Click Login

B & ©

Click OK

Note that this password is the same password entered when you
created your OLB profile.

When you click OK, if you have already started the OLB
application, you will receive an Application already running
message.

There is no “timeout” with the OLB application (i.e., a suspension
or break in OTCnet activity). Therefore, the OLB application will
stay connected unless one of the following occurs: the user logs
out of the workstation (Windows session), the terminal is restarted
or rebooted, or a user stops the OLB application on the terminal.

Once you have successfully started the OLB application, you can
proceed to log in to OTCnet Online.
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Stopping the OLB Application

Stop OTCnet
Local Bridge

83 Stop OTCnet Local Bridge

Cmd Paramz = [olhl

WJAUA_HOME=L"C:~0TCnet_olbxbin™.. " jrel

JAUA CommandLine=[-classpath ;:"C:~0TCnet_olbshin.."1ibh%otcnet—olbh—1._.A.A-SHAPSH
0T . jar —Ems256m —¥mx512m —¥¥:CompileThreshold=8008 —Hverify:none -Dfile.encoding|
=Cpl1252 -Dotcnet.enu=0lh —-Dlog4j.configuration=file:/"C:%0TCnet_olh~bhin*.."~conf
“logdj.olbh.xml gov.treas.bfs.olb.ShutDoun ]

Log File=["C:~0TCnet_olbxhinn.."log™olb_2817_@A7_12_13_5%_13_stop.logl

select an Option x|

E Are you sure you want to stop the OTCnet Local Bridge Application?

Qi

Stopping the OLB Application

Checklist

Double-click the Stop OTCnet OLB icon
located on the terminal’s desktop

OR
Click Start>Programs>Stop OTCnet
OoLB

Click Yes
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If you click No, the Are you sure you want to stop the
OTCnet Local Bridge Application? message closes,
and the OLB application remains running.

Stopping the OLB application ensures the application
is completely closed and that your OTCnet session is
terminated securely.

Before you can uninstall the OLB application, you
must first stop the OLB application. If the OLB
application has been started on the terminal, ensure
that it is stopped before uninstalling the application.
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Configure a Check Capture Terminal Online

Administration

Check Processing

Manage Users w| Manage Check Processing -

Manage Organizations

Terminal Configuration Modify

Manage Centralized Deployment

View

If you are configuring a check capture terminal, you must first start the OLB application.

Before starting the OLB application, ensure the following steps have been completed:
* The Check Capture Administrator downloaded the OLB application
» The OLB application has been installed on the terminal
* The user created their OLB profile
« Did not rename the OLB credential file (the file name remained the same as it was
generated)
+ Saved/stored the OLB credential file in the OLB application folder on the terminal

If you are configuring a check capture terminal and you have not started the OLB application, you will
receive the following message: Terminal detection failed. Please ensure that the OLB application is
running.
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Appendix K: Capture a Check Online — OLB
Communication
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Capture a Check Online — OLB Communication Indicator

The OLB Communication indicator informs users whether communication with the OLB application is
active or inactive. This indicator is located in the upper right-hand corner of the screen, under the
Connection Status indicator. The indicator will either be green and show Active, or it will be red and
show Inactive. Checks can only be scanned when this indicator is active.

May 22, 2017 | Home | My Profile | Training | Print | Help | LogOut

Online Application mes Connection Status: Online

o 0TCnet

DEPOSITS MADE SIMPLE

W OLB Communication: Active

Welcome, otcnet tegeeEditMVDIRS

Batch Management Check Scan

Location: Home > >Check Processing > >Check Scan

Check Scan (] : |

Check Scan - Perform Check Scan

If communication with the OLB application is
not active, the Start Scan button will be

disabled. The OLB communication status must

be active in order to scan a check.
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Processing Mode
SINGLE CHECK MODE

Batch
Total ltem Count: 0
Key ltem Count:

OTC Endpoint:

Short name:
TTHLL2

Description:

Training Team Test
Hierarchy Lower Level 2

ALC + 2:
2223334401

Processing Method:

Customer Present ||

Item Type:
Personal [*]

Scan Controls:

Scanner Config




