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[bookmark: _Toc433880063][bookmark: _Toc433880179][bookmark: _Toc433880296][bookmark: _Toc516209613][bookmark: _Toc196721189][bookmark: _Toc433878830]1	Introduction
1.1 [bookmark: _Toc433879994][bookmark: _Toc433880064][bookmark: _Toc433880180][bookmark: _Toc433880297][bookmark: _Toc516209614]Purpose
This artifact defines the interface specification to define the transmission of Order data between Federal Program Agencies (FPA) and their software providers and the G-Invoicing application. Once approved, it serves as an agreement between G-Invoicing, agencies with interfacing systems, their software provider development teams and Bureau of the Fiscal Service business owners, upon which the system-to-system interface will be based.
1.2 [bookmark: _Toc196721190][bookmark: _Toc433878831][bookmark: _Toc433879995][bookmark: _Toc433880065][bookmark: _Toc433880181][bookmark: _Toc433880298][bookmark: _Toc516209615]Scope
This artifact defines the G-Invoicing specifications to transmit, insert, and process IGT Buy/Sell Order data and the communication channel that carries these messages. The focus is on the specifications that must be mutually agreed upon by G-Invoicing and agencies with interfacing systems. The G-Invoicing application team owns the maintenance of this document.
1.3 [bookmark: _Toc196721191][bookmark: _Toc433878832][bookmark: _Toc433879996][bookmark: _Toc433880066][bookmark: _Toc433880182][bookmark: _Toc433880299][bookmark: _Toc516209616]References
The artifacts listed below support the current Production release of this specification and may be downloaded from the provided location. Artifacts that support future enhancements and releases of this specification can be made available upon request.
1.3.1 The Federal Intragovernmental Data Standards (FIDS) Orders Data Elements
https://www.fiscal.treasury.gov/fsservices/gov/acctg/g_invoice/g_invoice_home.htm
1.3.2 System Mapping and Validation Rules (SM&VR) for Orders, explains how each data element in the FIDS maps to G-Invoicing and the validation rules enforced for each change in status.
https://www.fiscal.treasury.gov/fsservices/gov/acctg/g_invoice/g_invoice_home.htm
1.3.3 XML Schema Documentation
· Order.xsd
· Order_Documents_Summary.xsd
· Order_Attachment_Push.xsd
· Order_Attachment_Response.xsd
· Order_Error.xsd
https://www.fiscal.treasury.gov/data/
2 [bookmark: _Toc516209617]Assumptions/Constraints
2.1 [bookmark: _Toc196721193][bookmark: _Toc433878834][bookmark: _Toc433880000][bookmark: _Toc433880070][bookmark: _Toc433880186][bookmark: _Toc433880303][bookmark: _Toc516209618]Assumptions
1. While this artifact represents an agreement by G-Invoicing, Federal Program Agencies and their software providers, it does not imply a release schedule or project plan. Those topics are described by other artifacts for the respective projects and are not referenced here.
2. The interface is limited to the transmission of Order data and associated Attachments inbound from agencies with interfacing systems to G-Invoicing. Additional data types are not included in this interface at this time.
2.2 [bookmark: _Toc196721194][bookmark: _Toc433878835][bookmark: _Toc433880001][bookmark: _Toc433880071][bookmark: _Toc433880187][bookmark: _Toc433880304][bookmark: _Toc516209619]Constraints
1. This interface will be delivered via web services, access governed by the Treasury Web Application Infrastructure (TWAI), as per agreement between FRB St Louis, the Department of the Treasury Bureau of the Fiscal Service and Defense Logistics Agency (DLA) Transaction Services, and is consistent with the Bureau of the Fiscal Service’s desire to move towards delivering system-to-system interfaces via web services.
a. Similar operating agreements may be made with other agencies, as-needed.
2. Messages will be sent over the internet utilizing the HTTPS protocol.
3. [bookmark: _Toc196721195][bookmark: _Toc433878836][bookmark: _Toc433880002][bookmark: _Toc433880072][bookmark: _Toc433880188][bookmark: _Toc433880305]The Bureau of the Fiscal Service reference data XML Schemas will be published by the Enterprise Data Architecture group at https://www.fiscal.treasury.gov/data/. These schemas will be used to format the payload portion of the data transmission.
3 [bookmark: _Toc516209620]Interface Mechanism
3.1 [bookmark: _Toc196721196][bookmark: _Toc433878837][bookmark: _Toc433880003][bookmark: _Toc433880073][bookmark: _Toc433880189][bookmark: _Toc433880306][bookmark: _Toc39552161][bookmark: _Toc39552603][bookmark: _Toc39553548][bookmark: _Toc51729466][bookmark: _Toc516209621]Physical Interface
The G-Invoicing to agency system interface will communicate using HTTPS with 2-way TLS (Transport Layer Security) using a client certificate through the TWAI. The TWAI will employ a web service proxy to serve as a focal route for incoming web service requests so that the web service provider is only configured to receive requests from a single point of origination. The web service response is routed back on the same stream to the initial requestor.
3.2 [bookmark: _Toc196721197][bookmark: _Toc433878838][bookmark: _Toc433880004][bookmark: _Toc433880074][bookmark: _Toc433880190][bookmark: _Toc433880307][bookmark: _Toc516209622]Protocol
The G-Invoicing to agency system interface will employ a push/pull model utilizing RESTful Services with an XML payload. All services below are referenced via URLs in the following format.   https://host-name:port/base-path/resource-path
Note: XML is the U.S. Treasury’s standard data format.
3.2.1 Host names: 
Production: ws.igt.fiscal.treasury.gov
		Quality Assurance Current: qa.ws.igt.fiscal.treasury.gov
		Quality Assurance Future: qaf.ws.igt.fiscal.treasury.gov
		Functional Test: ft.ws.igt.fiscal.treasury.gov
3.2.2 Base Path: /ginv
3.2.3 Resource: /services
[bookmark: ResourceNote]Note: The resource definitions in the tables below specify a System ID parameter that is optional. If an agency trading partner is acting on behalf of an agency system, the System ID is required and must be submitted in the request. The agency system must be authorized for the data that is being requested, otherwise the partner (Agency Partner ID only submitted in the request) must be authorized and System ID would be optional.
3.2.3.1 Resource: New Order
	Component
	Detail / Description

	Path
	/ginv/services/v1_0/order

	Method
	POST

	Description
	Creates a new Order in the System.

	Example
	POST /ginv/services/v1_0/order
Host: ws.igt.fiscal.treasury.gov

	Parameters
	Name: Accept
Description: Indicates the service client expects content in XML format. No other format is currently supported.
Value: application/xml
Required: true

	
	Name: Accept-Encoding
Description: Allows the service client to indicate it supports compressing the response payload using gzip compression.
Value: gzip, deflate
Required: false (highly suggested: if not supplied, server will send back uncompressed response data resulting in a larger payload)

	
	Name: Transfer-Encoding
Description: The type of transformation that has been applied to the message body in order to safely transfer it between the sender and the recipient.
Value: chunked
Required: false

	
	Name: Connection
Description: Indicates the service client wants to use HTTP keep-alive to more efficiently make multiple requests.
Value: keep-alive
Required: false (highly suggested when making multiple calls. Failure to use keep-alives will slow concurrent calls and strain both the client and server).

	
	Name: SystemID
Description: Identifies the system that is exchanging data with G-Invoicing.
In: header
Type: string [100]
Required: false (may be required for partners acting on behalf of agency systems, see Note above for details).

	
	Name: Agency-Tracking-Identifier
Description: Unique identifier from agency system, optionally supplied in the request.
In: header
Type: string [50]
Required: false

	Consumes
	Required: application/xml

	Produces
	Status Code:  200
Description:  Successful call returns Call Detail and the newly created Order data.
Content Type:  application/xml
Schema: Call Detail, Order


3.2.3.2 Resource: Update Order
	Component
	Detail / Description

	Path
	/ginv/services/v1_0/order/<id>

	Method
	PUT

	Description
	Updates an existing Order referenced by the passed unique identifier <id>.

	Example
	PUT /ginv/services/v1_0/order/O1610-017-021-012345
Host: ws.igt.fiscal.treasury.gov

	Parameters
	Name: Accept
Description: Indicates the service client expects content in XML format. No other format is currently supported.
Value: application/xml
Required: true

	
	Name: Accept-Encoding
Description: Allows the service client to indicate it supports compressing the response payload using gzip compression.
Value: gzip, deflate
Required: false (highly suggested: if not supplied, server will send back uncompressed response data resulting in a larger payload)

	
	Name: Transfer-Encoding
Description: The type of transformation that has been applied to the message body in order to safely transfer it between the sender and the recipient.
Value: chunked
Required: false

	
	Name: Connection
Description: Indicates the service client wants to use HTTP keep-alive to more efficiently make multiple requests.
Value: keep-alive
Required: false (highly suggested when making multiple calls. Failure to use keep-alives will slow concurrent calls and strain both the client and server).

	
	Name: id
Description: A Unique ID referencing an individual Order.
In: path (required)
Type: string [20]
Required: true

	
	Name: SystemID
Description: Identifies the system that is exchanging data with G-Invoicing.
In: header
Type: string [100]
Required: false (may be required for partners acting on behalf of agency systems, see Note above for details).

	
	Name: Agency-Tracking-Identifier
Description: Unique identifier from agency system, optionally supplied in the request.
In: header
Type: string [50]
Required: false

	Consumes
	Required: application/xml

	Produces
	Status Code:  200
Description:  Successful call returns Call Detail and the newly updated Order data.
Content Type:  application/xml
Schema: Call Detail, Order


3.2.3.3 Resource: New Attachment
	Component
	Detail / Description

	Path
	/ginv/services/v1_0/order/attachment

	Method
	POST

	Description
	Creates a new Attachment in the System.

	Example
	See Multipart Form-Data example in Appendix A below.
Host: ws.igt.fiscal.treasury.gov

	Parameters
	Name: Accept
Description: Indicates the service client expects content in XML format. No other format is currently supported.
Value: application/xml
Required: true

	
	Name: Accept-Encoding
Description: Allows the service client to indicate it supports compressing the response payload using gzip compression.
Value: gzip, deflate
Required: false (highly suggested: if not supplied, server will send back uncompressed response data resulting in a larger payload)

	
	Name: Transfer-Encoding
Description: The type of transformation that has been applied to the message body in order to safely transfer it between the sender and the recipient.
Value: chunked
Required: false

	
	Name: Content-Type
Description: The MIME type of the body of the request
Value: multipart/form-data; boundary= 
Required: true
References: RFC 7578

	
	Name: Connection
Description: Indicates the service client wants to use HTTP keep-alive to more efficiently make multiple requests.
Value: keep-alive
Required: false (highly suggested when making multiple calls. Failure to use keep-alives will slow concurrent calls and strain both the client and server).

	
	Name: SystemID
Description: Identifies the system that is exchanging data with G-Invoicing.
In: header
Type: string [100]
Required: false (may be required for partners acting on behalf of agency systems, see Note above for details).

	
	Name: Agency-Tracking-Identifier
Description: Unique identifier from agency system, optionally supplied in the request.
In: header
Type: string [50]
Required: false

	Consumes
	Required: application/xml
Optional: application/octet-stream
Schema: Attachment Push

	Produces
	Status Code:  200
Description:  Successful call returns Call Detail and the Attachment Response data.
Content Type:  application/xml
Schema: Call Detail, Attachment Response


3.2.3.4 Resource: Delete Attachment
	Component
	Detail / Description

	Path
	/ginv/services/v1_0/order/attachment/<id>

	Method
	DELETE

	Description
	Deletes an Attachment from the System.

	Example
	DELETE  /ginv/services/v1_0/order/attachment/1234567890
Host: ws.igt.fiscal.treasury.gov

	Parameters
	Name: Accept
Description: Indicates the service client expects content in XML format. No other format is currently supported.
Value: application/xml
Required: true

	
	Name: Accept-Encoding
Description: Allows the service client to indicate it supports compressing the response payload using gzip compression.
Value: gzip, deflate
Required: false (highly suggested: if not supplied, server will send back uncompressed response data resulting in a larger payload)

	
	Name: Transfer-Encoding
Description: The type of transformation that has been applied to the message body in order to safely transfer it between the sender and the recipient.
Value: chunked
Required: false

	
	Name: Connection
Description: Indicates the service client wants to use HTTP keep-alive to more efficiently make multiple requests.
Value: keep-alive
Required: false (highly suggested when making multiple calls. Failure to use keep-alives will slow concurrent calls and strain both the client and server).

	
	Name: id
Description: A Unique ID referencing an individual Attachment.
In: path (required)
Type: string [30]
Required: true

	
	Name: SystemID
Description: Identifies the system that is exchanging data with G-Invoicing.
In: header
Type: string [100]
Required: false (may be required for partners acting on behalf of agency systems, see Note above for details).

	
	Name: Agency-Tracking-Identifier
Description: Unique identifier from agency system, optionally supplied in the request.
In: header
Type: string [50]
Required: false

	Consumes
	Required: application/xml
Schema: Attachment Push

	Produces
	Status Code:  200
Description:  Successful call returns Call Detail data.
Content Type:  application/xml
Schema: Call Detail


3.3 [bookmark: _Toc196721198][bookmark: _Toc433878839][bookmark: _Toc433880005][bookmark: _Toc433880075][bookmark: _Toc433880191][bookmark: _Toc433880308][bookmark: _Toc516209623]Supported Environments
The G-Invoicing application operates within the Treasury Web Application Infrastructure (TWAI) environments. Interface testing will take place in G-Invoicing’s Functional Test and Quality Assurance environments. G-Invoicing operates both Production and Contingency environments.
[bookmark: _Toc189636271]Fail-over by G-Invoicing from Production to Contingency environments will be transparent.
Table 1: Supported Environments
	G-Invoicing TWAI
	Use

	Functional Test (FT)
	Future view of Production (new release) – will be used on a limited basis for interface testing.

	Quality Assurance - Current (QAC)
	Current view of Production environment – used for agency testing.

	Quality Assurance - Future (QAF)
	Future view of Production (new release) – used for UAT.

	Production
	Production


4 [bookmark: _Toc88994965][bookmark: settingfiscalyear][bookmark: _Toc89498995][bookmark: _Toc89499064][bookmark: _Toc89499863][bookmark: _Toc89500379][bookmark: _Toc89512867][bookmark: _Toc196721199][bookmark: _Toc433878840][bookmark: _Toc433880006][bookmark: _Toc433880076][bookmark: _Toc433880192][bookmark: _Toc433880309][bookmark: _Toc24420333][bookmark: _Toc24420850][bookmark: _Toc24424665][bookmark: _Toc28422759][bookmark: _Toc31769237][bookmark: _Toc516209624]Interface Specification
4.1 [bookmark: _Toc196721201][bookmark: _Toc433878845][bookmark: _Toc516209625]Processing Logic
The G-Invoicing workflow determines which actions may be executed on an Order based on its current status (state). Diagram 1 (below) shows the various states that an Order may be reported through the API  (i.e., states where arrow heads terminate, specifically ‘Shared with Servicing Agency’, ‘Open’, ‘Rejected’ and ‘Closed’). 
Also shown are states available though the User Interface but not the API (i.e., ‘Draft’, ‘Pending Requesting Agency Approval’ and ‘Pending Servicing Agency Approval’). 
Three swim lanes are shown, presenting the Requesting Agency, the Servicing Agency and any system user authorized to represent both sides of the Order. G-Invoicing will reject any service request which does not conform to the Order States diagram.
Diagram 1: Order States


Note: The G-Invoicing processing states are represented by vertical lines just to the right of the name of each state.There are seven possible states for an Order, four of which are supported by the API.

Table 2: Order Processing (below) summarizes the different types of requests G-Invoicing will accept as an Order moves through its lifecycle. The Requesting and Servicing Agencies actions are limited by the old state, new state, and the permissions of the System User. Rows noted by an asterisk (*) are applicable when one system is authorized to act on behalf of both the Requesting and Servicing Agencies.
Table 2: Order Processing
	Requested By
	Type of Request
	Method
	Current State
	New State
	Data Validation Rules

	Requesting Agency
	New Order
	POST
	N/A
	Shared with Servicing Agency
	· All required Buyer data in request (see SM&VR)
· All Seller data in request will be ignored

	Servicing Agency
	Approved Order
	PUT
	Shared with Servicing Agency
	Open
	· All required Seller data in request (see SM&VR)
· All Buyer data in request will be ignored

	Servicing Agency
	Rejected Order
	PUT
	Shared with Servicing Agency
	Rejected
	· Required data for rejection in request (see SM&VR)
· All other Seller data in request will be ignored
· Buyer data not in request

	Requesting Agency
	Modified Order
	PUT
	Open, Rejected or Closed
	Shared with Servicing Agency
	· All required Buyer data in request (see SM&VR)
· Changes detected to buyer data elements (xml)
· All Seller data in request will be ignored

	Requesting Agency
	Closed Order
	PUT
	Open
	Closed
	· Required data for closure in request (see SM&VR)
· All other Buyer data in request will be ignored
· All Seller data in request will be ignored

	* Requesting & Servicing Permissions
	Approved Order
	POST
	N/A
	Open
	· All required Buyer data in request (see SM&VR)
· All required Seller data in request (see SM&VR)

	* Requesting & Servicing Permissions
	Modified Order
	PUT
	Open or Closed
	Open
	· All required Buyer data in request (see SM&VR)
· All required Seller data in request (see SM&VR)
· Change detected to both buyer and seller data elements (xml)


Note: Specific data element and state validations may be found in the System Mapping and Data Validation Rules (SM&VR) document referenced in section 1.3.
4.2 [bookmark: _Toc516209626]Business Rules
4.2.1 The agency system must be provisioned for a Data Access Group containing the ALC(s) and other organizational filters for which the data is being processed.
4.2.2 The agency system must be granted permissions to transmit the type of data being submitted for processing.
4.2.3 When calling the Update Order resource, agency systems must return the BusinessTransactionIdentifier in the XML payload, thus ensuring they are updating the most recent version of the record.
4.2.3.1 Every change made to an Order will force a new BusinessTransactionIdentifier to be assigned to that record. The BusinessTransactionIdentifier is returned for all Pull and Push Order requests.
4.2.3.2 This new value must be returned by agency systems for all Order actions after initial creation. The BusinessTransactionIdentifier will be validated by G-Invoicing to ensure agencies are taking action against the most recent version of an Order.
4.2.3.3 An out of sequence or invalid BusinessTransactionIdentifier will result in error code 400 – “The transaction ID for this order does not match the latest version. Please request the latest version before updating.”
4.2.4 Order requests may only be submitted with a DocumentStatusCode of SSA-Shared with Servicing Agency, REC-Open, REJ-Rejected, or CLZ-Closed. Requests submitted with a DocumentStatusCode other than those identified here will be rejected.
4.2.5 The Servicing Agencies are not allowed to change the data elements belonging to the Requesting Agency and vice-versa. Submission of partner’s data will be ignored.
4.2.6 For closed Order requests, the Requesting Agency must send only those data identified as required in the SM&VR document. All other data will be ignored. (G-Invoicing business rules prevent the modification and closure of an Order simultaneously). 
4.2.7 For rejected Order requests, the Servicing Agency must send only those data identified as required in the SM&VR document. All other data will be ignored. (G-Invoicing business rules prevent the modification and rejection of an Order simultaneously). 
4.2.8 There are required elements that overlap (section C in Diagram 2). Those elements may be sent by both the Requesting and Servicing Agencies and they will be validated by the System (e.g., LineNumber, ScheduleNumber, OrderNumber). In cases where changes to data elements violate validation rules, the request will be rejected. (See SM&VR document for details).
4.2.9 There are two scenarios for which a system may submit data for both the Requesting and the Servicing Agency: (a) creating a new Order, advancing it to Open status, and (b) modifying an existing Order, advancing it directly to Open status. To achieve this:
4.2.9.1 The system must be granted permissions for both the Requesting and the Servicing agencies, otherwise, the request will be rejected.
4.2.9.2 All required data for both the Requesting and the Servicing agencies must be submitted, otherwise the request will be rejected.
4.2.10 Agency Systems are limited to the state changes described in Table 2 (Order Processing). Requests outside of those described in Table 2 will be rejected. 
4.2.11 All requests must be properly formatted and comply with the appropriate schema shown in Appendix A in order to be accepted by G-Invoicing.
4.2.12 Attachments may be added to, and deleted from, existing Orders using the Attachment service.
4.2.13 For add Attachment requests, the attachment FileName in the XML payload must exactly match the filename in the Content-Disposition parameter within the multipart form-data.
4.2.14 The Requesting Agency may logically delete lines and schedules by using the appropriate codes (e.g., A-Active, C-Cancelled) for OrderLineStatusCode and OrderScheduleStatusCode.
4.2.14.1 All lines and schedules must be pushed for an Order, even those that have been logically deleted. (see SM&VR document for line and schedule requirements)
4.2.14.2 Physical deletion of lines or schedules is not permitted. Requests submitted with missing lines or schedules will be rejected.
4.2.14.3 Missing lines or schedules will result in error code 400 – “The lines and schedules provided for this order do not match existing data. Please send all lines and schedules for this order.”
4.3 [bookmark: _Toc196721202][bookmark: _Toc433878846][bookmark: _Toc516209627]File Naming Convention
N/A – The only files involved in this interface are the optional attachments which are streamed in the request to G-Invoicing and described by data elements (e.g., file name) in the XML of the request.
4.4 [bookmark: _Toc196721203][bookmark: _Toc433878847][bookmark: _Toc516209628]Interface Timing
The web service is available 24 hours per day, 7 days per week. G-Invoicing has a daily scheduled outage for maintenance as noted below.
3:45 AM - 4:15 AM EST (Monday through Saturday)
11:00 AM - 11:30 AM EST (Sunday)
Agency systems are in full control of the frequency and the timing of this interface.
4.5 [bookmark: _Toc196721204][bookmark: _Toc433878848][bookmark: _Toc516209629]Retransmissions
N/A – Retransmissions are not needed because the G-Invoicing web services provide for synchronous operation in that the agencies with interfacing systems will be waiting for the response from G-Invoicing before continuing.
[bookmark: _Toc196721205][bookmark: _Toc433878849]Should the web service connection somehow fail in the middle of a series of client requests to G-Invoicing (e.g., multiple Order requests, multiple attachment requests) the client (i.e., interfacing agency system) is responsible for continuing the requests when services are restored.
4.6 [bookmark: _Toc516209630] Interface Data Details
The documents referenced below, along with the details contained in this interface specification, document the required data for the request type and state of a transaction via these web services. For additional documentation, refer to the XML schemas shown in Appendix A and published on the Fiscal Service Data Registry.
Diagram 2 (below) depicts which of the data exchange participants has the ability to alter and / or send the data being exchanged through this interface. The letters in the diagram (A-C) correspond to a data element in the System Mapping and Validation Rules document (referenced in section 1.3 above). Table 2 (above), Diagram 2 (below) and the System Mapping and Validation Rules will be used together to determine the required data elements for type of request and state of a transaction. The System Mapping and Validation Rules also contain the business rules for each type of request and state at the data element level.
The FIDS (also referenced in section 1.3 above) is the source for all data element specifications (e.g., data type, size, etc.) for this interface and is the system agnostic standard for all IGT Buy/Sell data. The FIDS does contain data elements that can be derived from other data (i.e., calculated values). These derived data elements do not appear in the XML schema. 
Diagram 2: Data Exchange Participants
[image: ]
4.6.1 [bookmark: _Table_4:_Document][bookmark: _Table_5:_Attachment][bookmark: _Toc196721206][bookmark: _Toc433878850][bookmark: _Toc433880011][bookmark: _Toc433880081][bookmark: _Toc433880197][bookmark: _Toc433880314][bookmark: _Toc78168620]Business – Data Elements
The business data for Orders may be accessed from the Bureau of the Fiscal Service G-Invoicing website then clicking the Data Elements – Orders link.
Table 3: Attatchment Push Data Elements
	Familiar Name
	XML Tag
	Definition
	Constraints
	Optionality

	Attachment File Name
	<FileName>
	The actual name of the attachment file.
	String [1, 132]
Maximum length = 132
String UTF-8
	Required

	Attachment File Alias
	<FileNameAlias>
	Descriptive name for an attachment. Different from the name assigned to the file itself.
	String [0,132]
Maximum length = 132
String UTF-8
	Optional

	Document Number
	<DocumentNumber>
	Unique identifier for a document to which the attachment will be associated.
	String [1, 20]
Maximum length = 20
String UTF-8
	Required

	Buy Sell Indicator
	<BuySellIndicator>
	Indicates whether the submitter of the attachment is the buyer (Requesting) or seller (Servicing).
	String [1,1]
Maximum length = 1
String UTF-8

Values: “R” – Requesting, “S” – Servicing

Note: G-Invoicing will verify that the user has update privileges based on the submitted Buy Sell Indicator and will reject the request if they do not.
	Required


4.6.2 Response – Data Elements
The data elements in Table 4 below will be returned in the body of every response generated by G-Invoicing.
Table 4: Call Detail Response Data Elements
	[bookmark: _Table_6:_GTC]Familiar Name
	XML Tag
	Definition
	Constraints
	Optionality

	Agency Partner ID
	<PartnerID>
	Identifies the intended recipient of the transmission.
	String [100]
Minimum length = 0
Maximum length = 100
String UTF-8
	Required

	Agency System ID
	<SystemID>
	Identifies the system that is exchanging data with G-Invoicing.
	String [100]
Minimum length = 0
Maximum length = 100
String UTF-8
	Optional

	Agency Tracking Identifier
	<RequestID>
	Unique identifier optionally supplied in the request and echoed back in the response.
	String [50]
Minimum length = 0
Maximum length = 50
String UTF-8
	Optional

	G-Invoicing Tracking Identifier
	<GINVTrackingID>
	Unique tracking identifier, generated by G-Invoicing.
	String [50]
Minimum length = 0
Maximum length = 50
String UTF-8
	Required

	Environment
	<Environment>
	Describes the environment in which the system interface resides.
	String [30]
Minimum length = 0
Maximum length = 30
String UTF-8
	Required

	Request Type
	<RequestType>
	Type of request that was submitted to G-Invoicing by the agency system.
	String [30]
Minimum length = 0
Maximum length = 30
String UTF-8
Values: “New Order”, “Update Order”, “New Attachment”, “Delete Attachment”.
Note: Values are derived from the service that is being accessed.
	Required

	Record Count
	<RecordCount>
	The total number of records in the payload.
	Integer
	Required


[bookmark: _Error_Specifications]Table 5: Attachment Response Data Elements
	Familiar Name
	XML Tag
	Definition
	Constraints
	Optionality

	Attachment File Name
	<FileName>
	The actual name of the attachment file.
	String [1, 132]
Maximum length = 132
String UTF-8
	Required

	Attachment File Alias
	<FileNameAlias>
	Descriptive name for an attachment. Different from the name assigned to the file itself.
	String [0,132]
Maximum length = 132
String UTF-8
	Optional

	Attachment ID
	<AttachmentID>
	Unique identifier for an attachment.
	Integer
Maximum length = 30
	Required

	Attachment Updated By
	<FullName>
	The user name or partner (Buyer or Seller) that uploaded the attachment
	String [0,100]
Maximum length = 100
String UTF-8
	Required

	Attachment Date Time
	<UploadDateTime>
	The time and date the file was uploaded into G-Invoicing.
	DateTime
Format: YYYY-MM-DDThh:mm:ss.SSS+|-00:00
All time should be specified in local time zone with time zone offset from UTC in hours and minutes ahead (+) or behind (-) UTC.
	Required

	File Size
	<FileSize>
	The size of the attachment expressed in kilobytes (kB).
	Integer
Minimum length = 1
Maximum length = 8
	Required

	Document URL
	<URL>
	The URL that will be used in a subsequent request by the agency system to retrieve the document.
	String [0, 4000]
Maximum length = 4000
String UTF-8
	Required
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[bookmark: _Toc196721207][bookmark: _Toc433878851][bookmark: _Toc433880012][bookmark: _Toc433880082][bookmark: _Toc433880198][bookmark: _Toc433880315][bookmark: _Table_7:_Error]Standard web service faults are generated for exceptions that can cause the request to not be processed. If the agency system cannot be authenticated or authorized, then a fault is returned. If the requested resource is unavailable then a fault will be thrown. All services may return the following HTTP status codes along with variable error message text describing the error(s) in the response.
	Error ID
	HTTP Status Code
	Example

	1
	400 – Bad Request
ValidationFailedException

Note: Message text included in the <ErrorDesc> element will vary depending on the error condition.
	<ns0:ErrorDetail>
      <ns0:ErrorDesc>ValidationFailedException message = Requesting agency Point Of Contact Full Name is required.</ns0:ErrorDesc>
      <ns0:ErrorTitle>400 ValidationFailedException</ns0:ErrorTitle>
      <ns0:RequestDateTime>2018-05-24T15:43:27.578-04:00</ns0:RequestDateTime>
      <ns0:RequestTypeIdentifier>Order Create</ns0:RequestTypeIdentifier>
      <ns0:Status>400</ns0:Status>
</ns0:ErrorDetail>

	2
	403 – Unauthorized
AccessDeniedException

Note: Message text included in the <ErrorDesc> element will vary depending on the error condition.
	<ns0:ErrorDetail>
      <ns0:ErrorDesc>AccessDeniedException message = User is not authorized to the system.</ns0:ErrorDesc>
      <ns0:ErrorTitle>403 AccessDeniedException</ns0:ErrorTitle>
      <ns0:RequestDateTime>2018-05-23T08:33:04.426-04:00</ns0:RequestDateTime>
      <ns0:RequestTypeIdentifier>Order Create</ns0:RequestTypeIdentifier>
      <ns0:Status>403</ns0:Status>
   </ns0:ErrorDetail>
</Ginv_Error>

	3
	500 – Internal Server Error
ServerException

Note: Message text included in the <ErrorDesc> element will vary depending on the error condition.
	<ns0:ErrorDetail>
      <ns0:ErrorDesc>ServerException message = Multiple users found.</ns0:ErrorDesc>
      <ns0:ErrorTitle>500 ServerException</ns0:ErrorTitle>
      <ns0:RequestDateTime>2018-05-23T08:29:07.566-04:00</ns0:RequestDateTime>
      <ns0:RequestTypeIdentifier>Order Create</ns0:RequestTypeIdentifier>
      <ns0:Status>500</ns0:Status>
</ns0:ErrorDetail>
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N/A
7 [bookmark: _Toc196721208][bookmark: _Toc433878852][bookmark: _Toc433880013][bookmark: _Toc433880083][bookmark: _Toc433880199][bookmark: _Toc433880316][bookmark: _Toc78168621][bookmark: _Toc516209633]Security
[bookmark: _Toc196721209][bookmark: _Toc433878853][bookmark: _Toc433880014][bookmark: _Toc433880084][bookmark: _Toc433880200][bookmark: _Toc433880317]The TWAI will accept web service traffic, perform certificate-based authentication against security policies, and route the requests to G-Invoicing. Separate certificates are needed for test and production environments.
No Personal Identifying Information (PII) is being transported by this system interface. There is no risk that this interface or the included functions will allow additional access to G-Invoicing data.
The Department of Defense has rated information contained in G-Invoicing as Mission Assurance Category III. The MAC III rating is for systems handling information that is necessary to conduct day-to-day business, but does not materially affect support to deployed or contingency forces in the short-term. The consequences of loss of integrity or availability can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness. The consequences could include the delay or degradation of services or commodities enabling routine activities. Mission Assurance Category III systems require protective measures, techniques or procedures generally commensurate with commercial best practices.
8 [bookmark: _Toc516209634]Interface Integrity
8.1 [bookmark: _Toc516209635]TWAI
TWAI security infrastructure, policies and procedures guarantee that only authenticated and authorized entities are permitted access to the G-Invoicing application and its assets. Virus detection, intrusion detection, and network and infrastructure monitoring software and hardware are provided by and operated in the TWAI (see TWAI Security Architecture document).
8.2 [bookmark: _Toc516209636]Communication Channel
Adhere to the Guidelines for protecting sensitive data during electronic dissemination across networks as stated in the NIST Special Publication (SP) 800-52 (rev 1), Selection, Configuration, and Use of Transport Layer Security (TLS) Implementations.
Meet security requirements for NIST Special Publication (SP) 800-53 (rev 4), Recommended Security Controls for Federal Information Systems, and other applicable guidance, such as Treasury Directive Publication (TDP) 85-01.
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Appendix A: Messaging Protocol & Data Encapsulation
1 G-Invoicing Message Encapsulation
Transmissions into and out of G-Invoicing will utilize RESTful web-services over the internet with an XML payload. The HTTP Request and Response will have the structure depicted in diagrams in 1.1 and 1.2 below.
The HTTP Request will have an empty Body when the Header contains a “GET” command. When the Request contains a “POST” or “PUT” command the Body will contain an XML payload.
1.1 HTTP Request
[image: ]
1.2 HTTP Response
Call Detail data will be returned in every response generated by G-Invoicing. Call Detail contains metadata about the Request/Response. The Call Detail data will be part of the HTTP Body and precede any data included in the response that satisfies the initial request.
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2 [bookmark: _Order][bookmark: _Order_Push][bookmark: _Orders]Order
[image: ]
2.1 Header
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Header Sample XML
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2.1.1 Header Requesting Agency
Submitted only by the Requesting Agency
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Header Requesting Agency Sample XML
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2.1.2 Header Servicing Agency
[image: ]Submitted only by the Servicing Agency

Header Servicing Agency Sample XML
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2.1.3 Line
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Line Sample XML
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2.1.4 Attachment Summary
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Attachment Summary Sample XML
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2.1.5 Schedule
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Schedule Sample XML
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2.1.5.1 Schedule Requesting Agency
Submitted only by the Requesting Agency
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Schedule Requesting Agency Sample XML
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2.1.5.2 Schedule Servicing Agency
Submitted only by the Servicing Agency
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Schedule Servicing Agency Sample XML
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2.2 [bookmark: _Call_Detail]Call Detail
[image: ]
Call Detail Sample XML
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSpy v2017 sp2 (x64) (http://www.altova.com)-->
<cmn:Call_Detail xmlns:cmn="urn:us:gov:treasury" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:us:gov:treasury:ginv:orders Orders.xsd">
	<cmn:RecordCount>0</cmn:RecordCount>
	<cmn:RequestID>0</cmn:RequestID>
	<cmn:GINVTrackingID>2</cmn:GINVTrackingID>
	<cmn:PartnerID>2</cmn:PartnerID>
	<cmn:Environment/>
	<cmn:RequestType>a</cmn:RequestType>
	<cmn:SystemID>0</cmn:SystemID>
</cmn:Call_Detail>

3 Error
[image: ]
Error Sample XML
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSpy v2017 sp2 (x64) (http://www.altova.com)-->
<cmn:ErrorDetail xmlns:cmn="urn:us:gov:treasury" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:us:gov:treasury:ginv:error Error.xsd">
	<cmn:ErrorDesc/>
	<cmn:ErrorTitle/>
	<cmn:RequestDateTime>2017-05-09T17:30:00.000Z</cmn:RequestDateTime>
	<cmn:AgencyLocationCodes>a</cmn:AgencyLocationCodes>
	<cmn:RequestTypeIdentifier>a</cmn:RequestTypeIdentifier>
	<cmn:Status>a</cmn:Status>
</cmn:ErrorDetail>

4 Attachment
4.1 [bookmark: _Attachment_Push]Attachment Push
[image: ]
[image: ]Attachment Push Sample XML


4.2 [bookmark: _Attachment_Response]Attachment Response
[image: ]
[image: ]Attachment Response Sample XML




5 [bookmark: _Multipart_Form-Data]Multipart Form-Data
The following is an example of the multipart form-data when submitting an attachment. The method for submitting an attachment is POST and the DocumentNumber is required in the XML body of the attachment request in order to add the attachment to the appropriate document.
POST /ginv/services/v1_0/order/attachment
Host: www.igt.fiscal.treasury.gov
Accept: application/xml
Accept-Encoding: gzip,deflate
Transfer-Encoding: chunked
Content-Type: multipart/form-data; boundary=wyh0b_2-92vSvGKh-nHe7HA3qyIggPjPG
Connection: Keep-Alive
--wyh0b_2-92vSvGKh-nHe7HA3qyIggPjPG
Content-Disposition: form-data; name="attachment-meta-data"
Content-Type: application/xml
Content-Transfer-Encoding: binary
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSpy v2017 sp2 (x64) (http://www.altova.com)-->
<n1:GINV_Attachment xmlns:cmn="urn:us:gov:treasury"
xmlns:n1="urn:us:gov:treasury:ginv:OrderAttachmentPush"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="urn:us:gov:treasury:ginv:OrderAttachmentPush Order_Attachment_Push.xsd">
	<cmn:FileName>testfile1</cmn:FileName>
	<cmn:FileNameAlias>my first test file</cmn:FileNameAlias>
	<cmn:DocumentNumber>O1702-3060-3060-0032</cmn:DocumentNumber>
	<n1:BuySellIndicator>R</n1:BuySellIndicator>
</n1:GINV_Attachment>
--wyh0b_2-92vSvGKh-nHe7HA3qyIggPjPG
Content-Disposition: form-data; name="attachment-file"; filename="testfile1.txt"
Content-Type: application/octet-stream
Content-Transfer-Encoding: binary
Lorem ipsum dolor sit amet, consectetur adipiscing elit. In aliquet condimentum eleifend. Fusce nec efficitur magna. Duis odio nulla, scelerisque eget efficitur vitae, volutpat nec ex. Aliquam nisl quam, faucibus et tempus nec, accumsan at nibh. Quisque ultrices lacus quis consectetur faucibus. Duis velit dui, venenatis eget nisl ac, volutpat suscipit massa. Nullam cursus lacus quis quam hendrerit, a tristique lorem tristique. Vestibulum malesuada viverra augue at convallis. Curabitur nunc enim, aliquam sit amet fringilla ac, molestie quis nisi. Phasellus maximus vehicula convallis. Nullam fringilla quam placerat magna pulvinar, non ullamcorper tortor dapibus. Nam euismod auctor odio, at rhoncus elit hendrerit eleifend. Fusce aliquam leo non hendrerit ullamcorper. Cras convallis mollis felis, sagittis commodo nulla dictum ut.
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<?xml version="1.8" encoding="UTF-8"2>
Sample XL file generated by XMLSpy v2017 sp2 (x64) (http://wmm.altova.com)-->
urn:us :gov: treasury”
i="http: //mat. 3. org/ 2001/ XHLSchema- nstance”
xsi:schemaLocation="urn: us:gov: treasury ginv:Order Order.xsd">
<emn: Lines> [ _J</cmn: Lines>

<cmn:RequestingorganizationalFilters [ J</can:RequestingorganizationalFilters
<cmn:HeaderServicingAgency>[__]</cmn:Headerservicingagency>
<emn:ServicingorganizationalFilters [ ]</cmn:ServicingorganizationalFilters
<cmn:Attachnentsumaries>[_]</cmn:AttachnentSummar ies>
<cmn:BusinessTransactionTdentifier/>

DocumentStatusCode>a</cun:DocunentStatusCode>
AcceptancepointCode>s</cmn:AcceptancepointCode>
AdvanceRevenueRecognit iontiethodologyCode>0¢/cmn: AdvanceRevenueRecognitiontethodologyCode>
AdvanceRevenueRecognitiontiethodologyDescription/>
RecurringFrequencyCode>Q</cm: RecurringFrequencyCode>
BillingFrequencyxplanation/>
ClosingComents/>
<cmn:RejectComments/>

.000-04:00</cmn: CreationDate>
<cmn:FOB_PointCode>0</cmn:FOB_PointCode>

GTC_Number >A1708-020-020-000200< /crin: GTC_Number>
InspectionPointCode>D</cmn: InspectionPointCode>
OrderAcceptanceDate>2007-08-24T09: 30:00.000-04:00</cnn: OrderAcceptancebate>
OrderendDate>2007-08-24T09: .000-04:00</cmn: OrderEndDate>

Ordertiodif icationtiunber>0</cnn:Ordertiodif icationtiunber>

Ordertiunber/>

OrderStartDate>2007-08-24T09: 30:00.000-04:00</ cnn: OrderStartDate>
<emn:PriorityorderIndicator>F</cnn:PriorityorderIndicators
<emn:Place0fAcceptance/>

<emn:Place0fInspection/>

<emn:CPIC_Indicator>F</cmn: CPIC_Indicator>
<cmn:RequestingAgencyLocationCode>@8681768</cmn: RequestingAgencyLocationCode>
:ServicingagencyLocationCode>00001710</cnn: ServicingagencyLocationCode>
:Header>
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Sample XL file generated by XMLSpy v2017 sp2 (x64) (http://wm.altova.com)-->
<cmn:HeaderRequestingAgency xrlns:can="urn:us: gov: treasury”
xnlns xsi="http: //vany.u3.org/ 2081 /XML chema-instance”
xsi:schemaLocation="urn:us: gov: treasury ginv:Order Order.xsd">
<cmn:Approvingofficialss[ . ]</cmn: Approvingofficials>
<cmn:OrderPreparedsy> (. </ cn:0rderPreparedsy>
POC>[_J</cmn:POC>
AdvancepaymentauthorityTitle/>
AdvancepaynentauthorizationCitation/>
orderTrackingIdentifier/>
ProgramauthorityCitation/>
ProgramauthorityTitle/>
StatutoryAuthorityFundTypeCitation/>
<cmn:StatutoryAuthorityFundTypeTitle/>
<cmn: StatutoryAuthorityFundTypeCode>EAc/ cm: StatutoryAuthor tyFundTypeCode>
</cm:HeaderRequestingagency>
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Sample XL file generated by XMLSpy v2017 sp2 (x64) (http://wmm.altova.com)-->
<cmn:HeaderServicingagency xnlns:cmn="urn:us: gov: treasury”
xnlns xsi="http: //vmy.u3. org/ 2081 /XML Schema- instance”
xsi:schemaLocation="urn:us: gov: treasury ginv:Order Order.xsd">
<cmn:Approvingofficialss[ . ]</cmn: Approvingofficials>
<cmn:OrderPreparedsy> (. </ cn:0rderPreparedsy>
POC> []</cmn:POC>
orderTrackingIdentifier/>
ProgramauthorityCitation/>
ProgramauthorityTitle/>
StatutoryAuthorityFundTypeCitation/>
StatutoryAuthorityFundTypeTitle/>
StatutoryAuthor-tyFundTypeCode>EA</can: StatutoryAuthorityFundTypeCode>
</cnn:Headerservicingagency>
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Sample XL file generated by XMLSpy v2017 sp2 (x64) (http://m.altova.com)-->
ine xlns:car gov:treasury”
nEtp: / /v 3 .org/ 2001/ XML Schema- instance”
xsi:schemaLocation="urn:us: gov: treasury :ginv:Order Order.xsd">

<emn: Lineschedules>[___[</can: Lineschedules>

<cmn: ItenCode>ac/can: TeenCode>
ProductServiceldentifier/>
ItenDescription>ac/cn: LterDescription>
Lineliunber>1</can: Lineliumber>
ordert inestatusCode>Ac/cmn:Order L ineStatusCode>
UID_RequiredIndicator>F</can:UID_RequiredIndicator>
SeverablelionseverableCode>S</crn: SeverablelionseverableCode>
Unitofiieasure/>

<cmn:UnitoftieasureDescription/>
<Jemn:Line>





image15.png
The semal mama o the
et

Srschmens. Dfeent fom
thenama assigned th fle
=

Urigue e for an
Sesthmen,

|

|

|

|

|

|

|

|

|

I
e e |
|

|

|

|

|

|

|

|

|

(Boye or i
upcaded the

was ulosded o
invans

The sam of e sschmant





image16.png
8" encoding="UTF-8"2>
Sample XiL file generated by XiLSpy v2017 sp2 (x64) (http://sa.altova.com)-->

xnlns :xsi="http: //www.w3.org/2001/XLSchema-instance”
xsi:schemalocation="urn:us:gov: treasury:ginv:Order Order.xsd">
<cmn:FileName/>
<cmn:FileNamealias/>
Attachnent10>20795621</cnr
FullName/>
UploadDateTine>2015-03-24T09:
FileSize>16</cmn:Filesize>
<emn:URL/>
</cmn:AttachmentSummary>

ttachnentID>

:00.000-04:00</cmn: UploadDateTime>
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<?xml version="1.8" encoding="UTF-8"2>
<
<cmn: LineSchedule xmins:can="urn:us:gov: treasury”
xnlns xsi="http: //swmy.u3.org/ 2081 /XML Schema-instance”
xsi:schemaLocation="urn: us: gov: treasury ginv:Order Order.xsd">
<emn: ScheduleRequestingagency>[___]</ crn: ScheduleRequestingagency>
<cmn:ScheduleServicingagencys [ </ cnn: Scheduleservicingagency>
<cmn:rderScheduleliumber>0</can :OrderScheduletiurber>
<cmn:0rderSchedulestatusCode>Ce/cmn:OrderSchedulestatusCode>
<cmn:Quantity>0</can: Quantity>
<emn:Unitpriceamount>0</cun: UnitPriceAnount>
<cmn: AdvanceAnount></cmn: AdvanceAmount>
</can:LineSchedule>

-Sample XL file generated by XHLSpy v2017 sp2 (x64) (http://www.altova.com)-
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<I--Sample XL file generated by XHLSpy v2017 sp2 (x64) (http://smm.altova.com)-->
" gov:treasury”
ttp: / /v i3 org/ 2001/ XHLSchema-instance”
chemaLocatior gov: treasury iginv:Order Order.xsd">
g comdiscretehccountingelenentss ]/ con:DiscreteaccomtingElenents>
<emn:shipTo>[_J</can:ShipTo>
<cmn:AdditionalaccountingInformation/>
<cmn:additionalInformation/>
<cmn:AgencyTdentifier>000</cun: AgencyIdent ifier>
<cmn:allocationTransferagencyLdentifier/>
<cmn:AvailabilityTypeCodertic/cn:AvailabilityTypeCode>
<cmn: BeginningPeriodofAvailability/>
<cmn:BusinessEventTypeCode/>
<cmn:BusinesspartnerNetuorkiunber/>
<cmn:BusinessPartnertietuorkPlusaliumber/>
<cmn:EndingPeriodofavailability/>
<cmn:MainAccountCode/>
<cmn:0bjectClassCode/>
<cmn:ProductServiceonaFideNeedDescription>ac/cnn: ProductServiceBonaF idelieedDescription>
<cmn: Sub-AccountCode/>
<cmn:sub-LevelprefixCode/>
<emn:ProcurementInstrunentIdentifier/>
<cmn:ParentAardIdentifier/>
<cmn: FederalawardIdent ificationtumber/>
<cmn:UniqueRecordIdentifier/>
</cnn:ScheduleRequestingAgency>
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<1--Sample XL File generated by XMLSpy V2017 sp2 (x64) (http://ww.altova.com)-->
Fl<cmn:ScheduleServicingAgency xmlns:cmn="urn:us:gov: treasury”
mlns txsi="http: //vww. 3. org/ 2001 /XL Schema- instance”
xsi:schenaLocatio gov:treasury:giny:Order Order.xsd">
iscreteAccountingElements> [ ]</cun:DiscreteAccountingElenents>
<cnn:AdditionalAccountingInformation,>
<cnn:AdditionalInformation,>

<emn
<cmn:AvailabilityTypeCodestic/cmn: AvailabilityTypeCode>
<cmn:BeginningPeriodofavailability/>

<emn:BusinesspartnerletworkPlusdlunber />
ndingperiodofavailability/>
inaccountCode/>
bjectClassCode/>
<emn:Sub-AccountCode/>
ub-levelprefixCode/>
rocurementInstrunentidentifier/>
arentawardidentifier/>
<cmn:FederalawardIdentificationhunber/>
<emn:UniqueRecordIdentifier/>
</emn:ScheduleServicingAsencys
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<2xml version="1.8" encoding="UTF-8"2>
<1--Sample XiL File generated by XiLSpy V2017 sp2 (x64) (http://sm.altova.com)-->
<nL:GINV_Attachment xmlns:cmn="urn:us:gov:treasury”
xln: gov: treasury: ginv:AttachnentPush”
nlns :xsi="http: //www.w3.org/2001/ XL Schema- instance”
xsi:schemaLocatior s:gov:treasury :ginv:AttachmentPush Attachment_Push.xsd">
<cmn:FileNamesty File</cmn:FileName>
<cmn:FileNamealias/>
<emn:Documenthunber>A1616-617-617-088176<//cmn: Documenthunber>
<nl:Buyselllndicator>R</nl:BuysellIndicator>
</n1:GINV_Attachment>





