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Introduction

This document details the steps required for a user to link their Personal Identity Verification/Common
Access Card, or PIV/CAC certificate to their Fiscal Service Single Sign-On (SSO) account and provides
instructions for using their PIV/CAC credentials to log in to OTCnet.

Users who do not currently have a PIV or CAC credential do not need to take action at this time. Users
should escalate internally with their agency if the user is required to obtain a PIV or CAC credential.

Troubleshooting—if a user is unable to log in to OTCnet with their PIV/CAC credentials, assistance
information is available in Part 3. Troubleshooting: If you are unable to log in to OTCnet with your
PIV/CAC

To learn more about this initiative, visit the OTCnet PIV/CAC webpage:
https://www.fiscal.treasury.gov/otcnet/log-into-otcnet-using-your-pivcac-credentials.html.
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Part 1. Linking a user PIV or CAC Certificate to the

User Fiscal Service SSO Account

e If you previously linked your PIV/CAC certificate to a Fiscal Service SSO Account, skip this section and
proceed to Part 2. Logging in to OTCnet using your PIV/CAC Credentials.

e You must have an active Fiscal Service SSO account for OTCnet Online to link a PIV/CAC certificate.

e You can link a PIV/CAC certificate from any location with internet access using your agency-provided
workstations. You do not have to be physically located at your agency.

Follow the steps below to link your PIV or CAC credentials to your Fiscal Service SSO account.

1. Using your browser, navigate to the CASS application: https://piv.treasury.gov/cass/.

2. A Windows Security box displays and prompts the user to select the appropriate certificate, see
Figure 1. Select a Certificate Window. You may have to select More Choices to view your other
certificate choices. Choose the correct certificate used for authentication and enter the
associated PIN for the credential.

Figure 1. Select a Certificate Window

Windows Security X

Select a Certificate
Site piv.treasury.gov needs your credentials:

Timothy User

@

Maasssad Issuer: Federal Program Agency Name

Valid From: 1/25/2022 to 1/25/2025

Click here to view certificate properties

More choices

OK Cancel

3. If multiple certificate selections are available and the user is unsure which certificate to choose,
complete the following:
e Click the Click here to view certificate properties hyperlink. The Certificate window
displays.
e C(Click the Details tab, see Figure 2. Certificate Window.
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Figure 2. Certificate Window

a  Certificate

General Details Certification Path

'y Certificate Information

This certificate is intended for the following purpose(s):

= Proves your identity to a remote computer
+2.16.840.1.113839.0.6.10.2
= Smart Card Logon

Issued to:  Timothy User
Issued by: Federal Program Agency Name

Valid from 1/25/2022 to 1/25/2025

7 You have a private key that corresponds to this certificate.

Issuer Statement

e The Details tab displays. Scroll down and select the Enhanced Key Usage option as
shown in Figure 3. Certificate Enhanced Key Usage. Client Authentication displays within
the lower display window when the correct certificate is selected.

Figure 3. Certificate Enhanced Key Usage

a  Certificate X

General Details Certification Path

Show: | <All> ~
Field Value A~
[&l Authority Key Tdentifier ~ KeyID=8c3d5409c4...

&l Certificate Policies [1]Certificate Policy:...

&I CRL Distribution Points [1]CRL Distribution ...

GlSubject Alternative Name RFC822 Name=ti ...

GilSubject Key Identifier 7f4da857ffcbdcdf3...

51 Enhanced Key Usage Client Authenticatio... ‘
[ElKey Usage Digital Signature (80)
[EThumbprint 402891be60c6f6ada...

Client Authentication (1.3.6.1.5.5.7.3.2)
Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

Edit Properties... Copy to File...

e Ensure the selected certificate includes RFC822 Name=your email address in the
Subject Alternative Name certificate field, see Figure 4. Certificate Subject Alternative

Name.
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Figure 4. Certificate Subject Alternative Name

a  Certificate

General Details Certification Path

x

Show: <All> ~
Field Value ~
[ Authority Key Identifier  KeyID=8c3d5409c4...

il Certificate Polidies [1]Certificate Policy:...
EEICRL Distribution Points ~ [1]CRL Distribution ...
Subject Alternative Name RFCB822 Name=ti... ‘
ESubject Key Identifier 7f4daB57ffocodcdf3...
kilFnhanced Key Usage Client Authenticatio...
[ElKey Usage Digital Signature (80)
[l Thumbprint 402891beb0cbfbada... -

RFC822 Name=timothy user@federalagency.gov ‘
Other Name:
Principal Name=timothy user@federalagency.gov

Edit Properties...

Copy to File...

4. APIN prompt displays once the correct certificate is chosen. The user enters their Smart Card
PIN. See Figure 5. Enter PIN Window.

Figure 5. Enter PIN Window
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Windows Security

Smart Card

Please enter your digital signature PIN.

||D|N

Click here for more information

OK

Cancel
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5. The CASS Application Home page appears in your browser. Click the | need to link my PIV or
PIV-I cert to an existing Fiscal Service SSO account hyperlink. See Figure 6. SSO Page.
Figure 6. SSO Page

SINGLE
SIGNCON

Change Password Contact PIVICAC Linking Guide

1 do not have a Fiscal Service SSO account

I I need to link my PIV or PIV-I cert to an existing Fiscal Service SSO account I

e If you receive the message “Your credential has already been linked to an SSO account.
Your access should already be in place” your PIV/CAC credentials may already be linked
to your SSO account due to another Fiscal Service or Treasury application.

Continue to Part 2 of this document to confirm you can use your PIV/CAC credentials to
log in to OTCnet.

e If you receive the message “Unable to decode certificate. This is likely not an
authentication certificate.” The certificate you selected cannot be used; this is possibly
because it is not an authentication certificate, or it may not be a PIV, PIV-I, or CAC
certificate. Ensure your PIV, PIV-l, or CAC is inserted into your workstation’s card reader
and repeat steps 1 through 4, ensuring that you select a valid PIV, PIV-l or CAC
authentication certificate (per steps 2 through 4).

6. For PIV/CAC certificates without an email address, enter your name and email address and click
Submit, see Figure 7. CASS Email Registration Page. You will receive an email with a link to
register. Click this link or enter it into your web browser. If your certificate has an email, CASS
will automatically skip to the next step.

Figure 7. CASS Email Registration Page

=% SINGLE
SIGNCON
Manage identity/Account  Contact

Enter your personal information.
*_egal First Name: ]
Legal Middle Name
*Legal Last Name:
*Official Email Address Submit

'WARNING: This system contains LL.S. Government Data. Unauthorized use of this system is prohibited.
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7.

Enter your Fiscal Service SSO UserlD and Password and click Submit. See Figure 8. SSO User Log
in Page.

Figure 8. S50 User Log in Page

Manage identtyiAccount  Contact

Enter the userlD and password fior the SSO account you wish fo nk to your PV or PIV- credential
UseriD:

Password

Suomit

This ins LS. ized wse of this syswm is prohibited.

|

Once logged in to CASS, a message displays: “Your request has been submitted successfully”,
see Figure 9. Request Successfully Sent Page. An email is then sent to the user email address
associated with the Fiscal Service SSO profile. The email contains “Treasury Fiscal Service SSO
Certificate Activation Notification” in the subject line.

Figure 9. Request Successfully Sent Page

| .m.—m..o-ﬂcl.usnwmmrm, I l . - -

@ SINGLE
L'\__ SIGN_ N

Manage identityiAccount  Contact |

Your request has been submifted successiuly. You should recerve an email within 24 hours with further |
Insruchons.

WARMIMG: This system contains U.5. Government Data. Unauthorized use of this system is prohibited.

This Computer TSI, INCRUCING 3 ralated SQUIDIENL HEWOrS, aNd RO GPACES (SPACNCRy INCUGING Intemat JCC8s3) are
provided anly for Juorced U S Government use U S Government computsr SyEims may e manioned 1o 3l il purposes.
including % ensure Mat Meir use s auhonized for e A1t $y5tEm, o I probechan aganst access, and
b5 verTly Secunty CrOCROUres. SURAGDIMY 3nd operatonal S0ty Moniorng NCUCES TV JRICKS Dy WINSFTRS U S Govemment
Nt b best or venty the securty of fes system. Dunng mondonng. informatkon may be examined recorded copled and used for
SUMOAZEE PUFDOSES. All IRSSrMABON, MEALGING DErscAal PENMABON, PHICET of Sanl Sveris System My Be Montered

Use of this computer system. aulorzed or unauihorized, consstutes consent o monitonng of fus system Unauhonzed use may
Subjedt you o Evigence of durng iy e used for AGTHNISTAIE. Crminal
of olhar Scverse action. Uise of g system constiules consent 1o mondonng for Pese puEoses

Once the email is received, log in to the Fiscal Service Application using your PIV/CAC
credentials.
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Part 2. Logging in to OTCnet using your PIV/CAC Credentials

Once your PIV or CAC certificate is successfully linked to your Fiscal Service SSO account, log in to
OTCnet using your PIV/CAC:

1. Use Microsoft Edge or Google Chrome to access OTCnet Production at:
https://www.otcnet.for.fiscal.treasury.gov/otcnet/views/home.xhtml.
See Figure 10. Fiscal Service SSO Log in Page.

On December 10, 2022, the OTCnet URL domain changed from fms.treas.gov to
for.fiscal.treasury.gov. This change will not impact your current log in process. User IDs,
Passwords, and PIV/CAC credentials will remain the same.

On the log in screen, ensure that the yellow Log in to box contains the full URL, see red arrow in
Figure 10. Fiscal Service SSO Log in Page.

Figure 10. Fiscal Service SSO Log in Page

BUREAU OF TH

*
¥ Fiscal Service

Select an authentication method and enter your credentials

Log In using your Fiscal Service ID:

SSO User ID and Password P 129 your Facal Sarvice Singls Sgr oo nd Pass
8y logging in with your PIV, Secur1D, or User 10 b=l rord you acknowiedga and agres that you have read: o) 2nd agreed to abide by the Rules of Behay

PKI Certificate

WARNING
WARNING
WARNING

property of the
ERE IS N RIGHT TG PRIVACY IN T

e, Uk OF TS SYCTEM BYANY USER, AUTHORIZED GR UNALTIOAT 26D, ZoMSTITUTE YOUR UNDSRETANTHS 0D CONSEI 70 TH1S MONTTORHIG, INTEACEPTION, RECORBAIS,
ING, OR CAPTURING AND DISCLOSURE.

NoTE This system may contain Sensitive But Unclassified (SBU) data that requires specific data privacy handling requirements as dictated by law, mandate or government agency.

e s e of
US. Departmant of tha Traacury - Buresu of the Fiscal Sarvica

a. Click the PKI Certificate hyperlink, see Figure 10. Fiscal Service SSO Log in Page. You will
be prompted to select your PIV/CAC authentication certificate.

b. Select your PIV/CAC certificate and click OK to log in to OTCnet. You may be prompted
to enter your PIV/CAC PIN before the log in process completes. Once successfully logged
in, you can use your PIV/CAC credentials to log in to OTCnet in the future. The process is
complete and no additional steps are required.

If you receive an error while attempting to log in with your PIV/CAC, continue with Part 3.
Troubleshooting: If you are unable to log in to OTCnet with your PIV/CAC.

Last Updated 12/14/2022


https://www.otcnet.for.fiscal.treasury.gov/otcnet/views/home.xhtml

Converting to PIV/CAC Authentication for OTCnet Bureau of the Fiscal Service

Part 3. Troubleshooting: If you are unable to log in to

OTCnet with your PIV/ICAC

A.403 Error Message When Logging in to OTCnet with a
PIV/ICAC

If you receive the message, “The website declined to show this webpage / HTTP 403" or “Forbidden /
You are not authorized to access the requested resource”, follow the steps below:

1. Inthe browser address bar, delete all the characters after “home.xhtml” .

You should see the characters %3E%3Cbody%20bgcolor= or ><body%20bgcolor=. Delete these
characters from the address bar and press the Enter key on your keyboard.

2. You should now see the OTCnet home page. If you see the log in screen instead, your session
has timed out; click the PKI Certificate hyperlink and log in using your PIV/CAC credentials again
and you should see the OTCnet home page.

3. Bookmark the URL https://www.otcnet.for.fiscal.treasury.gov/otcnet/views/home.xhtml and
use this URL for future OTCnet log in.

B. Validation Authority Error

If you receive a “Validation Authority” error or other errors related to your certificate when attempting
to log in to OTCnet using your PIV/CAC credentials, follow the steps below:

Note: The steps below only apply to validation errors and authentication errors relating to certificates.

1. Take a screenshot of the certificate error when attempting to log in to OTCnet with your
PIV/CAC credentials.

2. Email FiscalService.OTCChannel@citi.com and provide a description of your workflow with the
screenshot from the previous step. The OTC Support Center Team will address your inquiry.
They can also be reached by phone at 866-945-7920.

10
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C.OTCnet Server Does Not Recognize PIVICAC Certificate

If you receive a “Validation Authority” error or an error was caused by the OTCnet server not
recognizing your PIV/CAC certificate issuer, your PIV/CAC certificate’s issuer may not yet be supported
by the Treasury Web Applications Infrastructure (TWAI) for authentication.

To determine if this is the case, email your public PIV or CAC certificate to
FiscalService.OTCChannel@citi.com. To do this, locate and export your public end-entity authentication

certificate by completing the following steps:

1.

ukhwnN

With your CAC/PIV card inserted in your workstation, type Internet Options in the Windows

search bar.

Select and launch the Internet Options application.
Click the Content tab at the top of the Internet Properties application.

Click the Certificates button.

Under the Personal tab on the Certificates screen, see the Issued To column and look for your

name or Government ID.

Select the item with your name or Government ID, the Authentication Certificate may appear
under the Friendly Name column. See Figure 11. Certificates Window.
Click Export, see Figure 11. Certificates Window.

Figure 11. Certificates Window

4" Centificates

Intended purpose: <All>

] Jonathan Paiik  OCIO CA

O‘Iher People | Intermediate Certfication Authorities | Trusted Root Certification * | *

-

71072016 Authentication Centificat

.

Certificate intended purposes

Server Authentication

Learn more about certificates

Advanced
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8. The Certificate Export Wizard Start dialog box displays. Click Next >, see Figure 12. Certificate
Export Wizard Window.

Figure 12. Certificate Export Wizard Window

&" Certificate Export Wizard e

Welcome to the Certificate Export

Wizard
1 ’;_ ﬁj This wizard helps you copy certificates, certificate
—” trust lists and certificate revocation lists from a

certificate store to your disk.

A certificate, which is issued by a certification authority,
is @ confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, dick Next.

it conce

9. The Export Private Key dialog box displays. Select the No, do not export the private key button
and click Next >, see Figure 13. Export Private Key in Certificate Export Wizard.

Figure 13. Export Private Key in Certificate Export Wizard

" Certificate Export Wizard ]

Export Private Key
You can choose to export the private key with the certificate.

Frivate keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

Yes, export the private key

'@ /INg, do not export the private key

Note: The associated private key is marked as not exportable. Only the certificate
can be exported.

Learn more about exporting private keys

< Back l Next > || Cancel
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10. The Export File Format dialog box displays. Select the Base-64 encoded X.509 (.CER) button.
Click Next >, see Figure 14. Export File Format in Certificate Export Wizard.

Figure 14. Export File Format in Certificate Export Wizard

" Certificate Export Wizard e

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

_/ DER encoded binary X.509 (.CER)

| @ Base-64 encoded X.509 (.CER)

LCryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Include all certificates in the certification path if possible
Fersonal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible
Delete the private key if the export is successful
Export 2l extended properties

Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

< Back Next > Cancel

11. The File to Export dialog box displays. Click Browse, see Figure 15. File to Export in Certificate
Export Wizard.

Figure 15. File to Export in Certificate Export Wizard

&* Certificate Export Wizard e

File to Export
Specify the name of the file you want to export

Eile name:

13
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12. Navigate to a folder you want to export your certificate file and type in your desired file name.
Click Save, see Figure 16. File Explorer Window. On the File to Export screen click Next.

V" Save As

Figure 16. File Explorer Window

Organize =

Temp

)

i

)

)

k. Sun
|

I

L. Users
[

& Network

New folder

Program Files (x86) P
ProgramData
Quarantine

Recovery

System Volume Information

Windows

File pame: EndEntitiyCert

@_ )=/ | » Computer » Local Disk(C) + Temp » 65 W Seovch Temp

Save as fype: | Basebd Encoded X.509 (*.cer)

= Hide Folders

e

13. A confirmation screen displays. Click Finish, see Figure 17. Complete Certificate Export Wizard

Window.
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Figure 17. Complete Certificate Export Wizard Window

&* Certificate Export Wizard

=X

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the following settings:

Frenome—— civel
Export Keys Ho
Include all certificates in the certification path No
File Format Basefé
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14. A confirmation dialog box displays. Click OK, see Figure 18. Export Successful Window.

Figure 18. Export Successful Window

ﬁl‘ Certificate Export Wiz... @

The export was successful.

15. Navigate to the folder where you saved the file and rename the file extension of the file to .txt.
Confirm that you want to change the file name extension and click Yes to confirm. If using the
example above, the exported file is called EndEntityCert.cer, and it should be renamed to
EndEntityCert.txt

16. Email FiscalService.OTCChannel@citi.com and attach a screenshot of the EndEntityCert.txt file.
Note that this is a public certificate and it does not contain a private key.

Once the OTC Support Center Team receives the text file, the information will be provided to
TWAL TWAI will determine if your certificate’s issuer is supported, or if there is another issue
with the certificate preventing PIV/CAC authentication.

D. Additional Troubleshooting Assistance

For additional troubleshooting assistance, visit the Fiscal Service Guide to Linking Fiscal Service SSO
UserID to a SmartCard: https://www.fiscal.treasury.gov/files/reference-guidance/linking-fiscal-service-
sso-piv-cac-guide.pdf.

Thank you for converting to PIV/CAC for your authentication to OTCnet!
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