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Agency Administrator (AA) — Submitting a User Access Request

This process requires action by two active ISIM users: an AA, who enters the access request and a
second AA or an MA, who then approves it. With the ISIM workflow, an MA does not have the ability to
initiate a request on behalf of a user.

1. Access the ISIM External Interface at https://isim.fiscal.treasury.gov/itimext. Enter your user ID and
password, and then click LOGIN.

SINGLE
SIGNCON

Forgot Password Change Password Forgot User ID Contact

By bogging in with PIv, SecunD, or User |0y Fassword, you acknowledge that you have resd, understand, and agres to abide by the Rules of Behavior

PIV Card or iKey [ 7] SecurlD (] User ID & Password [ 7]
Ploase make sure your cardiiey is plugged into User I User ID (ITIM)

the reader tluseros

Passcode Password
ExFEERERER R
LOGIN WITH YOUR
PV
LOGIN LOGIN

WARNING WARNING WARNING

You have accessed a ULS. Government information system, which includes (1) fis computer, (2) this network, (3) all computers connedied
o this network, nd (4) 3 devices and slorage Media ARached 10 this pEtwork of 10 3 computer on this netecek. LS. Govermment
infiormation siyrstems are provided for the pe g of official .S, infrmation anly. mpraper use of this
Infarmatian system & prohibRed and may Sublect you 1o dsciphnary action, a5 well a5 civil and criminal penalbes. Al data contained on
LS. Gowemement information systems is owned by the U.S. Govemment Bnd may, Tor the purpose of protecting the rights and property of
e LS. Govemment. be monitored infercepled, recarded, read, searthed, copied, of caplured in any manner and diclosed of used for
any il government purpase at any time. THERE |5 NO RIGHT TO PRIVACY IN THIS SYSTEM, System persanned may give to e
enforcement offcials any potential evidence of crime found on U.S. Government information systems. USE OF THIS SYSTEM Y ANY
USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES YOUR UNDERSTANDING AND CONSENT TO THIS MONITORING,
INTERCEPTION, RECORDING, READING, COPYING. OR CAPTURING AND DISCLOSURE.

2. When the Request Management — Your To-Do List page loads, click Search in the blue navigation bar, and
then select Person.

Request Management

Account

Fequest Management - Your To

I Locked | Activity Time Due Requestee Subject I
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3. When the Search Person page loads, select the desired search criteria from the dropdown menu in the
Where field (note that the Select field will default to External, and may be modified as needed).

Request Management Organization Search Repaorts

Search Person

Select External hd -

Where Full Mame

Containg  ~

Last Name
Email Address
Status

Enterprise 1D

: Saarch |

4. Inthe blank open text field, enter the search term for the individual you wish to locate (note that the field
in the center column will default to Contains, and may be modified as needed to select another search
operator).

Reguest Management Orgganization

Search Person

Select External >

Where EnterpriselD Containg I buserlil I

[ sasih t

5. Click Search, followed by the Select link next to the appropriate entry in the search results that appear.

Organization

Search Person

Select External A
Where Enterprise D = Contains  « huserl0

Name E-Mail Status Organization
Select Bruce User carsuserzi@yahoo.com Active
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6. When the Manage User: User Name page opens, click the Manage Accounts link.

Request Management Crganization

Manage User: Bruce User

® Manage Fersonal Info
Fiansas acsound

7. When the Manage Accounts: User Name page opens, click New.

Request Management Organization Search Reports

Manage Accounts: Bruce User

[ select | User ID | service Status I

Suspend | | Restore | | De-Provision | [ cancel |

8. When the Create Account for: User Name page opens, select IPAC, and then click Submit.

Reguest Management Organization

Create Account for: Bruce User

Choose Account Type
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9. When the Edit Account: IPAC page appears, select the Click to Modify link in the Modules, Roles, and
ALCs field.

ezt Managemert Crganization

Edit Account: IPAC

I User ID * |buserDE|1
Modules, Raoles, and
[Click to Modify]
ALCs Click to Modif
Suspended Due to F
Inactivity?

@ schedule for Now
) schedule for Later 3/4/2014 Time: 00:00 -

Submit | | Cancel

10. When the IPAC Access Permissions page opens, navigate through each of the three dropdown menus
from left to right to select the appropriate options in the Module, Role, and ALC fields.

IPAC Access Permissions

Please provide the permissions for this user's IPAC access.

® The ALC 0 flag will override any value chosen in the ALT dropdown box.
® The RITS Payroll text box value will override any value chosen in the ALT dropdown box.

Module

| Role
IPACB E IPAC User

ALC | ALCO

|
E 00001003 E

[[Add || ok ]| cancel |
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11. After all three fields are populated with your selections, click Add. This will add the Module/Role/ALC
combination to the Current Permissions section.

NOTE: Only one ALC may be selected per row. To add additional modules/roles for the same or other
ALCs, move through steps 10 & 11 as many times as needed. Upon entering each module/role/ALC
combination, verify that it appears in its own row under Current Permissions.

IPAC Access Permissions

Please provide the permissions for this user's IPAC access.

® The ALC O flag will override any walue chosen in the ALT dropdown box.
® The RITS Payroll text box value will override any value chosen in the ALC dropdown box.

Module | Role ALC ALCO
IPACE + | IPAC User - 00001003 -
I Addl (]34 Cancel
Current Permissions

Maodule | Role ALC Remove

12. When all necessary module/role/ALC combinations appear in the Current Permissions section, click OK.

IPAC Access Permissions

Please provide the permissions for this user's IPAC access.

® The ALC O flag will override any value chosen in the ALT dropdown box.
* The RITS Payrolltext box value will overiide any value chosen in the ALC dropdown box.

Module | Role ALC ALCO

[ Add || Cancel |

Current Fermissions
Module | Role ALC | Remove

- IPACE IPAC User 00001003
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13. When the Edit Account: IPAC page reappears, click Submit to proceed with the default selection of
Schedule for Now. If the user’s access should go into effect at a future point in time, click the radio button
to select Schedule for Later, enter the desired date and time for access to be provisioned, and then click
Submit.

=t Management Organization Reports

Edit Account: IPAC

II_'L'_.!;ﬁT_ I User ID * buser0ol

Madules, Roles, and
ALCs Click to Madify]

Suspended Due to
Inactivity?

@ schedule for Mow
Schedule for Later 3/4/2014 Tirne: 0000 -

Submit | | Cancel

14. When the Request Management — Your Pending Requests page opens, verify that the submitted request
is listed with a status of “In Process.” The request has now been sent for approval to any other AAs and
the MA for the ALCs requested.

Reqguest Management Organization Search Reports

Request Managerment - Your Pending Requests

Select | ¥iew Details Request ID Time Submitted Process Type | Requestee | Subject Status
|:| Cretails 1007571753680820335 Mar 04, 2014 11:45 AM EST Create Account |Bruce User |buser001 JIn Process
S—
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IMPORTANT NOTE: Access and account restore requests are reviewed and approved/rejected on a case-by-case
basis according to the ALC selected. Each request is sent to the Agency Administrator(s) and Master
Administrator for that ALC. If access requests for multiple ALCs are submitted, a separate access request will be
sent to the appropriate AA(s)/MA for each ALC, even if the AA(s)/MA is the same for all ALCs to which access
was requested.

Because access to multiple ALCs may be requested within a single submission, it is possible that a specific ALC
access request within the submission may have been rejected by the AA(s)/MA for that ALC, even if the
submission appears on the View My Requests page with a status of “Success.” If the user is unable to access
IPAC with any module/role/ALC combination(s) requested, it will be necessary to resubmit an access request for
the missing module/role/ALC combination(s).

For guidance on access request approvals, please refer to the “Agency Administrator (AA) — Approving
an Access or Account Restore Request” or “Master Administrator (MA) — Approving an Access or
Account Restore Request” sections of this guide.

Agency Administrator (AA) /Master Administrator (MA) — Suspending a User Account

1. Access the ISIM External Interface page at https://isim.fiscal.treasury.gov/itimext . Enter your user ID and
password, and then click LOGIN.

- SINGLE
SIGN. N

Forgot Password Change Fassword Farngot User ID Contact

By logging in with P, SecuriD, or User 1Dy Passward, you acknowledge that you have read, understand, and agres to abide by the Rules of Behavior

PIV Card or iKey (7] SecurlD (7] User ID & Password (7]
Please make sure your card/iKey is plugged into User ID User I [ITIM)
the reader tluserns
Passcode Password
:) = FEFFEHEERE LS

- LOGIN WITH YOUR

B PIV

=8 LOGIN LOGIN

WARNING WARNING WARNING

o have acoessed 3 ULS. Government infofmation system, which includes (1) fis computer, (2) this network, (3) all companers conneiad
B0 this network, and (4) 2l 3&vices and siorage media anached 1o NS netwalk oF b 8 Compuler on this neteork. U5, Govemment
infiormation sysiems ane provided for the processing of official LS. Governmant infarmation anty. Unauthorized or improper use of this
Information system s prahibfed and may subject you fo dsciplnary aciion, as well a5 civil and criminal penafies. Al data contained on
U.8. Gowerrement informaticn systems s owned by the LS. Govemment and may, for the purpose of protecting the rights: and property of
me LS, Gowvemment, be manitoeed, inercepled, recorded, read, searched, oopied, or caplured in any manner and daclosed of used for
any Lraful government purpase at any time. THERE 1S NO RIGHT TO PRIVACY IN THIS SYSTEM. System persannel may ghw b Ly
enforcament oficials any potental evidence of cnme found on U.S. Govemnment information systems. USE OF THIS SYSTEM BY ANY
USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES YOUR UNDERSTANDING AND CONSENT TO THIS MONITORING,
INTERCEPTION, RECORDING, READING, COPYING. OR CAPTURING AND DISCLOSURE.
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2. When the Request Management — Your To-Do List page loads, click Search in the blue navigation bar, and
then select Person.

Reguest Management

I Locked |

Activity | Time Due Requestee

Subject I

3. When the Search Person page loads, select the desired search criteria from the dropdown menu in the
Where field (note that the Select field will default to External, and may be modified as needed).

Search Person

Select Estarnal vh

W hera Full Mams

Containg =

LastiName
Ermail Address
Saahus

Eriterprise D

Bawih

4. Inthe blank open text field, enter the search term for the individual you wish to locate (note that the field

in the center column will default to Contains, and may be modified as needed to select another search
operator).

Request Management Organization Search

Reparts

Search Person

Select External -

whers Enterprise 1D ~

Containg =

buserlil I
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5. Click Search, followed by the Select link next to the appropriate entry in the search results that appear.

Request Management Crganization Reports

Search Person

Select External -
Where Enterprize ID - Contains buserlil

Name E-Mail Status Organization
Select Bruce User carsuserZ@yahoo.com Active

6. When the Manage User: User Name page opens, click the Manage Accounts link.

equest Management

Manage User: Bruce User

® Manage Personal Info
®] Manage Accounts
® [Manage Passwords

7. When the Manage Accounts: User Name page opens, click the checkbox that corresponds with the user
account you wish to suspend, and then click Suspend.

Recuest Management Oroganization

Manage Accounts: Bruce User

Select User ID Service Status

buseronl IPAC Active

New w\ Restore | | De-Pravision | [ Cancel |
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8. Click Submit to proceed with the default selection of Schedule for Now, which immediately suspends the
selected account. If the suspension should go into effect at a future point in time, click the radio button to

select Schedule for Later, enter the desired date and time for access to be suspended, and then click
Submit.

Request Management Organization Search Repotts

Manage Accounts: Bruce User

@ schedule for Now

) Schedule for Later 3/4/2014 Time: 0000 -

Confirm suspend of the following accounts:

User ID Service Status
- buser0ol IFAC Active

9. When the Request Management — Your Pending Requests page opens, click Request Management in the
blue navigation bar, and then select View Completed Requests.

Organization Reports

anagement - Your Pending Requests

hils | Request ID | Time Submitted | Process Type Requestee Subject Status I

10. When the Request Management — Your Completed Requests page opens, verify that the submitted
request is listed with a status of “Succeeded.”

Request Management Organization Reports

Request Management - Your Completed Requests

Find requests Completed -
during this time period: ThisWeek =
: Refresh '|
Details Request ID Time Completed Process Type Requestee Subject Status I
Details 1007871783660820335 Mar 04, 2014 11:48 AM EST Suspend Account Bruce User buser001 JSucceeded
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11. Follow steps 2-6 above to view the users account shows as inactive.

Search Reports

Manage Accounts: Bruce User

Select User ID Service Status

busernol IPAC Inactive

New | [ Suspend | [ Restore | [ De-Provision | | Cancel |

Agency Administrator (AA) — Restoring a User Account

This process requires action by two active ISIM users: an AA, who enters the account restore request,
and a second AA or an MA, who then approves it. With the ISIM workflow, an MA does not have the
ability to initiate a Create or Restore request on behalf of a user.

1. Access the ISIM External Interface page at https://isim.fiscal.treasury.gov/itimext. Enter your user ID and
password, and then click LOGIN.

SINGLE
SIGNCON

Forgot Password Change Password Forgot User ID Contact

By logging in with PRV, SecuriD, or User 1Dy Password, you acknowledge that you have read, understand, and agres to abide by the Rules of Behavior

PIV Card or iKey (1] SecurlD (7] User ID & Password (7]
Pleasa make sure your cardiKey is plugged into User ID User 10 [TTING
the: reader tluseros
~ Passcode Password
L f = P STt

B LOGIN WITH YOUR

a PIV

- LOGIN LOGIN

WARNING WARNING WARNING

You hawe accessed 3 UUS. Government infomation system, which inludes (1) this computer, [2) this network, (3) all COMEUIErs Connedisd
o this nedwork, and (4) a1 devices and storage media aRached 1o this petwark of b 8 compuber on this netwerk. LLS. Govemment
infarmiation systems are provided for the processing of official ULS, Gowernmant information anly, Unautharized or improper use of this
Infirmation system is prohibfed and may subject you to disciplnary action, a5 well a5 chil and criminal penafies. Al data contained on
ULS. Govermmant infonmabion Systems (s owned Dy the U.S. Govemment and may, for the purpose of protecting the rights and propety of
he ULS. Government, be moniiored, inencepled, recorded, read, searched, copied, or caphured in any manmer and disclosed or used for
Ay Lradul government purpose at any timée. THERE 15 NO RIGHT TO PRIVACY IN THIS SYSTEM. Syslem personnel may give b L
enforcement officials any poteniial evidance of crime found on U.S. Government information sysiems. USE OF THIS SYSTEM BY ANY
USER, AUTHORIZED OR UMAUTHORIZED, COMSTITUTES YOUR UNDERSTANDING AND CONSENT TO THIS MONITORING,
INTERCEFTION, RECORDING, READING, COPYING, OR CAPTURING AND DISCLOSURE
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When the Request Management — Your To-Do List page loads, click Search in the blue navigation bar, and

then select Person.

Reguest Management

Subject I

Requestee

Time Due

I Locked | Activity

3. When the Search Person page loads, select the desired search criteria from the dropdown menu in the
Where field (note that the Select field will default to External, and may be modified as needed).

Crrganization

Request Management

Search Person

Select External vﬁ
Where Full Mame I:l Contains

LastMame

(I Ernail Address
Status

Enterprise D

4. Inthe blank open text field, enter the search term for the individual you wish to locate (note that the field
in the center column will default to Contains, and may be modified as needed to select another search

operator).

Request Management Crganization

Search Person

Select External -
where Enterprise ID ~ Contains ~ ~ buserldl
Search
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5. Click Search, followed by the Select link next to the appropriate entry in the search results that appear.

Request Management Crganization Reports

Search Person

Select External -
Where Enterprize ID - Contains buserlil

Name E-Mail Status Organization
Select Bruce User carsuserZ@yahoo.com Active

6. When the Manage User: User Name page opens, click the Manage Accounts link.

Request Manasgement Crganization

Manage User: Bruce User

L] apane Dereon nfo

®| Manage Accounts

® Manage Passwords

7. When the Manage Accounts: User Name page opens, click the checkbox that corresponds with the user
account you wish to restore, and then click Restore.

Search Reports

Manage Accounts: Bruce User

Select User ID Service Status
buser0ol IPAC Inactive

New | | Suspend IRaﬂareI De-Provision | | Cancel
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8. Click Submit to proceed with the default selection of Schedule for Now, which will immediately send the
account restore request to the second AA/MA for approval. If the account should be restored at a future
point in time, click the radio button to select Schedule for Later, enter the desired date and time for
access to be restored, and then click Submit.

Request Management Organization Search Reports

Manage Accounts: Bruce User

@ schedule for Mow

) Schedule for Later 3/4/2014 Time: 00:00 -

Confirm restore of the following accounts:

User ID Service Status
- buserool IPAC Inactive

9. When the Request Management — Your Pending Requests page opens, verify that the submitted request
is listed with a status of “In Process.” The request has now been sent for approval to any other AAs and
the MA for the ALCs requested.

Reguest Management Organization Reports

Regquest Management - Your Pending Requests

Select | Yiew Details Request ID Time Submitted Process Type | Requestee | Subject Status
[ |Details 10370546316840325730  |Mar 04, 2014 01:39 PM EST Restore Account |Bruce User  |buserd0l JIn Process

For guidance on account restore request approvals, please refer to the “Agency Administrator (AA) —
Approving an Access or Account Restore Request” or “Master Administrator (MA) — Approving an Access
or Account Restore Request” sections of this guide.
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Agency Administrator (AA)/Master Administrator (MA) — Approving an IPAC Request

All approvals for regular IPAC user modules and roles are routed for approval to both the Agency
Administrator(s) and Master Administrators for an ALC. Either the AA or MA must take action on the
request within three days of submission or the request will time out and the request will need to be
resubmitted. Once the request is approved/rejected, it will disappear from the other approvers To-Do
list.

Requests for the Enroll module and the Agency Administrator role will only be routed to the Master
Administrator for that ALC for approval. The same three day approval is required for the Agency
Administrator role.

1. Access the ISIM External Interface website at https://isim.fiscal.treasury.gov/itimext . Enter your user ID
and password, and then click LOGIN

SINGLE
SIGNC N

Change Password

Forgot Password Forgot User ID Contact

By logging in with PV, SecurlD, or Ussr ID/Password, you acknowledgs that you have read, understand, and agres to abide by the Rules of Behavior

PIV Card or iKey (7] SecurlD 7] User ID & Password
Please make sure your cardiKey is plegged into User ID User ID [ITIM])
U reader tluseros
- Passcode Password
\_ FkFkFkREREEE

—d LOGIN WITH YOUR

= PIV

=0 LOGIN LOGIN

WARNING WARNING WARNING

You have accessed a US. Government information system, which includes (1) this computer, (2) this network, (3) all Comoulers connediad
B0 this network, and (4) all denvices and Storage media anached 1o N nEwrk of 10 3 compuler on this network. ULS, Govemment
infarmation syshems ane provided far the processing of official LS. Governmaent information only. Unautharized or mproper use of ths.
Infiormiation system s prohibfied and may subject you 1o dscipinary achion, as well as il and criminal penaies. Al data contained on
LS. Govemment informalion sysiems (s owned by the U.3. Govemnment and mary, for the purpose of protecting the rights and property of
he LS, Government, be monilored, inlercepled, recorded, read, searthed, copied, of Caplufed in any manner and disclosed of used for
any el government purpose at any time. THERE |15 MO RIGHT TO PRIVACY IN THIS SYSTEM. System personnel may give b0 L
enforcement officials any potential evidance of crime found on US. Government information syslems. USE OF THIS SYSTEM &Y ANY
USER, AUTHORIZED OR UNMAUTHORIZED, CONSTITUTES YOUR UNDERSTANDING AND CONSENT TO THIS MOMNITORING,
INTERCEPTION. RECORDING, READING, COFYING, OR CAPTURING AND DISCLOSURE.
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2. When the Request Management — Your To-Do List page loads, click the AA MA Approval link in the
Activity column.

If you are an AA or MA for multiple ALCs, you will receive a separate request for approval for each module/role/ALC
combination the user requested. Users will only be given access to the requests you approve. They will not be
able to access IPAC with the module/role/ALC combinations that you reject or do not take action on.

All approvals must be completed within three days. If no action is taken on a request within 3 days, it will time out
and the user will not get access to the module/role/ALC combinations requested.

Request Management Organization Search Reparts

Request Management - Your To-Do List

Locked ixity Time Due Requestee Subject
IAA M& Approval Mar 07, 2014 09:51 AM EST Bruce User buser0ol
=

3. When the Approve/Reject the Request page opens, click View Request Data to access additional request
details, and then click Back to return to the Approve/Reject screen.

Approve / Reject the Request

Description IPACB|IPAC User|00001003 access request for Bruce User's account buser001 on IPAC requires your approval.
Request ID 978348766731373089
Requestor Bruce User
Requestee Bruce User
Subject busero0l
Time Submitted |Mar 04, 2014 09:51 AM EST
Time Due Mar 07, 2014 09:51 AM EST
Wiew Reguest Data

User ID * buser00l
Explanation Adrnin Role

IPACB|IPAC User|00001003

Modules, Roles, and
ALCs

Drganization

Approve / Reject the Request

Description IPACE|IPAC User|00001003 access request for Bruce User's account buserd01 on IFAC requires your approval.
Request ID A78348766731373089

Requestor Bruce User

Regquestee Bruce User

Subject buser0ol

Tirme Submitted |Mar 04, 2014 09:51 AM EST

Time Due Mar 07, 2014 09:51 AM EST

Wiew Request Data

Explanation

| Approve Reject fancel
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5. On the Request Management — Your To-Do List page, verify that the approved request no longer appears
and whether there are other requests that need action.

Fequest Management Organization

Request Management - Your To-Do List

I Locked [ Activity [ Time Due Requestee Subject

Contact the Treasury Support Center at (877) 440-9476 or via email at IPAC®@stls.frb.org
if you have questions concerning the IPAC enrollment process.
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